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ABSTRACT

Mobile money transfer and payments via mobile phone device has emerged as a significant substitute platform of undertaking financial transactions against the traditional conventional banks and internet. The study aimed to examine the clarity, adequacy and effectiveness of the current Laws and institutional Framework on response the challenges posed by related computer crimes involved in the platform, addressing problems facing customer, banks, mobile operators and public in general and proposed a suitable legal and institution framework that will be adequate and accommodate technologies changes. The study found that, there is a substantial amount of literature on cybercrimes Laws generally, however there is a death of Literature on mobile money transfer and payments services via mobile phone issues. The research conducted through qualitative method in order to collect information on the following methods; interview, observation and questionnaires.  A total of 40 respondents were involved during research; magistrates court, public Prosecutors, police officers, banks staff and others. The researcher found out that in spite of having laws and institutional frameworks that dealing with IT, Telecommunications and Financial transactions in Tanzania, still has inadequacy and effective on legal framework, lack of skills and capability of staffs to investigate and prosecute cyber cases.  The researcher recommended that, since the mobile money transfer and payments have proved to be an important financial transaction to unbanked and rural areas, it is a right time for the government to enact new laws and restructure its institutions so as to protect the interest of the stakeholder within the platform.
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[bookmark: _Toc94050915]1.0 GENERAL INTRODUCTION AND OBJECTIVES OF THE STUDY
[bookmark: _Toc94050916]1.1 Introduction
Over the past few years, the Mobile Money Transfer and payments via banks and mobile telephones platform in Tanzania joined the rest of the world in embracing the benefits brought about by the advancement of Information Communications Technology (ICT). Different forms of these technologies exist like the using of mobile phone and banks networked systems as instruments in bringing banking services across the country. In the recently days, these services are increasingly gaining popularity and acts as a substitute for the traditional conventional banks business. 

Ann, R.M (2009) argued that, ultimately with the progression of mobile technology and financial services, financial insights believes that majority of financial institutions will seek to coverage the mobile channels in the hope of truly making financial services available to customer anywhere and at anytime, while the customers will no longer have to go to the banks because the bank will be in their pockets. (Retrieved from http:// www.philstar.com).  With the use of mobile money transfer technology, now banks customers and mobile telephone subscribers do no longer need to visit physically their branches for conducting basic banking transactions like withdraw money, transfer money from one account to another, deposits money into their account, purchasing airtimes, bill and tax payments, school fees and many other transactions. As a result, banks and mobile telephone providers, provides more diversified and convenient financial services than before.
However, as mobile money transfer grows, so, too, do potential the computer related crimes emerged a long way with the birth of these new technology.  As both banks and mobile telephone operators expand their mobile money transfer services through their systems, fraudsters certainly will be close behind (Retrieved from http://bankinganalyticsblog.Fico.com).
 
  Lloyd. 1; (2000) stated that most of internet and financial institutions are the constant targets of fraudster. Like in the rest of the world, Tanzania has adopted computer technology particularly in Information and Communications sectors during 1990’s.  Mungy, I. (2011) stated that by the end of 2011, the number of telephone providers’ increases from a single provider in 1993 up to seven, while the number of customers increased from 230,000 in 1993 to 24,000,000 Simcard in 2011, and internet subscribers increased up to 5,311,000 in 2011”. On other hand, in 2007s, mobile  telephone providers have used mobile telephones as alternative channel of transferring money and changing the payment landscape generally.  For example, Vodacom Tanzania introduced Vodacom M-Pesa, Tigo has introduced Tigo- Pesa, and Airtel has introduced Airtel- Money etc. In fact, such innovations have simplified the way money transferred and handled of money.

 We have seen also the increases number of local and foreign banks and financial institutions across the country are using ICTs to facilitate their daily banking transactions includes mobile banking services, the service which offered by certain banks in the country like the National Microfinance Bank which branded the service as NMB-MOBILE, and the Community Rural Development Bank Plc, which branded the service as SIMBANKING . Njoroge, N. (2011) As we try to make sure that we are taking precautions and legal measures, criminals are very sophisticated and are moving to these platform. In that case, computer related crimes are unavoidable issue in this situation.

The aim of this research is to make overview of the existing laws and institutional responses on combating cyber crimes in Tanzania particularly on mobile money transfer undertaking by mobile phones, and see whether the current legal and institutional frameworks are, effective and adequacy for protection of customers money against frauds and thefts in this platform. Moreover, whether there is a need of having new legal and institutional framework to fill the gap made between the present law and technology advancements.
[bookmark: _Toc94050917]1.2 Background of the Problem
The telecommunications and banking sectors have been transformed almost beyond recognition over the past decade, from a situation where possession and use of a private telephone was expensive commodity, today especially with the emergence of mobile telephone virtually every person can have an access to electronic communications. Beyond expansion in scale, telecommunications has developed far beyond voice telephony with networks now carrying  a vast range of services those associated with the sending and receiving money from one mobile phone account to another mobile phone account or from mobile phone account to one’s bank account and vice  versa .

 Singh, B, et al; Tremendous advances in technology in banking sector, in both India and the rest of the world and the  aggressive infusion have brought in a new paradigm shift of banking operation. This tremendous advances technology has employed in Tanzania too, as now the use of mobile money transfer technologies for provision of banking business is currently common in Tanzania. A few banks like Cooperate Rural Development Bank plc, (CRDB) introduced and offers mobile banking services branded SIMBANKING, National Microfinance Bank (NMB) introduced and offers mobile banking services branded NMB-MOBILE, Akiba Bank introduced and offers mobile banking services branded AKIBA- MOBILE, Tanzania Postal Bank  has introduced and offers mobile banking services branded  RAFIKI - MOBILE. These banks are currently allowing their customers to access a variety of services through their mobile phone.

 Mobile telephone companies in Tanzania have also joined with the banking industry by offering mobile banking services. For example, Vodacom Tanzania has introduced and offers mobile money transfer and payment technology branded M-PESA, Airtel- Tanzania introduced and offers mobile money transfer and payment technology branded AIRTEL- MONEY, Tigo has introduced and offers mobile money transfer and payment technology branded TIGO-PESA etc.

 Rohans, N: the development of Information and Communication Technology has changed the way world operates in all spheres of activity. ICTs play a catalytic role in creating opportunities for people in every way of life while providing the framework for long-term sustainable development.  Despite of the above benefits brought by these advancements and innovations of Information and Communications Technology, cybercrimes have evolved in unexpected way and criminals are very sophisticated and are moving along with this platform as we have seen many cases inside and outside Tanzania relating with cyber attacks.

In response to this problem, there have, however been a number of attempts to address a few issues on cybercrimes and which the researcher has explored. For- example the  government of Tanzania in a different time on its own initiatives and stake holders demand’s, has been  reviewed some of  its  existed laws and institutional framework that regulating ICT’s industry in the country and then  enacted  new laws, repealed  and amended some of them. The government has also established the telecommunications, broad casting and ICT’s legislations. For example, the Broadcasting Services Act of 1993 and Tanzania Communications Act, 1993 which were then repealed and replaced by the Tanzania Communications and Regulatory Authority Act, 2003 and the Electronic and Postal Communications Act No. 3, 2010. The Evidence Act (Cap 6-2002) was amended in 2004, so as to allow electronic evidence to be relevant and admissible before the court of law, while the Ant-Money Laundering Act of 2006 was established.

 The government has also changed the regulators, the then known as Tanzania Communications Commission (TCC) and Tanzania Broadcasting Commission (TBC) were repealed and replaced by Tanzania Communications Regulatory Authority (TCRA) in 2003. Ubena, J. (2010) argued that, ICT’s   changes yearly are like hours; ICT is frequently changing and converging leaving old and new legislation obsolete from point of view. Makamba, J (2012) The Deputy minister for communications, science and technology in Tanzania argued that, the policy and laws related with ICTs, that formed in 2003 are too old-fashioned to address challenges in the sector. ICTs industry has tremendously gone up, we need new policy and law to address them, he added that cybercrimes was now threatening operations of various governments and non- governments thus is vital to set a system that would address it. (Retrieved from, http://allafrica.com). 

Yonazi, J (2012) said that, the current policy and law in Tanzania are too general and does not focus on cybercrime, it may today be seen as minor issue but as the country adopts modern technology, we are also becoming more prone to the cybercrime. It is important to be prepared to ensuring safe and secure Tanzania cyber space. (Retrieved from http://allafrica.com/stories). In regard with the above arguments, it is true that, the established legislations and institutions made up by the government of Tanzania, in order to regulate ICT industry including cyber crimes becomes outdated and have failed to achieve the positive expectations of the legislature, stakeholders and public in general.

[bookmark: _Toc94050918]1.3 Statement of the Problem
Despite of initiatives undertaken by the government of Tanzania in different times for providing new legislations and reform her institutions that regulating ICT industry activities, yet the problems of cybercrimes are still existing. There limited efforts to enact a specific laws and institutions that will deal with cybercrimes, although there is an evidence that, the  current laws and institutions framework are inadequate and ineffective to address the legal issues along with this platform including the protection of consumers, banks and  mobile network  providers against risks involved in mobile money transfer and payments services. 
The increases of  incidents of frauds on mobile money transfer and payments services offered by  banks and mobile network  operators, across the country can be defined as both, weakness of the present laws and institutional frame works that regulating ICT industry and financial in Tanzania, together with other factors including technical factors, rapidly advancement of ICTs industry, customers,  etc. If this situation will not be cured in very reasonable time  for the government to enact  an effective, and adequate cyber laws and reform  its institutions that are to deal with the  crimes, will not be surprising to find those criminals  walking away unpunished by the law.

It is obviously that, the imported technologies has to go hand in hand with the designed of an adequate legal and institutional frameworks in order to make sure that,  there is a smoothly  enforcement mechanisms to control the technology  itself and protecting its negative effects like cyber crimes. Without build a comprehensive legal and institutional framework, these escalating incidents of thefts through mobile money transfer and payments, the country will soon be in risk of losing her economic, social and political stability. The recently police reports in Tanzania, stated that in the past few years a total of Tsh.1.3 billion, $ 551,777 and Euro 8,897 have been stolen across the country through different forms of cyber crimes trickery. (The Guardian; www.ippmedia .com)

Prof; Ndulu, B (2012) the governor of  the central  bank of Tanzania (BOT) reported that,  the monthly services of sending and receiving money through mobile money transfer have reached up to Tsh; 861.8 billions. (Retrieved from http://www.dailynews.com.tz).Although  Tanzania has  adopted and advanced in mobile money transfer technology  via banks and mobile telephone and we have  witnessed a lot of money transferred via such platform, but the country  does not have specific cyber crimes law as other countries like India which has enacted the Information Technology Act, 2000, United Kingdom enacted Electronic Communication and Transaction Act, 2002 and Computer Misuse Act, Cap 18,1990, Australia enacted Cybercrimes Act; 2001 and United States of America enacted the Federal Computer Crime Law 1995 etc.

 The present legislations in Tanzania such as, Electronics and Postal Communications Act, no 12 of 2010, Ant-Money Laundering Act, 2006, Penal Code [Cap 16 RE- 2002] and Tanzania Communications Regulatory Authority Act, 2003 are not effective nor adequate enough to control and  prevent cyber crimes particularly on Mobile money transfer via banks and mobile telephone,  as has been argued by various authors that, such laws are too general, lack clarity ,inadequate, ineffective and too old- fashioned to effectively tackle cybercrimes and its challenges.  

On other hand, the present institutions that had vested powers for regulating ICTs industry such as Police force cybercrimes unit, the office of Public Prosecutor, Financial Intelligence Unit, Tanzania Communications Regulatory Authority, Bank of Tanzania (BOT), banks and mobile telephone operators have failed to respond the challenges posing by cybercrimes. The said institutions should  be reformed and have  skilled staffs who will be capable and competent to detect, investigate, accumulate and keep electronic evidence, prosecute cybercrimes particularly on Mobile money Transfer and payments  via banks and mobile telephone, so as  to curb both laws, institutional and technical challenges posed by cybercrimes. It should be noted that, legislations plays an important role including as part of prevention strategies, without an adequate criminalization, law enforcement agencies will not be able to carry out investigations and identify those who put security at risk. 
	
UNCTAD (2012) reported that, mobile commerce at large is gaining importance in many developing countries, from the perspective of small business, mobile solutions can be applied to facilitate money transfers as well as merchant, bill and salary payments. More sophisticated financial services, such as credit, savings and insurance schemes are also likely to expand in the coming years. It will also require that consumers and business user the system offers. Merritt, C (2010) argued that, mobile money transfer facing risk environment including money laundering, privacy and security, consumers protection, fraud of credits, etc. 

Added that as the mobile industry is in its infancy, the optimal solutions to devising a secure and resilient payment channel are still in play, the risk of account fraud and other risks can be avoided or mitigated (Retrieved from http://www.google.com.tz). Therefore the adoption and innovations of Mobile-Money Transfer and payments technologies via banks and mobile phone in Tanzania, has been accompanied by a number of problems, which may cause substantial losses to customers, banks, mobile telephone operators and public in general. A few of such problems are the increasing incidences of fraud and theft resulting from unauthorized access to customer’s credits kept in banks and mobile telephone accounts. Litan, A (2012) described that, one mobile device can illegal access multiple online bank accounts and to transfer money out of them to new payees or existing mule accounts. (Retrieved from http://blogs Gartner.com).

Kirk, J (2012) argued that hackers might change a person’s phone number in order to intercept one-time pass codes sent to a mobile device for transaction verification. Fraudster might cut off a person’s access to their account (Retrieved from http://news.techworld.com) As more transaction volume and high risk functionality is ported to the mobile device, it will be an increasingly attractive target for malware and  phishing  the intensity of the attacks will increase proportionally  (Retrieved ,http://www.banktech.com). UNCTAD (2012) reported that, developments in these areas are essential to ensure an adequate legal response to challenges and opportunities raised by the increasing adoption of ICTs, including in the mobile money sector.

[bookmark: _Toc94050919]1.4 Hypotheses
The research based on the following hypotheses questions.
(1) Whether the present laws and institutional frameworks that regulating ICT’s industry are effective and adequate to combat cybercrimes particularly on mobile money transfers services in Tanzania.
(2) Whether there is a need of having comprehensive and adequate legislations and institutions frameworks to cope with these challenges posed by ICT industry in Tanzania.

[bookmark: _Toc94050920]1.5 Objectives of the Research
Research included both general and specific objectives.

[bookmark: _Toc94050921]1.5.1 General Objectives
The general objective of this study is to investigate the clarity, effectiveness and inadequacy of the current laws and institutional framework, which are regulating ICT’s industry in Tanzania, particularly on combating cybercrimes in mobile money transfer technology. The study seeks to probe into whether the current legal and institutional framework is adequate and efficient in responding to legal issues raised by the advancement of ICT in the mobile money transfer via banks and mobile phone. The study focused to know, as whether the fundamental objectives of the current legislations such as EPOCA and the Evidence Act [Cap 6 RE 2002] as amended in 2007 have response the challenges posed by developments of ICT sector including cybercrimes. Moreover, whether there is a need to have dedicated legislation on cybercrime that can supplement the current penal code and other legislations as other countries, which the researcher has drawn, experienced from various jurisdictions like India, UK, USA, Australia and European Union.

[bookmark: _Toc94050922]1.5.2 Specific Objectives
 Examine whether ICT laws in Tanzania accommodate the modern systems of mobile money transfer and payments brought by ICT via banks and mobile phone.
Determine the extent to which the current legal and institutional framework on ICT, address problems facing customers  using mobile money transfer and payment technology via banks and mobile phone  to access their account.
Propose a suitable legal and institutional framework that will be adequate and accommodate technological changes with a view to address problems facing the customers, banks, mobile telephone operators and public in general who using mobile money transfer and payments systems via banks and mobile phone in Tanzania.

[bookmark: _Toc94050923]1.6 Significance of the Research
The study provides a thorough review of the current legal and institutional framework regulating ICT particularly on mobile money transfer and payments technology in Tanzania, with a view to determining the extent to which it is capable of being responsive to changes caused by the advancement of ICT, including frauds and thefts. The gap identified in this study is that, while the ICTs sectors employing the use mobile phone to transfer money and payments to operate, the law still recognizes the ordinary money transfer and payments via other channel rather than mobile phone. In so doing, the current legal framework only provides mechanisms for solutions of problems arising from operation of ordinary money transfer such as bank-to-bank money transfer and payments. The study presents an argument that without enacting a legal and establishing institutional framework for mobile money transfer and payments in Tanzania, customers, banks, mobile telephone operators and public in general face risks of suffering financial losses without legal and institutional protection.

Based on the above analysis, the study will hopefully, raise some discussion that may help key players such as banks, regulators, legislators, customers, mobile telephone operators and other stakeholders to appreciate the nature,  legal and institutional implications of existing problems in this respect basic issues raised  by this technological innovations.

[bookmark: _Toc94050924]1.7 Literature Review
There is a substantial amount of literature on cybercrimes laws generally. However, there is a dearth of literature on Mobile money transfer services via banks and mobile phone issues or challenges facing customers, banks, mobile telephone operators and public in general in Tanzania. Apparently, it is many people who ventured to write on the studies basis on E-banking subjects in Tanzania, the subjects that are relating with electronic banking transactions via internet channel, while mobile money transfer and payments via mobile phone and banks technologies do not need to have internet access.  

So far, there are no studies yet that have been undertaken, which address the legal basis on mobile money transfer and payments via banks and mobile phone. The reason is obvious that the technology is still a new, which is growing now in many developing countries. Here below are some of authors written generally about cybercrimes, the crimes which posed by the advancement of ICTs industry and legal challenges facing the legal framework of various countries to combat the problems within and outside their jurisdiction.

Ann,R. M (2009) the author argued that with the progression of mobile technology and financial insights believes that majority of financial institutions will seek to converge the mobile channels in the hope of truly making financial services available to customers anywhere and at anytime. The author added that, the customers would no longer have to go to the bank because the bank will in their pocket. The author’s work is significant to this work regardless that the author does not discussed about legal and institutional challenges posed by such technology innovation brought by ICTs industry in  the world. 

Mollel, A. & Lukumay, Z (2008) the authors have tried to assess the impact of advancement in ICT sector in Tanzania on the rule of evidence particular to the Evidence Act, (cap 6 RE – 2002). The authors based on the recommendations to enactment of a comprehensive legislation on ICT in electronic evidence to provide for a relevancy and admissibility of electronic signature before the court of law. The authors ignored to recommend on enactment of comprehensive legislation on cybercrimes particularly on mobile money transfer and payments. However, their work is significant to this study because it helps the researcher to use some of the facts established, findings and discussions undertaken as reference for the completion of this work.

Paranjape, N.V; The author viewed the development of ICT and rise of a new variety of computer related crimes (cyber crimes) and underlying some difficulties for investigation, it is easy to destroy them by an offender before prosecution starts. The author addresses the manner in which India has reacted for changes caused by an advancement of ICTs on various laws. However the author’s work are significant and important to this research work because, Tanzania is likely to draw experience from other jurisdictions that may assist in addressing the challenge that computer technology has posed in cyber crimes and how to combat.
Barkha and Mohan: The authors discussed on computer related crimes (cyber crimes) that can be managed if each organization shall design properly training system to administrators who will adhere with, and ensure the computer security systems. The authors concluded that, cyber crimes goes on daily but the law is still back and makes difficult for the law enforcement authorities in view of cyber worlds. The authors work touched the situation prevails in Tanzania about Cyber crime where we lack both an adequate and effective legal and institutional framework. They study is significantly important to this work regardless that the authors did not mentioned the legal and institutional challenged posed by mobile money transfer and payments technology. However, the researcher has drawn from them some relevant materials that assisted in addressing the challenges that ICT has posed in Tanzania legal system too.

Rice Xan (2007). The author talking about mobile money transfers through mobile phones, the author viewed the successful of the telephone operators on offering such services that enable people borrow, repay money, and make purchases. The author faced some limitations on his work, since he does not discussing challenges facing mobile money transfer technology including frauds, malware etc, the facts that have been thoroughly discussed in this work. However, the author’s work is significant to this work, because the researcher used it as references. (Retrieved from www.guardian.co.uk).

Lloyd .I (2000) the author’s has discussed on length about cyber crimes and some legal and institutional measure has been taken in both international, regional and national level particularly in European Union, U.S.A etc. The author has also underlined some legal challenges on combating cyber crimes, his work  became  most significant study for the researcher, and was  used as a  literature sources,  reference materials and  the researcher has drawn an experiences that used for recommendation on how Tanzania can make  her own cyber crime legislation as other countries have  successfully do.

 Wall, D. (2007), the authors talk more about the relationship between cyber crime and networked technology. The author argued that, cyber crime is being rapidly transformed by networked technologies, the expand which to reach to individuals who have access to networked computers. Cybercrimes are solely the product of networked technology. The author’s work is useful and significant to the researcher because of its relevance, which used by the researcher to address legal, institutional and challenges posed by ICTs industry particularly on mobile money transfer and payments via banks and mobile phone platform.

Walden, I. (2009), The author focuses on telecommunications laws and regulations parallel to that, the author has been discussing on the rapid and dramatic developments in the communications technology, which has compounded the problems faced by policy makers, legislators and regulators when trying to establish a clarity and certainty legal framework. The author’s work was more useful to the researcher, because was  helpful to address the challenges facing policy makers, Legislators, regulators, banks and financial institutions, mobile telephone operators, law enforcement agencies and public in general to establish a modern, clarity and certainty legal and institutional frame works, that will at least manage to meet with challenged posed by cyber crimes in Tanzania in some future days.
Mambi, A. (2010) the author  argues that legal issues posed by problems like effectiveness of the mandate provided by PIN, privacy, security of the system, liability in case of fraud or card loss and liability for losses caused by system failure. The legal regime in some countries like Tanzania has to be changed to keep pace with changes brought by the advancement of ICT under the cyber space. The author argues that laws seen to be offline design to facilitate paper based methods of transaction and communications which require writing, physical authentication, best evidence rule, all these no long fit under this media or digital technology. The author based much on E- banking technology, and concludes that the law needs to be reformed to reflect technology advancement.

However the  author suffered some limitations where ignored other factors like mobile money transfer technology via mobile phone and mobile banking  platform, to be also taking into consideration in such  recommended reform  by the author, the areas which has been covered  in this research work.

 (
15
) Ubena, J. (2010); the author discussed and reviewed the existed legislations and regulators that regulating ICT industry in Tanzania and challenges posed by the ICT, especially on combating cybercrimes. The author recommended for an amendment to be done so as get broad electronic communications legislation. The discussions that rose by the author, are mostly important in this work, and have helped the researcher to grasp and acquire added knowledge for the completion of the work. However, the author faced some limitations of not specifically mentioned including mobile money transfer and payment frauds and thefts as one the cybercrimes to be combating by his proposed legislation.
Vago, S. (2001) pointed out that, changes in the society, which includes technological changes, could significantly transform the social and economic order of any society, resulting in new risks to individuals. It is this, emergence of risks that justify legal innovations to protect the individuals in the modern society. The author’s work is significant to this research simply because, it touched the basic root ideal of the researcher of having legal and institutional frameworks that will cure the risks to individuals that was emerged from technological changes particularly on Information and Communications Technology. The researcher used the author’s work as a relevancy material and reference for the completion of his work.

Mniwasa,M.S (2005) argued  that, protection of consumers using an array of electronic distribution channels to transfer funds via E- banking  as an alternative to paper based methods are not guaranteed their legal protection in view of lack of clarity in the current law. The author recommends enactment of a new or amendment of the existing law. The authors work fall short of the following; she has not looking other channel of transferring fund as an alternative to paper based methods such as via mobile phone. 

Also she does not consider that,  institutional frameworks is also the important area to be reformed so as  to cope with this technological challenges, because you can have a good laws without having  a good  institutions to enforce that established laws.  The researcher in this work has put into consideration that area, by seen that to have both good law and institutional frameworks is interdependent.   However, the authors work is mostly relevant in the research paper because the work conducted in the same jurisdiction.
Pocar, F. (2004) argued that, in the light to the borderless nature of cybercrime, international legislation and action are essential to combat the phenomenon. Current legal instruments as well as continuing efforts of international organizations provide a significant basis in this area. However, important issues are still open, such as a uniform or harmonized definition of the crimes and the sanctions to be imposed on perpetrators, which are prerequisite for avoiding domestic legislation taking different approaches to the subject matter. In fact, the study of author is mostly significant to these woks as long that, the researcher has extracted some materials for making good recommendations in order to have broad cybercrime legislation in Tanzania.

Barayre, C (2012) report on the state of play of cyber legislation in EAC, the work explores some salient features of the mobile money platforms and services available in EAC, special attention is given to the kinds of access channels used, security, regulation and transaction limits, and the need of having an effective and robust legal and regulatory framework. Of course the author’s work is most significant in this study, since that the researcher has drawn some findings and comments for the completion of this study.(Retrieved at http://www.css.escwa.org) 

[bookmark: _Toc94050925]1.8 Research Methodology
Pons, V. (1992) points out that, a research must be conducted in a careful, scientific and or critical manner. A research is a careful search or inquiry, an attempt to discover new or collate old facts by investigation. A good research must be explicitly planned, logically designed, and must indicate how data addressing the initial problem would be obtained, assessed and processed. In order to achieve this purpose, the researcher used following methods. 
[bookmark: _Toc94050926]Field research; This is a primary data methodology based on qualitative approach of collecting data, such as interview, observation and questionnaires. 

Personal interviews; Kothari C.R, states that a personal interview method requires an interviewer to ask questions in a face-to-face contact with the interviewee. The choice of this method was motivated by the fact that it is most suitable as it allows both the researcher and interviewees to explore the meaning of questions and answers involved. Furthermore, this method provides an opportunity of a clear sharing of ideas through interaction. The aim of these interviews was to collect ideals, views or opinions regarding the legal and institutional frameworks basis on preventing cybercrimes particularly on mobile money transfer via banks and mobile phone frauds and thefts in Tanzania 

 The researcher has met with various staff from the office of the director of public prosecution at zonal office and head quarter at Dar es Salaam, the staff of Vodacom head quarter in Dar es Salaam, particularly M-pesa, information and security and legal and claims departments. Staffs of banks of Community and Rural Development Bank (CRDB), National Microfinance Bank (NMB) particularly of customers care departments and information technology security and officers of police force of cybercrime unit at Dar es Salaam zonal office. 

The researcher has also supplying questionnaires paper to various respondents, purposely was to interview them in relations to the investigated subject matter and at the end sees their opinions through their reply. The general reply and their understanding is that, despite of the colossal sum of money involved in mobile money transfer and payments, there is no legal framework governing those transactions. On the other side, they have replied that, they have  no direct sure whom to approach in case of difficulties or complaints  relating with  mobile money transfer and payments services due to fact that the service regulated by telecommunications and banks regulators in the same time.    

Participant Observation; One of the way that a researcher was used to   collect data through attending seminars, workshops or conferences and court sessions for the purpose of following of cases in relation to the subject matter of the research. The researcher had attend  few court sessions at Kisutu  resident magistrates court in Dar es salaam, where observed the difficulties facing the investigators and prosecution side one being charging an accused persons by using Penal code [Cap 16 RE 2002] under the provisions which generally accused any person who  steal, fraudulent obtaining or receiving goods or money by false pretence. 

The applied law was not stated clearly, what exactly the provision has breached by the charged offender, because the charged offences was much familiar with cybercrimes. The other problem the researcher observed in such court, is about who is legally required to tender electronic evidences before the court, is an investigator or a person who had processed and examined the electronic evidence e.g., computer engineer, forensic expert or service provider. The researcher also participated in two workshops, one hosted by Tanzania Communications Regulatory Authority, held to address the media and stakeholders to discuss about the successfully and challenges on SIMCARD registrations. The second workshop hosted by Vodacom and was discussions with M Pesa agents on challenges facing the platform.
[bookmark: _Toc94050927]1.8.2 Documentary researches	
This method  used by the researcher to review and collect published materials including books, Journals, newspapers, articles and information available in a library, offices and internet sources. The said methods enabled the researcher to obtain relevant informations of this study area.

[bookmark: _Toc94050928]1.8.3 Method of Data Analysis
The researcher used the qualitative techniques rather than quantitative techniques in analyzing the collected data from both, field and documentary sources. 

[bookmark: _Toc94050929]18.4 Scope of the Research
The area of the research  only based on Mobile Money Transfer and payments  frauds via banks and mobile phone, specifically to the National Microfinance Bank (NMB) which offers the services called NMB- MOBILE and Vodacom Tanzania which offers the services called M-PESA. The research conducted in Dar es Salaam city in Tanzania, although the researcher has also takes some relevant examples and facts from other places or jurisdictions to cement his comments. 

[bookmark: _Toc94050930]1.9 Limitation of the Study
The researcher faced some problems during his research. These includes limitation of time ,lack of literature review such as books, articles and journals, little knowledge about the subject matter in most of respondents, lack of corporations of some staff from various institutions such as banks and police, lack of funds for transport from one destination to another. In resolving the problems of lack of books, journals and articles  the researcher has used internet to acquire relevant materials, researcher visits some library available at the Open University of Tanzania in Dar es salaam, University of Dar es salaam and also read notes which were taken during the module sessions in Arusha. About the lack of funds for transport and secretarial expenses, the researcher tried to manage them by economizing and working hard





[bookmark: _Toc94050931]
CHAPTER   TWO
[bookmark: _Toc94050932]2.0 THE CONCEPT OF MONEY TRANSFER AND PAYMENTS:
[bookmark: _Toc94050933]2.1 Introduction
Over thousands of years, the way we pay for goods and services have evolved dramatically, from shells, to coins, to paper, to data capable of moving around the world in the blink of an eye. (Retrieved at http://www.americasnet.net/events/ 2007/virtuous circle/062303 pdf). Movements  of electronics financial data around the world facilitated by the growth of ICT innovations and availability of infrastructure in large coverage in both urban and remote areas, whereby mobile phones acted as an alternative of the traditional bank teller, has shaped the entire financial business in the world today. 

Diniz, E, H at el (2011) stated that, the rapid rise in the growth of mobile technology throughout the world is a phenomenon that has been particularly remarkable among poor people, as result all classes of society now   have access to financial services as people become increasingly familiar with a mobile money system. The author added that, mobile technology viewed as a payment or banking channel has the potential to allow two important questions to be addressed at the same time; first, it represents an opportunity for financial inclusion among a population that is underserved by traditional banking services  and secondly; it opens up possibilities for financial institutions to deliver a great diversity of services at low cost to a large clientele of the poorest sections of society and people living in remote areas.(Retrieved at http://www.globdev.org/file/shanghai/proceedings/24 pdf). This chapter aims at presenting a detailed concept and development of money transfer and payments around the world. 

It endeavor’s to trace, though briefly the evolution and developments of the subject matter technologies. It shows in both primary and secondary research that the variety of mobile money transfer and payments technologies available in the marketplace has greatly expanded in the recent years in developed and developing countries  and that, despite of the benefits brought by mobile money transfer and payments technology, there are challenges which may threaten its future development  particularly customers, may lose trust in due to escalating incidents of frauds and unauthorized transactions which done by fraudsters. The only way and solutions to face these challenges is to discourage criminals by enacting adequate and effective cyber law and institutional framework, technological analysis as well as to educate peoples about their rights and obligations of keeping secrets of their monetary information.

[bookmark: _Toc94050934]2.2 Evolution of Money Transfer and Payments System:
Before the emergence and adoption of Information communications Technology, banks for long time ago were the solely institutions for money transfer and payments that was made by using paper based systems, eg; check, bank teller system etc. The system became very slow, labor intensive, need the presence of the bank’s customer with account and very expensive to maintain records and human resources especially where commercial or financial transactions involved different jurisdictions and persons. These lacunas of the old system facilitate a need of a modern and efficient transfer and payments system, since that money transfer and payments play a central role in commercial and financial transactions. This is evident by the fact that, millions of funds transacted every day, involving purchasing of goods and services. 

[bookmark: _Toc94050936]2.2.1 Emergence and adoption of Information Communications Technology
Following the emergence and adoption of ICT in every sphere of human life, the money transfer and payments through banks on paper based systems were also changed and allowed electronic money transfer and payments through internet, mobile phone and ATMs to take pose as a substitute of the old system. The mobile money transfer and payment technology can simply be defined as the process by which banks and mobile phone customers may access their accounts  in order to perform banking transactions or obtain financial information using their own mobile phones without visiting bank including deposit, transfer, request account balance, purchasing airtime, bills, tax ,school fee,  etc. Owiro, D and TanuI, J (2011) stated that, mobile money transfer is an innovation to transfer money using the ICT infrastructure of mobile network   operators (MNO). 

Mobile network operator’s infrastructure becomes a  channels   for  undertaking funds from one customers  to another one  or multiple (MNO’S) to both the cellular  terminal or  to business organization to pay or produce goods and services  to bank account to transact through the account,   balance inquiries, deposit and withdraw money into  and from  his cellular phone account, transfer money to other user  and non-users, payment of bill such as  electricity, water, tv-decoder charges, school  fees, taxes ,airtime, air tickets, transfer money from cellular  phone  account to bank  account .Moreover,  mobile Money  transfers services, brings cheaper, faster  and   reliable methods of transfer  money. This is aided by the wide spread cellular phone networks coverage across the country. Winn, J.K & Koker, L (2013) referred the mobile money as the use of mobile phone handset to deposit, withdraw or transfer funds; It provides a practical and cost effective channel to extend basic banking services to many currently unbanked people in urban as well as remote rural areas.(Retrieved at http://digital.law.washington.edu/dspace-law). UNCTAD (2012) suggested that, the successful implementation of mobile money transfer and payments will require that mobile network operators enter into effective partnership with banks, microfinance institutions, insurance companies or other organizations.(Retrieved at  http:// css.escwa.org).

In Western countries for example, people keep most of their savings in banks and actively use online or mobile banking systems through their mobile phone to manage their bank accounts.(Retrieved at http://www.securelist.com/en/analysis). In   Tanzania, lack of access to formal banking in the mass market has contributed to open the door for mobile operators to build successful mobile transfer and payments services. The gap between banking penetration and mobile penetration means that while people do not have access to financial services they do have a mobile phone. Therefore, mobile network operators tap the demand from the large unbanked population. (Retrieved at http://www.ey.com/publication). 

In the mid  of 2008,  mobile money   Transfer and payments technology emerged in Tanzania, whereby certain mobile telephone providers such as Vodacom-Tanzania in 2008 has introduced and offers the service commonly known as M-PESA. Few years later other mobile telephone operators such as Airtel has introduced and offers the service calling AIRTEL-MONEY, Tigo was introduced and offers the service calling   TIGO-PESA, and  Zantel has introduced and offers the service calling EZY-PESA. In the moment later, banks slowly recognized the potential of mobile money transfer and payments via mobile phone and some of them have even signed up as super agents for mobile money transfer and payments services. For example  National Microfinance  Bank  (NMB) has introduced and offers the service branded (NMB-MOBILE),  Corporative  Rural  Development  Bank (CRDB) has introduced and offers the service branded (SIMBANKING),Tanzania Postal Bank introduced and offers the service branded (UHURU MOBILE)  and so on.

As pointed out, technology relating to electronic mobile money transfer and payments has over the recent years, been using the mobile network provider’s agents and bank’s teller, particularly ATM as the distribution devices. As a distribution channel, the bank’s ATMs and mobile phone agents can enable a multitude of connections for business and consumers. Donovan, K, P (2012) stated that, observers are increasingly noting that mobile money can serve as a general-purpose technology platform on which other services can develop. It represents a new way to promote financial inclusion by building the payment retails on which a broader set of financial services can ride.

In this work  , the  researcher  dealt with  Mobile money  transfer and payments  services via  banks  offered by National Microfinance bank the service which branded the name of   NMB -MOBILE  and  Mobile  Money   transfer and payments services  via   mobile  phone offers by  Vodacom- Tanzania the service which branded  M-PESA.  
[bookmark: _Toc94050937]2.2 Emerged and development of Mobile Money Transfer and Payments via mobile phone (M-PESA)
Mobile phone payments emerged as a convenient method of retail payments in many countries in the world. Mobile phone payments use the cell phone or other portable electronic devices to pay for goods and services or for remittance of funds (see Article on ‘Potential of mobile payment systems in the News Letter, April 2007). Kondabagil, J, argued that, this conventional way in which the mobile payment system works involves connecting the user who wants to make a mobile payment with a server via mobile device to perform authentication and authorization, there after the user receives from the service provider confirmation of the completed transaction. In Tanzania, the mobile communications industry is growing fast compared to other sectors in the market competition.   

Ally, A (2012) analyzed that,  By 2010, Tanzania had some 20 million mobile phone subscribers, and more than 9.2 million of mobile phone subscribers have registered for mobile money payment services (Retrieved at http://www.isaca.or.tz).   Mobile money   transfer and payments technology via mobile phone in first time launched in 2008 by Vodacom-Tanzania   and such   services branded as M-PESA.  In few years  later, other mobile network operators such as Airtel introduced  and offers  the same  services  branded as  AIRTEL-MONEY, Tigo introduced and offers the same service   branded TIGO-PESA  and   Zantel introduced and offers the same  services   branded EZY-PESA and etc.

The researcher in this area of study dealt with the mobile money transfer and payments service offers by Vodacom-Tanzania branded M-PESA.  Bangens,  L  and Soderberg  (2011) described that,  Vodacom  Tanzania   M-PESA   has   the  largest customer base and   is covered  more extensively  by  background   material , and  is to  date the mobile   money transfer services  provider that has  reached the widest market acceptance. (Retrieved at http://www.gsma.com/ mobilefordevelopment/wp.Content). Elineza, A. reported that, Vodacom alone transacted through M-PESA a total of TSH.35bilion a day and trend is escalating unabated (Retrieved at www.dailynews. com. tz).   Ubwani , Z .stated that  at  least  us- dollar  1.05  billion  more that 1.7 trillion  is  transferred monthly through M- PESA  in  East African  Countries (Retrieved at http:// mobile moneyafrican.com). 

Vodacom Tanzania M-PESA allows the subscribers to deposit money in their mobile phone   account through agents or banks.  The subscriber once deposit money on his / her  M-PESA  account, can withdraw the same  through M-PESA agents, or banks teller/ATM and can also transfer any amounts to other person’s M- PESA accounts or banks account, or can purchase  airtime, air tickets, school fees, taxes , bill payment  etc.

[bookmark: _Toc94050938]2.3 Mobile-Banking Service in Tanzania
The emerging trends in mobile banking are the fact that while in the past, mobile banking  were driven by telecommunication players, now banks are taking the lead in deploying such services. Banks are now partnering with telecommunication companies and other information technology venders to deploy such solutions on a more equal footing (Retrieved at  http: //agsbinfote. com).Banks tends to offer mobile banking services to customers as an additive channel, hence customers get a new door to the counter (Retrieved at http://www.gsma.com). Banks have reciprocal arrangements allowing their customers to use their mobile phone in a share network with banks and a particular mobile phone provider to deposit, transfer and make payments for goods and services as well as drawing cash money via bank’s teller or ATMs.

The uses of mobile phones for provision of banking business are currently common in Tanzania, while few banks like Community Rural Development Bank, Standard Chartered Bank, Exim Bank, Tanzania Postal Bank, National Microfinance Bank, Akiba Commercial Bank and Diamond Trust Bank are currently employing such technology in their banks. Through this new platform, banks are now allowing their customers to access a variety of services and products through their mobile phones. Using one’s mobile phone as an alternative of making transactions by the traditional methods, and even replacing credit cards and so on, instead of carrying cash or cards, you make payments using your mobile phone. 

According to Consultative  Group to Assist   the Poor,  defined mobile   banking   service   as    branchless   banking   as  the  delivery  of financial  service s  outside  conventional  bank   branches  using information  and  communication s technologies   and  non- bank  retail  agents e.g. Using card  based network s or    mobile phone,( Retrieved at  htt://pdfusaid. gov).  In the respect of this work, the researcher dealt only with mobile banking services branded NMB-MOBILE offers by National Microfinance Bank (NMB), to explore related cybercrimes along with such services and, overview the legal and   institutional frameworks response on challenges posed by such technology in Tanzania. 
The National Microfinance Bank (NMB) is one of the largest commercial banks in Tanzania, providing banking services to individuals including savings and currents account, small to medium sized corporate clients, as well as large businesses such as government, companies, and institutions. According to annual report of NMB of 2011, the bank has about 1,803,203 customers, 140 branches around the country, and 450 ATMs .(Retrieved at www.nmbtz.com).The bank also providing electronic financial transactions, such as ATM, mobile banking and internet banking services to the customer. 

Through field research sources   shows that about 30% to 45% of the NMB customers have joined and accessed with NMB-MOBILE service. Generally, this service has been instrument in bringing banking services to the countryside, reaching out to the thousands of Tanzanian who denied by commercial banks services. The most of  customers who employed by the central government institutions, their monthly salary deposit in this bank whereby a customer have an access to get all informations about his/her salary through mobile phone. 

[bookmark: _Toc94050939]2.4 Benefits of Mobile Money Transfer and Payments Technology
 (
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)In traditional banking system, customer has to visit a bank in person in order to perform basic banking operations such as deposit, funds transfer, withdrawal, account enquiry etc. Loudon, C.K and Traver, G.K stated that, mobile payments give financial services industry a huge opportunity of tapping the market on provision of convenient payment services. This is due to the fact that, the mobile phone has the advantage of freedom, functionality, convenience and ease of use. The authors added that, mobile money payments is the delivery channel that uses access the bank account from anywhere, anytime, wherever one may need.

Kondabagil, J. said that, in mobile money payment channel, a customer can get automatic alerts when the salary is in the count, request a mini-statement, check the account balance, pay utility bills and top up airtime. Generally mobile money transfer and payments through mobile phone and banks particularly ATM have made life easier and banking itself used as an additive door apart from the bank’s teller. 

The technology make faster and more pleasant for customers as well as for the bank, it saves time spent on queuing in the bank, it removes geographical limitations, it saves labor cost and assists banks and mobile phone companies to increase efficiency in  providing services to their customers. Ann, R. M (2009) stated that, with the use of mobile money transfer channels, ultimately with progression of mobile technology and financial services, financial insights believes that majority of financial institutions will seek to coverage the mobile channels in the hopes of truly making financial services available to customers anywhere and at anytime. The customers will no longer have to go to the bank because the bank will be in their pocket.

Generally, observers are increasingly noting that mobile money can serve as a general-purpose technology platform on which other services can develop. Donovan, K, P (2012). The author added that-PESA’s growth has begun to display significant evidence of massive reduction in using hand-delivery, post office money order, bus travel, or money was sent by friend or family, direct bank  deposit or other methods of money transmissions. Generally, mobile banking therefore has the important function of bringing unbanked customers into the formal financial system.  

[bookmark: _Toc94050940]2.5 Disadvantages of Mobile Money Transfer and Payment Technology
While the world celebrating mobile money transfer and payments innovation, it is important to remember that, the introduced technologies into communities can sometimes cause stress or worse to life. Despite of the above benefits brought by mobile money transfer and payment technology like any other things in life has its own drawbacks. For example, in order to complete successfully the transaction of transferring, payment or any request need networks coverage, this is to say that where there is no network of the given network provider there no service too. 

The problem of network coverage is common in remote and rural areas, illiterate and oldest age of some of customers is also limitation to carry out successfully mobile money transactions which need one to know how to use a phone before can carry out, lacks of floats to mobile phone agents particularly in rural areas is also another limitation. Another disadvantage is value limits; this refers to limitations of the maximum amount in an account or limitations on the maximum amount per single payment transaction or amount loaded onto the account and lacks of trustful and frauds among of agents, banks staffs and mobile network operators staffs.

[bookmark: _Toc94050941]2.6 Challenges facing State security, Customers, Banks and Mobile Network 0perators Posed by Mobile Money Transfer Services
Despite efforts employed by government, banks and mobile network operators to minimize risks and threats of thefts on mobile money transfer and payment technology, but frauds, malware, fishing and other problems still facing  the entire platform.  Merritt, C. (2010) suggested that, the risks that are inherent in all retail payments systems are also present in the mobile space, including money laundering, privacy and confidentiality of customer’s financial information, frauds and customer protection. As mobile financial services evolve, however, there are numerous issues to consider for managing the risks that mobile phone based payments may introduce. The large number of nonbank participants in the distribution of mobile payments, such as telecom firms and their agents, as well as technology vendors, may create additional risk.  White, P.F argued that unauthorized transaction and lack of reliable legal and institutional framework are among of problems facing mobile.

[bookmark: _Toc94050942]2.6.1 Money Laundering
Mobile money transfer and payment technology can be a new platform for money laundering and terrorism related activities in Tanzania and rest in the world, and so creates political, economic as well as security instability.  Merritt, C. (2010) argued that, as telecom firms engaged in financial services across shared networks in cross-border jurisdictions, the benefits of mobile payments, ubiquity and rapid settlement might also increase the risk of money laundering in mobile transfer services. 

Criminals may use mobile technology to evade detection by sending multiple small transfers, using multiple phones and accounts whereby criminals hide the true value of what is loaded. While in transfer stage, payment services can be abused to “layer.” Layering is the strategy of criminals employs to complicate the money trail, making it harder to trace. Again mobile banking technology do not require the face to face interaction between the bank’s teller and customer as that takes place with traditional banking.(Retrieved at http://www.google.com.tz). Merritt, C (2010) added that, there are other risks unique to telecom firms, that financial institutions and their regulators lack experiences in detecting and monitoring. 

The multiple regulator domains governing banking and telecommunications have been accustomed to operating autonomously from one another, and will be challenged to learn how effectively cooperate to provide oversight for mobile money transfers. (Retrieved at http://www.google.com.tz). In Tanzania for example, the mobile network operators that offer mobile money transfer and payments services regulated by the TCRA, while on other hand the money transactions services offers by them  regulated by the BOT. In that case sometimes it becomes hard to oversight effective the financial transactions made by these service providers in a good manner and reasonable time immediately in case of any incident. 

[bookmark: _Toc94050943] 2.6.2 Frauds and Unauthorized Transactions
Lloyd, I (2000) argued that, Fraud is one of the major categories of computer-related crime involves the attempt to secure some form of   unauthorized and unwarranted financial benefits, given that banks and other financial institutions were amongst the first large scale computer users in the private sector. The term Computer  Fraud can be define as an evil conduct of perpetrator seeks to obtain money belonging to someone else by means of some form of trick or unauthorized conduct, by using computer or other electronic device. 

The developments of ICT particularly on mobile money transfer and payments technology has not been spared with computer related crimes. Cybercrimes remains a serious problem for clients of mobile money platform, the rising fraud rate mainly in mobile money transfer and payments services is starting to worry subscribers, operators, banks and regulators of the platform. Loudon, C. K & Traver, C.G, stated that, a steep rise in online banking fraud has undermined its success as few bank customers want to return to boring bank queues for secure transactions. It observed by the researcher that the common fraud cases occur when a conman steals a pin code number of a client and uses it to transfer money to their mobile phones, then throws away the Simcard after getting the money.
 
Another fraud  trick is that, the conman swamp Simcard of the targeted client and use it to give instructions to bank or mobile network operator to authorize transfer or payments .Or sometimes a fraudster uses swapped Simcard number to call friends or relatives of the culprit and ask them to send money on their mobile account. Kirk, J  (2012) states that, hackers might cut off a person’s phone number in order to intercept on time pass codes sent to a mobile device for transaction verification. (Retrieved at http: //news.techworld. com).  Kisambira, E (2012) warned the mobile subscriber that, sometimes they can received fake messages informing them that they have won money and are asked to transfer a certain amount via the phone as a processing fee.(Retrieved at  http:// www.pcadvisor.co.uk). 

Another trick can a fraudster use, is to stealing one’s mobile phone, and  once   the cellular   phones  been   stolen  and   the  owner  delaying to observe or  report  such stealing  to police station or immediately to the network  provider , the  thief can  take such   chance  to search  pin code/password of victim’s bank account or M-PESA account. This trick often is possible, if saved into the phonebook or sometimes the thief may guess the pin code of victim.  In case he/ she have managed to acquire the pin code, it becomes very easy to transfer money from victim’s bank account or phone account to other account and withdraw.

Ngatunga, M. (2011) the board chairperson of the National Microfinance Bank stated that, there is a general increase in fraudulent transactions in the banking industry in Tanzania. The bank may incur significant losses resulting from fraudulent transactions (NMB annual report 2011, retrieved at www.nmbtz.co).  

[bookmark: _Toc94050944]2.6.2.1 Unauthorized Transactions
These are incidents occur when a payment is initiated and subsequently authenticated by the financial institution or mobile network provider but without the authority of the   customer and which is nevertheless carried out. White, P.F, stated that, a significant number of incidents or cases where unauthorized people withdrawn money from customer’s accounts using the customer’s card and pin code. In most such cases, thieves may have stolen cards or that they have counterfeited as they entrusted their cards to third parties, including friends, spouses, relatives and even strangers in cases where a cardholder does not have skills to use the card (ATM) and ask for help from other person around.

Unauthorized transactions can also be done by hackers, phishes etc. These criminals may attack the network systems of the network provider or bank and may send out message to various customers and that message appears as though it came from a reputable and known service institution or company. The message indicates that, due to problems in the institution’s database or system it requires updates, the recipient is required to update personal data such as password bank account information and pin code. Kisambira, E (2012) stated that, some subscribers received fake messages informing them that they have won money and  are asked to transfer a certain amount via the mobile phone as a processing fee (Retrieved at http://www.pcadvisor.co.uk). Following and accepting instructions of that message, the recipient will suffer financial loss in his/her bank account. As more transactions volume and high-risk functionality is ported to the mobile device, it will be an increasingly attractive target for malware, and the intensity of the attacks will increase proportionally. (Retrieved at http://www.banktech.com)

[bookmark: _Toc94050945]2.6.3 Privacy and Confidentiality of Customer’s Financial Information
Koker, L (2013) stated that, mobile money programs are operating in a number of countries where the privacy of users may not necessarily be respected or effectively protected.(Retrieved at http://digital.law.washington.edu/dspace-law). However the general legal duty of maintaining and preserving privacy in relation to the customer’s financial affairs remain to the banks and mobile telephone providers/argents.  The bank or mobile telephone provider/agent, will only supposes to pass out information relating to a customer if it has a duty or is legally required to do so by the competent body, or if the customer has requested or consented to release of such information.

 In fact, clients using mobile money transfer and payments services via mobile phone and mobile banking justifiably have expectancy that, the privacy of their financial transactions will be maintained, preserved, respected and protected by bank or mobile telephone operator/agent against frauds. Mbani, M. (2010) reported that, criminals are stealing money from other people’s accounts through tracking down the victim’s account number and personal identification number (PIN). (Retrieved at http://www.businesstimes.co.tz 2010). 

However, the field research sources show that, some of  bank’s staff and mobile phone operators employees/agents, cooperating with fraudster and then disclosing victim’s financial information  including  account’s number as well as pin code .On other hand, victims themselves with or without knowledge may disclose their account’s number and pin code to the stranger persons. This may be for asking assistances of transacting process particularly on ATM or agent or family member e.g., spouse, children or servant etc.    

[bookmark: _Toc94050946]
CHAPTER THREE
[bookmark: _Toc94050947]3.0 INTERNATIONAL, REGIONAL AND NATIONAL RESPONSE ON CHALLENGES POSED BY ICTs INNOVATIONS (CYBER)
[bookmark: _Toc94050948]3.1 Introduction
This chapter, the researcher looks on how far international, regional and national harmonizing efforts to fortify the legal and institutional framework has gone in fighting against cybercrime and therefore to give at least a comparative analysis of efforts undertaken. Finally, it tends to show the steps taken by selected countries such as UK, USA, KENYA, UGANDA and TANZANIA in combating cybercrimes within their jurisdictions.

[bookmark: _Toc94050949]3.2 International and Regional Legal Response on Cybercrimes
As we know that, cybercrime is global in character and so that has no border. However, there are several attempts have been made in international level to fill gaps between the 	ICT’s advancement and the existing laws and institutional frameworks in the world so as to response the challenges posed. Li Xingan (2007) argued that, traditionally, crime and punishment are largely local, regional, or national. 

Today many differences confronting us are associated with the transnational character of cybercrimes. It is therefore important to have international legal instruments to serve anti-crime efforts. Retrieved at http/www.webology.org/2007/v4n3/a.45.html). Some of those attempts include the establishment of the Council of European’s Convention in Cybercrimes 2001, African Union and East Africa Community.
[bookmark: _Toc94050950]3.2.1 Council of European’s Convention in Cybercrimes
Council of European’s convention in cybercrimes, formed in 2001 as an international instrument accepted as the leading international instrument in the field against cybercrimes. The instrument specifies attributes, which must found in the national laws of its signatory states to implement the provisions in domestic law. The Council of European’s Convention in cybercrimes presents a landmark effort to harmonize national criminal law in the area of cyber law. The general objectives of the convention include international community cooperation, harmonizing domestic law and criminalize cybercrimes among the state members.

[bookmark: _Toc94050951]3.2.2 The African Union (UA) and Regional Response on Cybercrimes
In this part, the researcher dealt much on discussing some measures taken by the African Union in fighting cybercrimes. The researcher also discusses what has been made at regional level, mainly under the East African Community. The African Union is now working to keep in place the legislations to combat cybercrimes in Africa continent. According to the report of  United Nations Economic Commission for Africa(UNECA) of 2012, reported that, cybercriminal have over the years considered African as a fertile continent to commit their criminal acts which had given the continent a bad name. (Retrievedhttp://www.businessdayonline.com /NG/index.php/news/world-news 20982-uneca-au-to-provide-e-legislation)

Following the technological forces, the African Union adopted the Draft African Union Convention on the establishment of a credible legal framework for cyber security in Africa .The draft seek to harmonize African cyber legislations on cybercrimes control as per Article 23(1) of the Draft Convention.(Retrievedhttp://www.uneca.org/aisi/elegislation/documents/Draft).

[bookmark: _Toc94050952]3.2.3 East Africa Community Cyber Law Framework, 2011
In respecting the principle established by the Draft African Union Convention, the African East African Community has also started to take efforts in addressing cyber related issues including the preparations of the enactment of credible laws and institutional framework to that effect. For example in January 2008, EAC held the first regional task force meeting on cyber laws in Arusha Tanzania. The member states of EAC discussed a range of issues relating to the need to reform national laws to address the problems of cybercrimes. The task force noted and recommended that the process of law reform be coordinated at a regional level, a comparative review of the existing laws and bills of partner state be undertaken and a regional framework be developed for harmonization of cyber laws.

The second effort made by the EAC task force together with UNCTD was on June 2008 in Kampala - Uganda. Generally, all meetings aimed to build capacity and assist the EAC member states in preparation of drafting inadequate legal framework for harmonization of cyber laws in the region. 

[bookmark: _Toc94050953]3.3 International Institutional Response on Challenges Posed by Cybercrimes
In this part, the researcher shows some of the established institutions laying on dealing with the cybercrimes and their ability and challenges faced them in combating the subject matter.
3.3.1 International Criminal Police Organization (INTERPOL)
As an international law –enforcement organization with 184 members, INTERPOL started to tackle computer crime very early, coordinating law- enforcements agencies and legislations.  INTERPOL made efforts to improve counter- cybercrime capacity at the international level. Concerning law enforcement, INTERPOL has provided a technical guidance in cybercrime detection, investigation and evidence collection. Professional efforts have primarily mean substantial actions in the field of cyber security protection and cybercrime prevention.

[bookmark: _Toc94050954]3.3.2 International Telecommunication Union (ITU)
 ITU is inter-governmental organization established on 1865. The institution has been responsible for laying down much of the framework that involved with international telecommunications law, regulation and standardization for ICTs as a specialized agency within the UN. This institution is common cooperates with other inter-governmental organizations and local national telecommunications regulator to share technical and experiences on telecommunications industry. For example, Tanzania is the member of ITU and has benefited with this membership for technical, human and financial assistances and so improved her telecommunications network including efforts to fight against cybercrimes along the telecommunications sector.

[bookmark: _Toc94050955]3.4 Legal and Institutional Efforts Undertaken by Individual Countries to Combat Cybercrimes         
 In this part, the researcher attempted to show the individual’s country efforts to fight against computer crimes by establishing specific statutes in relations with cybercrimes within their jurisdiction. In the 1980’s a trend began for the adoption of computer specific statutes, for-example United Kingdom, United State of America and Australia. However, Tanzanian have still yet have computer specific statute dealing with cybercrimes until now.

[bookmark: _Toc94050956]3.4.1 United Kingdom
 United Kingdom, enacted its first legislation relating with computer related crimes in 1990 known as  Computer Misuse Act, 1990 which was later repealed and replaced by the Computer Act, 2006.The law mainly targets denial of service attackers and provide for punishment, it also provides the impairing of the operation of any computer, preventing access to the operation of any computer, preventing access to provide that impairing of the operation of any computer, preventing access to any program or data to computer and destructing the operation of any program on the computer are crimes punishable with imprisonment up to ten years and also, causing someone to do any or, all of the above crimes would be punishable up to two years imprisonment. The Ombudsman such as OFCOM, POLICE and so on, have responsible in making investigation on matters concerning with telecommunications industry including cyber security issue.

[bookmark: _Toc94050957]3.4.2 United States
The United State of America has already attempted to fight against cybercrime within and outside of her jurisdiction by establishing special institutions and enacted several legislations for preventing cybercrimes in a different times. The first federal computer crime statute was enacted in 1984, called Computer Fraud and Abuse Act, followed by Electronic Communications Privacy Act, 1986 which was then amended to the Federal Wiretap Law, National Infrastructure Protection Act, 1996, Cyberspace Electronic Security Act, 1999 and then Cyber security Act, of 2010.

USA has been also established various enforcement institutions such as Federal Bureau of Investigation (FBI), Computer Emergency Readiness Team (CERT), National White Collar Crime Centre, Fraud Complaint Center, etc. The general aims of these institutions are to fight against computer related crimes within USA and outside the jurisdiction by collaborating with various governmental and non- governmental institutions around the world.

[bookmark: _Toc94050958]3.4.3 Kenya
The government has already initiated the process of enacting cyber legislation. The Kenya Communication (Amendment) Bill, published in August of 2008, provides for regulation of telecoms, posts, broadcasting, electronic transactions and domain names. The bill has ready sent to the parliament for first reading. It is highly expected that, the parliament of Kenya will pass the bill and so allows the country to have a credible and effective legislation to combat cybercrimes.

[bookmark: _Toc94050959]3.4.4 Uganda
The government of Uganda has ready drafted the electronic laws, Electronic Transactions Bill, Computer Misuse Bill and the Electronics Signature Bill. The mentioned bills, ready approved by the cabinet since 2008, January and went to the parliament for debate.
[bookmark: _Toc94050960]3.4.5 Tanzania
In Tanzania, the process of harmonizing the emergency and developments of ICT’s commenced in 2003 with the enactment of the Tanzania Communications Regulatory Act, 2003. The Act established to harmonize the developments of telecommunications and broadcasting industry in the country, but very unfortunate the law does not say anything about combating cybercrimes. In 2006, the Tanzania Law Reform Commission submitted a proposal to the ministry of Justice and Constitutional Affairs; proposal contains separate bills on cybercrimes, regulation of electronic transactions and communications, privacy and data protection, together with the amendment of the Evidence Act [Cap 6 RE-2002] of 1967.

In the respect of the Tanzania Law Reform Commission’s work, the government has only take into consideration some of its recommendations, includes the amendment of the Evidence Act in 2007 whereby the electronic evidences then recognized and accepted as relevant and admissible before the courts of in Tanzania. The second significant phase was in 2010, where the Electronic and Postal Communications Act no 3 of 2010, was  enacted with a view to keeping abreast with developments in the electronic communications industry. The Act also provides offences relating to electronic communications, however, the relevant provisions do not clearly define cybercrimes. In another hand, the Act recognized TCRA, POLICE and CERT as among of the enforcement agencies deal with electronic telecommunications.  

[bookmark: _Toc94050961]CHAPTER FOUR
[bookmark: _Toc94050962]4.0 COMPARATIVE ANALYSIS ON LEGAL AND INSTITUTIONAL FRAMEWORK IN COMBATING CYBERCRIMES IN MOBILE MONEY TRANSFER AND PAYMENTS IN TANZANIA;
[bookmark: _Toc94050963]4.1 Introduction
There is no doubt that the Mobile money transfer and payments services via mobile phone have added a great deal to the quality of human life especially to the rural and remote areas where the traditional banking services was not accessible. Many difficulties that hampered money transactions in the past have now been consigned to the dustbin of history. However, the emergence and adoption of mobile money transfer and payments technology has brought with it a number of legal and institutional issues, which pose significant challenges to the legal and institutional regime. 

This chapter generally discusses on how the emergency of this new platform as a channel for undertaking financial transactions which accelerated by the rapidly innovations of ICT industry and infrastructure, affects the Tanzania legal and institutional framework concerning with the entire, banks and financial transactions services. The researcher focuses much on the EPOCA, Anti-Money Laundering Act 2006, Penal Code Cap 16, Bank of Tanzania Act, 2006, Tanzania Communications Regulatory Authority Act, 2003 as leading domestic legislations dealing with offences associating with IT& Telecommunications.

In Tanzania, at 2008, we have witnessed some changes in modes of operand on financial transactions all over the country, whereby financial transactions be undertaken by the mobile phones. As we know that, before these innovations, mobile phones were, only be used for voice calls and messages. This new electronic financial transaction system has replaced somehow the traditional financial transaction systems of banks that based on paper system. These changes of financial transactions have requires a significant changes in both legal and institutions framework too in our country, so as to be able to combat challenges raised.  

The most laws governing financial and financial transactions in Tanzania still  based  on paper systems and that lack generic and adequate protection rules and organizations to curb cybercrimes that have experienced to be involved within the new platform, and so become as  old fashion and unpopular in most of banks and customers. The present legal and institutions framework could not protect consumers nor mobile network providers and banks with cybercrimes that may arise within the transactions. In the first instance, Vodacom-Tanzania, in the mid of 2008 launched mobile money transfer and payments service, the service branded Vodacom M-PESA. Few years later other mobile network operators such as Airtel introduced the same service that branded AIRTEL-MONEY, Tigo introduced the same service branded TIGO-PESA, and Zantel introduced the same service branded EZY-PESA.

 In the moment later, banks slowly adopted and  recognized the potential of  mobile banking, while some of them had started even to signed up as super agents of the mobile network providers who offers mobile money transfer and payments services, e.g.  National Micro financial Bank (NMB), became the super agent of voda-com M-pesa. Moreover, the bank had introduced the service branded NMB-MOBILE to its customers all over the country. On another hand, the Community and Rural Development Bank (CRBD) became the super agent of voda-com m-pesa and Airtel- money, and had introduced the service branded SIMBANKING to its customers all over the country.

Following the emergence and adoption of mobile money technology, now mobile network operators and banks allowing their  customers to use their own mobile phones or ATM cards without visiting a bank branch, to transfer money, deposit money, request statement balance, withdraw, purchasing airtime, air ticket, paying tax, bills, school fee etc.

In fact, the mobile money transfer and payments technology  that replace the traditional transfer and payments solution need an eye bird glance although is very attractive but requires very comple legal and institutional structure. Ally, A. (2012) argued that, lack of a full operational legal and regulatory frameworks jeopardize the security of consumers (Retrieved at http://www.isaca.or.tz). Ubwani, z.  state that, ICT experts are now worried over the increasing volume of money exchange through  mobile   transfer in  the  region .They have suggested  that, the platform should  be guarded against  cybercrimes   which   could   be involved  within  the  platform ,  this  volume   of   business  must  be  anchored with  effective regulatory  frame work   and  a  robust  cyber law regime (Retrieved at  http:// mobilemoneyafrican.com) 

We have seen hackers, phishes and fraudsters had started to encroach on the mobile money platform, and it is therefore imperative for Tanzania to build adequate capacity to shield itself against the emerging cyber security risks. Criminals are smart, they know where the money is, and they look to where the technology is moving, so that, we might make sure the necessary legal and institutional measures taken and having substantive criminal law provisions to criminalized cyber behaviors. In Tanzania however, the behaviors indicating cybercrimes are not yet be cleared and  declared as crimes by the law, because there is no legislation in the country that makes them crimes.

[bookmark: _Toc94050964]4.2 Legal Challenges
[bookmark: _Toc94050965]4.2.1 Introduction
Brenner and Clarke (2005) stated that, many cybercrimes occur in virtual environments like mobile phone channels, the nature of these kinds of cybercrimes requires countries to establish clear rules on a legal system’s jurisdiction over these offences. Chaikin, D. (2006) argued that, if criminal justice systems are to deal effectively with these problems relating to the repression of cybercrime, they must update their legislation and law enforcement systems to cope with investigation and prosecution of the phenomenon.  It is therefore, important that all countries to ensure their domestic laws are update, criminalize the cyber conducts, and described in the substantive and procedural law sections. 

 While cybercrimes posed a significant threat to the development of ICT and electronic money transactions, and cybercrimes involved in, but  very unlucky Tanzania laws do not recognized and criminalized behaviors on the  mobile phone for instance, the illegal intrusion into a computer , computer system, transfer or withdraw of funds and data from mobile phone.  Therefore, criminals cannot be prosecuted nor found guilty with the respect current law.  Makamba, J ( 2012) and Yonazi, J (2012) argued that, the policy and laws in Tanzania that was formed in 2003 for ICT industry are now becoming too-old fashioned, and too general to address the challenges posed by ICT innovations including cybercrimes.(Retrieved at http://allafrica.com/stories. 

The government of Tanzania, should  take into consideration the  statements and arguments  made by those authors concerning with the concept of up- dating  laws as to be able to respond challenges posed by ICT innovations. The same arguments was emphasized by honorable justice Pats Acholonu of the Supreme Court of Nigerian that; “The beauty of the law in a civilized society is that...it should be progressive and act as a catalyst to social engineering. Where it relies on mere technicality or out-moded or incomprehensible procedures and immerses itself in a jacket of hotchpotch legalism that is not in tune with the times, it becomes anachronistic and it destroys or desecrates the temple of justice it stand on.’ However, in Tanzania, investigations and prosecutions officers still using and applying the old criminal laws statutes such as the penal code cap 16 to criminalize offenders on cybercrimes while the preferable statute does not even define the term cybercrimes in its provisions.  

[bookmark: _Toc94050966]4.2.1 United Republic of Tanzania Constitution, 1977
 Article 13(6) (c) of Constitution of the United Republic of Tanzania 1977, states that, no person shall be punished for any act which at the time of its commission was not an offence under the law”. The legal position of the constitution of Tanzania is clearly shows that, no person shall be held liable for non-existed law during the commission of offence. This is to mean that, since the country lacks cyber law, hackers, phishes and computer fraudsters will end up been unpunished because at the moment there no specific cyber statute in our country while cyber incidents increases daily.

[bookmark: _Toc94050967]4.2.2 Tanzania Communications Regulatory Authority Act, 2003
 In attempting to respond the developments of ICT industry and legal issues brought, the government of Tanzania has enacted the Tanzania Communications Regulatory Authority Act, no 12, 2003. The Act established by the merged of the former Tanzania Communications Commission Act, 1993, and the Tanzania Broadcasting Commission Act, 1993.The essence of establishing TCRA, 2003 followed the National Information and Communications Technology Policy of 2003, which its broad objective is to provide a national framework that accommodates the convergence of information, communications and technology including broadcasting. Very unfortunate the Act does not clearly states and address legal issues relating with cyber offences that are part of ICT. 

[bookmark: _Toc94050968]4.2.3 Electronic and Postal Communication Act, 2010
Electronic and Postal Communication Act,2010 was passed by the parliament on January 29, 2010 and assented to by the president on march 20, 2010. The Act came into force on May 7, 2010. The Act repealed and replaced two legislations were dealing with communications and broadcasting in Tanzania, the Broadcasting Services Act, [Cap 306 RE-2002] and the Tanzania Communication Act, [Cap 302 RE-2002]. However, the new Act working together with TCRA Act, 2003.The EPOCA enacted with a view to keep abreast with the developments in the electronic communications industry in the country, and has three fundamental objectives; the first was to address the challenges posed by modern technologies. The second was to harmonize and consolidate communication laws in order to overcome regular conflicts in their implementation, and third was to introduce registration of SIM cards.

 Part six of the Act deals with offences and penalties. However, of particular importance of that part in relation to this work, the researcher has selected those provisions therein that touched the general discussions arising from the truth that, cybercrimes was merely mentioned and none clearly stated within the provisions. For- instance, section 120 of the Act provides that, ‘ Any person who, without lawful authority intercepts, attempt to  intercept or procures any other person  communications or knowingly discloses or attempt to disclose to any other person the contents of any communications of the person shall be commits and offence, while  section 129 of Act, provides  that, ‘any person who intentionally and unlawfully temper, modifies, alters, reconfigures or interferes with mobile telephone or SIM card or reverse engineers, decompiles, disassembles or interferes with  mobile phone or SIM card or part thereof, unauthorized access  or use of computer system, shall be commits an offence’. 

This position of law has also been observed under section 124(3)which provides that, ”Any person who secures unauthorized access to a computer or intentionally cause or knowingly causes loss or damage to the public or any person, destroy or delete or alter any information in the computer resources or diminish its value or utility or affect it injuriously by an means, commits an offence’.
 In the respect of the mentioned provisions, it is hardly and unclear to interpret whether the said offences are wit cybercrimes or not, because the provisions are silent and do not clearly state that those offences are cybercrimes. As shown earlier that, fraudsters or hackers sometimes swap SIM card of the targeted victim and thereafter illegally transfer data including funds to other mobile phone account or mobile banking account and then withdraw. It is still doubt as whether the act of other person to interfere with mobile phone or SIM card or unauthorized access of another person’s mobile phone can be amounting to cyber crimes in Tanzania. 

This shortcoming of the law was clearly stated in the celebrated case of Love bug crisis case in Philippines, where it was held that, ‘although a suspect, Onel de Guzman was eventually apprehended, there were no laws criminalizing what he had done and therefore lacking the ability to charge de Guzman with precisely what he had done. This case prompted the Philippines to adopt a cybercrime law.(Retrieved at http://www.isaca.or.tz).  In United Kingdom for-example, section 9 of the Criminal Justice (Theft and Fraud Offences Act,2001) provides that ‘Any person who interferes mobile phone or SIM card with  the intention of making a gain for himself or herself or another, or of causing loss to another is guilty’, and such act is amount to cybercrime.          

[bookmark: _Toc94050969]4.2.4 Anti-Money Laundering Act, 2006
The Anti-money laundering Act, 2006 and came into force on 15th January, 2007. The Act enacted purposely for making better provisions for preventing and prohibition of money laundering, to provide for the disclosure of information on money laundering, to establish a Financial Intelligence Unit and the National Multi- Disciplinary Committee on Anti-Money laundering and to provide for matters connected thereto. The term money laundering that stipulated in the Act, means ‘engagement of a person or persons, direct or indirectly in conversion, transfer, concealment, disguising, use or acquisition of money or property known to be of illicit origin and in which such engagement intends to avoid the legal consequence.

 In mobile money transfer and payments platform, the fraudster can hide the true value of what is being deposit and transfer by dividing it into small batches that are more likely to go undetected as against to the ordinary bank transactions where the whole amount being deposited or transferred  into the single account and so becomes easy to detect.   According to section 3(o) of the Act, the offence of forgery is among of the offences that constituting money laundering. Fraud and money laundering are great concern with the emergence of global, mobile money transfer and payment services, which are outside traditional financial institution regulations. 

Money laundering that was commonly under physical nature, is now being committed electronically as cyber money laundering, whereby the fraudster can use his/her own mobile phone with connection with another person somewhere in the world to transfer or receives a small amount of money that of illicit origin or intends to avoid the legal consequence. The doubt to the constructive provision is whether it recognizing and criminalizing forgery activities concerning with mobile money remittances, while there is no existing laws that recognizing and criminalizing computer -related crimes including computer forgery and frauds in Tanzania 
[bookmark: _Toc94050970]4.2.5 Penal Code [Cap 16 RE-2002]
 The Penal code [Cap 16 RE-2002] is one of the basic substantive legislation in Tanzania that generally criminalizing against public, human and property offences and very unlucky does not criminalizing cybercrimes. However, the provision which defining the offence of theft, failed to include cyber behaviors as can also constitute the offence of theft. In the respect of section 258(1) of the Act, states that, ’Any person who without bone fide claims of rights takes or fraudulent convert anything capable of being stolen of another person is guilty of the offence wit  theft’. 

In that section, 258(2) (a) of the said Act, emphasized on an intention of the offender to deprive permanently ownership of the property in question. To start with the term ‘takes’ is one of the basic ingredient of the offence theft, this mean that, the prosecution  must prove beyond reasonable doubt that the property or goods of someone has all or part taken by the offender, and the original owner had no longer in possession of  the same property in the time of question.

 In cyber offences, such definition of theft underlined in penal code, cannot play part, since that the hackers or phishes do not completely depriving the ownership or possession of data from the original owner but merely take away the targeted data by the way of coping them, while the original remains as it is and the original owner may still be use them as before taken.

 From the above position, you may come to realized that, is hardly for the investigation and prosecution institutions in Tanzania to prove allegation and convict a person with the offence of theft by stealing money of someone through mobile money transactions by merely transferring electronic data of money  value to other account and then withdraw the same because would be difficult for them to prove  takes. Data is multiple in nature, for-example when you take away data from someone mobile phone or computer, you normally copy or forwarding them while the original data may still exist in the original mobile phone or computer and the original owner may still have access to possess and use them as before been taken away. Therefore, the Act does not conformity with the nature of cybercrimes, which based on electronic data. This position of fact has also been discussed in the case of R .v. Lloyd [1985] 2 ALL ER 661.

The case involved an alleged conspiracy to remove an original copy of film from cinema so as to produce copies and then return the original copy. The issue before the court was whether the elements of theft under the law can be fulfilled under the digital technology. The court observed that, the elements provided under the existed laws do not fit under the digital technology, the case was dismissed. Again, the  provisions  of the Act that dealing with the offence of theft are seems to deal with goods, which are subject to property law while electronic data are subject more to intellectual property law. In that cause, the existing Act cannot meet and combat the challenges posed by cybercrimes in Tanzania. 

[bookmark: _Toc94050971]4.2.6 The Evidence Act, 1967
The Evidence Act 1967 provides for rules of evidence for tendering, proving or disproving alleged facts in issues before the court of law. Due to the technology advancements, the Evidence Act as other legal statutes in the country has faced with challenges especial those facts associated with electronic evidence or digital data. In response to this situation, the Act has been amended so as  to give partial recognition to evidence generated electronically and tendered electronically in 2004(misc-amendment). For- example section 34 of the Act amended by adding immediately after section 40 and 40A to the effect that, electronic information or data from computer system, networks or server includes electronic transmission and communication facilities shall be relevant and admissible as evidence in court. 

This position of law was also observed in the case of Lazarus Mirisho Mafie and M/S Shidolya Tours & Safaris v Odilo Gasper Kilenga  and Alias Moiso Gasper.  Commercial case no 10 of 2008 High court of TZ at Arusha (unreported.). In this case, the court had overruled the preliminary objection raised by the defence counsel that the e-mail evidence wished to be tendered by the plaintiff to prove the allegation of pornography should not be acceptable as genuine. It was held that, electronic evidence is relevant and admissible as other evidence before the court. However, the researcher worried as whether the electronic equipments and programs such as, coined visa card, credit card, computer server or mobile phone, SIM card, would be acceptable as evidence under section 40A, 76 and 79, especially where they are used to store or transfer information, which are subject to the legal proceedings. The cardinal rule for convicting the offender is that, the trial judge has to obtain unequivocal evidence based on the statutory means of evidence.

[bookmark: _Toc94050972]4.2.7 The Bank of Tanzania Act, 2006
 The Bank of Tanzania Act, no 4, 2006, under section 4 provides for an establishment of the central bank of Tanzania (BOT). The principal functions of the Bank provided under section 5(1) includes to regulate and supervise banks and financial institutions and licensing. According to section 3 of the Act, bank means an entity that is engaged in the banking business, which means of receiving funds from the public through the acceptance of deposits payable upon the demand or notice. While, financial institution means an entity engaged in the business of banking but limited as to size, locations served, or permitted activities.

[bookmark: _Toc94050973]4.3 Institutional Challenges
ICT is complex and frequently unfamiliar to the traditional criminal justice world; dealing with crimes involving these devices requires well-trained personnel in the investigation phase, during prosecution and in courts. Technological and computer knowledge are somewhat alien to law enforcement and legal cultures, and states need to invest in training and education. Lewis, J,A (2006) stated that, Since ICT constitute a rapidly growing and changing sector, operators and regulators must constantly retrain so that they are prepared for the new techniques and new mode-operandi made possible by the advance of ICT(Retrieved at http://www.csis.org/media/csis/pubs 060804-coecybercrime pdf).

Public and private agencies need to have the ability to adopt technological challenges, it is thus important to march technological progress with increases in institutional capacity and, depending on the scale of change, possibly to restructure government. Technological transformation needs governments to pay close attention to re-engineering processes, reforming institutions, and creating an environment for greater accountability and transparency.
[bookmark: _Toc94050974]4.3.1 Tanzania Communications Regulatory Authority
The Tanzania communication Regulatory Authority (TCRA) is a quasi-independent government body responsible for regulating the communications and broadcasting sectors in Tanzania. The institution established under the Tanzania Communications Regulatory Authority Act no 12 of 2003 and effectively took over the whole functions of the defunct two Commissions, the Tanzania Communications Commission and the Broadcasting Commission. The functions of this institution provided under the TCRA, Act no 12 of 2003 and the Electronic and Postal Communications Act no 3 of 2010 respectively. The institution has vested power by the law to issue license and regulate electronic communication systems as per section 4 of the EPOCA. 

As telecommunications regulator, seems to take general position that, all mobile operators licensed and adhered with the terms and conditions granted. In neither EPOCA nor TCRA Act of 2003 where give the mobile network operators the licenses of making financial transaction business as now seen that, almost all mobile phone network operators are doing. As regulator, TCRA has to make sure that mobile network operators are strictly adhered with the terms and conditions posed to the license, which guides their daily operations. 

If there is no any provision under the TCRA Act, 2003 as well as EPOCA, 2010 how could TCRA able to settle complaints may arise from customers, supervise and regulate financial transaction business undertaken by these mobile network operators such as M-PESA. The TCRA should not maintain the bad approach that saying ‘wait and see’ to the existing mobile banking which has already undertaken in Tanzania. Although mobile money transfer and payment services are regulated by the Central bank of Tanzania, there is a need for the TCRA as an ICT regulator to develop compatible regulation to co-monitor with BOT, simply because the whole financial transactions  involves telecommunications infrastructure.    

[bookmark: _Toc94050975]4.3.2 The Bank of Tanzania
The Central bank of Tanzania (BOT), was established under the Bank of Tanzania Act, no 4 of 2006. The Act, gives the BOT  power to supervise and regulate all functions of banks and financial institutions including power of granting license as provided under 4 of the Banking and Financial Institutions Act, as well as imposing added terms and conditions as provided in  section 7(2), of the Act.  As banks and financial institutions regulator, the BOT has responsible to make policies and regulations in terms of all financial matters including, mobile money transfer and payments, undertaken by mobile money network operators and banks too, simply because the (BOT) in currently, supporting the deployment of such platform and very unfortunate does not strictly require the mobile network operators to officially partner with banks. 

Ndulu, B. (2012) the governor of the BOT stated that, the monthly services of sending and receiving money through mobile phone, have increased up to Tsh 861.8 billions. (Retrieved at http://www.dailynews.com.tz). This increases of the volume of sending and receiving money undertaken by mobile phone should be taking into consideration by regulating the law and institutional framework to that effect, so as to protect the banks, network operators and customers against frauds, hacker etc. As been argued by various authors including, Ubwani, Z. that, ICT experts are now worried over the increasing volume of money exchange through mobile transfer and the platform should be protected against cybercrimes.(Retrieved at http://www.isaca.or.tz).

 In fact, the general responsibility of BOT for the  regulations  of mobile money transfer were given to the (BOT) under the Financial Institutions Statute, where the BOT has a duty to approve the services and operations of the platform , but with no fully regulation as under normal banking regulations. (Retrieved at http://www.ifc.org/wps/wcm/contents.pdf. Since mobile money transfer and payments services straddles finance and telecommunications respectively, it faces regulation originating within two different sectors, this mean that BOT and TCRA. It is from that nature of the platform itself makes the BOT an ineffective institution to regulate the completely mobile money transfer and payments platform. 	

[bookmark: _Toc94050976]4.3.3 Financial Intelligence Unity
 Financial Intelligence Unit established under Anti-Money Laundering Act, no 12 of 2006, to the effect that, the institution shall be responsible for receiving, analyzing and disseminating suspicious transaction reports and other information regarding potential money laundering or terrorist financing received from the reporting persons and other sources from within and outside the United Republic. This institution shall deal with those offences underlined in sections 3 and 12 includes engagement of a person or persons, direct or indirectly in conversion, transfer…acquisition of money or property known to be of illicit origin and in which such engagement intends to avoid the legal consequence of such action. The problem here is that, in mobile money transfer service what is transferred from the origin sender mobile phone is electronic data to the receptor and not cash money. The question here is whether the meaning of the term money includes electronic data.  

[bookmark: _Toc94050977]4.3.4 National Computer Emergency Response Team (CERT)
The National Computer Emergency Response Team established by the Electronic and Postal Communications Act, 2010.  Section 124 (1) provides that,’ The National Computer emergency response team shall coordinate response to cyber security incidents at the national level  and cooperate with regional and international entities involved with the management o f cyber security incidents’. According to the provision establishing this institution, the institution is a merely coordinated body to response to cyber security incidents at national level and has to cooperate with regional and international entities involved with the managing cyber security incidents, nor have a legal duty to investigate or prosecute cybercrimes offenders.     

[bookmark: _Toc94050978]4.3.5 Tanzania Police Force
Over the years, in addition to the Tanzania police force, numerous other institutions have been given powers to investigate criminal offences as provided under section 5, of the Police Force and Auxiliary Services Act, Cap 322 and sections,4 read together with section 10 of the Criminal Procedure Act, Cap 20. The Tanzania Police Force is responsible for over 80 % to carry out criminal investigations, while the other  institutions duly authorized to carry out investigation in according to their  specific laws  includes, Tanzania Communications Regulatory Authority under the Tanzania Communications Regulatory Authority Act, 2003 and the Electronic and Postal Communications Act, 2010 in making investigations in matters related to telecommunications, postal and broadcasting in Tanzania. 

In order for these law enforcements agencies to fulfill their legal duties the following crucial role must be taking into account. These include; Investigator has to possess sufficient legal knowledge and specific knowledge of the subject matter/discipline is investigating so as to able to discover truth. 

 The development in science and technology particularly on telecommunications sectors eg, internet and mobile phone, the criminals have not been left behind in committing on line crime via internet or mobile phone. In responding to the emergence of cybercrimes within the society, the Tanzania police Force has establish the special unit called as, Cyber Investigations Unit. According to the Inspector General of police in Tanzania; Mwema, S .A. (2010) stated that, in view of the complexity of cyber science,  we need to have investigators who are well trained in all the facets of cyber science. From the above statement, the investigators especially who signed to investigate cyber crimes must at least possess computer knowledge on how to detect, collect, store and produce electronic evidence collected from the computer or mobile phone hardware or software before the court of  law. 

The legal framework in Tanzania, particularly in getting   informations or data held by  mobile network operator or TCRA, the  police  investigator  has no power to extract those  electronic informations of any customer  any other means, regardless those informations or data  relating with the commission of offences unless or till the investigator  seek a consent of network mobile operator or TCRA as provided under section  99 of  EPOCA. This sometime hinders the effectiveness of the police to investigate those offences involved on mobile money transfer and payments at a time, and sometimes makes some important evidences to be destroyed by the offenders. This is unlike in India, where for-example Information Technology Act, 2000 under sections 78 and 80 which, takes precedence over the provisions of the India Code of Criminal Procedure Act, 1973 by establishing a new statutory framework for making investigations, search and arrest by giving powers the police officers to conduct investigations on computer crimes.

Also sometimes, the mobile network operator may impliedly refuse or delay to disclose the requested informations or data of the customer merely because of maintaining customer relationship. Apart from the various law limitations provided in our legal system as concept of maintaining the human right of privacy, the police force itself lacks numbers of skilled investigator in the field of cybercrimes, tools kits and forensic laboratory.    
 
[bookmark: _Toc94050979] 4.3.6 Public Prosecution Office
 The Public Prosecution office has been established under the National Prosecution Services Act, 2008, whereby the Director of public prosecutions in the heads of the institution. The legal duties vested to this institution includes; prosecuting criminal cases in subordinate courts to court of Appeal on behalf of the public, proper submission of the case before the court includes proper charge that containing a relevant law, and evidences so as to assist court to administer justice. In Tanzania up to day there is no specific law concerning with cybercrimes to enable the public prosecution office to charge the offender who commits such kind of crime with a proper law as provided under section 132 of the Criminal Procedure Act [Cap 20 RE 2002] that; ‘Every charge or information shall contain, and shall be sufficient if it contains, a statement of the specific offence or offences with which the accused person is charged.’ 

This lack of the specific law criminalizing cybercrimes makes difficult for the public prosecutor to charge offenders and that render administering of justice not to be maintained. Another inefficient of this institution is that, the number of offices and staffs are very limited especially at district level, whereby, most of offices established in cities like in Dar es Salaam, Arusha, Mwanza and Mbeya. Moreover, most of the staffs in public prosecution office have no enough knowledge about cybercrimes, which makes possible for the offenders to acquit. 

[bookmark: _Toc94050980]4.3.7 Banks and Mobile Network Operators
For almost five years now, banks and mobile network operators have moved to offer mobile financial services in Tanzania. Banks offer such services as alternative and added channel of delivery of banking financial transaction and service to the customer. The protection and security of funds of the customer undertaken by such platform, depends on the standard of technology and human resources deployed against involved cybercrimes.

[bookmark: _Toc94050981]4.3.7.1 Bank
Gradually in 2008 after the launched of mobile money transfer and payments services branded M-pesa by  Voda-Com Tanzania, a number of banks and financial institutions started to adopt the same service. Most of banks such as NMB and CRDB became as the super agents of the mobile network operators who offer the service. It is impossible for bank to provide mobile money transfer and payments platform without corporate with mobile network operator who offers network infrastructure. In case of NMB, about 35% to 45% of its customer has joined with NMB MOBILE service, the service that, allows the customers to transfer fund from their credit account to another credit account, or to transfer fund from credit account to M-pesa account and vise versa. 

Moreover, NMB customer who joined with NMB-MOBILE service could also request bank balance statement, purchasing airtime, bills or school fee, etc. Despite of the number of attempts done by the bank to make the platform effective and safely by deploying standard technology and security system, but we have witnessed various of frauds invents along with such service that are amounted to cybercrimes. 

The researcher during the research has interviewed several NMB customers who joined with NMB- MOBILE and argued that, the service is cheap, faster and available everywhere and every time compare to ordinary banking services. They added that the platform threatened with frauds from the unauthorized persons who can transfer and draw money from their account without their knowledge or consent. However, the safety and soundness of the mobile banking depends on the standard of technology and human resources deployed. The bank has legal obligation to put in place appropriate risk mitigation includes fraud and money laundering and taking into account the risks arising out of unauthorized transfer and payment.
[bookmark: _Toc94050982]4.3.7:2 Mobile Network Operators
Lloyd, J.I. (2000) state that, the first substantive obligation imposed by the network provider or service must take appropriate technical and organizational measures to ensure the security of the network and any messages transmitted over it. (Retrieved at http://www.fatf-gafi.org/media/faf/documents/reports/ML using new payment method, pdf).

The mobile network operators who offer mobile money transfer and payments services  have to make sure that their customers enjoys a maximum protection of their money and money transactions against frauds and theft. In Tanzania, despite of the various attempts provided by operators such as Simcard registrations, alert messages to the customers reminding them not disclose informations including, PIN code or PASSWORD to any person, but still there is frauds and thefts incidents. The fraudsters are common steal customer money at M-PESA account, after succeed to swamp Simcard of another or steal the mobile phone of another and then guess the PIN code or PASSWORD and steal the money. Although network operators are compelled by law to register all Simcard used by their customer, but still one can use unregistered Simcard. 
 
There is another problem of confidentiality in some of network operators. Whereby untruthful staff may disclose financial information of the customer to the fraudster and conspire to transfer money after swamp the Simcard and then destroy the relevant evidence.

[bookmark: _Toc94050983]CHAPTER FIVE
[bookmark: _Toc94050984]5.0 RESEARCH FINDINGS AND DATA ANALYSIS
[bookmark: _Toc94050985]5.1 Introduction
The findings and data analysis of this research obtained in the course of the study particularly through interviews, observations, questionnaires and documentary methodology. Generally, the purposes of collecting those informations and data was in order to prove or disprove the hypothesis stated; as  Whether the present laws and institutional frameworks that regulating ICT’s industry are effective and adequate to combat cybercrimes involved in mobile money transfer and payment services in Tanzania. Second hypothesis stated, whether there is a need of having comprehensive and adequate legislations and institutions frameworks to cope with these challenges posed by ICT industry in Tanzania.
   
 Below is the representation of the finding and analysis that came out through respondents reply and other methodology employed by the researcher in the subject matter is concern. 

The research conducted at Dar es Salaam city, where about 40 respondents consulted through interview, observations and questionnaires. The respondents classified into nine groups as follows; five; magistrates court, five; state attorneys in Dar es salaam zone office, five; police officers in cybercrimes investigations unit at police zone office Dar es salaam, two; NMB staff in IT& Security department at Manzese and Mlimani city branches, two; CRDB staff in IT & Security department at Azikiwe and Mlimani city branches, two; TCRA staff from legal and complain committee unit at head quarters Dar es salaam, four; NMB-mobile customers, four; CRDB- Simbanking customers, two; staff of voda-com in  IT & Security department headquarters Dar es salaam, three;  M- Pesa customers, three;  M-Pesa  agents and  three; ordinary peoples. The researcher selected those groups in considering several factors including legal knowledge, expert knowledge, services stakeholder and membership of the given services.

Table 1; Represents Data Analysis Collected From 40 Respondents through Questionnaire, Who Respond Hypothesis
		S/N
	Respondent
	Number
	Said Yes
	%
	Said NO
	%
	Neutral
	%

	1
	Magistrates
	5
	5
	100%
	NIL
	0%
	-
	0

	2
	State Attorney
	5
	5
	100%
	-
	0%
	-
	0

	3
	Police officers
	5
	4
	90%
	1
	10%
	-
	0

	4
	NMB-Staff
	2
	1
	90%
	1
	10%
	-
	0

	5
	CRDB-Staff
	2
	2
	100%
	-
	0%
	-
	0

	6
	TCRA-Staff
	2
	2
	100%
	-
	0%
	-
	0

	7
	NMB-Cust
	4
	2
	50%
	2
	50%
	-
	0

	8
	CRDB-Customer
	4
	3
	90%
	1
	10%
	-
	0

	9
	M-Pesa Customer
	3
	2
	90%
	1
	10%
	-
	0

	10
	M-Pesa Agents
	3
	2
	90%
	2
	10%
	-
	0

	11
	Others
	5
	3
	60%
	1
	20%
	1-
	10%

	JUMLA
	40
	31
	96%
	10
	12%
	1-
	10%



Sources: From field study	
[bookmark: _Toc94050986]5.2 General Findings
The following are general findings obtained by the researcher in conducting the research concerning with the legal and institutional framework that regulating ICT industry in Tanzania.

[bookmark: _Toc94050987] 5.2.1 Legal Findings
 That, the present laws  do not conformed with the challenges posed by mobile money transactions undertaken by mobile phone, because the given laws are outdated and are  still yet recognizing and criminalize some of behaviors which constituting cybercrimes within the platform. From that is great like for fraudster or phishes to avoid charges under the current laws and go free without being convicted. The current laws governing electronic communications such as TCRA Act, EPOCA and Evidence Act as amended in 2007, are not exhaustive in covering the emerged cybercrimes challenges, particularly on mobile money transfer services. For example, no any one of that laws define the term cybercrime with its definition provisions. 

The EPOCA under section 124 (1) mention cybercrime incidents to be coordinated by the Computer Emergence Response Team (CERT),while the entire Act does not states nor defines the meaning or the acts which, constructing cybercrime. Moreover, the Penal Code [Cap 16 RE 2002] the general penal statute does not also define cybercrime, nor criminalize offenders, but very unlucky, investigators and prosecutions are still using and applying some of its provisions such as sections 258 and 265 that dealing with general offence of theft are commonly be used, while in the real fact, they know that the applied law could not fit for the fact in issue and  the result no conviction could be awarded. On other side, the amendment of the Evidence Act [Cap 20 RE 2002] has allowed the electronics evidence to be admissible before the court. However, the researcher has observed that, sections 40A, 76 and 79 of the Act, do not explain about the admissibility of the electronic programs and equipments like, coined credit card, computer server, mobile phone, Simcard, etc.

[bookmark: _Toc94050988] 5.2.2 Institutional Findings
That, the current institutions that had given the powers to deal with this industry such as police force, national intelligence unit, TCRA, prosecution, BOT and other regulators, lack skilled human resources and tools particularly in detecting and prosecuting  cybercrimes. For example, the mobile money transfer and payments services are regulated by two different institutions that are; BOT and TCRA respectively. In case a customer of one the service provider aggrieved by the service of mobile money transactions or decision, where can he/her lodge complaint?.
 
 Moreover, the police investigator and other law enforcement agencies that are dealing with fraud incidents, their common investigations were based on paper, which are visible and tangible evidence, while on cybercrime the evidences are invisible with naked eye. It takes a number of technological analyses for such electronic evidence to be determined. The police Force of Tanzania has tried to establish the special unit to deal with the offences relating with cybercrimes, but there are various limitations to that effect, includes lack of knowledgeable investigators about on how to detect and prove the case before court of law, lack of forensic laboratory and forensic kits in the scene of crimes. 
CHAPTER SIX
[bookmark: _Toc94050989]6.0 CONCLUSIONS AND RECOMMENDATIONS

The researcher after making a thorough examinations on how the advancement of science and technology have impacted on the Tanzania legal and institutional framework, comes up with the following conclusion and recommendation.

[bookmark: _Toc94050990]6.1 Conclusion
This research aimed at examining the current legal and institutional framework in Tanzania as far as cybercrimes are concerned particularly in mobile money transfer and payments services. That was to be done through examining the various attempts taken to combat cybercrime and areas need more attention. However, a comparison analysis as to what has been done in other jurisdictions to fight against cybercrimes was taken into account too.

Some of the laws and institutions which the researcher has examined includes; The Penal Code [Cap 16 RE 2002], the Evidence Act [Cap 6 RE 2002], the Tanzania Communication Regulatory Authority Act, 2003, the Electronic and Postal Communications Act, 2010, the Anti-Money Laundering Act, 2006, and the Bank of Tanzania Act, 2006. The institutions which the researcher has examined are; the Tanzania Police Force, the Tanzania Communications Regulatory Authority, the Central Bank of Tanzania (BOT), the Financial Intelligence Unit, Banks and Mobile Network Operators, and Customer. The researcher was guided by the hypothesis.

Generally, the researcher has concluded that, the existing laws and institutions framework in Tanzania are not capable enough to combat cybercrimes particularly in mobile money transfer and payments services. The amendments made to some of the laws such as Evidence Act [Cap 6 RE 2002] in 2007 and the establishments of the Electronic and Postal Communications Act, in 2010 are still not adequate to keep with the increasing rates of cybercrimes.

[bookmark: _Toc94050991]6.2 Recommendations
In order to make the law and institutional framework effective and adequately without hindering the developments of the ICT’s innovations, is for the government of Tanzania to enact the specific law for cybercrimes, the law that shall replace and amend some of the existing laws. The coming cyber law, should clearly defined cyber offences and cover all legal issues raised includes, rights of the customer, bank and mobile network operator, powers of the law enforcement agencies in conducting investigations, access of getting data, informations that will be used as evidence in proving of the commission of the offence, search, seizure of devices or programs used during the commission of the offence, and arrest. The law should also cover the issue of jurisdiction for the determination of the cases.  

Secondly, the law enforcement agencies staff such as police officer, banks and mobile network operators IT& Security department staff, TCRA, CERT, Prosecution staff and Financial Intelligence Unit have to be trained and acquire professional knowledge on how to tackle cybercrimes. Third; the establishment of the forensic laboratory that will be used to store, examine and retrieval with highly performance all electronic evidences that will be collected from the different electronic devices such as mobile phone and computer for the administration of justice. 
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