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[bookmark: _Toc367296771]ABSTRACT
Since electronic advancement has become a global phenomenon, many countries in the world have been affected on the way they conduct business, the way they transact, and the way they communicate. The internet has proved to be the fastest means of doing business and communicating in the world. Most people, business people, traders, government departments, companies, government agencies have all switched to the use of electronic means of communications. In this regard; the law in place also need be updated to keep match with the advancement of technology in the world. In case the legal regime lags behind technological advancement, it should not be taken as an excuse to realizing legal rights of consumers online. This study critically reviews the legal position and practice thereof of contracts which is formed electronically in Tanzania. The study contains the background of electronic contracts in Tanzania and what is the law on the issue. The study also traces the position of the law on contract formation and the consequences thereof; the study contains the review of various writers who have written on the topic of electronic evidence in various jurisdictions of the world. It contains the issues pertinent to the formation of electronic contracts and the legal status of the said contracts. This study discusses the methodology used, Questions used and libraries visited in the course of data collection. The study undertakes to observe, recommend and conclude on this study. In short summing up; what is important is, the electronic contracts are valid contracts equally as the paper based contracts, their electronic forms notwithstanding. This study has shown how consumers need to be protected, and that the government should work towards having a comprehensive law on electronic communications.
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1.0 [bookmark: _Toc367296774]INTRODUCTION

Technological advancement and ability to conclude contracts online has brought revolutions on the way business is done. In UK for instance, almost all types of contracts can be concluded over the internet. However, still few contracts are demanded to be in writing or traditional set up and would need physical signature by parties[footnoteRef:1]. Basically contracting online is the same as contracting off-line. Requirements needed to be fulfilled to ensure that the contracts are formed and legally binding are the same as in off-line mode. The conditions are very basic that a set off agreed terms and conditions, and that parties must interact to make a legal binding agreement are essential. Under English law, there must be a consideration, some payments of some sort for the goods or services insured or provided.[footnoteRef:2]  [1:  Cited at http: www.out-law.com/pg. 345 visited on 5th February, 2013. ]  [2:  Ibid ] 


In Tanzania, the same thing applies under the Law of Contract Act.[footnoteRef:3] Whereby it is provide, performance of the conditions of a proposal or acceptance of any consideration for a period. Whereby it is provided; ‘performance of the conditions of a proposal or acceptance of any consideration for a reciprocal promise which may be offered with a proposal is an acceptance of the proposal. With the advent of internet and computer use, Tanzania has never lagged behind; she has embarked on the use of this technology in government affairs or undertakings and other business transactions. Online shops also are used to browse, select and purchase goods without physically inquiring from a person physically on the price or the benefits. With the foregoing conclusion or rather formation of contracts electronically in Tanzania is inevitable.  [3:  Section 8, the Law of Contract Act, Cap 345, RE: 2002. ] 


[bookmark: _Toc367296775]1.1 Contract Formations
Contract formation as above noted requires some happenings sometimes the happenings are called stages of contracts formation. 

Invitation to treat and offers in UK and US, the contract formation is analyzed into three stages as an invitation to treat, an offer, and acceptance. However these stages must not be obvious always for instance when you see an item for sale in a window show. You may be forced to think that the item is offered to be sold to you.  However in legal terms the item is not necessarily an offer to sell the object or item to you, rather it is an invitation to treat. An invitation on to treat is a pre stage in contract formation before an offer is made.[footnoteRef:4] It is an indication that the seller is ready to enter into a contract.  [4:  Cited at http://www.out-law.ciam/page 396 visited on 5th Feb, 2013.] 


An offer: this is a second stage which takes s place when you enter into the shop and assert your desire to buy the item displayed at the window. The statement you make is an offer to buy or purchase the item displayed. Normally the shopkeeper accepts that offer by taking your money and handing the item to you, nevertheless the shopkeeper is also at liberty to refuse you to buy the item for any reason.[footnoteRef:5]. This distinction is important because if the item at the window was deemed as an offer, which the buyer accepts, then the shopkeeper would be bound to the said contract as soon as the buyer was asked to buy the item.[footnoteRef:6] [5:  Ibid. ]  [6:  Ibid ] 


This analysis of three stages is critically addressing how contracts are formed on the web or internet. The likelihood is websites need be treated as similar or equal to shops or shop window and the advertisement of the item for sale on a site will amount to an invitation to treat. That being the case, an offer will be made when a customer gives notice of his intention to buy an item from the site that is when an order is submitted. In that regard, at which point the seller will still be free to accept or reject analysis was illustrated in the UK when an online retailer mistakenly.advertised televisions for sale on his site at $. 2. 99 instead of $ 299. If the advert was an offer; was acceptance then the retailer was bound to sell for $ 2. 99; in the same vein if the advert was an invitation to treat (and the customer’s order was an offer), then the supplier could reject to accept the offer.[footnoteRef:7] [7:  ibid] 


[bookmark: _Toc367296776]1.1.1 Acceptance
Since the online business is automated; it goes without saying that there must be confusion as at what time is an offer accepted. The basic rule is such that; for acceptance to become effective it must be communicated. However; the law as it is now there is no clear line when an online acceptance is communicated for instance, if the vendor processes the customer’s order via the website, email, the question is; it is communicated when the seller presses the send button, or when it leaves the seller’s email system, or when it leaves the vendor’s ISP’s mail server or when it reaches the buyer’s ISP’s mail server, or when it enters the buyer’s email system or when the buyer reads it (or any stage in between)? The safest course it to state categorically in the terms and conditions themselves, when acceptance will be considered to have taken place.[footnoteRef:8] [8:  Op cit] 


It is important to consider the use of an automated receipt of order in the use of automated e-commerce process. In case there is a limited number of goods or incase a serious pricing error occurs, an automated acceptance could be disastrous, potentially binding the vendor to contracts it cannot fulfill. For a purpose of protecting the seller, any automated receipt has to make it clear that it is simply or a mere receipt of order and not an acceptance. It has to be made explicitly by the receipt that acceptance will follow later, when the seller or vendor has had opportunity to check the order and the manner in which the counts are formed and the point at which acceptance or order occurring should be made clear in the terms and conditions of sale. [footnoteRef:9] [9:  Ibid ] 


[bookmark: _Toc367296777]1.1.2 Consideration 
Consideration is a price to make the contract binding, is a must under English law. The rationale is to make both parties get benefit out of the contract. As opposed to off-line contracts; commercial contracts and in this context most online selling scenarios, consideration is rare cases is an issue. The buyer receives the goods or services and the vendor receives the price nevertheless, there are rare occasions on which it becomes important (for instance guarantees which are more one-sided in their nature).[footnoteRef:10] In Tanzania consideration signifies acceptance of the proposal[footnoteRef:11] [10:  Cited at http://www.out-lw .com/page 483 accessed on 2 of Mach 2013]  [11:  Section 8 of the Law of Contract Act, Cap 345 RE; 2002. ] 


1.1.3 Terms and Conditions 
In each contract made off-line or online; there must be terms and conditions agreed by both parties to the contract and should be incorporated into the contract, parties to the contract must agree prior to entering into a contract to state terms and conditions dealing with customers on websites, the vendor has to ensure that the ordering process necessitates or demands the purchaser or customer to read and agree to the seller’s terms and conditions. The best practice to ensure this process is to include the terms and conditions in a separate page in the sales process and demanding a customer or purchaser to acknowledge that he has read and agreed to the terms stipulated therein. For instance by clicking an ‘agree’ button before processing to press an order.[footnoteRef:12] [12:  Opera cit page 483.] 


 Nevertheless, reducing the number of pages in the purchasing process, many websites use a different process, for instance they put a link to the terms and conditions from a page during the sales process, and requiring users to tick a check box to confirm that they are accepting  those terms and conditions. In case they do not tick the check box, users cannot be able to continue with the sale. For instance purchaser or buy not’ even though alongside this must be a button allowing them to withdraw from the process of sale; for instance the word ‘cancel’[footnoteRef:13] [13:  Ibd. ] 


The good practice in this is avoiding words like “I have read, understood and accept’ the terms and conditions” next to the check box. Office of Fair Trading suggest that’ using such words is encouraging users to make understanding that could be untrue (because users can check the box without in actual fact read or understand the terms and conditions) it is good to place a notice above the check box warning users the fact of reading and understanding the terms before placing their order; then user words like “accept the terms and conditions besides the check box, the words “terms and conditions” next to the check box should be an obvious link to the terms themselves. At the bottom of the linked page you will need to put a link that will take the users back to the purchaser process.[footnoteRef:14] [14:  Ibid ] 


When purchasing online or selling online, you need to avoid relying on java script based client-side validation to confirm whether the user has ticked the check box; however; this may work properly with some browsers or where the user has turned JavaScript off- signifying that the user does not have to use the check box while your terms and conditions are not incorporated.[footnoteRef:15] [15:  Ibid. ] 


Nevertheless, the use of ‘browse-wrap’ agreements has been strongly criticized by courts and the Federal Trade Commission in the United States. This type gives the purchaser an opportunity to follow a link to the seller‘s terms and conditions prior to placing an order, though does not require the purchaser to read the terms before ordering. In New York, a court decided that such agreements do not bring the relevant terms to the attentions of the buyer prior to the contract making; thus they are not binding on the purchaser. 

It should also be known that incorporation of choice of law and jurisdiction clause is of paramount consideration. For instance a contract is made under English law and subject to the jurisdiction of the Courts of English and Wales; such clause should be incorporated in the Contract. Over and above; the inclusion of such clause is very essential when contracting online because of the uncertainty as to where in cyber space a contract is make, even though purchaser or consumer will always have some rights to sue in the country of their residency[footnoteRef:16] [16:   Cited from http://www.out-law.com/page 479. Visited on 6th February, 2013. ] 


[bookmark: _Toc367296778]1.1.4 Application and Overriding of Laws
As you can control the relationship between vendors and buyers in the contract; it is imperative to note that contract made online is also a subject of same laws like contract formed off-line. For instance, contracts which cannot be enforceable off-line. (for example certain contracts with children) if done online will also be unenforceable save for exclusions of liability as stipulated in English Contract made on  a supplier’s standard web-published terms could be subject to a test to  make sure that the terms are fair and reasonable.[footnoteRef:17] [17:  Ibid page 5604] 

Whenever a contract is formed to a consumer, a set of additional provisions apply. Such provisions differ from one country to another; underlining the importance of categorically stating the law to be used to your contract in case of a dispute. Nevertheless, a clear choice of law shall not bar national courts from asserting jurisdiction if any feels that their consumers are being targeted by your website. However, it is safe to comply with laws of all countries which are important markets for your goods and exclude orders from countries which are not your markets.[footnoteRef:18] [18:  Ibid ] 


[bookmark: _Toc367296779]1.1.5 Validity of Electronic Contract
As it is for the paper based contract; online contracts or contracts formed electronically, they are valid and legally binding. This is the case as long as the essentials stipulated above[footnoteRef:19] are adhered to. The essentials are offer; - one party must contract with the other, for example offer to buy goods; acceptance; the other party must expressly accept the offer intention to create legal relations – that, both parties to the contract must intend the contract to be legally binding; consideration; for instance in England and northern Ireland there must be some kind of consideration being exchanged between the contracting parties, e.g money paid for products or goods. Nevertheless; there is no general requirement that contracts should be in writing or for parties to actually sign a contract between them. [footnoteRef:20] [19:  Ibid ]  [20:  Cited at http://www.companies house.gov.uk/forms/formsonline.shtml visited on 8th Feb, 2013.] 


[bookmark: _Toc367296780]1.1.6 Essential Terms of a Contract 
It is prudent that each contract must have essential terms attached or stipulated therein. In general practice, each contract for goods or service must provide for the following, to wit; the description of goods or services being supplied, the price and structure or mode of payments; delivery details, time inclusive, place and responsible  person to deliver the said goods; rights of the parties in case they terminate the contract and their right to terminate the contract; limitation of liability provisions; confidentiality, in case the contract is of sensitive nature and which country’s law apply to contract in case a dispute arises.[footnoteRef:21] [21:  Ibid ] 


[bookmark: _Toc367296781]1.1.7Limitation of Liability Clause
It is prudent that a contract should contain in a limitation liability clause to both or one party as cases are very contentious restriction are  there on the capacity of business to limit their liability, in actual fact clauses limiting liability need to be reasonable so that can be enforceable. Nevertheless, stricter rules are in place for business dealing with consumers so that it is more difficult for business to impose exclusion of liability clauses. In case businesses deal with both consumers, it is usually better having two sets of terms and condition to deal with consumers and the other to deal with other business.[footnoteRef:22] [22:  Op cit] 


[bookmark: _Toc367296782]1.1.8 Important Issues to Consider when Selling Online
Since online purchases are vulnerable; online selling rules are tailored to protect the purchases right and make it clear when a contract between purchases and seller becomes binding. The following are the important issues to consider.
i. Contract formation; parties have to ensure that terms and conditions are incorporated at the time the contract is formed. You click wrap agreements which is made by pointing and clicking online to signify acceptance; this is a very essential tool. 
ii. Distance Selling Regulations; these cover all contract concluded online with consumers.
iii. Data Protection Act; this imposes condition on both data processes and controllers.
iv. Intellectual Property; copy right and trademarks issues need be considered, not only for items displayed on one’s site but also within any met tags contained therein.
v. Consumer Protection Legislation;  Legislation such as the Unfair Contract Terms Act, 1977,  the Unfair Terms and Consumer Contract Regulations, 1999 and the Consumer Protection Act, 1987 apply equally to goods or products sold via the internet. Some of these protections are also stretched to cover business purchases. 
vi. Security issues, selling online necessitates passage of sensitive data and payment instructions. An online purchaser and seller can be liable for breaches of security. 
vii. Restricted goods; some types of goods can be legally sold in one country while restricted in another country. This is worthy on considering because online selling knows no border.[footnoteRef:23] [23: ibid] 

viii. Specific regulation; specific industries may be regulated for example premium rate internet sites or those sites aimed to serve children. Implications also may occur as consequences of competitions law. 
ix. Access agreement; because of security issues it signifies governing the use of a website are stipulated. Such terms must be stipulated prior to the purchaser buying the products. Normally the purchaser has to click on “I agree” button so as to continue, indicating acceptance of terms and conditions stipulated therein. 

[bookmark: _Toc367296783]1.2 Statement of the Problem
Dating back 1990’s; Tanzania embarked on the use of computer and internet transactions in government affairs and other business transactions. In that regard, many business and commercial transactions are conducted electronically sometimes without even having the parties meets physically. Online shops allow buyers to browse select and purchase goods without physically enquiring from a natural person on the price or the benefits of the products bought. 

This electronic revolution in that case has arrived in Tanzania and is exorbitantly growing as parts of the world globalization. There is a high increase of corresponding and conducting business by emails and faces tender and other contractual deals inclusive exchanged electronically. Due to the fact that the ‘reception clause’ is no longer available for Tanzania to automatically adopt English law, it is imperative that the law of Contract Act Cap 345 RE; 2002 be amended to encompass the formation of electronic contracts in Tanzania. 

This study embarks on establishing whether an electronic contract is valid and whether the formalities as embedded in the traditional set up of contract formation are pertinent to electronic contract formation as well. The study will also undertake to assess the formation of electronic contracts in Tanzania and check whether the Law of Contract Cap 345, RE: 2002 have stipulations catering for electronic contracts in Tanzania.  The study at hand has traced the back ground of having electronic transactions in Tanzania and the formation of electronic contracts thereto. 

The study has traced the lacuna in the law of contracts in Tanzania pertinent to formation of electronic contracts and has proposed the necessary amendments or enactments thereto. Observations and proposals proposed in this study when executed shall help the courts and parties to electronic contracts at large to get their rights which they would otherwise loose because their contracts were formed electronically. The issues of formation of electronic contracts have been critically addressed by this study. 

However, this study has tried to discuss in detail the formation of electronic contracts and how buying and selling electronically constitutes contract formation, the admissibility of such contracts as electronic evidences in courts of law, showing how a contract is formed borrowing knowledge from developed countries like UK, US and EU the countries where transacting vie internet is highly recognized and developed.
 
[bookmark: _Toc367296784]1.3 Objectives of the Study
The following objectives are sought to be achieved by this study;-
i. To examine the background of the formation of electronic contracts in Tanzania; 
ii. To find out whether electronic formalities as embedded in the traditional set up of contract formation are pertinent to electronic contract formation  as well. The study will also undertake to assess the formation of electronic contracts are valid in Tanzania and whether can be admitted in courts of law as evidence.
iii. To examine the law on the formation of electronic contract in Tanzania critically and the practice thereof; 
iv. To review what stages should be followed when parties buy and sell online; 
v. To review the law on electronic contracts formation in those developed countries those have kept pace with advancement in technological issues. 
vi. To check and assess the current legal regime in Tanzania pertinent to the formation of electronic contract and the pertinent issues embedded therein; 
vii. To give recommendations relevant to the formation of electronic contracts in Tanzania and the relevant law thereto. 

[bookmark: _Toc367296785]1.4 Research Questions
This study has been guided by the following questions; 
i. What is an electronic contract?
ii. What are the essentials of forming a contract electronically?
iii. Does the essential of contract formation off-line apply in contract formation on-line?
iv. Do you know anything about electronic contract formation?
v. Is the current legal regime on electronic contract formation in Tanzania sufficient?
vi. What are your comments? 
 
1.5 Significance of the Study 
The following are the aspects making the study at hand significant. 
Knowledge on electronic contract in Tanzania is added. 
i. People like researchers, lawyers and institutions like courts shall benefit a lot; because the trend of people transacting using internet and online is of high use nowadays so incase a dispute arises a knowledge is needed to cater for that. 
ii. That, the existing Law of Contract of Tanzania is outlawing electronic formation of contract in the country. That being the case, this study is imperative to know the merits electronically formed contracts in Tanzania; the application of the law and the practice thereto.  In Tanzania e-commerce is growing at a high rate e-government has been instituted. There is e-contract, e-money like M-Pesa, Tigo-pesa, Airtel Money a few to name. This has promoted the occurrences of cybercrime issues as well. Online communities like face book, YouTube, twitter, Wayne and many others promote people to transact online as if in the same village. In this global village enhanced by the advancement of telecomucations it goes without saying that the study at hand is imperative. 
iii.  Because of the use of online transactions, people doing business on daily basis massively forming contracts electronically; disputes are inevitable; so this study addresses what to be done when parties are conducting business online and what law can be applied. 
iv. This study has made a critical review on electronic contracts forming in the country and with outsiders while the legal regime pertaining to electronic contract formation is lagging behind the technological advancement. The study will help the country in deciding what should be done on Tanzanian law of contract formation which evidently now the formation of electronic contract is becoming of the high use. In that regard; this study will assist the legal society courts to advocate and lobby for enactments of the Law of Contract, Cap 345 RE; 2002 or enactment of a new legislation encompassing the formation of electronic contracts in Tanzania. 

1.6 Hypothesis
This study assumes that the Law of Contract in Tanzania lags behind the technological advancement specifically on the essentials of a contract. 
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CHAPTER TWO
[bookmark: _Toc367296787]2.0 LITERATURE REVIEW
Several writers have written on electronic contracts in Tanzania. Daudi Mwita Nyamaka[footnoteRef:24] in his dissertation paper titled “Electronic Contract in Tanzania; An appraisal of the Legal Framework; has written critically on cyber contracts. Among other things; he avers that e-commerce has grown exponentially in Tanzania and e-contract has been a key weapon in affecting e-commerce. If e-contract, in the writer’s views, is used properly; it offers huge potential to empower people in commercial activities and the same shall be made independent and viable. [24:  Nyamaka, D.M, “Electronic Contracts in Tanzania. An Appraisal of the legal frame work, Dissertation Paper in Partial Fulfilment of the LLM, ST. Augustine University, 2011 cited at http://works.bepress.com/dmnyamaka/.] 

 
In chapter three of his work, legal issues on cyber contracts in Tanzania are discussed. It is stated that contracts constitute   the legal foundation of business around the world. It can be informal like buying your morning coffee or it may also be complex as a heavily negotiated multi-party, multinational corporate acquisition. Internet has been used massively by people all over the world to make purchase. It is estimated that out of 1.3 billion people, more that 85% have used internet to make online purchases.  Construction of cyber contract as offer and acceptance in cyber contract has explained to take place online whereas delivery of the goods or performance may be through other channels. 

Downloads, access to databases takes place entirely online. E-contract terms being contractual terms like those embodied in standard form preprinted wrap agreement; implied terms which are also incorporated on the basis of the circumstances, for instance to constitute an offer or part of an offer, or terms that are agreed or terms that are incorporated by consumer protection legislation; and finally terms that are incorporated by reference to another document. 

The author explains on the development of electronic commerce as opposed to cyber contracts. Among other things; he points out that trading via internet is quite different from a traditional way of doing business .He notes that fact that e-commerce takes place in an anonymous, borderless internet world and that being the case; the rules made to govern a traditional environment are inappropriate for internet world. He points out that selling and buying online, no intermediary between the sale, he notes and purchase normally are completed electronically and interactively in real time such as Amazon. Com for new books, an intermediary is present, and then the sale and purchase transaction is referred to as electronic commerce such as e-bay.com. 

The writer, interalia has critically assessed the use and formation of electronic contracts, the essentials and the way sale and purchase can be done. He has also endeavored to discuss how the law of contract Act is in Tanzania and suggest to the enactment of E-legislation in Africa by showing the Egypt experience, Mauritius, South Africa, Morocco and Tunisia whom have attained that stage of having e-legislation in place. He has also embarked to show how other African countries have prepared draft bills like Kenya. Tanzania also is under way towards e-legislation and uses common law principles. The author has in detail discussed the current position of electronic documentation in Tanzania and how the same can be used to better achieve economic empowerment. The issues of admissibility of electronically produced documents have also been critically addressed that Tanzania would need to amend or enact new evidence and electronic legislations to cater for technological advancement which has been superimposed in Tanzania. 

In short, the writer has addressed the issue of electronic contract formation and enforcement detail and perspective. It should be however; noted that the author did not show much in showing the formation of electronic contracts in developed world like UK and United states of America and the fact that practice in the named countries are worthy of emulation, it is the desired goal of the work at hand to ensure that the formation of electronic contracts in the said two countries are critically examined and recommendation to emulate the same are made. 

Molel, A[footnoteRef:25]  in his paper titled ‘The Legal and Regulatory framework for ICT IN 
Developing Countries; case study of ICT and the Law of Evidence in Tanzania. Molel addresses that, ICT policies suggested at International levels would be well implemented if there is a clear and comprehensive legal and regulatory framework at the national level. He notes that ICT policy making happens at the international level through process like the ITU discussions on telecommunications policy, UNCITRAL development of model laws WTO negotiations on trade. He points out that at the regional level it is seen in effort to address cross-border issues like internet exchange point’s negotiations, technology trade and investment cooperation and consortium.  [25:  Molel A.” The Legal and Regulatory Framework for ICT in Developing Countries; A case study of ICT and the Law of Evidence in Tanzania. ] 


In short, Molel’s discussion elaborates that ICT in Tanzania is gaining high importance in almost every sector of the national development. Electronic transactions are replacing the old and traditional methods of doing things in all types of life. Even though, the full fledged application of ICT for development in most of these countries is seriously hindered by lack of comprehensive legal and regulatory framework for the subject. 

Considering Tanzania as a case study country, the discussion shows that despite the fact that there have been some initiatives that would lead to having a legal framework that could adequately regulate ICT application; there is much to be done to eradicate the current prevalent legal barriers, The author has taken just one legal area which need such high reforms; the Tanzania Evidence Act, 1967; that regulates evidence and signatures which have been affected by the advancement of ICT, as observed such technology have brought changes on the way signing and authentically electronic documents. It is however, possible to now sign an electronic document electronically. 

On the rules of authentication, the author observed that electronic signatures technologies are capable of producing signatures that can meet legal requirements similar to those imposed on paper based signatures. The reason behind is that, there has been a shift from contracting on the form a signatures is supposed to be or take form and function, this is a typical evidential issue. In actual fact, the legal framework for the flourishing of ICT for development in Tanzania is still wanting. Generally there is legal skepticism and fear to accept and rely on the documents obtained electronically in Tanzania. 

The author observed that; a number of reasons contribute to the above finding. The issue of reability and authenticity of electronic records. For instance an email may just indicate the person’s names as the one sending the message. The apparent issue would be whether the said e-mail message did actually originate from purported sender, in this case the authenticity is questioned, in the same vein, the other issue is whether the same mail was not tempered with, be arising in mind the fact that the said message had been in transmission via a network composed of millions of computers. 

It is hard to believe that the massage did actually originate from the person whose name is indicated at the foot of the message, without her or his signature on computer print outs, the question is; whether the purported records did actually originate from the purported computer system, second; whether the records were entered in the computer system of the said period. Thirdly; whether the records were kept or stored in a reliable system that does not allow tampering of the same including unauthorized copying. By looking at it the challenges involve around integrity, authenticity and security of electronic records. As he says lack of clear answers to such challenges leads many people to be reluctant to embark on an online transaction which is at large the main mode of transactions today. With the foregoing; the author did not write anything  pertaining electronic contracts as many people transact electronically, do business online, there is e-government, e-procurement etc. which are typically contracts; the author ought to have at least analyzed some issues on electronic transactions to wit electronic contract. 

It is the role of the work at hand to assess the Law of Contract in Tanzania and assess whether electronic contracting is covered and if not what should be done to ensure that the law on electronic contracting in Tanzania should be made enacted if not amendment to ensure that the law in the country covers at large the issue of electronic contracting, evidentiary weight of electronic contracts when is the offer and acceptance made and the outcomes thereof.

Boss, A.H[footnoteRef:26]  in her paper titled ‘Electronic Contracting; Legal Problem or Legal Solution? She writes and examines the advent of internet on the global that the same has affected business and consumers with promises of new markets and new opportunities. In his introduction part of his paper he points out that at the outset of electronic data interchange and not electronic commerce was the catch phrase, there were questions about the legitimacy of electronic contracting. In the business and legal world; he points out that, peoples was questioning whether electronic contracts were real and could transactions formed by electronic messages in an electronic internet environment was enforceable. In legal matters, people questioned whether such paperless contracts would be introduced into evidence in case a dispute arise.  [26:   Professor, Beasley School of Law, Temple University, Philadelphia, P. A. ] 

He further points out that the above raised questions have been satisfactorily resolved both on national and international basis. He avers that the work of the United Nation Commission on International Trade Law (UNCITRAL) and the adoption of the United Nations Model Law on Electronic Commerce in 1996 resolve the issues pointed herein above.[footnoteRef:27]  Boss pointed out that as early as 1985, UNCITRAL had called upon all national governments to review the legal barriers to electronic commerce found in writing and signatures requirements of legal systems.  [27:  Report of the United Nations Commission on International Trade Law on the Work of its Twenty – Ninth Sessions. United Nations General Assembly, 51st session Supplemented NO. 17 at United Nations Documents A/51/17 Annex 1 (1996), reprinted in 361.L.M 200(1997). The model Law and Model Law on Electronic Commerce cited at www.uncitral.org. Visited on 12/ March, 2013.] 


That, conclusion that paper-based requirements combined with the lack of harmonization in the rules applicable to electronic commerce constituted a barrier to international trade; UNCITRAL under took the preparation of legal rules on the subject in 1992. He further points out that, the Model Law on Electronic Commerce could be viewed as the first stage in accommodating the law to the demands of electronic commerce. The same was drafted to facilitate electronic commerce by removing existing legal business and to do so in a technology neutral, non –regulatory manner, the provision of the model law; and it’ s companion the United Nations Model Law on Electronic Signatures provide the basis framework for the validity, and enforcement of electronic contracts.

Boss goes further to point out on the current issues in electronic contracting. In his words he points out that these issues concern a few key areas about assent despite the fact that it is clear that a person can assent electronically, what is not clear is that what are the rules which govern such assent. To be more specifically the question is; what rules apply to the typical mode of contract formation in an electronic environment. Is it shrink wrap, click wrap and browse wrap? In that case what is important is to what extent would there be policing of the terms of the resulting agreement. Besides that, the other concern was about to what extent are the consumers protected in an online world? The third issue was about occurrence of error in the contracting process. The fourth concern is how does the law accommodates negotiable transfer documents that a paperless. 

Boss further argues on the types of transactions in the word of electronic contracting. These are shrink wrap contract (when purchasing off-the shelf software) for example when the purchases product is received, it comes with additional terms and conditions in the packaging or in the accompanying documentations. A click-wrap agreement made at once before the purchase time on a website is another type. Here clicking ‘I agree’ is required on the part of the purchaser, before the transaction continues, the installation continues and the user gains access to the website.

The browse wrap transaction is another type; whereby the user is required to visit the pages of the website. Somewhere on the website; the terms and conditions are posted purporting to bind anyone who uses the website or the services therein. The shrink wrap has been presented for some time where as the other two i.e. click wrap and browse wrap are typically unique to electronic commerce. The author points out that all these types have raised fundamental questions especially on assent issues. The basic question raised is what types of conduct constituted assent to terms and conditions? Also it is about timing. 

There are issues on how the terms that are proposed be treated until after the user has agreed to go forward with the transactions and the needed consideration is tabled. The question related to disclosure, whether assent was presented, when was it manifested whether there was knowledge on part of the users or whether the knowledge extends to the fact that, the user had not read and understood. Boss points out that internationally; there are no cases addressing such important issues instead there is a service of conflicting cases often at variance jurisdictions with inconsistence regulatory overlay. Boss points out the United State leading case on shrink wrap. ProCD Inc vs. Zeidenberg.[footnoteRef:28] [28:   ProCD, Inc, V. Zeidenberg. 86F. 3d 1447, 1449(United States, 7th Circuit Court, 1996) ] 


Software and the vendor argued that the purchase was subject to license terms found in the software box and presented on the screen at the time of user, which required the user to indicate his assent. Rejecting the user’s argument that the contract was formed at the time of purchase and adopting what has been now dubbed a ‘rolling contract’ theory, the court held the consumer was bound by the terms of license, even if he had not seen them at the time he paid for the product. The court therefore; held that the buyer had paid the purchase price even if he had not completed acceptance of the contract until indicating assent to the license. The inability of the buyer to see the terms of the license before buying, although not before accepting, did not trouble the court for reasons that consumers always cannot examine the contents of purchase in advance. The ruling of ProCD has found favors in some United States Courts and in some draft legislation that has not received widespread enactment. 

Nevertheless, other courts have refused to follow the reasoning in this case. Academic literature has been critical on its decision and reasoning. The typical shrink wrap contract is difficult that the terms are not made available to the purchaser until after payment is made. Furthermore, Boss points out that there should be consumer protection guidelines to make success the use of electronic commerce whereby a set of alliance between lawyers, business people, computer technology experts should be formed to ensure that electronic commerce is conducted in a safe environment. He points out that APEC is concerned about consumer protection and that online consumers should be able to seek readdress across borders since e-commerce knows no borders. 

The APEC minister’s points out those voluntary guidelines should be adhered for consumer’s protection. These are transparent and effective consumer protection at least at the same level affordable in other forms of commerce international cooperation among economies, business and consumers representatives to establish the confidence and trust, in e-commerce; education of business and consumers about the risks and benefits when conducting   transactions online. Boss further points out the errors on electronic transactions or buying and the approaches taken.  

In United States under the Uniform Electronic Transactions Act  UETA) and the Uniform Computer Information Transactions Act (UCITA). Despite the fact that Boss has written intensively on such electronic contract formation, has not addressed much on the way electronic contract are formed at the United Kingdom perspective and European Union. She has just pointed out how courts in United States deal with disputes when there is a case online and how errors can be addressed under UETA and UCITA.  It is therefore, the role of this study to address electronic contract formation, critically under the UK’s and EU’s perspectives as opposed to United States perspective; which is persuasive to common law systems like in Tanzania. 

The study will also endeavor to suggest emulation what best practice available to UK, EU as opposed to USA and Tanzania in order to enhance the existing knowledge on electronic contract formation in Tanzania the practices and legal regimes thereof. Kierkegaard, S.M,[footnoteRef:29] in her paper titled, ‘E-Contract Formation; U.S AND E.U perspectives this author points out that the United States and the European Union after contracting approaches to contract formation in cyberspace. Two types; she points out that can be identified with EU law to wit consumer protection and market harmonization. This approach however is main regulation and economic rationale. The writer in that context comprises the two perspectives she points out that in US. The National Conference of Commissioners on Uniform State Laws (NCNCCUSL) has developed two uniform state acts or legislation intended to bring legal certainty to electronic transactions. [29:  Sylinia Mercado Kierkegaard, E-Contract Act Formation; US And EU perspectives, 3shidler J.L Com. & Tech 12(Feb 14, 2007) cited at www.ictjournal.washington.edu/vol3/a012 Kierkegaad.html.] 

 
The two uniform acts or legislations are Uniform Computer Information Transaction Act (UCITA) and the Uniform Electronic Transaction Act (UETA) whereas the former deals with contracts or transactions in computer information while the later deals with information technology and does not deal with electronic contracting. By contrast UETA is a statute with broader reach focusing on all types of electronic transactions. These however, are not binding unless a particular state opts to adopt as such through legislative process. The author points out how uniform acts authored by NCCUSL are adopted by all or many states and generally become representatives of current and future trends. For example 48states have adopted UETA, whereas only two states’ have adopted UCITA.

She also points out that the congress has also entered the fray of electronic contracting when it passed the Electronic signature in Global and National Commerce Act (E-Sign) M 2000. This is among many other enactments. This also points out that EU has created a coherent regulatory framework for electronic commerce. The framework she points out that it includes Electronic commerce Directive (referred to as E-commerce Directive) the distant contracts directives (referred to as Unfair Contract Terms Directive) additionally, she points out that a number of horizontal directives have been adopted such as privacy and the Intellectual Property Rights in cyberspace. A horizontal directive is EU legislation designed to cover all types of sectors. The same is not designed to meet all   the requirements of a particular sector; a horizontal directive complements specialized vertical sectoral legislation or a vertical directive. 

She also points out that online contracts are legal as paper based contract and they are enforceable and a call is made to EU member states to treat the same such as per Article 9 of the E-Commerce directive including contracts that create or transfer real estate property rights; contracts requiring in order to be valid, registration with public authority; contract of surety ship within the scope of the law of succession and family law. In USA, she points out that, UETA plays a similar role to E-Commerce directive as it seeks to remove barriers to electronic commerce. Unlike E- commerce Directive; UETA is not a general contracting statute; neither requires recognition of electronic contracts. Instead it approaches its goal by validating and effectuating electronic records and signatures on which contracts may be based. 

The author also points out interalia that electronic or online consumers needs be protected as the case in traditional set up. The issue of consent is of a paramount consideration when a consumer buys a product online under the E-commerce Directive; there is a need of prior information requirements to inter into Contract; that the service provided must provide information to the buyer before an order is made. This is a typical consumer protection. Unlike the E-Commerce; UETA does not provide a checklist of information that is required prior to the formation of contracts; the rationale behind it removing the barriers to contract formation using electronic using electronic records without affecting the underlying  legal rules and requirements.
 
Sylinal points out that how US promotes self regulation on and economic rationality rather than imposing rules which must govern the development and use of electronic commerce for instance, she points out that the E-sign Act does not endorse any specific technological  protocol, neither does it set up any mandatory scheme regarding E-signatures and certificates. Consumers are free to choose any form of signatures, whereas in EU only advanced signatures based on a qualified certificate and created by a secure signatures creation. Devise satisfy the legal requirements in relation to data in electronic form in same manner as a handwriting signature would satisfy the same requirements pertinent to paper based data; and the same should be admissible as evidence in a legal proceedings. The author also ventures to address on validity of unfair terms in business to consumers contracts (B2C) the formation of electronic contracts with the essentials thereto with offer and acceptance, intent to be bound by legal terms and consideration. 

The author has also intended to show how offer and imitation to deal in the internet world being capable of addressing specifically information to a number of people, the issue of receipt and determining the time of contract formation a few to name. She addresses that, receipt or the time of contract formation could be at the moment when; a consumer drafts an electronic message of acceptance; an electronic mail is sent by the acceptor; it is accepted in the Internet Access Providers’ mail box; a communication of acceptance has been received by or brought to the mind of the offeror or a recipient had, the opportunity to review the confirmation acceptance. 

Besides the above, UCITA deals with the timing and effectiveness of electronic massage and with the impact of an acknowledgement. An electronic message, she points out; is effective upon receipt, even though there is none who is aware of the receipt in that context; the mailbox rule is thus discarded, the same is for electronic messages. This however, places the sender at risk in case receipt does not occur. The receipt of an electronic acknowledgement of an electronic message establishes that the message was received through it does not establish the contents of the message received. As already explained above, UCITA only relates to contracts in computer information. That being the case; the mailbox rule is still valid for many electronic contracts in the US connoting that an acceptance is effective when sent or rather dispatched.

The author under discussion also discusses the treatment of error under the E-commerce Direct whereas service providers are obliged to employ or provide error-correction procedures under Article 12 (2) or the Directive. Nevertheless, this provision would not help a consumer who has realized that he or she has made a mistake after she has sent a confirmation. It is a fact under the E-Commerce Directive that the question of mistakes and errors are not addressed. The Directive neither is concerned over substantive issues that arise in contract formation Municipal laws on each state govern the situations. 

Directive; both UCITA and UETA address the issue of mistake after the contract is already formed. If the transaction is automated; a consumer or buyer is not bound if the mistakes were caused by an electronic error; the law in this context all the consumer to avoid the effect of mistake by notifying the other party immediately after learning about the error and having taken steps that agree with the other party’s reasonable instructions, returning to the other person or destroying the said consideration received if any resulting out of erroneous electronic record. 
The author also addresses contract formation through electronic agents whereby the E-Commerce Directive Does not recognize the same. An electronic agent is defined to mean an electronic agent as hardware or software based computer as such; autonomy that is capable of acting without the direct intervention of humans or others; the capacity of interacting with agents or humans, the capacity to perceive their external environment and to respond to changes that are coming from it and the capacity to show goal directed behavior by embarking on the initiative. 

In short, she pits out that inter alia; the EU law lags behind technological developments; instead of keeping abreast with them. In the explanatory notes of the proposal of the E-commerce Directive; it is stated that member states must refrain from preventing the use of certain electronic systems such as intelligent electronic agents for a contract making. Nevertheless, the final session makes no reference to electronic agents in the main text or in the recital. This thus show how the Directive has failed to respond to the extensive growth of E-commerce notwithstanding; the fact that the preamble thereto states categorically that the directives intention is to stimulate economically growth competitiveness and investment by doing away with many legal obstacle to the internal market in online provision of electronic commerce services. 

On top of the E-commerce Directive visa Vis UCITA and UETA; the writer discusses about the electronic signature as embedded in E-signature Directive recognizing the validity of two types of signatures to wit an electronic signatures and an advanced electronic signatures. She points out that the same should not be denied legal effectiveness and admissibility as evidence in legal proceedings solely on the fact that it is in electronic medium, the advanced electronic signature satisfies the legal requirements of a signature pertinent to data in electronic form in the same manner as equal to a hand written signatures meaning the requirements in relation to paper based data and the same is admissible as evidence in legal proceedings. As per UETA on signature issues is technological neutral. UETA does not also make a difference between the two types of signatures. 

An electronic signature is defined as electronic sound, symbol or processed attached to our logically associated with a record and executed or adopted by a person with intention to sign the record. In short, the writer points out that the E-Commerce Directive focuses on meeting the criteria of non-repudiation, integrity, security and confidentiality of the signature based on identification of the signatory and the certificate issued by the certificate of providers. Despite the writers expounding on the EU and US perspectives on electronic contract she has not addressed on how the E-commerce Directive is worth emulation in developing countries to address issues pertinent to electronic contracting, the law and practice thereof. 

It is therefore the role of this work, to discuss critically on how electronic contracts formation in EU and US. How can best affect, the law of contract in Tanzania. Apparently it stands, the formation of contract under the Law of Contract Act Cap 435 addresses only the traditionally formed, or rather the paper based types without considering that the country as part of the global village has entered / embarked on E-commerce issues, e-government, E-business, E-banking  and a massive electronic communication whereby people make contracts electronically, thus the law should be able to address electronic contract formation, the law and practice thereof the work will also venture to suggest the way forward in addressing the issue pertinent to electronic contracts formation in Tanzania context or perspectives. The issues of consumer’s protection also shall be discussed. And recommendations thereof to ensure that online consumers are protected under the Tanzanian legal regime. 

Savirimuthu, J.[footnoteRef:30] in his article titled online contract formation; taking technological infrastructure seriously among other things this writer starts his paper with a critique on the issue of the narrative of binding commitment. Contract as it is has for long time provided the back bone of commercial activity and the reasons for this are clear that the functions of the law of contract is to discriminate between those transactions that are enforceable as contracts and those which are not. Doctrine always lay down the constituents of a contract (agreement, consideration, certainty, intention and, in exceptional cases.  [30:  Lecturer in Law, University of Liverpool. University of Ottawa Law & Technology journal at www.uoltj; ca visited on 14th March, 2013. 
] 


Writer’s formality. Nevertheless, the lawyers will expect to recognize a ‘contract as specified by the law of contract when seen as it is. There is an agreement among some commentators that, when you talk about online or electronic contract formed, there is a clear need show difference between the process of constituting legal relations between offline and online contracts. In that case if rules of contract formation are universal, then it is unlikely to be much dissent. Narrowly, then Reed can be understood as restating what is uncontroversial. 

The basic principles of contract formation are still the same, however, so that the existence of a contract and its terms are discovered by identifying the communications which pass between the parties, identifying the offer then determining whether that offer has been accepted. Reed’s observation underscores the disposition of members of the interpreting community to frame online governance issues. Or challenges through the linear narrative doctrine based on jurisprudence. His accounts of the governance challenges affirms the tradition of common lawyers to reach instinctively for the rules of contract formation, the reference to online and offline, contract being the distinctions with no difference has also passed another troubling aspect. 

For the people who adopt the rule strictly, rule oriented on online contract governance can be seen as rejecting the thesis that software and hardware ought to be incorporated into the narrative of the regulations and institutions of control in his words, this thesis forms as a cyber space fallacy,’ this phrase attempts to signal a cautious approach to treating online contracts as meriting special attention. Referring to cyber space fallacy Reeds states that the internet is a new jurisdiction in which none of the pre-existing rule and or regulations apply. It is said that, this jurisdiction has not physical existence; it is a virtual space which expands and contracts as the different networks and computers, which collectively make up the internet, connect and disconnect from each other. That a moments through reveals the fallacy. 
All the actors involved in internet transactions have a real word existence and are located in one or more legal jurisdiction it is inconceivable that a real world jurisdiction would deny that its laws potentially applied to the transactions (quoted mutatis mutandis). With such observation Reeds observes that the underlying principles of contract formation does not change, what changes are the means of communications i.e. the internet. Fundamentally the contracts are the same the difference is the method whereby indirect communication packet switching hosts are used. 

Among others things the writer explains that the new communication systems now provides a new dynamic forum for special and economic reasons, then an understanding of architecture and design value in software and hardware will help to evaluate the coming age of the institution of contract in the information age; specifically the normative values which now define the legitimacy of the private ordering regime then, the new dynamics of the online environment will provide a context for evaluating the issues of whether the prescriptions under the Electronic Commerce (EC Directive) Regulations 2002 require a reorientation of the way we tend to conceive binding commitments. 

Savirimuthu decides to deal with his analysis by using case studies among the case studies. It is given a case studies considering that company A owns a website in the UK placing advertisement on its website whereby 100 high performing laptops are offered, whereas each laptop is priced at £ 299, this is a pricing error the price ought to have been £2999, the advertisement contains a statement saying that the offer is available only during the period of November, If B comes across this advertisement while surfing the internet. B orders 10 laptops and completes the required web form. 

It is normal for A to include a copy of its standard terms and conditions. Consumers making a purchase are required to click a button on the webpage to signify their assent to terms and conditions. If a consumer does not wish to accept the terms then the transaction will not be processed. Two page agreement can be viewed by scrolling with a function button on the screen B on his part scrolls through part of the agreement and besides to click on the button executing the agreement B also sends A an email to confirm that his wish is to accept the offer and to place an order for 10 laptops inter alia; the terms and conditions provide, first that, the offer is available while stocks last and second, each customer is limited to the purchase of one laptop and the company will not be bound to supply goods that a reply from A indicating that the order has been received and that the goods will be shipped by the end of the month. 

After a day, the pricing error is discovered by the company A then undertakes to amend the advertisement; customers who made the booking based by the original price are sent emails and letters to their respective webmail accounts and home address notifying them of this error. B is informed by email that the company deeply regrets the inconvenience caused by error, the same also states that only one laptop will be available though at the price of at 2900, taking advantage of this special.  Discount B is required to confirm the order within 48 hours. 
The author further explains on the binding commitment as a linear analysis whereby he asserts that blending the virtual and the real worlds may over complicate the rational foundation of contract law. In this context; the writer explains that, the internet though does raise unique technological issues when examining contract formation; the question or the issue is about technological intricacies which more often would cloud the analysis of the contract nevertheless, it is claimed that  the internet does not alter fundamental character of a contract for instance when he alluded to the governance challenges pose brought about by the online medium of contract formation, read; the writer says; he makes the following observation. ‘when we add to thus the fact that a seller may not be communicating directly with the customer but instead form part of a virtual market place or internet shopping mall, and the customer may not be making purchasing decisions directly but acting though an automated agent, it becomes obvious that the process of contract formation is not so straight forwards as in the physical world.

In short, this writer is much discussing the fact that the underlying contract formation principles has not basically changed rather they are affected by the medium of communication i.e. the use of internet, he explains how binding contracts are formed or rather constituted in the world wide web i.e. internet is just like the old wine in new bottles the online environment. Otherwise issues of essentials of contract remain the same whereby offeror; offeree, offer, accepted, acceptance mistake and what the consideration remains the same. In that context, Reeds comment that the online methods of communications become passive conducts, otherwise the other terms become enforceable under the law of contract. And that a contract does not cease to be enforceable simply because it was formed online. 

Furthermore, the writer has pointed out how E-commerce Directive 2002 is explicable on the ground of issues of binding which have been approached narrowly in perspective. Contract is viewed as regime of rules of solving problems. The communication system is not integrated into the process by which agreement are formed, in short, such regulations as the author assets need be viewed in the context of the coming age of the institution of contract which goes to some extent to redress the apparent imbalance in the power relations between the online retailer and consumer. 

Conclusively, the writer avers that commentators faced with issues of online contract formation intuitively find themselves turn to the traditional set up of contract law. The issue of technology in terms of methods leads to an overemphasis on the universal reach of contract principles. The writer advocates three arguments in defending the thesis that governance challenges in the online environment which cannot be viewed purely in terms of contract narratives. The first argument is that contract rules provide a preliminary though not exhaustive account. Rule application analyses cannot be completed; Savirimuthu suggests that with the prior but overlooked question of the core and reach of binding commitments. 

Second; technology is mischaracterized as method. A corollary to this argument is that consent is process. The method of communication and computer software poses important conceptual questions about a nature of a binding commitment. Should this be overlooked the ideal and value we associate with the law of contract may be compromised by code. The oversight will have clear implications for the way that the electronic Commerce (EC Directive) Regulations 2002 in terms of their ability to protect values embedded in contract law. As business and individuals become reliant on the new methods of data processing and transmission it is strongly contended that governance structures and relationships cannot remain unaffected, indeed distinction of method and process merely delays the integration of the technological challenges into a coherent theoretical framework. However; the continued reluctance to confront the challenges posed by technology may not be an option because policy-makers have already recognized the need to accommodate such new phenomenon on the context of binding commitments. This is the paradox of online contracting. 

Thirdly, the above named regulations can be reconciled with the ideals of contract law. Their provision recognizes the inbalance in the power relations that the design values of the technological infrastructure create and potentially embody. The history of consent and of the various exceptions to its requirements tells us that contract law, which is always concerned with the realities. The danger in not recognizing this is that; it distracts us from recognizing that the architecture of the internet raises some serious questions about contract formation where the absence of consent may have far-reaching consequences for consumers and for their trust in this medium for forming contracts.
 
Finally, the writer concludes by saying that the above discussed issues provide adequate justification for under taking a serious debate about the way consent ought to be conceptualized as far as cyber space is concerned. Despite the fact that Savirimuthu discussed at length the basic principle i.e. the traditional set up of contract formation in the online perspective she has not been able to discuss explicitly how the online environment affect much the formation of contract. What he avers is that what change is the medium of communication but fundamental principles remain the same. The writer did not go further to discuss how the essentials of contract to wit; offer, offered, offeree, accept, acceptor, acceptance, consideration and intention to create legal relations does operate in the legal environment of the internet. 

It is envisaged that; the work at hand shall endeavor to discuss in a detailed way how the above named essentials of contract formation are treated or rather affected by the said medium of communication i.e. the internet besides; the work shall undertake to show the admissibility of electronic evidence i.e. when contract electronically is to be admitted as evidence in court of laws. The work shall also undertake to assess the E-commerce Directive Regulations 20002 of EU and see how electronic Contracts are treated under this legislation; the adequacy and in adequacy of the same thereof and see whether the same comply in Tanzanian court fill the lacuna which is prevalent in Tanzanian legal regime pertinent to electronic contracts formation. 






[bookmark: _Toc367296788]CHAPTER THREE
[bookmark: _Toc367296789]3.0 RESEARCH METHODOLOGY
[bookmark: _Toc367296790]3.1 Introduction 
Various writers have written on the formation of contracts electronically and most papers or thesis and dissertation you get are electronically stored; in that regard the study at hand has used internet as a source expensively besides other sources used. 

[bookmark: _Toc367296791]3.2 Online Sources/Libraries 
Various sources or websites have been visited by the author where materials pertinent to formation of contracts electronically were traced in Tanzania and elsewhere in the world. In this perspective; many writers have authored papers on formation of contracts electronically though exclusively of this topic in Tanzania. It is only two writers who have addressed the topic in Tanzanian context, in their ends they made comments thereto as already discussed in chapter two of this work. 

[bookmark: _Toc367296792]3.3. Law Report
Various Tanzanian Law Reports were visited by the author and other law cases online whereby the author traced several cases as discussed and referred in this work or study. 

[bookmark: _Toc367296793] 3.4 Statutes, Legislations
Various statutes have been visited such as The Law of Contract Act, 345 RE: 2002.the Law of Evidence Act, 1967 RE: 2002, The E-Commerce Directive 2002 of UK, The Data ProtectionAct, 1998 of Uk, The UCITA, The UETA, the UNCITAL Model of Laws, the Consumer Protection Act 1987, a few to name have been visited by the Author to check the legal status of electronic contracts in Tanzania and elsewhere in the world.

[bookmark: _Toc367296794]3.5 Interview with Lawyers
The author of this work interviewed some lawyers on the issue of electronically formed contracts in the country and this is what she gathered.

[bookmark: _Toc367296795]3.5.1 Interview with a Magistrate
A Kisutu based magistrate was interviewed on the issue of electronic contracts in the country and the way they are treated in courts, she had the following to say: Contracts formed electronically in the country are many and nowadays, the court has started changing incase a contract is needed as evidence it can readily be admitted as evidence in court because many transactions now are conducted through internet.

Question: in your opinion, how do you view the legal regime pertinent to electronic contracts in Tanzania?
Answer: in my considered opinion, the legal regime concerning electronic contracts in Tanzania is inadequate because the Law of Contract Act does not recognize electronic contracts and the same is the Principle legislation on contract matters. So we normally use case law like Le Marsh Case which recognized electronic contracts in Tanzania to admit a copy of electronically formed contracts if the need arises.
Question: How about the law of evidence, does it match the technological advancement in the country?
Answer: in my opinion the law does not match technological advancement in the country. In the same vein, the law of contract as well lags behind. I am of the opinion that new legislations comprehensive are enacted to encompass technological issues which have been brought by online issues; the electronic contracts inclusive.

Question: what would you say about consumer protection? Do you think that online consumers are protected under the law?
Answer: In my opinion, Online consumers are not protected, leave alone protection, the law leaves much to be desired. Many issues pertinent to electronic issues are not addressed. The law as already said lags behind.

Question: Are you trained in Information Technology Law?
Answer: Yes am trained in Information Technology law and have attended a lot of short courses on the issue.

[bookmark: _Toc367296796]3.5.2 Interview with an Advocate
The author also interviewed an advocate on the issue of electronic contracts in the country and the Advocate had this to say:

Question: in your opinion, how do you view the legal regime pertinent to electronic contracts in Tanzania?
Answer: The legal regime pertinent to electronic contracts in Tanzania in my views is insufficient because most of the acts do not address electronic issues. For instance the law of contracts acts, the evidence act, and the sales of goods act a few to name.

Question: How about the law of evidence, does it match the technological advancement in the country?
Answer: As I have already said in my opinion the law of evidence equally does not match technological advancement in the country. Even when it was amended it amended just the Criminal proceedings not the civil ones. So in Civil Matters we have to resort to case laws like the case of Le-Marsh and other cases from United Kingdom.

Question: what would you say about consumer protection? Do you think that online consumers are protected under the law?
Answer: it is not about consumer protection only; it is about the whole law in my opinion. The whole regime is insufficient and consumers are not protected, they are outlawed. I am of the views that the government should push to having comprehensive legislations on electronic transactions and communications because the current laws are out fashioned in the perspective of electronic communications.

Question: Are you trained in Information Technology Law?
Answer: Yes am trained in Information Technology law and have attended a lot of short courses on the issue, nevertheless; I have handled many issues concerning electronic contracts in courts. Of great help has been the Le- Marsh Case, the case which turned the point of Tanzanian legal regime on the admissibility and recognition of electronic evidence.

[bookmark: _Toc367296797]3.5.3 Interview with a Company Secretary
 Question: in your opinion, how do you view the legal regime pertinent to electronic contracts in Tanzania?
Answer: In my opinion, the legal regime pertinent to electronic contracts in Tanzania leaves much to be desired. The Law of Contract Act was enacted many years back before the advent of computers in the country. Internet use was not there, so all these issues are not addressed in the law books. We have the law of evidence act, equally was enacted many years prior to the coming of internet use, the same does not address the issues of electronic transactions.

Question: in your company have you ever concluded contracts electronically?
Answer: Yes, many of our contracts are concluded with other parties who do not Tanzania. So most of the arrangements are finalized through internet save for the final touches as parties we have to meet. This mostly is because the law here requires that a valid contract must be signed and witnessed by a witness in most cases advocates. So that part forces our company to meet with our business partners. And since our company is owned by the government we are obliged to comply with the requirements of the law.

Question: what would you say about consumer protection? Do you think that online consumers are protected under the law?
Answer: Under the law in my opinion I see that online consumers are not protected. In actual fact they are outlawed because most of the legislations used now were enacted many years back before computer advent in the country. The use of internet is something new and the laws have not been amended to capture and keep abreast with such technological advancements in the country. That in my views it is a big challenge in the legal regime of our country.

Question: What do you advise then if that is the case?
Answer: My advice is, the government through relevant Ministry should embark on ensuring that all laws are reviewed and amended or enact new legislations which shall take aboard all developments brought about by Electronic advancement in our country.











[bookmark: _Toc367296798]CHAPTER FOUR
[bookmark: _Toc367296799]4.0 FINDINGS AND ANALYSIS

[bookmark: _Toc367296800]4.1 Formation of Electronic Contracts in EU and US
United Kingdom (UK) apply English Law whereby a contract to be formed legally, some essential must be present namely an offer, an acceptance, consideration and intention to create legal relations. These are called essentials of contracts.Despite the fact that trading over the internet is often regarded as a more informal way of doing business the same rules applies as with the formation of other types of contract. This fact can be confused because when parties form contract via means of internet, the trader and customer are never face to face, sometimes are in different jurisdiction altogether, recently the e-commerce regulations are such that are intended to be applied and binding throughout Europe [footnoteRef:31] [31:  Cited from www.dti.gov.uk/industry-files/pdf/smallbusinessguidance.pdg] 


When forming contracts online, in case you have allowed customers to place orders online, the terms and conditions must be set out on the website and the same should be capable of being downloaded. Even if the website is used just as advertising tool is imperative that the terms and conditions be spelled out.[footnoteRef:32] There have been questions as to whether the contracts conducted via internet are contracts in the strict legal sense and whether the same are binding. Contract which are conducted via the internet are in actual fact legally binding and enforceable provided the necessaries of the contract formation are adhered to. These are the necessaries which are needed to ensure that the contract is binding.  [32:  ibid] 

Offer; there must be an offer from the offeror going to the acceptor i.e. one party has to contract with the other. Acceptance; the offer given by the offeror must be accepted by the person i.e. the acceptor that is the other party must accept the offer. Intention to create legal intention; both the offeror and offeree or acceptor must have intention to create legal relations i.e. that they should have intended to be bound by the terms of the contract and lastly there must be Consideration; furnished i.e. there should be something exchanged between the parties for example money paid for goods or goods for goods. I.e. some considerations in kind. 

Under English law in that regard there is no general requirement that a contract must be in writing or for parties to actually sign a contract. In general principle and advertisement on a website does not amount to a formal offer to contract. Under normal circumstance, a contract is formed when a customer makes an offer by placing an order and the supplier accepts the said offer. The terms and conditions as to when the contract is formed should be clear for instance when the supplier sends back a confirmation email. 

In actual fact this helps to avoid situations where you are not able to meet the customer’s expectations for any reason, should commercial environment change. Nevertheless, automatically generated confirmations of orders can potentially cause confusion as to when the contract is formed. That being the case; it is imperative to construe the terms in such a way that they are not legally an acceptance of a customer offer. [footnoteRef:33] [33:  Op cit] 

Since business online are of different types, there is a dire need that each business person tailors the needs as per the business he/she do. Nevertheless, any contract for goods or services must address the following; The description of goods or services being supplied, the price and the mode of payments; delivery details; time, place and the responsible person for delivery inclusive, the fact that each party has the right to terminate the contract if he/she so wishes; limitation of liability provisions; confidentiality provisions, particularly if the contract is of sensitive nature; and confirmation of which countries’ laws applies to the contract.[footnoteRef:34] [34:  Cited at http;//www.busineslink.gov.ukat home>it&e-commerce>e-commerce>transacting online-understanding e-commerce, contract. Visited on 17th March, 2013.] 


[bookmark: _Toc367296801]4.3 Limitation of Liability Clauses
In dealing with consumers, these must be clauses limiting one or both parties’ liability and these are normally very contentious. However; there are restrictions on the ability of business to limit their liability. As a matter of principle and good practice, the limitation of liability clauses must be reasonable so that they can be enforceable.[footnoteRef:35] Rules for business dealing with consumers are strict; that being the case, there is no way that business to impose exclusion of liability clauses can be avoided. For some business dealing with both consumers and other business customers; it is normally better to have two sets of terms and conditions which can be used when selling to consumers and other to be used when dealing with other business.[footnoteRef:36] [35:  ibid]  [36:  ibid] 


[bookmark: _Toc367296802]4.4 What are Important Issues to Check when Selling Online 
Since selling and buying online is such a delicate issue; it is imperative to have a checklist of issues as elaborated down here; you have to ensure that there is contract formed or contract formation. When selling online one has to ensure that the terms and conditions are incorporated at the time the contract is concluded. A good idea is having a click wrap agreement which is made by pointing and clicking online to indicate acceptance. These are good ideas. 

There is also Distance Selling Regulations which covers all contracts conducted online with consumer. It is better that sells comply with such legislation. Since selling and buying online involve use of personal data some are sensitive; it is also demanded that sellers online in UK and EU comply with the Data Protection Act, 1998 which impose conditions on both data processor and controllers. For instance, the principles that when you process data there must be a consent from the data subject to process and use the data; another principle is that data processed should be used for the purpose which was processed for and not otherwise unless the data subject comments for the re-use you intend to invoke.[footnoteRef:37] [37:  Data Protection Act, 1998] 


On the issue of intellectual property issue such as copyright and trademarks should be considered, not just for items displayed on your site, but also within any met tags. 
Like in any traditional set up, online consumers are protected under the legislations like Unfair Contract Terms Act, 1997, the Unfair Terms and Consumer Contracts Regulations 1999 and the Consumer Protection Act 1987, which apply equally to products sold via online. Some of the protection is stretched to business purchases. On security issues; one need be aware that selling online entails passing over the internet sensitive data and payment instructions, that being the case, a website owner or vendor can also be liable for breaches of security on his/her website. It should also be known that some types of goods or products which are legal to sell in one jurisdiction might be prohibited in other jurisdiction. This in short is referred to as exclusion on restricted goods. [footnoteRef:38]  [38:  Op cit (cit. 34) above cited.] 


The premium rate internet or the internet sites which are designed specifically for children many be regulated. This can also imply or be consequences of competition law. This in short is referred to as specific regulation. Last but not least, the internet seller must check the access agreement whereby terms and conditions governing the use of one’s website need be spelled out. Such terms must be expressly set on the website to be seen by the customer before he/she can proceed to click the ‘I agree’ button connoting acceptance of the said terms and conditions.[footnoteRef:39]  [39:  Cited at http://www.eversheds.com/about/newsreleases/newslist-553.asp visited on 17/03/2013] 


[bookmark: _Toc367296803]4.5 Selling Goods to Consumers
The European Union (EU) has stipulated a minimum level of consumer protection for the purchase of goods in the single market. This has been so promulgated by the Directive 1999/44/EC on certain Aspects of the Sale of Consumer Goods and Associated Guarantees the said legislation provide that the supplier must sell goods that comply with their descriptions, that match the quality of samples or models, have the same quality and performance characteristics of goods as such, and are fit for any purpose accepted by the supplier. Besides that protection, the consumer under this legislation has two years time from the delivery date of the goods to seek redress for faults demonstrably present at the time of delivery, in the fact that the goods would have lasted for such a length time.[footnoteRef:40] [40:  Cited at http://www.businesslink.gov.uk/bdot/action/lwyer?topiccld                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                              ] 

 
In the same vein Distance Selling Regulations should be adhered to and the same apply when seller and purchaser are not physically present in the same place at the same time. This regulations thus apply to email transactions and internet contracts, and on contracts resulting from press advertisements, mail. Order catalogue or those made via telephone. Furthermore, the legislation provides for a cooling-off period of seven working days to the consumer. In case he/she changes his/her mind. Then cancelation is allowable. [footnoteRef:41] [41:  Ibid 
		] 


[bookmark: _Toc367296804]4.6 Financial Services
Not only goods to consumers which are catered/protected for by the laws in EU jurisdictions. Financial services also are protected provided they are sold at distance the Distance Selling Directive for Financial Services subjects these. By financial services entails banking, insurance, investment or payment services. It is demanded under the regulations that a consumer must receive the information about the services. In this case the law provides for cooling off period to be up to 30 days. Subject to individual member states’ Law, as per the financial services. However, it should be noted that, the right of withdrawal does not extend to financial services which could involve speculations, such as foreign exchange, collective investment schemes, transferable securities, future, options, and exchange and interest rate instruments. [footnoteRef:42] [42:  Ibid ] 


[bookmark: _Toc367296805]4.7 Compliance with the Distance Selling Regulations
The Distance Selling Regulations demand that consumers before entering into contract must be provided by the following information; where payment is required in advance; name and address of the supplier must be provided; the price of the goods all taxes inclusive; a set of description or the main characteristics of the goods or services; delivery Costs in case applicable. Arrangements for payments, delivery and performance; the right to time; the time in which the offer or price remain valid, the duration or minimum period of contract, or whether the contract is to be performed permanently or recurrently and lastly incase a supplier has to substitute goods a service if the ordered goods are unavailable; and if the consumer then cancels and whether if the supplier will pay for the return of the substituted goods.[footnoteRef:43] [43:  Regulation 8 of the Distance Selling Regulations. ] 


Nevertheless, the customer   would be supplied with the information about the conditions and procedure for canceling, supplies address to whom the customers may address complaints, relevant information pertinent to after-sales services and guarantees and the conditions for exercising he contractual right to cancel a contract when the contract is indefinite or lasts for longer than one year, it is imperative that such information be provided in writing or in another inscribed form which is availed to customers and can be accessed easily by the consumers. 
[bookmark: _Toc367296806]4.8 Resolving Legal Disputes
An online contract when contracted thereafter a legal dispute or disagreement can arise, especially on issues or terms and conditions of the contract and whether obligations have been performed if the contract is an international one, there must be a determination as to what law should govern and what country has jurisdiction. Though some exceptions are there in consumer’s favor.[footnoteRef:44]  [44:  Ibid ] 


[bookmark: _Toc367296807]4.8.1 EU Jurisdiction 
In the above named jurisdiction i.e. EU, parties to a contract can choose the governing law and the forum for resolving disputes. For example court of a particular  country, arbitration etc. the Rome Convention rules will always decide which law should apply even though some certain mandatory rules in a purchaser’s country always will apply, for instance the issue of financial services or consumer protection. In same vein, the EU jurisdiction of disputes is determined by the Business Regulations. In case the parties have not agreed jurisdiction, the basic rule is that a defendant may be sued where they are or where their contractual obligation was performed.[footnoteRef:45] [45:  Cited from http://www.cedr.co.ukvisited on 17th March, 2013.] 


[bookmark: _Toc367296808]4.8.2 Consumer Protection Laws
Online Consumer Protection Laws are prevalent in one’s home jurisdiction. In this case consumers may decide to invoke their, home laws in their homes jurisdiction or the supplier jurisdiction. In that regard, online business dealing with consumers must be prepared to comply with consumer protection regulations in each market whereby their goods or products are sold. [footnoteRef:46] [46:  Ibid.] 

 
[bookmark: _Toc367296809]4.8.3 Reducing Uncertainty 
Like off-line contracts, online formed contract as already submitted cannot avoid dispute, and in case dispute arises, there must be a solution thereto. It is thus demanded that e-commerce providers specify in their terms and conditions which law is governing and which jurisdiction to subject in case there is a dispute. In the National Trade English law is often invoked and chosen by parties even if they have no connection to UK, the rationale behind, the law is deemed to be the best of the contemporary practice in international disputes.[footnoteRef:47] [47:  Ibid. ] 


4.9 The E-Commerce Directive of 2002 
The E-Commerce Directive[footnoteRef:48] among other things, the directive provides for unsolicitated commercial communication. It provides that, ‘a service provider shall ensure that any unsolicitated commercial communication sent by him or by electronic mail is clearly and unambiguous identifiable as such as soon as it is received.[footnoteRef:49]  Furthermore, the Directive provide for requirement that information is to be provided where contracts are conducted by electronic means. Unless parties who are not consumers have agreed otherwise where  a contract is to be concluded by electronic means a service provider shall, prior to an order being placed by the recipient of a service, provide to that recipient in a clear comprehensible and unambiguous manner the information set out in (a) to (d) below;- [48:  The Electronic Commerce (EC Directive) Regulations 2002.]  [49:  Regulation 8 of the Directive discussion. ] 

i. The different technical steps to follow to conclude the contract
ii. Whether or not the concluded contract will be filled by the service provider and whether it will be accessible. 
iii. The technical means of identifying and correcting input errors
iv. The language offered for the conclusion of the contract. 

It is evident that despite the fact that contracts are formed electronically, the above named requirements need be adhered to, to bring the contract to formation. Where the service provider provides terms and conditions applicable to the contract to the recipient the service provided shall make them available to him in a way that allows him to store and reproduce them. [footnoteRef:50] Despite such provision the Directive provides for claw back clause in para (4) of Regulation 8 of the Directive. It is hereby provided,  [50:  Regulation 8(3) of the Directive. ] 

‘The requirements of paragraphs (1) and (2) above shall not apply to contracts concluded exclusively by exchange of electronic mail or by equivalent individual communication.[footnoteRef:51] [51:  Ibid.] 


The Directive provide for placing of the order, though expressly the consumers to goods are outlawed as I hereby quote; 
‘Unless parties who are not consumers have agreed otherwise, where the recipient of the service placed his order through technological means. A service provider shall. 
(a) Make available to the recipient of the service appropriate, effective and accessible technical means allowing him to identify and correct input errors prior to the placing of the order. [footnoteRef:52] Furthermore, the Directive provide that ‘for the purpose  of paragraph (1)(a) above-(a) the order and the acknowledgement  received when the parties to whom they are addressed are able to access them, and  [52:  Regulation 1(1) of the Directive.] 

(b) The acknowledgment of receipt may take the form of the provisions of the service paid for where that service is on information society service.[footnoteRef:53] On top of that, the requirement of the paragraph (1) above shall not apply to contracts conducted exclusively by exchange of electronic mail or by equivalent individual communication.  [53:  Regulation 11(2)(a)-(b) of the Directive] 


The contract concluded electronically is excluded to such stringent demand of acceptance and accessibility. This meant to protect consumers who conclude contract online. The parties to contract also are afforded right to rescind contract whereby a person (a) who has entered into a contract to which these Regulations apply and (b) the service provider has not made available means of allowing him to identify and correct input errors in compliance with regulations 11(1) (b), he shall be entitled to rescind the contract unless any court having jurisdiction in relation to the contract orders otherwise on the application of the service provider.[footnoteRef:54] [54:  Regulation 15(a)-(b) of the Directive. ] 


The right to rescind contract is also a common law right where consumers are protected and given sometimes to cool off and cancel their orders if they so wish. 
Furthermore, the schedule thereto provide for copyright, neighboring rights, rights referred to in directive 87.54/EEC(a) and the Directive EC (b) and Industrial property rights. There is also freedom of the parties to a contract to choose the applicable law, contractual obligations concerning consumer’s contracts.  Formal validity of contracts creating transferring rights in real estate where such contracts are subject to mandatory formal requirements of the law of the member states where the real estate is situated and the permissibility of unsolicited commercial communication are by electronic mail. [footnoteRef:55]  [55:  Schedule Regulations 4(4) of the Directive.] 


In short, this Directive establishes legal rules that online retailers and service providers must comply with when dealing with consumers in the 27 member States of the European Union (EU). The Directive demanded the consumers in online transaction, the consequence of failing to provide with such information, their contract with consumers may be invalid and that is a breach of member state retail law. The Directive covers services like paid for and frees online information service provision, online selling of products and services such as advertising professional services, entertainment and internet and telephone services provisions.[footnoteRef:56] In that regard consumers protection under the Directive is of paramount consideration.  [56:  Cited at http://www.whatis.techtarget.com/glossary/compliance visited on 17 of March, 2013.] 


In short the purpose of the Directive (the Regulations thereof) is to ensure the free movement of the information ‘society services’ throughout the European Community and to encourage wide use of e-commerce by eliminating barriers across Europe and boost up consumers confidence and trust by clarifying the rights and obligations of businesses and consumers.[footnoteRef:57] This directive is aimed at ensuring that information society services benefit from the internal market principle that they can be capable of trading throughout the European Community.  Unrestricted or what is known as the country of origin rule. [footnoteRef:58] [57:  Cited at http://www.berr.gov.UK/files/file139&6.pdf]  [58:  Opera cit] 


[bookmark: _Toc367296810]4.10 The Rome Convention  [footnoteRef:59] [59:  Convention 80/934/ECC on the law applicable to contractual/obligations offered for signature. ] 

This Convention is all about the law applicable to contractual obligations. It establishes uniform rules concerning the law applicable to contractual obligations in European Union (EU) this Convention came into force on 1st April, 1991. The Convention applies to contractual obligations in circumstances involving a choice of laws even where the law it designated is that of a non-contracting state. (Because not all European states have accepted to). The convention provide for exceptions as such; questions pertinent to status or legal capacity of natural persons contractual obligations relating to will, matrimonial property rights, or other family relationships, obligations arising under negotiable instruments (bills of exchange cheques, promissory note), etc; arbitration agreements and agreements on choice of courts questions governed by the law of companies and other corporate and unincorporated bodies, the issue whether an agent is capable to bind the principle to a third party or an organ to bind a company or a corporate or un incorporated body, the constitutional of trusts and question pertinent to their organizations, evidence and procedure contract of insurance that covers risks present in the territories of member states reinsurance contracts excluded.
The signatories of the contract may choose the law applicable to the whole or a part of the contract and select the court that will have jurisdiction over disputes mutually parties to contract can agree and change the applicable law to their contract. This may be done at any time and is referred to as principle of freedom of choice.[footnoteRef:60] In case the parties have not made an explicitly choice of applicable law, the contract is governed by the law of the country with which it is most closely connected according to the principle of the proper law place of habitual residence or place of central administration of the party performing the contract principle place of business or other places of business the party performing the contract. Principal place of business or other place  of business of the party performing a contract principal place of business or other place of business of the party responsible for performing the contract. [footnoteRef:61] [60:  Opera cit.]  [61:  Ibid ] 


It should be noted that the convention provides for contract and dispute resolutions generally, does not specifically provide for how electronic contracts once formed; and when there is dispute, what should be the procedure to resolve it has thus assumed that the above principles apply to traditional contracts and online contracts, the assumption which might be correct or incorrect. 

[bookmark: _Toc367296811]4.11 Electronic Contracts in USA 
In United States (US), the recognition of an electronic contract is mainly supported by functional equivalence requirements. (Though there is an exceptional in certain states). This entails that, if a contract is able to meet the traditional purpose of writing, it is valid. As opposed to European Union where a similar initiative has been put forth though the latitude states enjoys at the implementation stage allows for significant divergence and in some areas a riding requirements for specific technology and form. That being the case; it is not mandatory that a contract valid in one country, also valid in another. 

The different approaches to enabling electronic contract enforcements revolve around the questions as to whether the same be legislated. A type of form or result. The differences in various positions do not however, prevent electronic contracting. In most cases transactions costs are increased and potential efficiency reduced while struggling to ensure that consumers are protected in their respective legal environments in the final analysis, the prevalence of digital signatures as the leading security devise in European and United States (US) appears to make the form of harmonization less important consequently they appear the same. With that regard, it is the e-commerce industry that is in a position to dictate harmonization, since governments will naturally seek for abuse on the best standards and international comparison.[footnoteRef:62] [62:   Ibid (November, 2001),<http://www.ejcl.org/53/art 53-1,html vol 5.3 ELECTRONICJOURNAL OF COMPARATIVE LAW] 


The Model Laws are deemed to influence the drafting committees, they are such indicators that at least partial harmonization of approaches to writing and signature requirements for electronic contracts is deemed most by the law reformers. This does not connote that business people are presently able to form contract or agreements with certainty which is backed by hard law. In practice, industry and mutual advantage are the current force behind trust in the paper less system. It is obvious that the legal regime or the legal framework prevalent is not yet uniform. [footnoteRef:63] It is therefore imperative to assess this category in two perspectives as recommended by UNCITRAL through its Model Law. One examination of United States system and showing the key differences, second showing why the differences continue to exist and the way the same will affect the susbstances and timeframe of the law reform.  [63:  Ibid ] 


[bookmark: _Toc367296812]4.11.1 UNCITRAL Model Laws 
The Model Law on Electronic Commerce was adopted by UNCITRAL in 1996. Its main purpose are to assist states enhance their legislation with respective to electronic communications and to serve as a reference aid or interpretation of existing international conventions and other instruments in order to avoid impediments to electronic commerce.[footnoteRef:64]  The law applies to any kind of information in the form of data message used in the perspective of commercial activities, through accepts exceptions to be made by individual states.[footnoteRef:65]  [64:  Cited at http://www.ejcl.org/53/art53-1,htm N-13 visited on 18th March, 2013]  [65:   Article 1 UNCITRAL Model Laws ] 


The Model Law provide for writing and signature and related issues that[footnoteRef:66]  which titled as ‘Application of Legal Requirements for Data Messages. Mode of communications and place of the fulfillment of traditional writing.[footnoteRef:67] UNCITRAL in actual fact determined that data messages can satisfy the traditional functions thus qualifying for being functionally equivalent.[footnoteRef:68] This trend is important because it recognizes that future developments and applications are unforeseeable. [footnoteRef:69] This however, is preferred to specific communications writings because mere definition of terms will be either too broad to comprehend or too narrow to develop new applications.  [66:  Chapter 11 UNCITRAL Model Laws]  [67:   Article 6 &7 of UNCITRAL Model Laws.]  [68:  Cited at http://www.ejcl.org/53/art.53-1,html N-16]  [69:  Cited at http://www.ejcl.org/53/art53-1htmlN_17] 


It is also stated that, where a law requires information to be in writing a data message is sufficient it is accessible to be used for subsequent reference.[footnoteRef:70] Signature requirements, accepts any method that identifies a person and indicates that persons approval of the information contained in that data message, as long as that method was appropriate or the purpose for which the data message was generated or communicated.[footnoteRef:71]   Using the language that, functionally equivalent like this, leave the Model Law requirements broad enough to allow new technologies and applications that can meet the traditional purposes of writing and signatures requirements. In fact the general framework approach is more conducive to wider international acceptance than a detailed regime of mandatory rules. [footnoteRef:72] [70:  Article 6 of UNCITRAL Model Laws]  [71:  Article 7 of UNCITRAL Model Laws.]  [72:  Supra at www.ejcl.org] 


The new law is aiming at harmonizing minimum requirements of signature reliability. Where the law requires a signature of a person, that requirement is met if an electronic signature is used that is a reliable as was appropriate for the purpose. [footnoteRef:73] This is in line with all environments any relevant agreement. It is obvious that this position is in line with current US initiatives. Identification of non discrimination against   signature of any type as evidenced by the working group on Electronic Commerce. [footnoteRef:74] In that regard, the working group gave special attention to digital signatures, nevertheless the test of e-signature reliability seem to describe that type of authenticating mark, as spelled out in Article 6 of the Model Laws.  [73:  Article 6(1) of UNCITRAL Model Laws.]  [74:  Article 3 of UNCITRAL Model Laws. ] 


The Model Laws on E-Commerce has influenced many states with respect to legislative drafting and proposals. Current enactments and uniform legislations in Canada and the US have been heavily influenced by the Model Law, and drafting Committees are exchanging ideas on the matter.[footnoteRef:75] The electronic commerce Directive and the Electronic Signatures Directives have been greatly influenced by the Model Laws and draft rules. [footnoteRef:76] Nevertheless, drafting committees for the implementation of such laws seem to be directly influenced by each others work in that case reducing diverging interpretations. [footnoteRef:77] Because of differing legal regimes, the influence not withstanding harmonization lags behind technological advancement. [75:  Ibid ]  [76:  Ibid ]  [77:  ibid] 


[bookmark: _Toc367296813]4.11.2 The Current US Position
The tradition type of writing and signature requirements as demanded in the United States have been eroded by legislation and judicial interpretation. [footnoteRef:78] The Uniform Commercial Code defines writing as any international reduction to tangible form. Other authors argue that slight changes in various legislative schemes, for example using the word ‘record’ instead of writing supported by the ability to US courts to adapt a body of case law through analogy between past authority and present conditions is entirely adequate to keep law abreast with technological advancement. [footnoteRef:79]  [78:  Cited at www.ejc.org]  [79:  ibid] 


Courts defining statutes led to expansion of a well established set of rules, nevertheless the more pro-active approach is legislating in the area taking into account the wider picture of efficiency and consumers protection. In that context, dealing with validity of agreements especially those with an international aspect the business community is in need of positive legislation to ensure that they are protected. [footnoteRef:80] E-sign state categorically that electronic documents and signatures have equal legal standing with hand written signature and records until such time as each state shall have to adopt uniform legislations.[footnoteRef:81]  [80:  supra]  [81:  supra] 


In US the Uniform Computer Information Transaction Act (UCITA) and the Uniform Electronic Transactions Act (UETA) have been adopted as Model Laws. While the former applies to computer information transactions and has been adopted in several states. The later recognizing authentication even when it is in an electronic form. [footnoteRef:82] The same provides that electronic contracts are valid if it is shown that the party against which enforcement authenticated a record sufficient to indicate that contracts has formed and which reasonably identifies the copy of the subject matter to which the contract refers. [footnoteRef:83]  [82:  supra]  [83:  supra] 


Accordingly, UCITA provides to the effect that ‘a contract is valid, this is a typical liberalization and the ability of the electronic agents in making binding contracts for human consumption is recognized. For instance electronic data exchange (EDI) in networks where by computer to computer does exchange information so that contract can be created without human hand in the formation process. [footnoteRef:84] If the medium of contract formation is reasonable, acceptance and validity of are met and therefore an agreement is made. [footnoteRef:85] It is obvious that UCITA is aimed at operating in the same manner as UNCITRAL’s Model Law on E-commerce by relying on functional equivalency and doing away with specific technological needs.  [84:  supra]  [85:  Cited at www. ejcl.org] 


As opposed to UCITA, UETA largely applies to electronic records and signatures in government transactions and commercial purposes.[footnoteRef:86] Whereas the beginning point for contract validity is a question of functional equivalence, the same goes beyond the UNCITRAL Model Law on E-commerce by expressly taking electronic signatures and documents to satisfy the laws requiring signing or written contract or documents.[footnoteRef:87] In the same vein as to the counterpart legislation UCITA the later as it is proposed to a certain technology i.e. not technological specific but neutral, that being the case as it the UNCITRAL Model Law on E-commerce, has a room open for functional equivalency. UETA’s provisions are meant to compliment prevalent law of each state instead of super ceding them in E-sign and providing a rather wider scheme. [footnoteRef:88] [86:  Ibid ]  [87:  Cited at http://www.ejcl.org/53/art53-1,html, N_41 visited on 8th April, 2013]  [88:  Cited at http://www.ejcl.org/53/art53-1,html, N_42 visited on 8th April, 2013] 
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CHAPTER FIVE
[bookmark: _Toc367296815]5.0 THE FORMATION OF ELECTRONIC CONTRACTS IN TANZANIA
[bookmark: _Toc367296816]5.1 Introduction
In Tanzania traditionally commercial contracts are governed by the Law of Contracts Act, Cap 435 RE: 2002. In actual sense commercial and consumer dealings or transactions are contracts. A contract normally forms as an agreement or an arrangement which aims at having legal force.[footnoteRef:89]If it is a transaction entails an agreement, communication or movement done between separate entities in most cases involving the exchange of items like information goods, services and money. If it is commercial, is an agreement between a buyer and seller for exchanging goods or services for consideration or price purposely for business of goods or services. A transaction; if it is a consumer oriented technically; it may be confined to individuals who need the goods for their own use and not for commercial purposes. These are called consumers or end users of goods or services.[footnoteRef:90] [89:  Nditi N.N.N.,General Principles of Contract Law in East Africa,1st Edn,DUP  Dar es Salaam,2009 pg 1]  [90:  Section 2 of the Fair Competition Act, Cap 285,RE:2002] 


In order for a contract to form; there must be a set of promises, forming consideration for each other. This is an agreement in the strict sense of the law.[footnoteRef:91]Not every contract can be enforced. In order for a contract to enforce, there must be the following condicio sine quo none i.e. free consent for both parties to contract, each party must be competent to contract and the purpose or the object of the contract should be lawful.[footnoteRef:92]However, it is not obligatory that all contracts should be in writing, the contract may be oral.[footnoteRef:93]A contract in Tanzania can be in writing or partly oral and partly in writing. Even the conducts of the parties can imply contracts.[footnoteRef:94]This is a fundamental stage of contract formation as per the Law of Contract Act, Cap 435, and RE: 2002 [91:  Section 2(1) of the Law of Contract Act Cap 435 RE:2002]  [92:  Section (10) of the Law of Contract Act Cap 435 RE:2002
]  [93:  Buku V.Magori[1971] n.161 T.L.R 175]  [94:  Nditi N.N.N.,General Principles of Contract Law in East Africa,1st Edn,DUP,D ar es Salaam,2009 pg 196
] 


With the advent of technological advancement; a new type of contracting has arisen encompassing writing and oral agreements though using internet as a medium of communication communicating the contractual terms and conditions, rights and duties of parties. The internet is a new creature in this era whereas paper based contracts is deemed traditional arrangements of contracting. The traditional way is rapidly changing, the use of paper in contract formation is changing in Tanzania the electronic transactions are replacing paper based arrangements. Online transacting and communicating is deemed to be efficient, economical, and cost effective because no massive demand of paper and operations thereto are streamlined. Despite the advantages, the advents of new technologies have brought challenges for the existing Tanzanian legal regime on contracts. There is, in that case a dire need for the government to apply law in the new context to suit the technological advancement.[footnoteRef:95] [95:  Opera cit pg 48] 


Electronic contracts are cyber contracts typically created by through communications by emails whereby an offer and acceptance is done through electronic means, paper documents and faxes and oral communications. The prevalent Tanzanian legal regime on contracts specifically provides that information must be in writing and signed. Such references connote that only paper based information is acceptable and excluding information submitted by electronic means.[footnoteRef:96]There is no way out rather than having the current contract legal regime in the country reformed to match the advancement of technology. It is apparent that Tanzanian legal regime is lagging behind technological advancement, consequently, there is much legal issues evolving around the new methods or rather the means of communications and contract making. Some issues evolve around evidential status of electronic contracts, fraud issues and cyber crimes. All such issues need be approached in the purview of e-commerce and electronic transactions. [96:  Mchome,S.E.,Diagnostic of Court Administration and Management in Tanzania and Status of Reforms,UDSM,2009] 


As already discussed at length in the preceding chapters, electronic commerce entails buying and selling goods, services, information, products and services through the internet. Such transactions cannot be performed without formation of contracts electronically. On the other side, the Tanzanian legal regime is a common law type legal system though, she cannot use the laws as applied in United Kingdom automatically because the reception clause is not present in the country to adopt the laws as used in UK automatically, it is obvious that the laws on contracts formation in the country need be amended.[footnoteRef:97] [97:  Cited at http://www.mondaq.com/content/contact.asp?id=35390&entity-type-id=1] 

[bookmark: _Toc367296817]5.2 Whether Contracts formed Electronically are Admissible as Evidence in case of Disputes
At most Tanzania Law of Evidence Act, No.6 of 1967 does not have specific provisions recognizing electronic evidence or documents as admissible, primary or secondary evidence.[footnoteRef:98]This fact notwithstanding, business people in the country conclude contracts, take orders, send invoices and in most cases engage in business electronically. Parties who use electronic means of communications deem their documents to be genuine and authentic and the same to bind notwithstanding the presence or absence of signatures; whether from the international or local business partners. Nevertheless, only few individuals are aware of challenges they may face in the event a problem arises to establish their claims in court.[footnoteRef:99] [98:  See sections 64,65 and 79 of the Evidence Act,No.6 of 1967 RE:2002]  [99:  Ibid ] 


The law of Evidence Act, in that regard is lagging behind technological advancement. The only case which is cited herein below; the court admitted electronic evidence when it had become an issue, the new development on technology was considered. In this case the court had to rely on United Kingdom Case and law. It would be prudent in Tanzania to have primary documents pertinent to any business you are doing on top of the electronic documents one possesses. The case cited and discussed down here was a High Court Case and was not appealed against. In case a similar case reaches the Court Of Appeal; a different decision may be arrived at. With that regard, there will be no way out rather than changing the law to allow electronic evidence admissible in court. Otherwise reasonable care need be exercised to ensure safety in case of a dispute.[footnoteRef:100] [100:  Opera cit] 


The current Tanzanian law on the admissibility of documents is derived from the Indian Evidence Act of 1872.This was enacted even before the advent of computers. The current law in the country need that independent evidence must always support a document in the form of a computer prints out. There is thus, a dire need to amend the Act or amend a new comprehensive legislation addressing how electronic documents can be admitted in courts of law, the electronic contracts inclusive. The rationale behind is because of the present situation whereby electronic means is highly used to transmit data and its acceptability is high.[footnoteRef:101] [101:  See sections 64,65 and 79 of the Evidence Act,No.6 of 1967 RE:2002
] 


The English Case of Barker V.wilson[footnoteRef:102] applies to the Act as the judge gave his views as follows; [102:  [1980] 2 All E.R. 80 at pg 82] 

“The Bankers’ Books Evidence Act, 1879 was enacted with the practice of bankers in 1879 in mind.  It must be construed in 1980 in relation to the practice of bankers’ as we now understand it.  So constructing the definition of “bankers” “books” and the phrase can entry in a banker’s book it seems to me that clearly both phrases are apt to include any form of permanent record kept by the bank of transactions relating to the bank’s business, made by any of the methods which modern technology makes available; including in particular, microfilm (emphasis supplied)” 
end of quote.  
The judge commented that the point to note is that; the law must keep abreast of technological changes as they affect the way of doing business.  Nevertheless, the English Law of Evidence of 1968 provides for admissibility of electronic documents which the court in the Tanzanian case adapted. In the case of Trust Bank Tanzania Ltd; in this judgment, Nsekela, J (as he then was) cited with approval section 5 of the English Civil Evidence Act, as follows; “Admissibility of statements produced by Computers.
5.  In any civil proceedings a statement contained in a document produced by a computer shall, subject to the rules of court, be admissible as evidence of any fact stated therein of which direct oral evidence would be admissible, if it was shown that the conditions mentioned in Subsection (2) below are satisfied in relation to the statement and computer in question.

[bookmark: _Toc367296818]2.  The said Conditions are
i. That the document containing the statement was produced during a period over which the computer was used regularly to store or process information for the purpose of any activities regularly carried on over that period, whether for profit or not, by anybody whether corporate or not, or by any individual;
ii. That over that period there was regularly supplied to the computer in the ordinary course of those activities information of the kind from which the information so contained as derived;
iii. That throughout the material part of that period the computer was operating properly or, if not, that any respect in which it was not operating properly or was out of operation during that part of that period was not such as to affect the production of the documents or the accuracy of its contents; and
iv. That the information contained in the statement reproduces or is derived from information supplied to the computer in the ordinary course of those activities[footnoteRef:103] [103:  Hapsburg statutes of England, 3rd Edn, pg 910, 914)” ] 


Despite the fact that the law developed by the Commercial Court is yet to be  ffirmed by the Court of Appeal of the land, the same is a big achievement because after this decision, the legislature amended the Evidence Act through Miscellaneous Amendment of 2007 though the amendment covered only criminal proceedings as quoted down here: Section 33.  The principal Act is amended by adding immediately after section 40 the following new section.
In any criminal proceedings:
i. An information retrieved from computer systems, networks or servers; or
ii. The records obtained through surveillance of means of preservation of information including facsimile machines, electronic transmission and communication facilities; 
iii. The audio or video recording of facts or behaviors or conversation of persons charged, Shall be admissible in evidence[footnoteRef:104] [104:  Section 40A of written Laws (Miscellaneous Amendments), 2007.] 


It is obvious that, the Act has been amended in respect of criminal proceedings only; the civil proceedings are outlawed save for the interpretation in Le-Marsh Case. In this context the Civil Proceedings are not covered except where the electronic record covers Bankers books whereby the amendment provide as such:
“A print out of an entry in the books of a bank on micro-film, computer, information system, magnetic tape, or any other form of mechanical or electronic data retrieval mechanism obtained by a mechanical or other process which is itself ensures the accuracy of such print out, and when such print out is supported by a power stipulated under subsection (2) of section 78 that it was made in the usual and ordinary course of business, and that the book is in the custody of the bank it shall be received in evidence under this Act.  Any entry in any banker’s book shall be deemed to be primary evidence of such entry and any such banker’s book shall be deemed to be a “document” for the purposes of subsection (1) of section 64[footnoteRef:105] end of quote. [105:  Section 78A (1) & (2) of written laws (miscellaneous Amendments), 2007] 


With the foregoing; Civil Proceedings are not covered save for Bankers Books only. In no way, civil proceedings in Tanzania are limited only to bankers’ books. The intention of the legislature in this amendment was to cure the mischief pertaining electronic evidence or rather a framework on electronic issues particularly on the admissibility of electronic evidence. There is a big gap on electronic legal regime of the country, electronic contracts issues inclusive.

[bookmark: _Toc367296819]5.2 The Present Initiatives on the Issues of Electronic Transactions in the Country
The current legal regime on electronic transactions in the country is lagging behind as already noted herein above. Through the Law Reform Commission, the Tanzanian government has issued and circulated a discussion paper on how best a legal framework for electronic transactions and commerce can be introduced. Lack of relevant legislation on electronic issues in the country has made this discussion paper to come into being. The discussion paper highlights two areas of concern namely; contracts and consumer protection. Tanzanian legal system in general term is a common law system. In actual fact, the country lacks regulatory steps to ensure or secure electronic transactions, electronic contracts inclusive.

Electronic issues such as electronic evidence, electronic contracts, and digital signatures, reforms to contract laws, dispute settlements and many other important issues on electronic transactions have not been legislated. Worse enough, the law on contracts in Tanzania does not address electronic contracts, the big practice of doing business through internet notwithstanding. Furthermore, the law on consumer protection, laws of sales, goods supply in the country only cater for consumers offline. The online consumers are outlawed when the matter of distant contracts comes into question. The reason behind is when the laws were enacted, the electronic contracts in the country were not yet in practice. Going through the literature, the Tanzanian legal regime on contract formation does not cover electronic contracts neither cyber space is taken into recognizance. As the law stands today, the contract must be in writing and duly signed or authenticated, in front of a witness, a condition not applicable when contracting online.[footnoteRef:106] This process proposed for enactment of comprehensive cyber laws to the Ministry of Justice and Constitutional Affairs. Separate bills on cyber crimes, communications and regulations of electronic transactions, privacy issues, data protection and the amendment of the Evidence Act, 1967 as already discussed above. [106:  Cyber Security in Tanzania-Country Report, cited from www.google.com visited on 15th April, 2013] 


Nevertheless, the establishment of the merged Tanzania Communications Regulatory Authority (TCRA) as an independent regulator rendering oversight over the postal and electronic communications in the country or rather Mainland Tanzania; [footnoteRef:107]the bills are yet to be enacted. That being the case; issues of electronic contracts in the country leave much to be desired. [107:  The Law Reform Commission of Tanzania Report on E-Commerce and Cyber Crime,2006] 
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CHAPTER SIX
[bookmark: _Toc367296821]6.0 OBSERVATION, RECCOMENDATION AND CONCLUSION
[bookmark: _Toc367296822]6.1 Introduction
Chapter six of the work at hand caters for observations which have been made under this study and ventures to recommend on what should be done as far as the administration of electronic contracts in the country is concerned.

[bookmark: _Toc367296823]6.2 Observations
i. Notwithstanding the coming of electronic advancement in Tanzania, companies and individuals contracting electronically through online means, the law of contract Cap 435 lags behind technological advancement. There is no place in the law of contract Act, Cap 435 whereby electronic contracts are mentioned. This being the case, it is apparent that there is a big lacuna in the law on the issue of electronic contracts in the country. With such situation, it is difficult to rely on the said legislation to regulate electronic contracts in the country.

And since the Evidence Act, RE: 2002 lags behind the technological advancement to wit recognition of electronic evidence; reliance on electronic contracts in the country may pose problem or must be very difficult especially when they are to be submitted in courts of law.[footnoteRef:108]It is required that other independent evidence must support the computer produced documents. It is thus a very big anomaly to demand that other independent evidence must support the computer produced documents.With the foregoing, my observation is, assuming that a contract was entirely concluded online, which is the fact mostly in today’s business world, then if supplementary paper based evidence is absent, it is obvious that the court will hesitate to admit the evidence of electronically made contracts because of this condition. In that regard, the rights of the parties will be compromised. [108:  Dr.Eve Hawa Sinare:Electronic Evidence and Its Admissibility in Tanzanian Courts published on May,2007 Cited at http://www.mondaq.com/articles.asp?Articleid=35390 visited on 16th March,2013] 


ii. Despite the presence of various legislations addressing electronic communications and issues pertinent thereto in the country, none of them has ventured to address important issues pertinent to electronic contracts. The Law of Contracts Act, Cap 435 remains unamended to accommodate electronic contracts in the country. This is a serious issue and gap in the contract regime in the country because technological advancement has greatly affected the way contracts are concluded in the country. In actual fact, electronic contracts in the country still face a big challenge because of lacking comprehensive legislation which would address all important issues as discussed herein above.

iii. That the absence of a comprehensive legislation on electronic contracts in the country poses a problem of consumer protection. In case there is abuse on the part of online consumer, what should be done? Consumers’ offline are well protected.
iv. That selling and buying online or rather contracting online, involves supply of sensitive data by buyers or data subjects. It is not known how such data from buyers are protected in the Tanzanian context. The absence of comprehensive legislation on electronic communications and contracts leave much to be desired.
v. That the law of contracts also is silent on what law should apply when there is a dispute arising out of online contract. This leave the online consumers unprotected as already observed above.

[bookmark: _Toc367296824]6.3 Recommendations 
That since the principle legislation governing contract formation lags behind technological advancement; it is proposed that amendment should be done to make sure that electronic contracts are covered. Or rather there should be an enactment of a comprehensive legislation to cover all electronic issues pertinent to contract formation. This can emulate the E-Commerce Directive of 2002 of UK, whereby all electronic transactions are dealt with at length. In that regard, it is anticipated that electronic contracting will also be addressed incase this model is adopted in Tanzania.

That there is a dire need also to amend the Evidence Act, RE: 2002 or rather to enact a comprehensive legislation on evidential issues pertinent to electronic communications; electronic contracting inclusive. This will ensure that electronic contracts are admissible in courts of law equally as paper based contracts. The proposed legislation should take aboard all the necessary issues like electronic signature, place of suing, consumer protection and cooling off period; a few to name.

i. That there is also a dire need to ensure that the proposed legislation on electronic contracts addresses all issues of protecting consumers who transact via online in the same vein as to consumers offline.
ii. That there is a dire need to legislate a comprehensive which is neutral, not a specific technology attached to emulate the UNCITRAL Model Law on E-Commerce, which has accommodated functional equivalence. This proposed law should also address the issues of E-Signatures and electronic contracts at length. By emulating this Model, it will be advantageous because the language of functional equivalence leaves the Model Law requirements broad enough to accommodate new technologies and applications that can meet the traditional purpose of writing and signature requirements.[footnoteRef:109] [109:  Cited at http://www.ejcl.org/53/artr53-1html#N-18-] 


iii. That the envisaged law must keep pace with technological advancement in the country to avoid lagging behind more often of the law or legislation which shall always be at the detriment of the consumers online. The proposed law to be enacted need be flexible and proactive to ensure that consumers online are protected and the new technologies will fit in accordingly.[footnoteRef:110] [110:  Law Reform Journal,No.1,Vol.2,2009] 


6.4 Conclusion
This work has ventured into discussing the important issues underlying electronic contracts in Tanzania on law and practice thereto. After a thorough discussion; the observations and recommendations thereof made have intentions of being catalyst of changes to the existing legal regime in the country on electronic contracts and their developments thereto. Once the existing legal regime is changed to encompass the issues of electronic contracts in the country; social economic developments will be realized in the country and the prevalent gap in the contract legal regime will be curbed. With the foregoing; the work at hand will be a seed and catalyst to ensure electronic contracts are utilized at the optimum and consumers well protected.
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