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ABSTRACT 

The dissertation investigates the regulation of consumer protection in the digital 

economy in Tanzania. It examines the conceptual and theoretical framework of e-



xi 
 

commerce in Tanzania, including the formation of contracts and the key challenges 

consumers face, such as security, privacy, jurisdiction, and dispute resolution. The 

study employs a doctrinal legal research approach, analyzing existing consumer 

protection laws, regulations, and international instruments. It includes comparative 

legal research to draw lessons from jurisdictions like Kenya and South Africa, as 

well as an evaluation of best practices from international frameworks such as the 

United Nations Guidelines on Consumer Protection. It analyzes the legal challenges 

facing the consumer protection framework in Tanzania and provides 

recommendations based on international best practices.The dissertation also explores 

the experiences of consumer protection regulation in other jurisdictions, such as 

Kenya and South Africa, to draw lessons for Tanzania. Additionally, it examines the 

legal and regulatory framework governing the digital economy in Tanzania, 

including relevant legislation and the role of regulatory authorities. The results of this 

study may provide valuable insights for educational leaders, policymakers, and 

researchers seeking to improve the gravity of e-commerce consumer protection. The 

study concludes with a summary of key findings and provides recommendations to 

strengthen the regulation of consumer protection in the digital economy in Tanzania, 

including the need for comprehensive legislation, enhanced consumer awareness, 

effective dispute resolution mechanisms, and improved coordination among 

regulatory bodies. 
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CHAPTER ONE 

INTRODUCTION AND BACKGROUND TO THE PROBLEM 

1.0 Introduction 

The digital economy refers to an economic system that is based on digital computing 

technologies.
1
 It encompasses all economic activities that rely on the internet, digital 

platforms, and other digital technologies to operate. This includes digital economy, 

online services, digital content, digital payments, and other forms of economic 

activity that are facilitated by the internet. It is not limited to just technology and 

internet companies.
2
 Traditional sectors like agriculture, manufacturing, services, and 

retail can be part of the digital economy too, if they use digital technology to improve 

their operations, products, or services. The digital economy is characterized by its 

high velocity, broad impact, and potential for exponential growth. It is transforming 

industries, changing business models, influencing consumer behavior, and reshaping 

how work is conducted.
3
 

 

Digital Economy is comprised of related components in comparison to other form of 

doing business particularly in exchanging of value for money with the requisite 

products, this mode of transaction becomes complete when the seller and buyer 

(consumer) accomplishes their agreed terms towards their transaction. Due to the 

                                                           
 

1
 Carl; Dahlman, Sam; Mealy, and  Wermelinger,M (2016). “Harnessing the Digital Economy for 

Developing Countries,” OECD Development Centre Working Papers, no. 334: 1–77. Ritrieved from 

https://www.oecd-ilibrary.org/docserver/4adffb24-

en.pdf?expires=1674044903&id=id&accname=guest&checksum=1249F8F04498C0B269E3044B043

6DBD8. 
2
  Atikah,I. (2020).“Consumer Protection and Fintech Companies in Indonesia: Innovations and 

Challenges of the Financial Services Authority,” Jurnal Hukum Dan Peradilan 9, no. 1: 132, 

https://doi.org/10.25216/jhp.9.1.2020.132-153. 
3
 Mwakatumbula,H. (March 2017). “Consumer Protection in the Telecommunication Markets in the 

Post Liberalization Era-the Case of Tanzania. PhD Thesis, Graduate School of Asia-Pacific Studies 



2 
 

advancement of science and technology there are various means where a seller and 

buyer (consumer) meets each other like through online platforms, Radio and 

Television broadcast, online applications and adds. This mode of operation in the 

digital economy may put the consumer in a vulnerable environment where they 

might either lose their resources or threatens privacy of their personal information as 

the result of the existing gape on technological awareness for those who engage 

themselves in digital economy modes of doing business.
4
 

 

In the realm of the digital economy, a consumer is any individual who avails 

themselves of digital services and platforms to purchase goods, obtain services, or 

interact within the virtual domain, spanning activities like online shopping, utilizing 

e-services, engaging in electronic communications, and participating in digital 

platforms for entertainment, education, or other purposes. 
5
 The necessity to protect 

consumers emanates from the potential risks and threats pervasive in the digital 

space, including but not limited to, fraud, data breaches, privacy invasion, and cyber-

attacks.
6
 Protecting consumers is not merely safeguarding them from financial losses 

but also ensuring the security of their personal information, safeguarding their digital 

identities, and fostering trust in digital platforms. This involves legal frameworks that 

not only counteract deceptive practices, safeguard privacy, and ensure data security 

but also enhance user confidence in electronic transactions, contributing 

                                                           
 

4
 ITU webinars(November 2021).Consumer Protection in the Digital age, Data Privacy and Protection.  

5
 Digital economy report pacific report. Digital platforms,e-commerce and value creation and capture 

(2022) retrived from https://unctad.org/system/files/official-document/dtlecdc2022d4_ch3_en.pdf/  
6
 Maryland review.cyber security and data breach harms(2023). Retrieved from  

https://digitalcommons.law.umaryland.edu/cgi/viewcontent.cgi?article=3969&context=mlr  

https://unctad.org/system/files/official-document/dtlecdc2022d4_ch3_en.pdf/
https://digitalcommons.law.umaryland.edu/cgi/viewcontent.cgi?article=3969&context=mlr
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fundamentally to the stable and sustainable growth of the digital economy. 

Ultimately, protected consumers are empowered to navigate, interact with, and 

contribute to the digital economy confidently, thereby nurturing its development and 

proliferation. 

 

Thus, evolution of internet users can be traced from 1960‟s where there Consumer 

protection in the ICT sector has undergone significant transformation due to 

technological changes the reports shows that the use of mobile phones has also 

forstered mobile money transfer like through M-PESA, Tigo-PESA, Airtel Money 

etc what to note is that the increase on the use mobile phones has not only 

contributed on the development of mobile money transfer but it accompanied with 

the advent og the digital era particularly in the use of internet.
7
 The high increase on 

the rates of internet users in Tanzania is the proof of the contribution made by digital 

ecomomy in enhancing the country economy, the report shows that the country‟s 

internet penetration rate has increased from 10.6% in 2015 to 48.5% in 2022, while 

mobile phone penetration has reached 90.1%.
8
  However this increase on internet 

users has negative impact in terms of peoples privacy and overall security due to the 

fact that most of Tanzanians are not aware on the ongoing development in science 

                                                           
 

7
 Mashenene R. The Dynamics of Mobile Phone Technologies and the Performance of Micro and 

Small Enterprises in Tanzania (July 2015). Ritrieved on February 2024 from 

https://www.researchgate.net/publication/281066150 The Dynamics of Mobile Phone Technologies 

and the Performance of Micro and Small Enterprises in Tanzania 

 
8
 TCRA  Report: Internet and Social Media Usage,  what should we Expect Rising Cyber Threats? 

(2023). Ritrieved on 20 March, 2024 from https://www.digest.tz/tcras-2023-report-internet-and-social-

media-usage  

 

https://www.researchgate.net/publication/281066150
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and technology as the results most of them are vulnerable towards their basic rights 

like right to privacy as part of the  negative effects of technological advancements. 

 

Since, laws and practices are vital part of digital economy particularly in  consumer 

protection as it is centered on trust, consumers might fall on traps of un -trustable and 

deceptive sellers who don‟t allow thorough opportunity for the consumer to evaluate, 

determine and even compare  specifications of their needs with what is offered  by 

the online seller.
9
 Furthermore setting of inaccurate information concerning a 

specific  good ordered by the buyer/consumer  can also be determined as among of 

the problems facing consumers in the current Digital economy  

 

In Tanzania, despite the fact that Digital economy has the potential to accelerate 

business development through increased efficiency and reduced costs in business 

operations. It provides new business opportunities by facilitating access to foreign 

markets. It also allows businesses to participate in new activities, such as data and 

records processing, customer service and call centers, and software application 

development. In fact, numerous governments have announced that fostering digital 

economy is a major public policy objective to achieve economic growth.
10

  

 

                                                           
 

9
 Mtaita,G.,Mayala,N and Amos,A. (2021) “Assessment of the Practice of Digital Disbursement 

Financial System in Managing Student‟s Loans among Higher Learning Institutions in Northen Zone 

Tanzania,” Asian Journal of Humanities and Social Studies 9, no. 4: 170–80, 

https://doi.org/10.24203/ajhss.v9i4.6746. 
10

 Mutagahywa, B. (2000). Connectivity and E-commerce, Economic and Social Research Foundation 

(ESRF), UDSM. 
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As a result, in the recent years, digital technology has brought about significant 

changes to various sectors of the economy in Tanzania. For example, one can now 

perform banking transactions via a mobile device, such as, sending money, paying 

bills and paying taxes through an electronic money platform. Furthermore, 

government services are also conducted digitally, this have been facilitated after  the 

establishment of  Electronic Governmernt Authority (e-Ga) by the e-Governmernt 

Act of 2019 whereby under Section 4 among of the core functions of the authority is 

to promote e-Government research,development  and innovation in public 

institutions and facilitation of public access to e-Government services. 

     

However without subjudice to the positive outcomes of the digital economy for the 

development of the country as illustrated  above, consumers in Tanzania are still 

vulnerable on the impacts of the said technology, thus misuse of consumers  data for 

their personal benefits this has somehow now have been legislatively recognized 

through the enactment of the e-Government Act thus is regard to the paragraph above 

the  authority which is also tasked with the administration, management and 

operations of e-Government services and provides for the management of electronic 

data and other incidental matters.
11

  

 

The Electronic Transactions Act, Number 13 of 2015, Chapter 442 of the laws of 

Tanzania, as amended from time to time (hereinafter referred to as the Electronic 

Transactions Act”) is the primary legislation governing electronic transactions in 

                                                           
 

11
 Quinta,Q (2013),‟ Electronic Journal of e-Government, Initiatives in Sub-Saharan Africa. A 

Literature Review. Volume 11, Issue 2 
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Tanzania. Generally, electronic evidence and electronic signatures emanate from 

electronic transaction/s which have a component which is done or documented 

electronically.
12

 However, In Tanzania, such transactions (except for the 

admissibility of electronic evidence in Court) were not legally recognized until the 

Electronic Transactions Act came into force on the 1
st
  September, 2015. Despite of 

the Laws enacted to govern Electronic Transactions thus Electronic Transactions 

Act, consumers in Tanzania are still vulnerable and rampantly affected by ill move 

by those who tend to hide or register wrong personal identification while making 

transactions or while offering electronic transaction services.  

 

On the other hand the Central Bank of Tanzania assuming its functions has also 

issued the Consumer Protection Regulations known as the Bank of Tanzania 

(Financial Consumer Protection) Regulations
13

  for the same purposes of protecting 

consumers. The Regulations set the mandatory requirements for all banking and 

Financial Institutions operating in Tanzania to have in place a Consumer Protection 

governance mechanism. The Regulations expressly define Financial Consumer 

protection to include laws, institutions, practices and policies to safeguard consumer 

rights, enable consumers to make informed financial decisions and ensure fairness in 

the provision of products and services by financial service providers regulated by the 

Central Bank. However, non-adherence of the procedures set by the Central Bank 

and lack of awareness of the consumers on the surrounding threats caused by the 

                                                           
 

12
 Mollel E. (2016) “The Legal Basis of Electronic Banking”. LL.M Dissertation University of Dar es    

    salaam. 
13

 2019 GN No. 884 of 2019 
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advancement of science and technology has resulted to loss on some of the banking 

services users like voluntary or involuntary sharing of Personal Identification 

Number (PIN)
14

 

 

Moreover, the ethos of the Arusha Declaration implied a government responsibility 

to safeguard the welfare and interests of its citizens, which in a broader 

interpretation, can be seen as encapsulating consumer protection rights within a 

framework that prioritizes communal well-being and safeguards against exploitation 

and inequity. After the Arusha declaration in Tanzania, consumer was accorded 

protection through government policies and by the legal, judicial and administrative 

arms of the state which lead to enactment of consumer protection laws in different 

sectors. The eventual development of consumer protection in Tanzania would 

however need to consider the advancements in technology and the evolving nature of 

consumer interactions in the digital age, extending beyond the socio-economic 

parameters  set forth in the Arusha Declaration. 

 

The dynamisms nature of culture and the ways people keep on advancing, it is 

observed that technology transform the speed of information rapidly to an extent 

consumer‟s safety can easily be invaded, leading to absence of confidentiality and 

lack of confidence among people in the society . Despite all these advancements by 

the Government and its agency to try to protect consumers, Tanzania legal sectors 

and judiciary has not yet enacted specific laws to regulate for example, interception 

                                                           
 

14
 The Tanzania Regulatory Authority Act, 2003 
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of communication, lay down procedures for the interception, offences which will call 

for prosecution and enhance responsible Government Agency in protection of 

consumers.  

 

1.1 Statement of the Problem 

The swift evolution of the Internet, the expansive domain of e-commerce, and the 

continuous influx of technological innovations have introduced a new era of 

challenges for policymakers focused on consumer protection. In the Tanzanian 

context, the current Consumer Protection framework, primarily rooted in the 

Constitution of the United Republic of Tanzania, 1977, and reinforced by the Fair 

Competition Act, 2003, faces limitations in effectively addressing the unique aspects 

of consumer protection in the digital economy. Notably, the Tanzania National 

Electronic Banking Guidelines of 2007 lack legal enforceability, and even the 

recently enacted laws, the Cybercrimes Act, 2015, and the Electronic Transaction 

Act, 2015, do not thoroughly tackle issues specific to the digital economy. Similarly, 

the National Payment System, 2015, has failed to address key issues like e-cheque 

and customer protection. 

 

Furthermore, the absence of a legally supported identification portal for valid sellers 

has led to significant resource losses for consumers. Additionally, technological 

advancements have facilitated the use of personal consumer information for personal 

gain, such as enticing consumers to purchase items they never intended to buy.
15

 

                                                           
 

15
 Rangaswamy, E., Nawaz N., & Changzhuang Z., (15 March 2022). The impact of digital 

technology on changing consumer behaviours with special reference to the home furnishing sector in 
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Although constitutional and legislative provisions establish a foundation for 

consumer rights, the surge in online transactions, digital services, and technological 

advancements necessitates a more nuanced and adaptive approach. The existing laws, 

conceived in a pre-digital era, may not fully cover the intricacies and novel 

challenges brought about by the digital economy such as the lack or redress or 

recovery procedure incase the consumer has lost his resources after being involved in 

a business with un-trusted online seller. 

 

On the other hand the Laws failed to determine treatment of conflicts originated from 

digital economy kind of business from different jurisdictional barriers as the matter 

of fact two parties who have been involved into a business tranction are mostly 

located in two different jurisdiction. Other Issues are like data privacy, online fraud, 

digital product safety, and the dynamics of electronic transactions present 

unprecedented challenges that also demand a reassessment of the existing legal 

framework. Gaps in consumer protection laws may expose consumers to 

exploitation, fraud, and other risks inherent in the digital marketplace. Consequently, 

there is an urgent need for policymakers to not only stay abreast of rapid 

technological changes but also proactively formulate and implement regulations 

specifically tailored to safeguard the interests of consumers in the digital age. 

 

This problem statement emphasizes the pressing need for a comprehensive review 

and enhancement of the consumer protection framework in Tanzania to ensure its 

                                                                                                                                                                     
 

Singapore. Humanit Soc Sci Commun 9, 83. https://doi.org/10.1057/s41599-022-01102-x  Accessed 

on 1
st
 June 2024 

https://doi.org/10.1057/s41599-022-01102-x
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relevance, efficacy, and responsiveness to the evolving landscape of the digital 

economy. 

 

1.2  General Objectives 

The primary aim of this dissertation is to assess the existing legal frameworks 

governing consumer protection within the digital economy in Tanzania. Specific 

Objective being to evaluate the current consumer protection laws in Tanzania and 

identify gaps that hinder effective protection in the digital marketplace. 

 

1.2.1  Specific Objectives 

i. To identify legal gaps in the existing laws regulating consumer Protection in 

Tanzania‟s  digital econmy  

ii. To learn the experience of other jurisdictions with regards to Digital 

Economy and consumer protection 

iii. To gain experience in international legal instruments and best practice 

iv. To suggest a regulatory framework that promotes innovation and enhances 

consumer protection 

 

1.2.2 Research questions 

i. What are the existing legal gaps in the laws regulating consumer protection in 

Tanzania‟s  digital economy ? 

ii. What experience can be learn‟t from other jurisdictions regarding digital 

economy and consumer protection? 
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iii. What are the international legal instruments and best practices that can 

provide valuable insights and experience in the field? 

iv. What regulatory framework can be proposed to effectively promote 

innovation while simultaneously enhancing consumer protection?  

 

1.3 Literature Review 

The rapid growth of the internet and e-commerce has revolutionized the way 

businesses operate and people engage in transactions. This part aims to explore the 

difficulties associated with safeguarding online customers and highlight the key 

factors and trends identified in the existing literature. One of the primary difficulties 

in protecting online customers is the ever-evolving landscape of cybersecurity 

threats. Malicious  actors employ various techniques such as phishing,
16

 hacking, 

malware, and identity theft to exploit vulnerabilities in online systems, compromising 

the security and privacy of customers. 

 

The lack of awareness and education among online customers is another significant 

challenge. Many customers are unaware of the potential risks associated with online 

transactions,
17

 making them more susceptible to fraudulent activities. Educating 

customers about best practices, such as using strong passwords and employing two-

factor authentication, can help mitigate these risks. 
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Data breaches pose a severe threat to the protection of online customers. When 

organizations fail to secure customer data adequately, it can lead to identity theft, 

financial loss, and reputational damage. Customers are increasingly concerned about 

their privacy and the misuse of their personal information, creating a need for 

stronger data protection regulations. The legal and regulatory framework surrounding 

online customer protection is complex and often struggles to keep pace with 

technological advancements. Jurisdictional issues, inconsistent international laws, 

and difficulties in enforcement create challenges in holding perpetrators accountable 

and providing timely remedies to affected customers. 

 

Another ongoing challenge is the Balancing of security measures with user 

experience and convenience. Implementing stringent security protocols can 

sometimes lead to cumbersome authentication processes or lengthy checkout 

procedures, potentially hampering the overall customer experience. Striking the right 

balance between security and convenience is essential to encourage customer 

adoption and retention. The global nature of online transactions adds another layer of 

complexity to customer protection efforts. Different countries have varying levels of 

cybersecurity infrastructure and legal frameworks, making it challenging to establish 

consistent standards and ensure uniform protection for customers worldwide. 

 

According to Mambi, A.J (2010),
18

 in his book “ICT Law Book” is mostly relevant 

to this research as he stated clearly that the rapid growth of digital economy over the  
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world has brought challenges and effects Tanzania‟s commercial offline laws and 

other related laws and the society at large given the nature of paper-based 

transactions. While Mambi's book offers a detailed analysis of the legal and 

regulatory framework governing Tanzania's digital market, it primarily focuses on 

the broader ICT sector, including telecommunications and electronic 

communications. The book did not delve deep into the specific consumer protection 

issues and challenges that are uniquely associated with the e-commerce domain, such 

as online payment systems, product quality and safety, and cross-border transactions. 

Therefore left a gap on the specific legal mechanisms and remedies available to 

consumers in the event of disputes or grievances related to e-commerce transactions. 

Nonetheless this work is relevant to this study in the aspect of legal and regulatory 

framework for the broader ICT sector. 

 

Moreover Turban, E, King, D and Lee, J  (2008) 
19

 in the book titled “Electronic 

Commerce” briefly shows the reasons why the specific laws should be enacted to 

regulate the electronic contract. The laws must accommodate the rule and regulation 

of conducting distance selling contracts as the nature of distance selling contracts has 

got peculiar features contrast to traditional contract. However, while the book 

provides a comprehensive overview of consumer protection in the digital economy, it 

does not fully address some of the more specific and emerging legal gaps. For 

instance, the book does not extensively cover the legal implications of new 
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technologies, such as blockchain, cryptocurrency, and smart contracts, and how these 

innovations may impact consumer protection in the digital market. Nonetheless its 

relevancy to this study lies on the focus of protection of consumers on the fast 

growing technology sector which is the thrust of this study. 

 

Reed, C, (2004),
20

 in his book “Internet and Law, argued about the laws in most 

countries were developed over a long time during which the physical actors and 

physical media were the only, at least the primary, mechanisms by which transaction 

with legal consequences could be affected. Reed also emphasized the need for 

effective privacy laws and regulations to safeguard consumers' personal information 

and data in the context of online transactions.  

 

Reed‟s book focus is primarily on the broader context of internet law, without a 

specific emphasis on the e-commerce or digital market sector. While the legal 

principles and frameworks discussed in the book may be applicable to the digital 

market, the book does not provide a comprehensive analysis of the unique consumer 

protection challenges and corresponding legal solutions specific to the e-Commerce 

domain. Neverheless its relevance to this study is based on the challenges of 

contracts in digital transactions and consumer protection in cross border market 

which is part of this study 
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Mollel (2016),
21

 exhausted a lot of electronic banking laws in Tanzania as to what 

laws regulate the banking system and particularly as to what laws govern electronic 

banking.  Author established that money is being saved by not employing the bank 

tellers because now most things are automated and can be done in a gadget like 

mobile phones and computers through internet and applications.   

 

However, Mollel's dissertation did not delve deeply into the broader e-Commerce 

consumer protection framework beyond the specific context of electronic banking. 

While electronic banking is a crucial aspect of the digital market, the dissertation 

does not extensively cover the legal and regulatory aspects of consumer protection in 

other e-commerce domains, such as online retail, digital services, or peer-to-peer 

transactions. Its relevancy to this study however lies on the focus of regulations that 

address issues such as data privacy, security, and liability allocation in electronic 

banking transactions. 

 

Peitz and Waldfogel (2012),
22

 in their work titled the Oxford Handbook of the 

Digital Economy discusses how digital technologies are reshaping industries, altering 

consumer behavior, and influencing market structures. The authors addresses 

concerns related to data privacy, highlighting the importance of protecting consumer 

information in an increasingly data-driven economy. The book further provides 

insights into various regulatory approaches to managing the digital economy, 
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emphasizing the need for adaptive regulations that can keep pace with technological 

advancements. 

 

Nonetheless while the handbook discusses various regulatory approaches, there is a 

lack of focus on how these frameworks can be specifically tailored to suit the legal 

and cultural environment of countries like Tanzania. Same goes for digital 

transformation, but does not deeply explore how these changes specifically affect 

consumer rights and protections in developing countries like Tanzania. Its relevancy 

to this study however is that, it serves as a critical resource for the dissertation, 

offering theoretical insights, regulatory comparisons, and empirical analyses that are 

essential for understanding and improving consumer protection in Tanzania‟s digital 

economy. 

 

CIPESA (2015),
23

 the Collaboration on International ICT Policy in East and 

Southern Africa highlights that governments have enacted various laws to facilitate 

the implementation of digital economy, however there are other laws which slow 

down and pose challenge on the implementation of e-government initiatives. Some of 

these laws were enacted over forty years ago and negatively impact meaningful 

citizen participation, the free flow of information, access to information and freedom 

of expression. 

 
 

For consumers to contribute to the national economy in the industrial revolution era,  
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they need to be confident in the whole business process and the data flow. In this 

regard, data protection, privacy, and confidentiality are vital. This part reviews 

studies conducted in different parts of the world on issues related to confidentiality, 

data protection and the privacy of consumers. In the context of SNS, the requirement 

to secure "confidentiality of security of processing" also assumes a new dimension. 

In order to comply with this criterion, the controller must ensure that the personal 

data being processed is only revealed to those who  "need  to  know."  There are no 

limitations on who may view the information when the user's profile is set to public. 

However, even when the profile is set to private, most SNS still do not give users 

much discretion over which aspects of their profile should be available to which 

"friends" (Campbell, 2021). Protecting data privacy  is  still  vital  to  consumers  

during  the  pandemic,  according  to  the  Cisco  Consumer Privacy Survey report 

titled "Protecting Data Privacy to Maintain Digital Trust. 

 

1.5  Research Methodology 

The term „research methodology‟, refers to a systematically way of solving‟ the 

research problem. It is a „science of studying how research is done scientifically‟. It 

involves a study of various steps and methods that a researcher needs generally to 

adopt in his investigation of a research problem along with the logic behind them. It 

is not only a study of methods but also of explanation and justification for using 

certain research methods and of the methods themselves. It includes in it the 

philosophy and practice of the whole research process. In other words, research 

methodology is a set of rules of procedures about the way of conducting research. It 
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includes in it not just a compilation of various research methods but also the rules for 

their application and validity.
24

 

 

Legal research specifically is „a systematic finding‟ or „ascertaining‟ law‟ on the 

identified topic or in the given area as well as „an inquiry‟ into „law‟ with a view to 

making advancement in the science of law.
25

 It is the process of identifying and 

retrieving information necessary to support legal decision-making. It includes in it 

each step of a course of action that begins with an analysis of the facts of a problem 

and concludes with the application and communication of the results of the 

investigation.
26

 

 

 Legal research may be carried out by utilising one or more of number of different 

techniques or methodologies. These different methodologies include, inter alia, 

doctrinal research, comparative law methods, socio-legal methods and philosophical 

legal methods.
27

 In this research, two methods, namely doctrinal research and 

comparative legal methods have been applied in the analysis of law. Besides, the 

comparative legal research has been applied to study legislative texts, jurisprudence 

and legal doctrines of foreign laws relating to regulation of mobile money services. 
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1.5.1  Doctrinal Legal Research 

 
 Doctrinal research is the most common methodology employed by those 

undertaking research in law. It entails the use of primary (statutes and case law) and 

secondary sources of law (reports, journal articles, text books and other forms of 

publication). Doctrinal research asks what the law is on a particular issue or context. 

It is concerned with analysis of the legal doctrine and how it has been developed and 

applied. This type of research is also known as pure theoretical research or black 

letter research.  Under doctrinal methodology a researcher‟s main goal has been the 

analysis of statutes, cases, reports, publications and model laws as they relate to the 

subject matter under scrutiny.
28

 This methodology entailed the use of various legal 

methods such as rules of statutory legal interpretations and legal reasoning both 

inductive and deductive in order to critically analyse the materials collected against 

the backdrop of the research questions. 

 

This methodology has been very useful in the present study due to its potential in 

contributing to the development, continuity, consistency and certainty of law. 

Employment of this methodology has enabled this study, to analyse the existing law 

relating to e-commerce consumer protection, and to consider how the law ought to be 

in order to address the emergent challenges and risks whilst also it promotes 

innovation and technological advancement.  
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1.5.2 Comparative legal research 

This study has set foward comparative legal research in order to study legislative 

advancement, jurisprudence and legal doctrines of foreign laws for the sake of 

stimulating awareness of the legal framework and to gain insights and lessons that 

could be considered in addressing the challenges and to provide an insight 

concerning challenges of consumer protection in digital economy and the way such 

challenges can be mitigated in the country.  

 

Since its commencement in the 20th Century, comparative law has played significant 

role in the science of legal interpretation in national courts, legal reforms as well as 

unification and harmonization of laws.
29

 The essence of comparative law is the act of 

comparing the law of one country to that of another. Most frequently, the basis for 

comparison is a foreign law juxtaposed against the measure of one‟s own law. But, of 

course, the comparison can be broader: more than two laws, more than law, more 

than written words. It facilitates better understanding of the functions of the rules and 

principles of laws and involves the exploration of detailed knowledge of law of other 

countries to understand them, to preserve them, or to trace their evolution. 

Accordingly, comparative legal research is beneficial in a legal development process 

where modification, amendment, and changes to the law are required.
30
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 The most common comparative legal scholarship is cross jurisdictions comparison 

of laws of different legal systems. It is typical for researchers who undertake this 

research to examine the law as it is while at the same time provide ideas and views 

for future legal development.
31

 In this context, the researcher employed this method 

in examining the development of digital market consumer protection in foreign 

jurisdiction (South Africa and Kenya) which has the most strong consumer 

protection landscape in Africa.  

 

The researcher has passed through, International and Regional Instruments on 

Consumer Protection, local laws, Strategies and Policies and Regulatory bodies in 

order to get best insights into best practices of digital economy consumer protection,  

best practices that can be used as a benchmark for institutional maturity and good 

governance when evaluating country-specific financial practices.
32

 

 

1.6 Data Analysis 

Collected data regarding the study will be analyzed through different legal 

techniques and methods. Therefore, the study will employ inductive, deductive, and 

analogy techniques of legal reasoning and interpretation. In this regard, inductive and 

deductive methods will be used to analyze different data collected from general to 

specific and vice versa, and the analogy method of data analysis will be used to 
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compare the law and best practice as applied in selected jurisdictions in comparison 

with the legal framework applicable in Tanzania.   

 

1.7 Significance of the Study 

The study on consumer protection in Tanzania holds paramount importance for 

various stakeholders, especially academicians. The evolving regime that governs 

consumer protection in the nation has been riddled with complexities and challenges, 

necessitating an in-depth analysis and understanding. For the informed academician, 

this study isn't just about gaining knowledge but also about understanding the 

intricate balance that needs to be struck when it comes to protecting consumers. The 

dynamics of consumer protection aren't just legal; they are intertwined with socio-

economic realities, cultural nuances, and the ever-evolving marketplace. As such, it's 

vital for scholars and experts to be equipped with a comprehensive understanding of 

the landscape. This will not only aid in academic pursuits but will also provide a 

roadmap for policy recommendations and potential legislative reforms.  

 

Moreover, a thorough examination of Tanzania's consumer protection framework 

will unveil the existing gaps within the current laws. Identifying these gaps is the 

first step towards addressing them. Once we are aware of the lacunae, efforts can be 

channeled towards developing robust mechanisms that cater to the needs of the 

modern Tanzanian consumer, ensuring that their rights are safeguarded against 

malpractices and ensuring that businesses operate within a framework of fairness and 

transparency. In addition, by understanding the shortcomings and strengths of the 

existing system, academicians can play a crucial role in influencing policy changes. 
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They can provide insights based on empirical data, case studies, and comparative 

analysis, which can guide legislators in drafting laws that are both progressive and in 

tune with the demands of the contemporary market.  

 

1.8 The organization of the study 

The study will be organized into five chapters and shall cover the following; 

Chapters One: The first chapter will be the general introduction, which is the 

existing chapter bearing among others, the background of the problem, the statement 

of the problem, objectives of the studies, literature review, the significance of the 

studies, methodologies, and chapter break up. The chapter is important for showing 

the roadmap on which the research will be conducted, and the theme therein.  

Chapter Two; Concepts, Principles and theories Relating to Consumer Protection in 

digital economy. 

Chapter three: International and Regional Instruments; In this chapter, the 

researcher will present among others, international instruments and regional  

instruments, that have taken into regard consumer protection and various problems 

facing consumers in the digital economy. This will include Laws, policy and even 

regulations  which safe guard consumers rights like the right to privacy. 

Chapter four: Experience from Other Jurisdictions; In this chapter, the research 

shall present experiences from other jurisdictions, on how the regime regulates 

consumers protection , their institutional framework, and practices. Such experience 

shall be taken from EAC.  

Chapter five: Legal and Regulatory Framework governing consumer protection in 

Tanzania. The research will present both the legal framework and the Institutional 
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framework, whereby for the legal framework, the legal regime regulating consumer 

protection in Tanzania, by tracing historically and the current status. 

Chapter Six: Summary of findings, Conclusion and Recommendations.
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                                                    CHAPTER TWO 

 CONCEPTS, PRINCIPLES  AND THEORIES RELATING TO CONSUMER  

PROTECTION IN DIGITAL ECONOMY 

2.0  Introduction 

The digital economy has emerged as a powerful force driving innovation, economic 

growth, and social transformation worldwide.
33

 In the modern digital era, e-

commerce has become an integral part of our daily lives. It has revolutionized the 

way businesses operate and transformed the way we buy and sell goods and services. 

But one have to wonder about the origins of e-commerce and how it all began?  

To understand the origin of e-commerce, we must first delve into the birth of the 

internet. The internet, initially developed as a military project called ARPANET in 

the late 1960s, was a network that allowed computers to communicate with each 

other. Over time, it evolved into a global network of interconnected computers, 

forming the foundation for e-commerce.
34

 

The real breakthrough for e-commerce came in the 1990‟s  with the advent of the 

World Wide Web. In 1991, Tim Berners-Lee introduced the first web page, paving 

the way for the commercialization of the internet
35

. This chapter is going to discuss 

the general concept, categories, formation and problems facing e-commerce in 

Tanzania. 
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2.1  Digital Economy in relation to Tanzania 

The digital economy in Tanzania has experienced significant growth in recent years, 

bringing about a profound impact on consumer behavior and market dynamics. The 

key aspects ranges from; increased internet penetration, mobile money revolution, 

digital financial Services, data driven insights, online market growth, etc. 

 

Recently, Tanzania has witnessed a rapid expansion of internet connectivity and 

mobile penetration. This has resulted in a large population gaining access to digital 

platform and services leading to a shift in consumer behavior.
36

 The rise of digital 

market platforms in Tanzania has opened up new avenues for consumers to shop 

conviniently online eg. JUMIA, KIKUU etc,. consumers can now access a wide 

range of products and services, compare prices, and make purchase comfortably from 

their homes. This has significantly impacted traditional retail markets and created 

new opportunity for business.
37

  Another aspect impacted by the digital economy is 

Mobile money revolution. Tanzania has been at the forefront of the mobile money 

revolution with the introduction of services like M-Pesa,
38

 etc,. mobile money has 

transformed the way consumers make payments, conduct financial transactions, and 

access financial services,
39

 especialy in rural areas where traditional banking 
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infrastructure is limited. Another aspect affected by the growth of digital market is 

the online  Marketing and Advertisement. The digital economy has transformed 

marketing and advertising practices in Tanzania. Business are leveraging digital 

channels such as social medias etc to reach and engage with their target audience 

more effectively.
40

 This in turn has led to a shift in advertising budget and strategy. 

Lastly but not least is Data-driven Insights, the digital economy generates vast 

amount of data, providing businesses with valuable insights into consumer behavior, 

preference and market trends.
41

 By harnessing data analytics, companies can make 

informed decisions, tailor their offerings, and enhance the overall consumer 

experience. 
42

 

 

2.2 General Concept of E-commerce in Tanzania 

E-commerce, short for electronic commerce, refers to the buying and selling of goods 

and services over the internet.
43

 It involves conducting business transactions 

electronically, typically through online platforms or websites, henceforth E-

commerce and digital are the two sides of the same coin as interdependent to each 

other. E-commerce enables individuals and businesses to engage in various 

commercial activities, such as online shopping, electronic payments, online auctions, 

and internet banking
44

. Tanzania is one among the beneficiaries of the development 

of new technology. The trend of people doing business online has risen exponentialy 
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in recent years. Studies show, up until 2021 in every 100 Tanzanian citizens 31.633 

were active users of internet
45

 

 

In an e-commerce transaction, customers can browse and select products or services 

from online catalogs or websites, add them to a virtual shopping cart, and proceed to 

a secure online checkout process. Payment can be made using various methods, 

including credit cards, digital wallets, or online banking. After the payment is 

processed, the goods are typically shipped to the customer's specified address, or 

digital products are delivered electronically
46

. 

 

E-commerce has revolutionized the way businesses operate and how consumers 

shop. It offers several advantages, such as convenience, accessibility, a wide range of 

products and services, competitive pricing, and the ability to shop from anywhere at 

any time. E-commerce has also facilitated the growth of online marketplaces, where 

multiple vendors can sell their products on a single platform
47

. 

 

2.3 Mobile Money 

In Tanzania, mobile money has played a significant role in financial inclusion and 

the development of the digital economy. Tanzania has seen a rapid adoption of 

mobile money services, with the country's mobile money penetration and according 
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the Fin Scope Tanzania 2023 Report sheds light on the uptake of formal financial 

services, with the adoption of mobile money increasing from 60% in 2017 to 72% in 

2023.
48

 This growth can be attributed to the widespread availability of mobile 

network coverage and the convenience offered by mobile money platforms. Also as 

well the mobile money market in Tanzania is dominated by two major players - M-

Pesa (operated by Vodacom) and Tigo Pesa (operated by Tigo),
49

 there are also other 

players like Airtel Money, Hallopesa etc. These service providers have built 

extensive agent networks across the country, making it easier for users to access and 

utilize mobile money services. Mobile money in Tanzania has also evolved beyond 

just person-to-person (P2P) transfers. It is now widely used for a variety of 

transactions, including bill payments, merchant payments, savings, and even loan 

disbursements and repayments.
50

 This has helped to drive financial inclusion and 

provide access to financial services for the unbanked and underbanked population. 

 

The Bank of Tanzania (BOT) has played a crucial role in developing a conducive 

regulatory environment for mobile money.
51

 The central bank has introduced 

                                                           
 

48
 Julia Seifert. Driving Mobile Money Usage in Tanzania through Expansion of Use Cases. Retrieven 

from https://www.fsdt.or.tz/2024/03/18/driving-mobile-money-usage-in-

tanzania/#:~:text=In%20recent%20years%2C%20Tanzania%20has%20witnessed%20a%20remarkabl

e,from%2060%25%20in%202017%20to%2072%25%20in%202023 accessed on 31/05/2024 
49

 Number of mobile money subscriptions in Tanzania from 2018 to 2023, by operator and quarter. 

Retrieved from https://www.statista.com/statistics/1080805/tanzania-mobile-money-subscriptions-by-

operator/#:~:text=The%20growing%20mobile%20money%20sector%20in%20Tanzania%20is,mobile

%20money%20subscribers%20in%20Tanzania%20exceeded%2047.2%20million accessed on 

31/05/2024 
50

 Evolution of Mobile Money Payment is Strengthening Financial Inclusion. Africa Press. Retrieved 

from https://www.africa-press.net/tanzania/economy/evolution-of-mobile-money-payment-is-

strengthening-financial-inclusion#:~:text=AfricaPress-

Tanzania%3A%20MOBILE%20money%20services%20in%20Tanzania%20have%20evolved,to%20i

ntroduce%20interoperability%20between%20rival%20mobile%20money%20services. Accessed on 

31/05/2024.  
51

 Financial Markets. BOT. Retrieved from https://www.bot.go.tz/FinancialMarket accessed on 

31/05/2024 

https://www.fsdt.or.tz/wp-content/uploads/2023/07/FinScope-Tanzania-2023-Full-Report-Insights-that-Drive-Innovation.pdf
https://www.fsdt.or.tz/2024/03/18/driving-mobile-money-usage-in-tanzania/#:~:text=In%20recent%20years%2C%20Tanzania%20has%20witnessed%20a%20remarkable,from%2060%25%20in%202017%20to%2072%25%20in%202023
https://www.fsdt.or.tz/2024/03/18/driving-mobile-money-usage-in-tanzania/#:~:text=In%20recent%20years%2C%20Tanzania%20has%20witnessed%20a%20remarkable,from%2060%25%20in%202017%20to%2072%25%20in%202023
https://www.fsdt.or.tz/2024/03/18/driving-mobile-money-usage-in-tanzania/#:~:text=In%20recent%20years%2C%20Tanzania%20has%20witnessed%20a%20remarkable,from%2060%25%20in%202017%20to%2072%25%20in%202023
https://www.statista.com/statistics/1080805/tanzania-mobile-money-subscriptions-by-operator/#:~:text=The%20growing%20mobile%20money%20sector%20in%20Tanzania%20is,mobile%20money%20subscribers%20in%20Tanzania%20exceeded%2047.2%20million
https://www.statista.com/statistics/1080805/tanzania-mobile-money-subscriptions-by-operator/#:~:text=The%20growing%20mobile%20money%20sector%20in%20Tanzania%20is,mobile%20money%20subscribers%20in%20Tanzania%20exceeded%2047.2%20million
https://www.statista.com/statistics/1080805/tanzania-mobile-money-subscriptions-by-operator/#:~:text=The%20growing%20mobile%20money%20sector%20in%20Tanzania%20is,mobile%20money%20subscribers%20in%20Tanzania%20exceeded%2047.2%20million
https://www.africa-press.net/tanzania/economy/evolution-of-mobile-money-payment-is-strengthening-financial-inclusion#:~:text=AfricaPress-Tanzania%3A%20MOBILE%20money%20services%20in%20Tanzania%20have%20evolved,to%20introduce%20interoperability%20between%20rival%20mobile%20money%20services
https://www.africa-press.net/tanzania/economy/evolution-of-mobile-money-payment-is-strengthening-financial-inclusion#:~:text=AfricaPress-Tanzania%3A%20MOBILE%20money%20services%20in%20Tanzania%20have%20evolved,to%20introduce%20interoperability%20between%20rival%20mobile%20money%20services
https://www.africa-press.net/tanzania/economy/evolution-of-mobile-money-payment-is-strengthening-financial-inclusion#:~:text=AfricaPress-Tanzania%3A%20MOBILE%20money%20services%20in%20Tanzania%20have%20evolved,to%20introduce%20interoperability%20between%20rival%20mobile%20money%20services
https://www.africa-press.net/tanzania/economy/evolution-of-mobile-money-payment-is-strengthening-financial-inclusion#:~:text=AfricaPress-Tanzania%3A%20MOBILE%20money%20services%20in%20Tanzania%20have%20evolved,to%20introduce%20interoperability%20between%20rival%20mobile%20money%20services
https://www.bot.go.tz/FinancialMarket


30 
 

guidelines and regulations to ensure the stability and security of the mobile money 

ecosystem, while also encouraging innovation and competition. Tanzania as a 

country has made progress in achieving interoperability between different mobile 

money platforms, allowing users to transfer funds seamlessly across networks.
52

 This 

has been a significant step in enhancing the overall user experience and fostering a 

more inclusive digital financial ecosystem. 

 

Despite the successes, Tanzania's mobile money sector faces some challenges, such 

as the need for further consumer education, addressing the risks of cybercrime and 

fraud, and ensuring the affordability of mobile money services for low-income 

segments of the population.
53

 Overall, the growth of mobile money in Tanzania has 

been a success story, contributing to financial inclusion, the development of the 

digital economy, and the empowerment of individuals and businesses across the 

country.
54
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2.4 Categories of E-commerce 

Generally speaking, when most people think of e-commerce, they think of the 

purchase of goods or services by use of the internet. However, there is a more 

specific way to refer to the type of online transaction by the means of mentioning 

which e-commerce category the transfer falls under. E-commerce takes either the 

domestic (intra-border) route or cross-border (International) transactions. Invariably, 

six e-commerce models, i.e. Business-to-Consumer (B2C), Business-to-Business 

(B2B), Consumer-to-Business (C2B), Consumer-to-Consumer (C2C), Business-to-

Administration (B2A) and Consumer-to-Administration (C2A) operate across 

countries
55

. 

 

2.4.1  Business-to-business (B2B) 

 B2B e-commerce refers to all electronic transactions of goods and sales that are 

conducted between two companies. This type of e-commerce typically explains the 

relationship between the producers of a product and the wholesalers who advertise 

the product for purchase to consumers. Sometimes this allows wholesalers to stay 

ahead of their competition.
56

 

 

2.4.2  Business-to-consumer (B2C) 

Perhaps the most common form of e-commerce, B2C e-commerce deals with 

electronic business relationships between businesses and consumers. Many people 
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enjoy this avenue of e-commerce because it allows them to shop around for the best 

prices, read customer reviews and often find different products that they wouldn‟t 

otherwise be exposed to in the retail world. This e-commerce category also enables 

businesses to develop a more personalized relationship with their customers
57

. 

 

2.4.3  Consumer-to-consumer (C2C) 

 This level of e-commerce encompasses all electronic transactions that take place 

between consumers. Generally, these transactions are provided by online platforms 

(such as PayPal), but often are conducted through the use of social media networks 

(Facebook marketplace, instagram et al) and websites.
58

 

 

2.4.4 Consumer-to-business (C2B) 

 Not the most traditional form of e-commerce, C2B e-commerce is when a consumer 

makes their services or products available for companies to purchase. An example of 

this would be a graphic designer customizing a company logo or a photographer 

taking photos for an e-commerce website
59

. 

 

2.4.5 Business-to-administration (B2A) 

 This e-commerce category refers to all transactions between companies and public 

administration. This is an area that involves many services, particularly in areas such 

 as social security, employment and legal documents
60

. 
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2.4.6 Consumer-to-Administration (C2A) 

Another popular e-commerce category, C2A e-commerce encompasses all electronic 

transactions between individuals and public administration. Examples of this include 

taxes (filing tax returns) and health (scheduling an appointment using an online 

service
61

. 

 

2.5 Formation of Contracts in E-commerce Transactions 

 

The law of contract Act
62

  being the main law governing formation of contracts 

provide guidance for contractual arrangements.
63

 The guidance are used to determine 

the validity or invalidity of a contract. It is easy to determine when a contract comes 

into existence in traditional commerce as the rules of common law and statutes 

stipulate what amounts to a valid contract
64

. However in e-commerce, contracts are 

usually virtual and borderless
65

.  

 

The Law of Contract Act define a Contract  as an agreement enforceable by law
66

. 

Agreement is defined as set of promises
67

 forming consideration. The said agreement 

may be oral or written, bilateral or unilateral. For that matter therefore, the contract 

under prescribed formal cannot be valid unless the conditions are fulfilled as it was 
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substantiated in Pandit v.Sekawa
68

. Contract may be in oral or writing form and it is 

binding to the contracting parties so long they intend to create legal relationship 

between them. In Tanzania, it is the presumption of the law that, the same rules in 

traditional commerce applies mutatis mutandis to e-commerce transactions. The 

terms for a valid contracts are discused bellow as follows: 

 

i.Consesus ad idem & Free Consent 

The law of Contract Act under section 10
69

 provides that all agreements are contracts 

provided they have been made from free consent of the parties competent to contract 

for a lawful consideration with a lawful object. Basically free consent of the parties, 

lawful subject matter and consideration together with the intention to create legal 

relations are the main requirements of the contract under the law of contract.
70

 In the 

famous case of Star Services Co. Ltd v. Railways Corporation.
71

 The court opinioned 

that. 

“…the existence of a valid contract presupposes that the 

contracting parties were ad idem to the terms of the contract and 

each of them willingly accept those terms…” 

 

 

This requirement can easily be identified under the traditional agreement where there 

is a direct meeting of minds because of the access of face to face transactions 

between the contracting parties but it becomes a challenge when it comes to 

electronic environment where parties contracts from a distance with no intention of 
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seeing each other, and much more sometimes one or both of the contracting parties 

are e-agents as refered in the provisions of the law of contract act to a term person
72

. 

Then this raise the issue on the validity of consent on electronic transactions: whether 

there is consesus of mind or otherwise. Nevertheless contracting without seeing each 

other face to face is not a novel method, people in the past used Telegraph
73

 and they 

were deemed lawful subject to S. 4
74

  that deems communication complete when are 

put in transmission and out of hand of the sender. In the case of Entores v. Miles Far 

East
75

 It was held that …telex to be analogous to contracting face to face or over the 

telephone. This paves the way for the validity of electronic communication of 

contracts between parties from distances apart. 

 

i. Intention to Create Legal Relations 

In the contect of contract law, both parties must a clear, mutual understanding that 

they intend their agreement to be legally enforceable and subject to the leal 

requirements. An agreement is said to be a contract if it has an intention to create 

legal relations and must be distinguished from social and domestic agreements as set 

forth in Jones v. Padavatton
76

 were the Court held that: 
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“…the agreement was purely a domestic agreement which raises a 

presumption that the parties do not intend to be legally bound by 

the agreement…” 

 

 

It is the presumption of the law, that, the electronic contract contracted between 

parties manufacture an intention to create a legal relation between them to obtain 

protection of the law. 

 

ii. Offer and Acceptance  

An offer includes any statement express to do or abstain from doing something with 

a view to obtain an assent of the other to do or abstain.
77

 This means any statement 

can be termed as an offer if it entails terms which intend to establish legal obligation 

against the person who made it as it was celebrated in the case of Carlill v. Carbolic 

Smoke ball Company
78

. Therefore an offer would depends on specific case provided 

it expresses a reasonable term that intends to establish legal relationship. 

 

Nonetheless an offer should be separated from an invitation to treat; for instance 

advertisement for sale or display of goods in shop shelves, as it was in the case of 

Pharmaceutical Society of Great Britain v Boots Cash Chemists
79

 where it was held 

that the display of goods did not constitute an offer. On the other hand the law 

requires offer to be in clear terms
80

. There must be an intention to be bound by the 
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parties. An offer should also be distinguished from an invitation to treat
81

 and 

advertisement although some of the advertisement can be treated as offer as it was 

decided in Carbolic case (supra Pg. 27). 

 

Coming on the other part of agreement, acceptance. It is defined an assent to the 

offer whereby under section 2(b) of the Act
82

 that is to say offerees‟ assent must be 

communicated to the offeror according to the terms of the offer.
83

 It should be 

unconditionally and when acceptance indicates new terms to an offer it should be 

taken as counter offer subject to acceptance as it rebuff the original proposal. 

Additionally silence will not mean acceptance as decided in the case of Felthouse v 

Bindley
84

. However sometimes an offer can be by perfomamcne as in the Carbolic 

case (supra Pg. 27)
85

 whereby an offer was made to the public and its acceptance 

was by the way of performance as illustrated in Stella Masha v. Tanzania Oxygen 

Limited
86

 Whereby the court held that: 

“…in order for an acceptance to constitute an agreement, it must 

in every respect meet and correspond with the terms and 

conditions of the offer.” 

 
E-commerce consumers, on the other hand, face a challenge in providing a clear 

acceptance of offers presented to them by online vendors. Challenges arise due to the 
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distance between the parties involved and the potential defects in goods that might be 

delivered to the customer in the end. 

 

Contracts in the digital environment introduce various complexities due to the unique 

characteristics and challenges posed by the digital realm. The formation of a contract 

typically requires an offer and acceptance. In the digital environment, determining 

whether an offer has been made and whether acceptance has been communicated can 

be challenging.
87

 Communication may occur through electronic means, such as 

emails, instant messaging, or online platforms. Issues can arise regarding the timing, 

revocability, and reliability of these communications, leading to uncertainties in 

contract formation.
88

 Another aspect is Digital contracts often involve clickwrap and 

browsewrap agreements, where users are required to accept terms and conditions to 

access or use digital services. Clickwrap agreements require users to actively click or 

check a box to indicate their acceptance. Browsewrap agreements, on the other hand, 

display terms and conditions on a website without requiring explicit acceptance.
89

 

The enforceability of these agreements can be complex, as courts may scrutinize the 

prominence, clarity, and user awareness of the terms to determine their validity.
90

  

 

Digital platforms may offer services or incentives that require users to perform 

specific actions to accept the terms. These are known as unilateral contracts. 
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Challenges arise in determining whether the user's actions constitute acceptance and 

whether the terms of the contract are clear and effectively communicated.
91

 The 

dynamic nature of digital platforms, where terms can change or be updated, adds 

further complexity.
92

 Also Digital contracts may involve interactions with automated 

systems or algorithms, such as smart contracts or artificial intelligence-based 

platforms.
93

 Issues may arise regarding errors or biases in algorithms, accountability 

for decisions made by automated systems, and the need for human intervention or 

oversight,
94

 as in the case of the case of Cullinane v. Uber Technologies, Inc.,
95

 

where the court had to determine whether an arbitration clause in Uber's terms of 

service was enforceable against a user who had not physically signed the agreement, 

but had rather interacted with Uber's mobile app. The Court decided that “merely 

signing up for an Uber account and using the service did not constitute explicit 

acceptance of the arbitration clause. More affirmative action was required from the 

user”. Digital contracts often involve the collection, processing, and sharing of 

personal data. Compliance with data protection and privacy laws, can be complex.
96

  

 

Consumers may face challenges in understanding and accessing the terms and 

conditions of digital contracts as in the case of the case of Nguyen v. Barnes & Noble 

Inc.,
97

 which addressed the issue of how to properly provide notice and obtain 

consent for contractual terms in a digital environment and where the Court ruled that 
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the mere existence of a hyperlink to terms of use is not sufficient to put a reasonably 

prudent user on notice of those terms. Issues such as unfair contract terms, hidden 

fees, or misleading information can arise, necessitating robust consumer protection 

regulations and enforcement mechanisms. In the digital environment, contract 

performance and enforcement can encounter challenges. Parties may face difficulties 

in verifying and ensuring the performance of obligations, especially when dealing 

with remote or international transactions.
98

 

 

2.6 Problems E-commerce Consumer Face in Tanzania 

The e-commerce marketplace has changed dramatically over the recent decades, 

spurred by fast-moving digital innovation and new business models, increased 

Internet access and mobile connectivity, as well as the rise of online marketplaces as 

major channels for business-to-consumer and consumer-to-consumer online 

transactions
99

. However it is with this advancement, comes challenges that put 

consumers at risks of losing their money and/or time. There are number of legal 

issues in e-commerce that affects consumer directly. These issues are going to be 

discussed nect as follows; 

 

2.6.1 Security and Privacy Concern 

Security and privacy concerns are significant challenges for e-commerce consumers. 

Consumers may worry about the safety of their personal and financial information 
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when making online purchases. Issues such as data breaches, identity theft, and 

unauthorized access to sensitive information can erode consumer trust in online 

transactions.
100

 When engaging in online transactions, consumers entrust sensitive 

personal and financial information to e-commerce platforms and online retailers
101

 

i.e. information such as name, address, credit or debit card details, gender, birth date, 

ID, address, phone number and email addresses, personal income, credit card/ debit 

card details, and other necessary information for the transaction. This has prompted a 

number of fraudulent activities to e-commerce users as follows: 

a. Data Breaches: E-commerce platforms are attractive targets for cybercriminals 

due to the vast amount of personal information they store. Data breaches can 

result in unauthorized access to consumer data, including names, addresses, 

payment card details, and login credentials. This information can be used for 

identity theft, fraud, or sold on the black market.
102

 Privacy invasion usually 

occurs for two purposes, first to enhance customer satisfaction and to increase 

profitability. Businesses use the data collected to offer customers customised 

services or use them for "web lining", this is a situation where users are shown 

different prices based on the information submitted. Here, the user's profile will 

determine the price offered; wealthy users are charged more, while those who 

are not will be charged less
103

.  
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b. Identity Theft: E-commerce consumers are vulnerable to identity theft, where 

Fraudsters can use the stolen data (like Social Security numbers, addresses and 

card details) to create a synthetic ID and steal funds from accounts; take out 

loans; or create new credit lines in the name of the customer. 
104

. This can lead 

to financial losses, damaged credit scores, and significant inconvenience for the 

victims.
105

 This has been the main challenge for mobile users in the country to 

deal with i.e. people with malicious intent would register multiple sim cards 

only to use them to scum other via messages and false customer care calls. 

According to the Tanzania Comunication Regulatory Authority (TCRA) it 

recorded 12,044 fraud incident for the period January to March 2023.
106

 Though 

this figure has decreased a little it is still significant. The Regulator asserts that 

Tigo is leading at 34% of all fraud instances, Airtel comes second with 32% 

ahead of Vodacom 28% and TTCL 3%.
107

 Geographically the Rukwa region is 

Leading with 45% of all instances, Morogoro is second with 18% while Dar es 

salaam is third with 14% and followed by Mbeya with 7%.
108
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c. Phishing and Scams: Phishing attempts involve fraudulent emails, messages, 

or websites designed to deceive consumers into providing sensitive information. 

Scammers may impersonate legitimate businesses, requesting login credentials, 

credit card details, or other personal data. Consumers need to be cautious and 

verify the authenticity of communication and website addresses to avoid falling 

victim to such scams ( Liu &  Liu, 2012). Attackers may use these phishing 

emails that contain links that directs users to websites which collect personal 

information such as login credentials, or contain malicious attachment that can 

infect a system.
109

 

 

d. Lack of Transparency in Data Handling & Tracking and Profiling: 

Consumers may be concerned about how their personal information is collected,  

stored, and shared by e-commerce platforms.
110

 Privacy policies should clearly 

outline how data is handled, whether it is shared with third parties, and the security 

measures in place to protect consumer information. E-commerce platforms often 

use tracking technologies, such as cookies and web beacons, to  

collect data on consumer behavior, preferences, and browsing activities. Cookies 

extract information as a consumer browses through the internet.
111

 The e-commerce 

site usually sends these cookies to the consumer's computer, saving them on the hard 

drive. Thus, when a consumer revisits the e-commerce site, the site gets a 
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notification. In addition, these cookies monitor the consumer's activities on the 

website by studying the consumer's preferences and shopping patterns
112

 

 

2.6.2 Jurisdiction & Appropriate Dispute Resolution 

Jurisdiction, choice of law, and dispute resolution are significant challenges in the 

realm of e-commerce. As online transactions transcend geographical boundaries, 

determining the appropriate jurisdiction and applicable laws becomes complex.
113

 

Additionally, resolving disputes efficiently and fairly is crucial for maintaining trust 

and confidence in electronic commerce.
114

 Let's delve into each of these aspects in 

more detail: 

 

Jurisdiction: Jurisdiction refers to the authority of a court to hear and decide a case. 

In traditional brick-and-mortar commerce, jurisdiction is typically determined based 

on the physical location of the parties or the occurrence of the disputed event.
115

 

However, in e-commerce, the parties involved may be situated in different countries 

or even different continents. This raises questions like: Which court has the authority 

to hear the case? Is it the court where the buyer resides, the seller is located, or the 

server hosting the website is situated? Determining jurisdiction in e-commerce 

requires careful consideration of various factors, including the parties' locations, 

contractual agreements, and local laws.
116
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Choice of Law, the Choice of law refers to the selection of a particular jurisdiction's 

laws that will govern the contractual relationship between the parties. In e-

commerce, selecting the appropriate legal framework is vital for addressing issues 

such as contract formation, consumer protection, intellectual property rights, and 

liability. The choice of law can significantly impact the rights and obligations of the 

parties involved. However, determining the applicable law can be challenging due to 

the global nature of e-commerce transactions. It often involves analyzing conflicts of 

law rules and contractual provisions, which may vary across jurisdictions.
117

 

 

Dispute Resolution: Disputes arising from e-commerce transactions need to be 

resolved efficiently and effectively to maintain trust and ensure fair outcomes. 

Traditional dispute resolution mechanisms, such as litigation in courts, can be time-

consuming, expensive, and impractical in cross-border scenarios.
118

 Alternative 

dispute resolution (ADR) methods, such as arbitration and mediation, offer more 

flexible and expedited means of resolving e-commerce disputes. These methods 

allow parties to select neutral decision-makers, establish procedural rules, and 

achieve enforceable outcomes.
119

 Integrating ADR mechanisms into e-commerce 

platforms and contracts can enhance accessibility and streamline the resolution 

process. 
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To address these challenges, several initiatives have been undertaken at the 

international level. For instance, the United Nations Commission on International 

Trade Law (UNCITRAL) has developed the UNCITRAL Model Law on Electronic 

Commerce and the UNCITRAL Model Law on Electronic Signatures.
120

 These 

model laws provide a framework for harmonizing e-commerce legislation across 

jurisdictions, facilitating the recognition and enforcement of electronic contracts, and 

promoting uniform rules for jurisdiction and choice of law. 

 

Furthermore, organizations like the International Chamber of Commerce (ICC) have 

established rules and guidelines for online dispute resolution (ODR) to provide 

efficient mechanisms for resolving e-commerce disputes. ODR platforms leverage 

technology to facilitate communication, negotiation, and decision-making between 

parties, promoting faster and cost-effective resolutions.
121

 

Addressing these challenges necessitates international cooperation, the development 

of harmonized legal frameworks, and the integration of technology-driven dispute 

resolution mechanisms.
122

 By establishing clear rules and procedures, enhancing 

cross-border cooperation, and embracing innovative approaches, the e-commerce 

ecosystem can foster trust, facilitate transactions, and protect the rights of all parties 

involved. 
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2.7 Theories 

Consumer protection in the digital economy is governed by a range of theories and 

principles designed to ensure that consumers' rights are safeguarded in an 

increasingly complex and digital marketplace. Here are some key theories and 

frameworks: 

 

2.7.1  Information Asymmetry Theory 

This theory posits that markets function efficiently when all parties have access to 

relevant information. In the digital economy, there often exists a significant 

imbalance where businesses have more information about products and services than 

consumers. 

 

2.7.1.1 Implications for Consumer Protection 

 Regulations and policies are designed to ensure transparency and that consumers 

receive accurate, comprehensive, and understandable information about digital 

products and services. Examples include mandatory disclosure of terms and 

conditions, clear privacy policies, and product descriptions. 

 

2.7.2 Behavioral Economics: 

 This theory explores how psychological, cognitive, emotional, cultural, and social 

factors affect economic decisions. Consumers do not always act rationally and can be 

influenced by how choices are presented to them. 
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2.7.2.1  Implications for Consumer Protection 

 Laws and regulations may require that digital platforms design interfaces that protect 

consumers from manipulative practices, such as dark patterns, and provide default 

settings that favor privacy and consumer well-being. 

 

2.7.3 Contract Theory 

 This theory deals with the design and enforcement of contracts. In the digital 

economy, standard form contracts (like terms of service) often bind consumers. 

 

2.7.3.1  Implications for Consumer Protection 

There is a need for ensuring that these contracts are fair, understandable, and not 

overly burdensome to the consumer. This includes scrutinizing and potentially 

regulating terms of service and end-user license agreements. 

 

2.7.4  Market Failure Theory 

This theory suggests that markets do not always allocate resources efficiently on their 

own due to various reasons such as monopolies, externalities, or public goods. 

 

2.7.4.1  Implications for Consumer Protection 

Government intervention is justified to correct these failures. In the digital economy, 

this could mean anti-trust regulations, protection against monopolistic practices, and 

ensuring competition to benefit consumers. 
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2.7.5 Rights-Based Approach 

This approach focuses on the protection of fundamental rights, such as privacy, 

freedom of expression, and access to information. 

 

2.7.5.1 Implications for Consumer Protection 

Regulations like the General Data Protection Regulation (GDPR) in the EU enforce 

strict rules on how personal data is collected, stored, and used, thereby protecting 

consumers' privacy rights. 

 

2.7.6 Fairness and Equity Theory 

This theory emphasizes fairness and equitable treatment in transactions. Consumers 

should not be exploited or treated unfairly. 

 

2.7.6.1  Implications for Consumer Protection 

Policies aim to protect vulnerable consumers, prevent discriminatory practices, and 

ensure that all consumers have access to essential digital services. 

 

2.7.7 Product Liability and Safety 

This theory asserts that producers and sellers are responsible for the safety of their 

products. 

 

2.7.7.1 Implications for Consumer Protection 

Digital products and services, including software and hardware, must meet safety 

standards. Consumers should be protected from defective products and have avenues 

for redress. 
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2.7.8  Consumer Empowerment 

This approach focuses on enabling consumers to make informed choices and have 

control over their transactions. 

 

2.7.8.1  Implications for Consumer Protection 

Education initiatives, access to comparison tools, and enhanced digital literacy are 

key to empowering consumers in the digital marketplace. 

Each of these theories contributes to a comprehensive framework for consumer 

protection in the digital economy, guiding the development of laws, regulations, and 

policies to ensure that consumers can navigate the digital world safely and fairly. 

 

2.8  Conclusion 

This Chapter showcased how e-commerce has transformed the way consumer 

engaged in commercial transactions consequently presented new challenges for 

consumer protection. To ensure a safe and trustworthy digital marketplace, it is of the 

essence to address issues such as information asymmetry, trust, security and effective 

dispute resolution mechanism. By implementing robust legal framework, enhancing 

transparency, promoting collaboration among stakeholders and and leveraging 

technological advancement an environment of consumer protection can be fostered.  
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CHAPTER THREE 

 INTERNATIONAL AND REGIONAL INSTRUMENTS REGULATING 

CONSUMER PROTECTION IN THE DIGITAL ECONOMY 

3.1  Introduction 

The rapid growth of the digital economy has revolutionized the way individuals and 

businesses interact and conduct transactions. In this era of technological 

advancement, consumers are increasingly relying on digital platforms and services 

for various aspects of their daily lives, from shopping and banking to communication 

and entertainment.
123

  

 

Recognizing the need to safeguard consumer rights and interests in the digital realm, 

international and regional instruments have emerged to regulate consumer protection 

in the digital economy. This chapter focuses on the international and regional 

instruments that govern consumer protection. By examining the relevant international 

and regional instruments, this chapter seeks to shed light on the legal and regulatory 

landscape governing consumer protection in the digital economy in Tanzania. 

 

The chapter will then delves into the key international instruments that Tanzania has 

ratified or adhered to, such as the United Nations Guidelines for Consumer 

Protection,
124

 the World Trade Organization (WTO) agreements,
125

 International 
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Consumer Protection and Enforcement Agency (ICPEN), African Union Convention 

on Cyber Security and Personal Data Protection and the East Africa Community 

Competition Act 2006. These instruments play a crucial role in setting standards and 

principles for consumer protection across borders and provide a foundation for 

domestic legislation and enforcement mechanisms. 

 

3.2 International Instruments Regulating Consumer Protection 

A new consumer law framework is emerging at the International level, promoted by 

international and regional organizations (Durovic and Micklitz 2017) . the landscape 

has experience dramatic transformation, and consumer have been facing expanding 

range of challenges. Therefore the need of International bodies to come together to 

address the challenges arose. International organization have increasingly become 

involved in the development of consumer protection.
126

 

 

3.2.1 United Nations Guidelines on Consumer Protection (UNGCP) 

The United Nations Guidelines on Consumer Protection (UNGCP) serve as a 

fundamental framework aimed at promoting and safeguarding consumer rights 

globally.
127

 Established to enhance consumer welfare, these guidelines seek to 

address the evolving challenges posed by the rapid growth of the digital economy 
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and e-commerce. They emphasize the necessity of protecting consumers from 

exploitation and ensuring fair treatment in marketplace transactions (Benohr, 2020). 

 

3.2.1.1 Basic Principles of the UNGCP 

The UNGCP is built upon several core principles designed to promote consumer 

protection: Right to Safety: Consumers should be protected against hazards to health 

and safety.
128

 Right to Information: Consumers have the right to receive adequate 

and accurate information to make informed purchasing decisions; Right to Choose: 

Consumers should have access to a variety of products and services at competitive 

prices; Right to Redress: Consumers should have access to fair and timely 

compensation for misrepresentation or poor quality goods.
129

 Right to Consumer 

Education.
130

 Consumers should be educated about their rights and responsibilities. 

These principles are particularly significant in the context of the digital economy, 

where consumers often face challenges related to transparency, security, and data 

privacy.
131

 

 

3.2.1.2  Implementation of the UNGCP 

Implementation of the UNGCP varies across countries, often influenced by local 

legal frameworks and regulatory environments. Countries are encouraged to adopt 
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and adapt the guidelines to fit their unique economic, cultural, and social contexts. 

This may involve: 

Legislative Actions: Establishing laws that align with the UNGCP principles, 

ensuring consumer rights are protected in the digital marketplace.
132

 Institutional 

Frameworks: Creating or strengthening consumer protection agencies that can 

enforce regulations and provide support to consumers.
133

 Awareness Campaigns: 

Launching initiatives aimed at educating consumers about their rights and available 

resources.
134

 

 

In Tanzania, the integration of the UNGCP into national policies has been slow, 

primarily due to existing gaps in consumer protection laws that do not adequately 

address digital transactions. 

 

3.2.1.3  Challenges in Implementation 

Several challenges hinder the effective implementation of the UNGCP: the 

Guidelines are non binding meaning countries are  not obliged to adopt or implement 

them.
135

 Lack of Awareness: Both consumers and businesses often lack awareness of 

the guidelines, leading to insufficient adherence to consumer rights. Insufficient 

Legal Frameworks: Many countries, including Tanzania, struggle with outdated laws 

that fail to address the complexities of the digital economy. Resource Constraints: 
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Regulatory bodies may lack the necessary resources and capacity to enforce 

consumer protection laws effectively. Cross-Border Issues: The global nature of 

digital transactions complicates the enforcement of consumer protections, as laws 

vary significantly between jurisdictions. 

 

3.2.1.4 Benefits Achieved 

Despite these challenges, there are notable benefits from the UNGCP's 

implementation: Improved Consumer Awareness: Increased emphasis on consumer 

education has led to better-informed consumers who are more aware of their 

rights.
136

 Enhanced Trust in the Digital Market: By promoting fair practices and 

transparency, the UNGCP contributes to building consumer trust in digital platforms, 

essential for the growth of e-commerce. Framework for Policy Development: The 

guidelines provide a robust framework for governments to develop and reform 

consumer protection legislation, ensuring it remains relevant in the digital age.
137

  

 

In summary, while the UNGCP offers a comprehensive framework for consumer 

protection in the digital economy, its effectiveness in Tanzania is contingent upon the 

alignment of national laws with these principles, increased consumer awareness, and 

the capacity of regulatory bodies to enforce protections effectively.
138
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3.2.2  World Trade Organisation (WTO) 

The World Trade Organization (WTO) plays a crucial role in shaping international 

trade rules, which indirectly impacts consumer protection. The rationale behind 

WTO regulations is to promote free and fair trade among member countries, thereby 

fostering economic growth and ensuring that consumers benefit from a competitive 

marketplace.
139

 By establishing a framework for trade, the WTO aims to eliminate 

barriers that could disadvantage consumers, such as tariffs and quotas, thus 

enhancing access to a broader range of goods and services.
140

 

 

3.2.2.1  Basic Principles of the WTO Instrument 

The WTO operates on several core principles that are pertinent to consumer 

protection: Most-Favored-Nation (MFN) Treatment: This principle requires that any 

favorable trading terms offered by one WTO member to another must be extended to 

all other members.
141

 This ensures that consumers have equal access to products 

from different countries without discrimination. National Treatment: Once goods 

have entered a market, they should be treated equally to domestically produced 

goods.
142

 This prevents local businesses from receiving preferential treatment, 

thereby ensuring that consumers can choose from a diverse range of products.
143

 

Transparency: Members are required to publish their trade regulations and practices, 
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allowing consumers to be informed about the products available to them and the 

standards they must meet.
144

 

 

Protection of Public Health and Safety: The WTO allows for measures that protect 

consumers from risks to health and safety, as long as these measures do not 

constitute unjustifiable barriers to trade.
145

 

 

3.2.2.2  Implementation of the WTO Instrument 

The implementation of WTO principles occurs through various agreements, such as 

the Agreement on Technical Barriers to Trade (TBT) and the Agreement on Sanitary 

and Phytosanitary Measures (SPS).
146

 These agreements guide member countries in 

establishing standards that protect consumers while facilitating trade.
147

 Countries are 

required to notify the WTO about their regulations and standards, which fosters a 

collaborative approach to consumer protection.
148

 However, the effectiveness of 

these implementations varies significantly between developed and developing 

nations, often influenced by their economic capabilities and resources.
149
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3.2.2.3  Challenges in Implementation 

While the WTO plays a significant role in international trade regulations, it does 

have some limitation in effectively protecting online consumers. The WTO‟s 

jurisdiction is limited to trade related matters between member countries. It does not 

have direct authority over domestic consumer protection laws and regulations.
150

 On 

the other hand, while the WTO‟s dispute settlement mechanism provides a means for 

resolving trade disputes, its enforcement mechanism are limited
151

 the available 

remedies typically involve authorized imposition of retaliatory trade measures, which 

may not directly address the harm caused to individual online consumers or provide 

adequate compensation for losses suffered.
152

 Furthermore, the WTO‟s primary focus 

on trade liberalization and ensuring fair competition, rather than specific consumer 

protection in the online environment.
153

 As a result there may be gaps in addressing 

issues such us privacy, data protection and cyber security. Lack of Awareness: 

Consumers in many regions are often unaware of their rights under WTO 

agreements, which diminishes the effectiveness of the protective measures in place. 

 

3.2.2.4  Benefits Achieved 

Despite the challenges, several benefits have emerged from the implementation of 

WTO principles regarding consumer protection: 
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Increased Market Access: Consumers benefit from a wider variety of goods due to 

reduced trade barriers, enhancing competition and potentially lowering prices.
154

 

Enhanced Product Standards: The emphasis on transparency and standardization 

under WTO agreements encourages countries to adopt better product safety and 

quality standards, ultimately benefiting consumers.
155

 International Cooperation: The 

WTO framework fosters collaboration among member countries, which can lead to 

improved consumer protection laws and practices through shared knowledge and 

resources.
156

 

 

In summary, while the WTO's influence on consumer protection is indirect, its 

principles and agreements significantly shape the landscape of international trade and 

consumer rights. The ongoing challenge remains in ensuring that these frameworks 

are effectively implemented, particularly in developing nations, to truly enhance 

consumer protection in the digital economy. 

 

3.2.3  International Consumer Protection and Enforcement Network (ICPEN) 

The International Consumer Protection and Enforcement Network (ICPEN) is a 

global network of consumer protection authorities from over 70 coutries in the 

world.
157

 It aims to enhance cooperation among member countries and promote 

effective enforcement of consumer protection laws, including those related to online 
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transactions. ICPEN is an excellent example of an informal way to establish a 

pathway for cooperation among consumer protection authorities and a forum for 

multistakeholder dialogue
158

 

 

ICPEN operates based on several core principles: Cooperation: Member countries 

collaborate to share information and best practices, enhancing their ability to combat 

consumer fraud.
159

 Consumer Empowerment: The network aims to empower 

consumers with knowledge about their rights and the tools to seek redress.
160

 

Harmonization: ICPEN promotes the harmonization of consumer protection laws and 

practices among member states to create a more predictable and safe environment for 

consumers Durovic (2020, Pg 136). 

 

ICPEN supports the digital economy Consumer Protection through  handling and 

resolution of cross-border consumer complaints related to online transactions. It 

provides mechanisms for consumers to report scams, fraudulent practices, and other 

issues they encounter while conducting online business with companies from other 

countries.
161

 ICPEN member countries work together to address these complaints, 

investigate the alleged violations, and assist consumers in seeking redress. To achive 
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this, two prevailing instruments are identified for such purpose; the Sweep Actions 

and development of the internet platform of www.econsumer.gov.
162

  

 

Sweep Actions perfomed by ICPEN identify suspicious website to be used to 

prosecute the traders behind such websites by the relevant National Authority or for 

educational purpose.
163

 ICPEN International Internet Sweeps is a global initiative of 

National Consumers Agencies with the aim of protecting and securing the confidence 

of consumers in e-commerce.
164

 whereas the Internet platform www.econsumer.gov 

website enables the easy reporting of the international scams online.  

 

Futhermore, ICPEN facilitates the sharing of information and best practices among 

member countries.
165

. By sharing knowledge and experiences, member countries can 

enhance their understanding of online consumer protection challenges and develop 

effective strategies to address them.
166

 The Network encourage maintaining  regular 

contact, in particular by means of atleast one annual conference, and exchange of 

views.
167

 The Network further emphasizes on cooperational at an operation level in 

preventing market malpractices as they arise. Participating Organisation should 

endeavor to help each other subject to national law.
168
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Also, ICPEN  encourages member countries to cooperate in cross-border 

enforcement actions. Online consumer protection issues often involve businesses 

operating in multiple jurisdictions. Through coordinated efforts, ICPEN member 

countries can share information, conduct joint investigations, and take enforcement 

actions against fraudulent or deceptive online businesses that operate across 

borders.
169

 This cooperation helps ensure that online consumers are protected 

regardless of the geographical location of the businesses they interact with.
170

 

 

3.2.3.1  Shortcoming of ICPEN 

Although ICPEN has a significant number of member countries, it does not include 

all nations.
171

 This limited membership means that not all countries are actively 

participating in the Network‟s innitiatives, which can hinder its effectiveness in 

tackling global consumer protection challenges.
172

 In Addition to that, ICPEN 

primarily focuses on cross-border consumer protection cases.
173

 However plenty of 

cases occur within national borders and ICPEN‟s jurisdiction does not extend to 

cover these domestic issues.
174

 Last but not least, the enforcement capability of 

member agencies varies widely across diferrent countries.
175

 Some consumer 

protection agencies may have robust legal framework, resources, and enforcement 
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powers while others lack staff and necessary tools to effectively enforce consumer 

protection laws. 

 

3.2.4  African Union Convention on Cyber Security and Personal Data 

Protection 

The African Union Convention on Cyber Security and Personal Data Protection aims 

to establish a comprehensive legal framework to enhance cybersecurity and protect 

personal data across African nations. In an era where digital transactions are 

increasingly prevalent, the need for a robust framework to safeguard consumers' 

rights and privacy has become paramount. This instrument addresses the growing 

concerns regarding cyber threats, data breaches, and the misuse of personal 

information, which are critical issues in the context of the digital economy.
176

 

 

The Malabo Convention is applicable to all proceedings carried out in the territory of 

a member state.
177

 The convention further applies to any processing, collection, 

transmission, storage or use of personal data by a natural person, the state, local 

communities, public or private corporate bodies.
178

  The Convention also applies to 

both automated and manual processing of data contained in or meant to be part of a 

file.
179

 Nonetheless the Malabo Convention is not applicable to data processing 

undertaken for personal or houseold activities subject to Article 9(2)(a) of the 

convention. 
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The Malabo Convention is relevant to digital economy Consumer Protection in 

various means such as it  establishes a comprehensive legal framework for the 

protection of personal data ensuring that individuals‟ personal information is 

collected, processed and stored in a lawful, transparent  and fair manner.
180

 This is 

why it is now customary to for Data Protection instruments to establish a special 

regime for Data Export.
181

 

 

In Cyber security the Malabo Convention recognizes the increasing threat of cyber-

attacks and aims to enhance cybersecurity across the continent.
182

 It promotes the 

adoption of cybersecurity measures by organisations, including the implementation 

of adequate technical and organizational safeguards. It establishes guideline for 

incident reporting, incident response and cooperation between stakeholders in the 

event of cybersecurity breach.
183

 The Convention further illustrate that, each state 

party shall undertake to provide leadership for the development of the Cyber Security 

Culture within its borders. 
184

 in addition to that each state party shall develop public-

private partnership as model to engage industry, the civil society and academia in the 

promotion and enhancement of a culture of cyber security.
185

 The convention also 

emphasizes on the vitality of member states to establish appropriate institutional 

mechanism responsible for cyber security governance.
186
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In Consumer rights the Malabo Convention recognizes consumers‟ rights in digital 

environment, including the right to access, rectify, and delete their personal data.
187

 It 

prohibits the unauthorized or unlawful processing  of personal data, ensuring that 

consumers have control over their personal information.
188

 It promotes transparence 

and accountability by requiring organizations to to provide clear and concise 

information about their data practices, including privacy policies and term of 

service.
189

 

 

Also, the Malabo Convention addresses the challenges of cross-border data flows, 

recognizing that personal data often crosses borders in the digital age. It establishes rules for 

the transfer of personal data outside of the African Continent, ensuring that adequate 

safeguard are in place to protect the data.
190

 It promote international cooperation and mutual 

assistance between African Countries to effectively enforce and implement the convention. 

For the enhancement of its objectives the Malabo convention emphasizes the importance of 

capacity building in the areas of cyber security and data protection. It encourages member 

state to develop and implement national cybersecurity and data protection strategies, policies, 

and legislation.
191

 It supports the sharing of knowledge, expertise, and resources among 

countries to enhance their abilities to protect consumers rights in the digital age.
192

 

 

3.2.4.1 Shortcoming of the Malabo Convention 

The Malabo Convention is a witness that Africa as a whole has come to terms with 

the realities of the digital age by confronting emerging human rights challenges. 
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Nonetheless the Convention still posses a number of issues that may hinder effective 

realization of the objective of the convention. These problems can be explained as 

follows: 

 

First, and foremost, the convention itself is extremely broad in scope.  Acoording to 

(Abdulrauf and Fombad, 2014. Pg. 19) the convention is a commercial at the same 

time, human rights and criminal instrument. The incorporation of these various 

subject matters into a single legal document has implications for the effective 

structuring of the document. Further to that, cybercrime often transcends national 

boundaries, requiring robust international cooperation to combat it effectively. While 

the convention encourages cooperation among member states, it does not explicitly 

address cooperation with non member states or international organisations.
193

 

Enhancing collaboration with external entities and aligning efforts with other 

international frameworks could strengthen the convention‟s impact.
194

 

 

3.2.5 The East Africa Community Competition Act, 2006 

The East Africa Community Competition Act, 2006 is a significant piece of 

legislation enacted by the East Africa Community (EAC) to promote fair competition 

and promote consumers within the member state of the regional bloc. Given the 
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increasing digitization of markets, the Act seeks to address challenges posed by 

digital platforms, ensuring that consumers are protected from monopolistic behaviors 

and unfair trade practices It forbids unfair trade practices, false or misleading 

advertising, and deceptive conduct that could harm consumers.  

 

The Act was developed with the objective of enhancing economic integration, 

forstering market efficiency, and safeguarding consumer welfare.
195

 It recognizes the 

importance of competition in driving innovation,
196

 efficiency and productivity in 

markets, ultimately benefiting consumers and promoting economic growth.
197

 By 

addressing anti-competitive practices, abuse of dominant positions, and regulating 

mergers and acquisitions, the East Africa Community Competition Act aims to create 

a competitive and dynamic business environment, protects consumer interests, and 

contribute to the economic development and intergration of the Community member 

States.
198

 

 

Basic Principles of the Instrument 

The Act is founded on several key principles: (1) Promotion of Fair Competition: It 

aims to prevent practices that restrict competition, such as cartels and abuse of 

dominant positions.
199

 (2) Consumer Protection: By ensuring competitive markets, 

the Act indirectly protects consumers from inflated prices and poor-quality goods 
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and services.
200

 (3) Regional Cooperation: The Act encourages collaboration among 

member states in enforcing competition laws and sharing information on anti-

competitive practices.
201

 

 

Furthermore the Act has incorporated consumer protection provisions to safeguard 

the interests of consumers.
202

 It prohibits deceptive marketing practices, false 

advertising, unfair trade practices, and the supply of unsafe or substandard goods and 

services.
203

 These provisions aim to ensure that consumers receive accurate 

information, have acces to safe products and services and are protected from 

fraudlent or unfair business practices.  

 

The Act as well empowers the competition authority to conduct market investigation 

and inquiries to asses the state of competition in specific sectors or markets.
204

 This 

enables the authority to identify any anti-competitive behavior, market failure or 

consumer harm. The finding from these investigations can lead to corrective 

measures, such as imposing fines, issue warnings or recommending policy changes 

to protect consumer interests.
205

 

 

Finally the Act encourages collaboration between the competition authority and other 

consumer protection agencies within the EAC member States.
206

 This cooperation 
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ensures a comprehensive approach to consumer protection, leveraging the expertise 

and resources of relevant agencies to address consumer concern effectively. It is 

important to note that the effectiveness of the Act in protecting consumers depend on 

its implimentantion and enforcement by the competition authority of the member 

state.
207

 

 

3.2.5.1 Challenges of Implimenting the Act 

While the Act plays a significant role towards promoting fair competition and 

consumer welfare within the East Africa community, it still exhibits certain shortfalls 

that can affect its effectiveness. The shortfalls are explained down here below; 

First and foremost, the Act was enacted in 2006, and since then, market dynamics 

and technological Advancements have rapidly evolved. The can not fully capture 

emerging challenges relating to digital markets, platform economies, and new 

business models. In addition to that the Act faces the challenge of limited 

enforcement capacity of the East African Competition Authority and National 

Competition Authorities within member states.
208

 Likewise limited awareness and 

understanding of the Act‟s provisions among businesses, consumers and even some 

government officials undermines the Acts effectiveness. Addressing these challenges 

requires concerted effofts from the Eeast Africa Competition Authorities and all 

related departments. 
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3.3 Recommendations basing on International and Regional Instruments 

The government should review existing laws, policies and practices on surveillance, 

biometric data collection, encryption and data localization to ensure they comply 

with the data protection principles in the Guidelines by the African Union 

Convention on Cyber Security and Personal Data Protection. Under the Data 

Protection law, Tanzania should establish an independent data Protection Authority 

that is not answerable to another statutory body and whose leaders are appointed 

through a transparent and competitive process. 

 

Also, Civil society actors should increase its effort to document violation of the right 

to privacy and use them for awarenesscreation and advocacy for progressive data 

governance practices. On the other hand, technology companies and other data 

controllers should implement privacy and data protection policies and best practices 

in their handling of consumers data. Lastly is  by establishing an efficient and 

accessible Online Dispute Resolution mechanism to help speed and resolve consumer 

disputes in e-commerce. the system will facilitate fast and cost effective resolution of 

disputes, promoting trust and confidence in online transaction. 

 

3.4 Conclusion 

The chapter has revealed that the regime of digital market consumer protection 

worldwide and Tanzania in particular has introduced various legal and regulatory 

challenges that need to be resolved. In order to harmonise the situation in the 

country, the guidelines provided by the international standard setting bodies and 

model laws have proved to be very useful in the making of legal framework for 
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digital market consumer protection. For example Tanzania adopted the UNICITRAL 

model law and SADC model law in the construction of the Electronic transaction Act 

of 2015. By considering the international instruments regarding digital market 

consumer protection, the legal and regulatory framework that can best fit in the 

current situation.  
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CHAPTER FOUR 

 EXPERIENCE FROM OTHER JURISDICTION: LESSON FOR 

TANZANIA 

4.1  Introduction 

In the current global economy, with highly concentrated markets, competition policy 

is even more relevant to create an enabling business environment and provide 

opportunities for start-ups and small and medium-sized enterprises
209

. As business 

and consumers increasingly engage in online commerce it becomes imperative to 

examine experiences from other jurisdictions, that have significant strides in e-

commerce consumer protection. Kenya and South Africa have demonstrated 

commendable efforts in recognizing the unique challenges posed by the digital 

economy and enacting legislation to safeguard consumer interests.
 
 This chapter 

explores the legal framework and regulatory mechanism implemented in Kenya and 

South Africa to address e-commerce and consumer protection. It explores Consumer 

Rights and Practices and challenges and future outlooks. 

 

4.2 Kenya  

Consumer protection, the institutional framework, and practices in the digital 

economy in Kenya have seen significant development and progress.
210

 The country 

has taken substantial steps to establish a comprehensive framework for consumer 
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protection in the digital sphere. Here is an overview of the current situation regarding 

consumer protection in the digital economy in Kenya: 

 

4.2.1 Kenya Legal Framework 

The Kenyan Constitution of 2010
211

 includes provisions that protect consumer rights, 

including the right to fair information, protection from unfair trade practices, and the 

right to consumer education. It is therefore compulsory to pass laws that protects 

consumer affairs. Kenya has specific legislation and regulations that address 

consumer protection in the digital economy. This includes laws on electronic 

transactions, electronic signatures, consumer rights in online transactions, and 

protection against cybercrime.
212

 These laws are: 

 

4.2.1.1  Communications (Electronic Transactions) Regulations, 2009 

The Communications (Electronic Transactions) Regulations, 2009 were established 

to create a legal framework that facilitates electronic transactions while protecting 

consumers in the digital marketplace. The rapid adoption of digital technologies and 

e-commerce necessitated regulations that address issues such as authentication, data 

integrity, and consumer rights. The rationale behind these regulations is to enhance 

the legal recognition of electronic transactions, thereby fostering confidence among 

consumers and businesses in engaging with digital platforms.
213
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The Regulations are based on several key principles: (1) Legal Recognition of 

Electronic Transactions: Establishing that electronic signatures and records have the 

same legal standing as their paper counterparts.
214

 (2) Consumer Protection: Ensuring 

that consumers are informed about their rights and that businesses are held 

accountable for compliance with the regulations.
215

 (3) Data Security and Privacy: 

Mandating that businesses implement adequate measures to protect consumer data 

from unauthorized access and breaches.
216

 The regulations further establish rules for 

the creation, storage, and retention of electronic records in electronic transactions.
217

 

They also require organizations to provide clear and accurate information about their 

products and services in electronic transactions, including pricing, terms and 

conditions, and refund policies.
218

 

 

4.2.1.2 The Small Claims Court Act, Cap 10A (R.E. 2002) 

The Small Claims Court Act was established to provide a simplified and expedited 

mechanism for resolving minor disputes, particularly those involving consumer 

claims. The rationale behind this Act is to make justice accessible for individuals 

who may not have the resources or ability to navigate the formal judicial system for 

small claims. By creating a dedicated forum for such disputes, the Act aims to 

enhance consumer protection, offering a timely resolution to issues related to goods 
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and services..
219

 The Small Claims Court deals with a wide range of disputes, 

including but not limited to contractual matters, debts, property damage, landlord-

tenant disputes, consumer complaints, and professional negligence claims.
220

 The Act 

emphasizes a simplified procedure that encourages parties to represent themselves 

without the need for legal representation.
221

 The Act encourages the use of mediation 

and conciliation to resolve disputes in a non-adversarial manner.
222

  

 

4.2.1.3  The Competition Act
 
 

The Competition Act was enacted to promote fair competition and prevent anti-

competitive practices in the marketplace.
223

 The rationale behind this legislation is to 

protect consumers from monopolistic behaviors and unfair trade practices that can 

lead to higher prices, reduced choices, and substandard goods and services.
224

 By 

fostering a competitive environment, the Act aims to enhance consumer welfare and 

stimulate economic growth while primarily focused on competition issues, the Act 

establishes mechanisms for redress and dispute resolution, and promotes consumer 

education and awareness.
225
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4.2.1.4  The Consumer Protection Act 

Is a key legislation that specifically focuses on protecting consumer rights and 

interests across various sectors, including e-commerce.
226

 The Act provides a 

comprehensive framework for ensuring fair and transparent business practices,
227

 

promoting consumer welfare, and addressing specific challenges faced by e-

commerce consumers.
228

 It requires e-commerce businesses to provide clear 

descriptions, specifications, pricing, terms and conditions, and any other relevant 

information that enables consumers to make informed decisions.
229

 Furthermore it 

prohibits misleading or deceptive conduct, false claims, false advertising,
230

 and 

unfair contract terms.
231

 The Act establishes mechanisms for consumer redress in 

cases of disputes or grievances arising from e-commerce transactions.
232

 Moreover 

the Act mandates the Consumer Protection Advisory Committee to promote 

consumer education programs and campaigns to enhance consumer awareness, 

knowledge, and understanding of their rights and responsibilities in e-commerce 

transactions.
233

 

 

4.2.1.5 The Data Protection Act of 2019  

Establishes regulations for data protection and privacy, which are crucial in the 

digital economy. The Data Protection Act of 2019 establishes regulations for the 
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collection, processing, storage,
234

 and use of personal data. The Office of the Data 

Protection Commissioner (ODPC) oversees the implementation and enforcement of 

data protection regulations.
235

 The Act gives effect to Article 31(c) and (d) of the 

Constitution of Kenya right to privacy. In addition to that, the Act forbid transfer of 

data outside Kenya, unless there is proof of adequate data protection safeguards or 

consent from the data subject.
236

 Further to that, the Act confers rights to data subject 

to object, correct or delete false or misleading data about them.
237

 the Act also 

establishes the conditions for the transfer of data outside of Kenya to be within the 

limit of the Act.
238

 Moreover it establishes a redress mechanism for unsatisfied data 

subject
239

 and confer the power to investigate and enforce decision to the Data 

Commisioner.
240

 

 

4.3 South Africa 

South Africa has done a commendable job in providing a robust legal and regulatory 

framework for the protection of consumers under e-commerce. The principal laws 

regulating e-commerce in South Africa are the Protection of the Personal Information 

Act, the Electronic Communications and Transactions Act, and the Consumer 

Protection Act and its Code. This study will outline how these laws protects e-

commerce consumers. 
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4.3.1 The Protection of Personal Information Act 2013 (POPIA) 

South African has enacted the POPIA to facilitate the protection of citizens' data by 

providing minimum requirements for collecting, processing, storing, and sharing 

personal data.
241

 The rationale behind POPIA is to provide a legal framework that 

ensures the responsible processing of personal data, protecting individuals from 

misuse, unauthorized access, and breaches of privacy. As digital transactions and 

online services become commonplace, the need for robust data protection measures 

has become increasingly critical to maintain public trust and consumer confidence in 

digital environments.The Act provides for data to be processed lawfully,
242

 the right 

to be notified where their data is collected for processing,
243

 the right to object to 

their data being processed,
244

 the right to file complaints to a regulator
245

 or institute 

an action,
246

 where their rights under the Act have been breached.  

 

The Act establishes the Information Registrar as the body responsible for 

implementing the act.
247

 It is responsible for educating the populace on data 

protection and ensuring compliance with the Act's provisions.
248

 In addition, the Act 

mandates the Information Registrar to establish an enforcement committee 

responsible for the determination of issues arising from the breach of the provisions 
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of the Act.
249

 The Act allows data subject to submit its complaints to the Information 

Registrar for breach of their privacy rights.
250

 The Act permits the Information 

Registrar to refer the complaints to other agencies where the Information Regulator 

believes the complaint is within the expertise of another agency.
251

 Organisations has 

a duty to appoint an Information Officer that will encourage compliance with the Act 

within the organisation.
252

  

 

4.3.2 The Electronic Transactions and Communications Act 2002 (ETCA)  

This law was enacted  in 2002 due to the rapid growth of electronic transactions 

within the country. The ETCA recognises electronic contracts and signatures as 

having the same legal status as their traditional equivalent.
253

 Therefore, businesses 

are obliged to disclose its legal name, physical address, emails and membership 

organisation.
254

 Further to that, businesses are required to give consumers the 

opportunity to review the entire transaction and correct mistakes before completing 

the transaction.
255

 The Act makes it compulsory for businesses to use secure payment 

methods in line with the minimum standards required in South Africa unless 

otherwise, it will be liable for any loss suffered by the consumer.
256

 The Act also 

provides  for the protection for the storage and processing of consumers' data.
257
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moreover, it makes provision for cybercrimes
258

 and the appointment of cyber 

inspectors to implement the provisions on cybercrimes.
259

 Under the ETCA, 

consumers have a "cooling off" period where they are allowed to cancel as 

transaction without reason
260

 subject to the Act‟s conditions.
261

 In addition, where a 

consumer has already made a payment, the consumer is entitled to a refund within 30 

days from the date of cancellation. 

 

4.3.3 The Consumer Protection Act 2008 

The South Africa Consumer Protection Act (CPA) was enacted to protect both 

traditional and online consumers. The CPA recognises the idiosyncrasies of online 

transactions, thus, it provides that issues such as the delivery rights of consumers and 

cooling of periods for online consumers.
262

 the CPA, provides further that, delivery 

must be done at the time agreed. Unlike the previous Act in (4.3.2), the cooling 

period under the CPA is five days.
263

 Nevertheless The CPA establishes the National 

Consumer Commission responsible for the implementation of its provisions.
264

 The 

CPA also provides a plethora of options for consumers to seek redress. Consumers 

can seek redress by filing complaints to the Commission or the Tribunal on 
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Consumer Protection directly.
265

 Consumers can also explore Alternative Dispute 

Resolution Mechanisms such as Mediation, Conciliation or Ombudsmen.
266

  

 

To deal with consumer problems, South African government has established the 

Consumer Goods and Services Ombud (CSGO) 
267

 to receive complaints, carry out 

investigations and make recommendations. Such recommendations will be submitted 

to the Consumer Tribunal or a High Court to convert this into a consent judgment 

where the parties agree. The CGSO can also conduct mediation where the parties 

agree for this to happen. They are also to refer complaints that can be dealt with more 

appropriately by other agencies.
268

 

 

4.4 Conclusion 

Kenya and South Africa have made significant progress in establishing a 

comprehensive framework for consumer protection in the digital economy in Africa. 

The two countries have specific legislations, institutions, and practices in place to 

protect consumers in online transactions. However, on-going efforts are needed to 

strengthen enforcement mechanisms, enhance cyber security measures, and adapt to 

technological advancements to ensure robust consumer protection in the digital 

sphere. 
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CHAPTER FIVE 

 LEGAL FRAMEWORK GOVERNING DIGITAL ECONOMY IN 

TANZANIA 

5.1 Introduction 

The digital economy has become a significant driver of economic growth and 

innovation in Tanzania and worldwide at large.
269

 As technology continues to grow 

and transform traditional industries, it is crucial to establish a robust legal, strategies 

and regulatory framework to govern the digital economy. This chapter aims to 

explore the strategies, policy and legal landscape governing the digital economy in 

Tanzania i.e. Legislation Policies and Strategy related to Data Protection and privacy, 

electronic transactions, cybersecurity, competition and consumer protection. Further 

to that, this chapter will explore the roles and responsibilities of regulatory bodies 

and agencies involved in digital economy.  

 

5.2  Tanzania Legal Framework  

The right of consumer protection are primarily enshrined in the Constitution of the 

country.
270

 The Constitution provides for the right to; fair treatment, right to 

information, healthy and safety, right to redress and right to privacy.
271

 It is therefore 

compulsory to pass laws that protects consumer affairs. Tanzania has made huge step 

in passing laws that protects consumers. It is therefore compulsory to pass laws that 

protects consumer affairs. In Tanzania these laws are: 
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5.2.1  The Electronic Transactions Act No.13 of 2015 

The Electronic Transactions Act No. 13 of 2015 was enacted to provide a legal 

framework for electronic transactions in Tanzania, reflecting the growth of digital 

commerce and the need for a regulatory environment that supports it.
272

 The rationale 

behind this legislation is to ensure that electronic transactions have the same legal 

standing as traditional paper-based transactions, thereby fostering confidence among 

consumers and businesses in using digital platforms.
273

 This Act aims to address 

issues such as authentication, data integrity, and consumer rights, facilitating the 

growth of the digital economy.
274

 Nonetheless Many consumers and businesses may 

not fully understand the provisions of the Act, which can limit its effectiveness in 

protecting rights and ensuring compliance. Second, Regulatory bodies face 

challenges related to staffing and funding, affecting their ability to monitor 

compliance and enforce the Act effectively. Third, The fast pace of technological 

advancements in digital transactions create gaps in the regulatory framework, making 

it difficult to address emerging issues effectively. 

 

5.2.2  The Cybercrimes Act, 2015 

This is a “penal statute intended to deter and discourage privacy and data protection 

abuses.
275

 The Cybercrimes Act applies to offences committed within the United 

Republic of Tanzania,
276

 including on vessels or aircrafts registered in” Tanzania.
277
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The Act criminalizes fraudulent activities commitied online i.e. identity theft,
278

 

phishing, online scams, electronic forgery,
279

 unauthorized use of electronic 

document or records, hacking and other forms of data breaches. Further to that, it 

protects consumers from cyber harassment, online bullying and threats.
280

 In 

addition, it provides legal provisions to prosecute individuals or groups involved in 

defrauding e-commerce consumers.
281

 It plays a crucial role in protecting e-

commerce consumers as the main part in digital economy by addressing various 

forms of cybercrime and establishing legal mechanism for their prosecution. By 

deterring and punishing cybercriminal activities, the Act promotes a safer and more 

secure e-commerce environment, enhancing consumer confidence in online 

transaction.  

 

5.2.3 The Electronic and Postal Communications Act No.3 of 2010 (EPOCA) 

The Act promote consumer protection in electronic transactions. It mandates service 

providers to uphold consumer rights and provide transparent information about 

goods, services, pricing, terms, and conditions. a framework for telecommunication 

sector hence implementing e-government practices in the country.
282

  Moreover the 

Act imposes obligations on service providers to implement appropriate security 

measures to safeguard consumers' personal and financial information.
283

 This helps 

prevent unauthorized access, interception, or manipulation of data during e-
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commerce transactions. On the other hand, EPOCA prohibits unfair trade practices in 

electronic communications, including deceptive advertising, misleading 

representations, and unfair contract terms.
284

  It establishes mechanisms for the 

resolution of disputes related to electronic communications. ensures that e-commerce 

consumers have avenues for resolving any conflicts or grievances that may arise 

during their online transactions. EPOCA regulates the licensing and operation of 

service providers involved in electronic communications and e-commerce.
285

 It 

establishes requirements and standards that service providers must adhere to, 

ensuring their reliability, trustworthiness, and compliance with consumer protection 

measures.
286

 This helps create a more secure and reliable e-commerce environment 

for consumers. 

 

5.2.4 The Electronic Money Regulations 2015  

The Electronic Money Regulations of 2015 is a BOT regulation which is 

administered by the Bank of Tanzania (BOT). It is the regulation that provides the 

procedure for granting and refusal of licenses.
287

 The Bank here also supervises the 

non-financial institutions together with financial institutions and their agents in order 

to oversee all their operations.
288

 These regulations requires service providers to 

disclose clear and accurate information about their services, fees, terms, and 
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conditions to consumers.
289

 It further requires electronic money issuers implementing 

robust security protocols, encryption, and fraud prevention mechanisms to safeguard 

consumer funds and personal information.
290

 Also requires providers to have clear 

and accessible procedures for handling consumer complaints and grievances.
291

 This 

ensures that consumers have recourse in case of any disputes or issues that may arise 

during their electronic money transactions.
292

 Also Providers must meet specific 

criteria and obtain licenses from the relevant regulatory authority, such as the Bank 

of Tanzania,
293

 and finally the regulations empower regulatory authorities to monitor 

and enforce compliance with electronic money regulations.
294

 

 

5.3  Strategy and Policies 

Tanzania has implemented various policies and strategies to govern the digital 

economy and promote its growth. These policies and strategies provide a framework 

for regulating digital activities, encouraging innovation, and addressing challenges in 

the digital realm. Here are some of the key policies and strategies governing the 

digital economy in Tanzania. 

 

5.3.1 Tanzania Digital Economy Strategic Framework 2024 - 2034 

The Tanzania Digital Economy Strategic Framework 2024 - 2034 was developed in 

response to the increasing importance of digital technologies in driving economic 
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growth and enhancing service delivery.
295

 The rationale behind this framework is to 

create a cohesive strategy that leverages digital transformation to improve public 

services, boost economic productivity, and enhance consumer engagement. It aims to 

address the challenges posed by a rapidly changing digital landscape and ensure that 

all citizens can benefit from digital innovations while protecting their rights and 

Basic Principles of the Instrument. 

 

The framework is based on several fundamental principles as follows; (1) Inclusivity: 

ensuring that digital transformation benefits all segments of society, including 

marginalized and underserved communities, to promote equitable access to digital 

services.
296

 (2) Consumer Protection: Prioritizing the protection of consumer rights in 

digital transactions and ensuring that individuals are safeguarded against fraud and 

exploitation.
297

 (3) Data Privacy and Security: Emphasizing the need for robust data 

protection measures to secure personal information and maintain consumer trust in 

digital platforms.
298

 (4) Collaboration and Stakeholder Engagement: Encouraging 

partnerships between government, private sector, and civil society to foster 

innovation and address challenges in the digital economy.
299
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Overall, the Tanzania Digital Economy Strategic Framework 2024-2034 takes a 

multifaceted approach to ensuring the protection and empowerment of digital 

economy consumers through policy, infrastructure, and capacity-building initiatives. 

 

5.3.2 The National ICT Policy 2023 

The National ICT Policy 2023 in  Tanzania includes provisions aimed at protecting 

digital market consumers. Below are some key aspects of the policy that contribute to 

consumer protection in the digital market:  

The policy emphasizes the importance of robust regulatory enforcement and 

continuous monitoring of the digital market to ensure compliance with consumer 

protection measures.
300

 It mandates the establishment of dedicated regulatory bodies 

or the enhancement of existing consumer protection agencies to oversee and enforce 

digital consumer protection regulations. The policy also emphasizes the importance 

of digital inclusion, ensuring that all citizens have access to affordable and quality 

digital services.
301

 Further to that the National ICT Policy acknowledges the 

significance of data protection and privacy in the digital space.
302

 It emphasizes the 

need for robust data protection regulations and the establishment of a legal 

framework to safeguard personal data. By protecting consumer data from 

unauthorized access, misuse, or exploitation,
303

 the policy helps maintain consumer 

trust and confidence in the digital market. Next, the National ICT Policy highlights 

the need for effective grievance redress mechanisms for consumers in the digital 
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market. It encourages the establishment of accessible and efficient mechanisms to 

resolve consumer complaints and disputes arising from digital transactions. 

Additionally the policy emphasizes the importance of cybersecurity measures to 

protect consumers from cyber threats and online fraud.
304

 Protecting consumers from 

cybercrimes and promoting secure online environments is an essential aspect of 

consumer protection in the digital market. By encompassing these consumer 

protection elements, the National ICT Policy 2023 aims to create a secure and 

consumer-friendly digital market environment in Tanzania.  

 

5.3.3  The National Records and Archives Management Policy, 2011 

The Policy
305

 provides that public offices shall make sure that all records created or 

received in the course of government business are captured in record keeping 

systems with sufficient information (metadata) about the record and its record 

keeping system, to enable the records to be understood and used for as long as it is 

needed to transact government business;
306

 it also requires the government to develop 

and approve standards, procedures and guidelines for the management of electronic 

documents and records as well as  ensure that electronic records are migrated to new 

generation of systems whenever there is technological obsolescence.
307

 

 

5.4 Legal Challenges facing Consumer Protection Framework in Tanzania 

Tanzania as a State has made significant steps in consumer protection laws. Over 

time the state has passed laws, enhance powers of authorities and establishes new 
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sectors for such purpose.
308

 Moreover compared to the above discussed International 

and Regional Instrument, it faces several challenges and gaps in consumer protection 

as discussed below.  

 

First, Tanzania has no specific body mandated to regulate privacy and data 

governance.
309

 The existence of separate regulatory bodies for financial services and 

communications creates legal contradictions and challenges when it comes to 

addressing digital economy issues. The Primary Regulatory bodies are; the Bank of 

Tanzania (BOT) as the financial regulator
310

 and the Tanzania Communication 

Regulatory Authority (TCRA) as the communication regulator.
311

 The legal 

contradiction arise due to the overlapping nature of the digital economy activities that 

involve both financial services and communication aspects.
312

 For instance, mobile 

payment systems, digital banking and fintech platforms often involve the use of 

telecommunication infrastructure and fall within the purview of both the BOT and 

TCRA. This division of regulatory authority often leads to  inconsistence, gaps, and 

potential conflicts in addressing digital economy issues effectively.
313

 

 

Secondly, the country lacks comprehensive and specific legislation that addresses 

consumer protection in the context of e-commerce. Existing consumer protection 
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laws do not adequately covers the unique challenges and risks associated with digital 

transactions. Further, there are no existing regulations to provide for legal 

procedures, manners and circumstances under which data can be disclosed by third 

party, including law enforcement agencies.
314

 Without these legal protections and 

procedural safeguards in place, the government has few restriction on how to handle 

personal data collected through data collected innitiatives such as a SIM Card 

registration as well as the National ID registration.
315

 

 

Third, protection of data in the digital environment requires advanced technology to 

track down data breaches and offenders. This requires the law enforcement agencies 

to have the capacity and the tool to investigate and prosecute data privacy breaches 

and related cyber crimes.
316

 In Tanzania such capacity is lacking since the cyber 

crime Unit of the Police force barely has 3 offices in the country. Having few units 

makes it hard to conduct thorough and timely investigation.
317

  

 

Third, while the number of Tanzanian accessing the internet is rising. There is a 

concerning disparity between the increasing user base of digital technologies and the 

level of awareness among users regarding cyber risks. A significant portion of 

internet users remain unaware of the existence of cyber crime or the importance of 

safeguarding their data privacy.
318

 Even among those who recognize the necessity of 
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protecting their privacy, there is a scarcity of knowledge regarding the methods and 

practices to effectively do so.
319

 On the other hand many victims of personal data 

breaches do not report to the authorities. Reason being not knowing where to seek 

remedial measures, fear of being the subject of public redicule and having little 

confidence that the relevant authorities would take action against the perpetrators.
320

 

 

Fourth, the existing mechanism for consumer redress, such as dispute resolution 

processes, and tribunals do not adequately serve the purpose and also lacking 

accessibility. Consumer face challenges in navigating these processes and obtaining 

timely and satisfactory resolution to their complaint. In Tanzania there are specific 

and general consumer remedies set out in various legislations which makes it 

difficulty for the consumers to pursue their rights and businesses to meet compliance 

costs.
321

 It is costly for a consumer to recover a loss or damage through action in a 

court of competent jurisdiction as it is provided for under Part VI and VII of the Fair 

Competition Act.
322

  

 

5.5 Regulatory framework 

In Tanzania, the potential of the digital economy to drive economic growth, 

innovation, and social development has been recognized, leading to the establishment 

of institutional framework. This Part provides an overview of the institutional 

framework that governs the digital economy in Tanzania, highlighting key 
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institutions and their roles in fostering a conducive environment for digital 

innovation and entrepreneurship. 

 

5.5.1  Tanzania Computer Emergence Response Team TZ-CERT 

TZ-CERT (Tanzania Computer Emergency Response Team) is a specialized 

institution responsible for protecting the digital economy in Tanzania from online 

threats
323

 and ensuring the security and resilience of information and communication 

technology (ICT) infrastructure,
324

  it plays a  crucial role in safeguarding the digital 

ecosystem in the country. TZ-CERT currently provides the following services to its 

constituencies and general public. First; alert, warning and announcements,
325

 the 

organ is constantly monitoring cyber security threat and vulnerabilities and can 

advice both the constituency member and the general public.
326

 Second: incident 

response, the organ work with constituency organization to respond to all cyber 

security threat in their respective network also provide step by step assistance to 

organization that face cyber security attacks.
327

 Third, the organ is working on 

disseminating the cyber security information to the community. This includes 

promoting cyber security best practice to the technology users. Fourth, to provide 

organization with assistance in order to discover potentials vulnerabilities to their 
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systems and Network Infrastructure.
328

 And finally digital forensic investigations 

which covers both computer and network forensic investigation on the reported 

incidents for the purpose of evidence collection. 

 

5.5.2 Tanzania Data Protection Commission 

The Tanzania Data Protection Commission (TDPC)  as an offshoot of Tanzania 

Communication Regulatory Authority plays a crucial role in governing the digital 

economy by safeguarding individuals' privacy rights and ensuring the responsible 

handling of personal data.
329

 As the regulatory body responsible for data protection 

in Tanzania, the TDPC is tasked with enforcing data protection laws, promoting best 

practices, and protecting the rights of individuals in the digital sphere. 
330

 among 

others TPDC has the following duties; it examines complaines from individuals  in 

relation to potential infringements of data protection law;
331

 conduct inquiries and 

investigations
332

 and take enforcement
333

 actions where necessary;
334

 promotes 

awareness among members of the public to have their personal information protected 

under data protection law;
335

 drive improved awareness and compliance with data 

protection legislation by data controller and processors legislation through the 
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publication of high quality guidance and proactive engagement; Moreover It shares 

information, best practices, and experiences to enhance the effectiveness of data 

protection regulation.
336

 

 

5.5.3  Tanzania Communications Regulatory Authority 

The Tanzania Communications Regulatory Authority (TCRA)
337

 plays a crucial role 

in governing the digital economy in Tanzania. As the primary regulatory body for 

electronic communications, the TCRA is responsible for ensuring compliance with 

relevant laws, promoting fair competition, protecting consumer rights, and fostering 

the growth of the digital sector.
338

 TCRA is responsible for issuing licenses to 

telecommunications operators, internet service providers (ISPs), content providers, 

and other entities involved in the digital economy.
339

 It also establishes rules and 

regulations to protect consumers from unfair practices, misleading advertisements, 

and substandard service quality. In addition to that TCRA handles consumer 

complaints, conducts investigations, and takes appropriate actions against service 

providers who violate consumer rights.
340

 Nonetheless, TCRA actively engages with 

various stakeholders, such as industry players, consumer associations, civil society 

organizations, and government agencies in regulating communication and data 

protection.
341
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5.5.4 Fair Competition commission 

The Tanzania Fair Competition Commission (FCC)
342

 plays a crucial role in 

governing the digital economy by promoting fair competition, preventing anti-

competitive practices,
343

 and protecting consumer interests.
344

 The FCC operates 

within the legal framework provided by the Fair Competition Act. This act prohibits 

anti-competitive agreements,
345

 abuse of dominant market positions, and mergers or 

acquisitions that may substantially lessen competition.
346

 Next to that, the FCC 

investigate complaints, conduct market studies,
347

 and take appropriate actions 

against entities engaged in anti-competitive practices.
348

 Also as well the FCC is 

responsible for reviewing mergers and acquisitions in the digital sector to ensure they 

do not harm competition or consumer welfare.
349

 Further to that, the FCC 

collaborates with other regulatory authorities,
350

 industry associations, and consumer 

organizations to promote fair competition and consumer protection in the digital 

economy. Moreover the FCC conducts capacity-building programs and awareness 

campaigns to enhance understanding of competition law and its application in the 
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digital economy.
351

 Finally, FCC collaborates with counterparts from other countries 

and engages in knowledge-sharing, capacity-building, and enforcement cooperation. 

 

Its important to note that, all these institutions works closely with the Tanzania 

Police Force. Tanzania Police Force is the State body mandated with the duty to 

protects citizens and their properties.
352

 Itself has a specialised cybercrime force Unit 

that deals solely with the computer related crimes.
353

  

 

5.4 Comperative Analysis Between Tanzania, South Africa and Kenya 

South Africa, Kenya, and Tanzania are three countries in Africa with emerging e-

commerce markets. While both countries have implemented consumer protection 

frameworks to regulate online transactions and protect consumers,
354

 there are still 

significance differences that requires comparison discussion. The differences in e-

commerce consumer protection framework can be categorized in; scope of 

legislation, regulatory bodies, consumer redress and enforcement mechanism.  While 

both South Africa and Kenya have established specific regulatory bodies, such as the 

National Consumer Commission (NCC)
355

 and the Consumer Goods and Services 

Ombud (CGSO), Kenya Consumer Protection Advisory Committee (CPAC)
356

 

respectively, to oversee consumer protection in e-Commerce, Tanzania on the other 

hand, has a general regulatory body, the Fair Competition Commission (FCC), which 
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among others also handles consumer protection matters.
357

 This generality has effects 

on the performance of the regulatory body in consumer protection since it has plenty 

other responsibilities to take care of. On scope of Legislation, South Africa has a 

relatively more developed and comprehensive consumer protection framework, 

namely the Consumer Protection Act (CPA). The CPA covers various aspects of 

consumer protection, including unfair marketing practices, product safety, and unfair 

contract terms (as discussed above in preceding chapter), while also Kenya‟s CPA 

covers various aspects of consumer protection, including unfair trade practices, 

product safety, and consumer rights enforcement.
358

 Tanzania on the other hand, 

consumer protection framework is still evolving, and it primarily focuses on anti-

competitive practices and fair trade.
359

 On the aspect of online dispute resolution, 

both South Africa and Kenya have introduced online dispute resolution mechanisms 

to facilitate the resolution of e-commerce disputes.
360

 These mechanisms provide an 

alternative to traditional legal procedures and aim to expedite the resolution process.  

 

Tanzania, however, does not currently have specific provisions for online dispute 

resolution. In Tanzania Consumers can file complaints directly with the FCC or the 

Tanzania Communications Regulatory Authority (TCRA), or The Tanzania 

Consumer Advocacy Society (TCAS). Both these Regulatory bodies offer ADR 

services like mediation and conciliation to help resolve consumer disputes. 

Nonetheless, these methods require time and money that some consumers may not 
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have, and consumers quite often choose to ignore their complaints. Also lack of 

awareness of these methods and the fear of disadvantages when trying to resolve 

disputes with larger, more established businesses or service providers. Therefore one 

can say that comparably Tanzania needs to make some more efforts and steps  by 

coming up with proper legislations to govern online transactions, cross border 

agreements, digital transactions disputes and related digital transactions issues. 

 

5.7 Conclusion 

This Chapter has analysed critically the steps taken by the government in consumer 

protection in the country. Though Tanzania has taken significant steps to establish 

consumer protection laws and regulations that address the unique challenges posed 

by online transactions. While the framework is still evolving, it primarily focuses on 

anti-competitive practices and fair trade. In addition, the existing legislations have 

various legal gaps in online contracts, dispute settlements, e-taxation, cross border 

transactions and interoperability. The findings entail as the e-commerce landscape 

continues to evolve, it is imperative for Tanzania to remain proactive in updating and 

adapting its legal and regulatory framework to address emerging challenges and 

protect the rights of consumers.  
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CHAPTER SIX 

SUMMARY OF FINDINGS, CONCLUSION AND RECOMMENDATIONS 

6.0  Summary of findings 

The principle purpose of this study is to point out the legal and institutional gaps  in  

online consumer protection framework in Tanzania. The analysis was done by  

examinining the existing legal, policies, strategies and regulatory mechanisms in 

place to safeguard consumers in the context of e-commerce and in comparison to 

International and Regional convention. In order to achieve the intended objectives 

the following questions guided the research.   

i. What are the existing legal gaps in the laws regulating consumer protection in 

Tanzania‟s  digital economy ? 

ii. What is the experience of other jurisdictions regarding Digital Economy and 

consumer protection? 

iii. What are the international legal instruments and best practices that can 

provide valuable insights and experience in the field? 

iv. What regulatory framework can be proposed to effectively promote 

innovation while simultaneously enhancing consumer protection?  

 

In order to assess the adequacy of legal and regulatory framework governing digital 

market consumer protection in the country, the international and Regional 

Instruments were employed in the analysis. In addition the discussion invited the 

experience of other jurisdictions in order to determine their legal position in 

addressing the same issue. The experience of Kenya, and South Africa were very 
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useful in providing an overview concerning online consumer protection. However, in 

these countries the serious challenge remains to be lack of digital literacy and 

enforcement challenges since enforcing consumer protection regulations in the 

rapidly evolving digital landscape can be resource-intensive and complex for 

regulatory authorities. 

 

6.1 The study 

The study has answered extensively all four questions that were raised at the 

beginning of the study. The findings of the study have revealed that, the existing 

legislations in the country are inadequate and do not offer enough protection to the 

online consumers. There are several legal gaps in the Electronic Transaction Act, 

2015, the fair competition Act, 2003, Electronic and Postal Communication Act, 

2010, the Electronic Money Regulations, 2015 etc. All these legislations have not 

digested extensively legal issues brought digital market economy. Issues such as 

specific legislation that addresses consumer protection in the context of e-commerce, 

dispute settlement (ODR), Technological prowess to investigate and prosecute data 

privacy breaches and related cyber crimes
361

, Uneven Access to Digital Services. 

 

6.2  Conclusion 

In conclusion, this dissertation has shed light on the consumer protection framework 

in Tanzania, its strengths, weaknesses, and areas for improvement. Enhancing 

consumer protection requires a collective effort from regulators, businesses, civil 
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society organizations, and consumers themselves. By implementing the 

recommended measures and continuously evaluating and adapting the framework, 

Tanzania can foster a robust and responsive consumer protection environment, 

ensuring that consumers are empowered, informed, and protected in the marketplace. 

Ultimately, a strong consumer protection framework contributes to a fair and 

sustainable economy, benefiting both consumers and businesses alike. 

 

6.4 Recommendation 

In light of the foregoing and with the goal of supporting e-commerce consumer rights 

and protection the following are recommended; 

Tanzania should establish Online Dispute Settlement mechanism with simple 

procedures and fairness with no charges to encourage consumers to file complaints 

without incurring extra costs. These mechanisms provide an alternative to traditional 

legal procedures and aim to expedite the resolution process. This can include setting 

up dedicated e-commerce dispute resolution bodie or utilizing existing consumer 

protection agencies. Furthermore, Tanzania should establish comprehensive 

legislations and Regulations specifically tailored to e-commerce consumer protection 

to cover areas such as online transactions, dispute resolutions and consumer rights. 

On the other hand, the Government should Strengthen enforcement mechanism to 

ensure compliance with e-commerce consumer protection laws and regulations. This 

involve increasing resources to consumer protection agencies and conduct regular 

audits 
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Also, regular evaluation on effectiveness of consumer protection measures and adopt 

them to evolving e-commerce trends and challenges. To stay updated on international 

developments in e-commerce consumer protections. And lastly, is to promote 

consumer education and awareness programs to educate Tanzanian consumers about 

their rights and responsibilities when engaging in e-commerce transactions. This can 

continue to be done through public campaigns, workshops and online resources. 

Efforts to increase consumer awareness should be significantly expanded in rural 

areas, as consumers there require greater parity with urban areas. Specific initiatives 

targeting elderly populations are needed to educate them on the use of digital 

marketplaces. 
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