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ABSTRACT TC "ABSTRACT" \f C \l "1" 
Recently, mobile money transactions have become crucial to global finance, providing easy access and convenience for millions. However, with the rapid growth of these platforms, the risk of fraud and unauthorized access also increases. Financial institutions need effective measures to combat these threats to maintain high-quality services. Many current authentication methods rely on a single factor, like PINs or passwords, which are insufficient for protecting sensitive financial information and securing transactions. Furthermore, the impact of new technologies such as artificial intelligence (AI), blockchain, the Internet of Things, and edge computing on security, especially authentication, is still not well understood. This study proposes a new multifactor authentication (MFA) framework tailored for mobile money transactions to improve security and minimize fraud. The proposed framework integrates multiple layers of authentication, including knowledge factors (e.g., PIN), possession factors (e.g., mobile device, OTP sent via SMS or email), and biometric factors (e.g., fingerprint). By leveraging these diverse factors, the framework ensures that access to mobile money services requires a higher level of assurance, making it significantly more difficult for unauthorized users to gain access. Additionally, the framework employs adaptive authentication mechanisms that dynamically adjust the required authentication factors based on the transaction’s risk level, user behavior, and environmental context. The results were obtained after analysis of the data. 30 (73.17%) of respondents suggest multifactor authentication. The other 7 (17.07%) indicate that two-factor authentication can still solve the challenge, especially if there is enough knowledge for the user. The rest 4 (9.76%) respond that policy is an important concern that, in some cases, allows for errors. This implies that multifactor authentication is the most recommended solution, although, on the other hand, user awareness should also be enhanced.
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                                                      CHAPTER ONE TC "CHAPTER ONE" \f C \l "1" 
INTRODUCTION TC "INTRODUCTION" \f C \l "1" 
1.1  Background of the Study TC "1.1 Background of the Study" \f C \l "1" 
Information and communication technologies (ICT) have a very wide impact on all aspects of modern society. ICT has transformed the way we relate to each other, how we acquire necessary information, labor, conduct business, interact with the government, and how we structure our social life (Mwangi, 2012). It also enables financial inclusion and allows people to connect with millions instantaneously (Alshubiri et al., 2019a)

 ADDIN ZOTERO_ITEM CSL_CITATION {"citationID":"GwHCGVZk","properties":{"formattedCitation":"(Asongu & Nwachukwu, 2019)","plainCitation":"(Asongu & Nwachukwu, 2019)","noteIndex":0},"citationItems":[{"id":"qyRR7DVL/bWbJzRur","uris":["http://www.mendeley.com/documents/?uuid=98d82d85-ba30-4ba3-889e-aa2a8588d96a"],"itemData":{"DOI":"10.1007/s13132-017-0477-x","ISSN":"18687873","abstract":"This study assesses the role of ICT (internet and mobile phone penetration) in complementing financial sector development (financial formalization and informalization) for financial access. The empirical evidence is based on generalized method of moments with 53 African countries for the period 2004–2011. The following findings are established from linkages between ICT, financial sector development and financial activity. First, the interaction between ICT and financial formalization (informalization) decreases (increases) financial activity. Second, with regard to net effects, the expected signs are established for the most part. In spite of the negative marginal effects from financial informalization, the overall net effects are positive. Third, the potentially appealing interaction between ICT and informalization produces positive thresholds that are within ranges. Policy implications are discussed in three main strands. They include implications for (i) mobile/internet banking, (ii) a quiet life and (iii) ICT in reducing information asymmetry and surplus liquidity.","author":[{"dropping-particle":"","family":"Asongu","given":"Simplice A.","non-dropping-particle":"","parse-names":false,"suffix":""},{"dropping-particle":"","family":"Nwachukwu","given":"Jacinta C.","non-dropping-particle":"","parse-names":false,"suffix":""}],"container-title":"Journal of the Knowledge Economy","id":"ITEM-1","issue":"2","issued":{"date-parts":[["2019"]]},"page":"465-490","title":"ICT, Financial Sector Development and Financial Access","type":"article-journal","volume":"10"}}],"schema":"https://github.com/citation-style-language/schema/raw/master/csl-citation.json"} (Asongu & Nwachukwu, 2019). According to (Tariq, 2018) financial sectors are firms that provide services as money market intermediaries. Technologies have a higher role in economic advancement. The continued upgrading of financial systems and implementation of digital technologies helps financial institution to serve their customers better. Several applications have proved the importance of technological advancement and its use in financial sectors. 
The impact of the information and communication technology (ICT) on the financial economy has been increasingly powerful, boosting productivity to attract foreign investment (Alshubiri et al., 2019b; Kpodar & Andrianaivo, 2011; Mwangi, 2012; Shamim, 2007). Besides, several countries have also built political and strategic relationships with each other to become free economies (FinSAC, 2019) with increasing participants in the financial sector. This is due to the growing nature of the sector, where technological innovations are playing a significant part in the development of financial services.
The increased use of ICT in financial sectors has a direct link to the emerging internal and external security risks (Bouveret, 2018; Research, 2017; Smith, 2020). Financial institutions need to be able to address these threats to continue delivering the best services (Medcraft, 2017). Technologies such as blockchain, the internet of things (IoT), edge computing, fog computing, and mist have been adopted and are now implemented in financial sectors in supporting different activities and services with security considerations (Niazmand, 2015). So, a close eye on the security of these new technologies is vital due to the sensitivity of the sector involved. Financial services raise interest in cyber-attacks in financial sectors, which continue to evolve and become more prevalent. Attackers are surpassing security teams in the development of their tactics and techniques, sometimes taking advantage of the continual education of security professionals. Due to the rapid growth of mobile users and networks, studies reveal that there is an increase in the adoption of mobile services in developing countries (Nicholaus, 2013) With increased mobile transaction services (MMS) at an alarming rate (Rumanyika, 2015). One notable challenge in mobile money transactions is authentication ((G. Ali et al., 2020a) which requires access control, integrity, confidentiality, availability, nonrepudiation, and privacy of the confidential information. Studies have pointed out that two-factor authentication has been deployed in most mobile money transactions to address authentication (G. Ali et al., 2020b, 2020a; Bakari, 2020b; B.Mtaho, 2015) as well as a multifactor authentication technique by (Ayo et al., 2021). However, all these were missing important security features and adaptive guidelines that are in line with the emerging technologies and security threats in the financial sector. 
1.2 Problem Statement TC "1.2 Problem Statement" \f C \l "1"  
The widespread use of ICT in facilitating mobile money transactions has a direct link to security threats, especially when the emerging technologies are adopted and used without a proper authentication process. Although there exist several authentication techniques in mobile transactions, such as the two-factor authentication method in mobile transactions face with number of security limitations. A study conducted by (B.Mtaho, 2015) concerned with the improvement of mobile money security with two-factor authentication in accessing mobile money service, which combines PIN and Fingerprint biometric authentication, and according to(Bakari, 2020a), framework for improved security on the usage of mobile money application based on iris biometric authentication method in Tanzania, whereby the study suggests using PIN and iris biometric authentication to access mobile money service. Nakanishi and Osman (2020) designed a high-correctness two-factor authentication system that uses a unique identification number and iris biometric for mobile money. The encryption in both solutions depends on a single device, which can easily be compromised, and the solutions miss an important security aspect of an encrypted session. This is proof that the two-factor authentication was faced with security weaknesses and does not guarantee maximum security when executing mobile money transactions. Thus, there was a need to have an enhanced multifactor authentication framework with an extra security feature that can combat emerging and future security threats.  
1.3 Research Justification TC "1.3 Research Justification" \f C \l "1"  
The financial sector is essential for economic growth globally (Paun et al., 2019). With the ICT growth, the sector has positively impacted the sector in terms of communications, flexibility, and provision of financial services (Gbadegeshin et al., 2019); (Wangwe, 2007). Due to its potential on the economy and with the advancement of technologies, this study provides a baseline for ensuring that the digital financial transactions remain secure throughout the process. While attackers found a lot of interest and reasons to attack in the financial sector, an enhanced multifactor authentication framework is assumed to provide the needed trust level among adopters. 
1.4  Objectives TC "1.4 Objectives" \f C \l "1" 
1.4.1 Main Objective of the Study TC "1.4.1 Main Objective of the Study" \f C \l "1" 
The main objective of this study was to develop an enhanced multifactor authentication framework for mobile money transactions.
1.4.2 Specific Objectives TC "1.4.2 Specific Objectives" \f C \l "1" 
i. To identify the existing and emerging threats in mobile money transactions.
ii. To assess the strengths and weaknesses of the current mobile money transactions authentication frameworks.
iii. To develop an enhanced multifactor authentication framework for mobile money transactions.
1.5 Research Questions TC "1.5 Research Questions" \f C \l "1" 
i. What are the existing and emerging threats in the mobile money transactions that result from technological evolutions?
ii. What challenges are in mobile money transaction authentication frameworks?
iii. How does the developed framework address authentication threats in mobile money transactions that evolve as technologies advance?
1.6 Scope of the Study TC "1.6 Scope of the Study" \f C \l "1" 
The study was restricted to the mobile money agents, customers, and banks. Also, the study focuses on authentication in mobile money transactions.
                                                   CHAPTER TWO TC "CHAPTER TWO" \f C \l "1" 
LITERATURE REVIEW TC "LITERATURE REVIEW" \f C \l "1" 
2.1 Review of Security Threats in Financial Sectors TC "2.1 Review of Security Threats in Financial Sectors" \f C \l "1" 
Studies reveal the importance of ICT in financial development and financial services delivery (Alshubiri et al., 2019b). Different research has pointed out how ICT has brought a positive impact in different sectors, i.e., education, health, agriculture, etc. (Ahmad et al., 2004; Pandey, 2017; Ranjan, 2008). Its application in the financial sector has greatly improved the sector's efficiency in service provision and boosted economies. It was clear from studies that the advancement of technologies (ICT-related applications) has foremost improved society and financial sectors and made them more digitalized (UNITED NATIONS CONFERENCE ON TRADE AND DEVELOPMENT, 2019). With this technology advancement, threats of attackers to different sectors have tremendously increased (M. H. Ali et al., 2019). Since, financial sector depends on complex IT systems to function and executes different daily activities via data centers, payment, and settlement systems(FSOR - Vision for the Cyber Security in the Financial Sector, 2016), attackers have raised interest and make this sector repeatedly targeted by cyber-attacks with remarkable success(Catota et al., 2018a). “Statistics show to us that institutions such as banks, government entities, hospitals, and large corporations that have extremely valuable information will be victimized more than the rest" (Tariq, 2018). With the current world, there are new cyber threats arising each day to the financial industry (Security, 2019). Hence, it is important to address and support different nations on cyber capabilities, so that they can protect their critical financial infrastructure(Catota et al., 2018b) as these cybersecurity threats pose a substantial risk to just about every company and individual all over the world. Some studies report on cyber-resilience as a way for financial sectors to address very challenging circumstances with the severity of cyberattacks and entirely protecting the integrity of critical computer systems (Centre et al., 2019). The financial sector is both internally and externally challenged in confronting cyber-risk driven by innovation. Internally, "problems around technology and talent; externally, problems around coordination with regulators and within the industry"(Wyman, 2017). Another study was reported, which describes several threats in their earlier and current forms and examines how they could evolve in the future. It is by understanding the past, future threats can be predicted, and this requires financial services organizations to need to come together to address security and resilience challenges (Plausible et al., 2019).
The exponential growth of the Internet interconnections has led to significant growth of cyber-attack incidents, often with disastrous and grievous consequences. The development of more innovative and effective malware defense mechanisms has been regarded as an urgent requirement in the cybersecurity community. We then discuss new attack patterns in emerging technologies such as social media, cloud computing, smartphone technology, and critical infrastructure (Jang-Jaccard, 2014). It is clear from the literature review that financial sectors are adopting and implementing new technologies that increase their efficiency, and cloud computing has been adopted in most of the financial sectors, i.e., the banking sector, and has many advantages (Kawatra & Kumar, 2014). Regardless of its advantages,(Parikli et al. (2019) present different privacy and security problems in all three computing paradigms and their proposed solutions.
Another was  reported to present a comprehensive survey on the most influential and basic attacks, as well as the corresponding defense mechanisms that have edge computing-specific characteristics and can be practically applied to real-world edge computing systems (Xiao et al., 2019). However, several other studies show concern about the use of new technologies, i.e., edge and fog computing, in financial sectors (Vijay, 2020) for security reasons. (Atlam et al., 2018) presents the benefits and challenges of using current computational technologies, furthermore, (Prakash et al., 2017)

 ADDIN ZOTERO_ITEM CSL_CITATION {"citationID":"xqd2SA7P","properties":{"formattedCitation":"(Mukherjee et al., 2017)","plainCitation":"(Mukherjee et al., 2017)","noteIndex":0},"citationItems":[{"id":"qyRR7DVL/ww5VVgw4","uris":["http://www.mendeley.com/documents/?uuid=2b242f50-21aa-433d-97aa-83aaef40c23a"],"itemData":{"DOI":"10.1109/ACCESS.2017.2749422","ISSN":"21693536","abstract":"Fog computing paradigm extends the storage, networking, and computing facilities of the cloud computing toward the edge of the networks while offloading the cloud data centers and reducing service latency to the end users. However, the characteristics of fog computing arise new security and privacy challenges. The existing security and privacy measurements for cloud computing cannot be directly applied to the fog computing due to its features, such as mobility, heterogeneity, and large-scale geo-distribution. This paper provides an overview of existing security and privacy concerns, particularly for the fog computing. Afterward, this survey highlights ongoing research effort, open challenges, and research trends in privacy and security issues for fog computing.","author":[{"dropping-particle":"","family":"Mukherjee","given":"Mithun","non-dropping-particle":"","parse-names":false,"suffix":""},{"dropping-particle":"","family":"Matam","given":"Rakesh","non-dropping-particle":"","parse-names":false,"suffix":""},{"dropping-particle":"","family":"Shu","given":"Lei","non-dropping-particle":"","parse-names":false,"suffix":""},{"dropping-particle":"","family":"Maglaras","given":"Leandros","non-dropping-particle":"","parse-names":false,"suffix":""},{"dropping-particle":"","family":"Ferrag","given":"Mohamed Amine","non-dropping-particle":"","parse-names":false,"suffix":""},{"dropping-particle":"","family":"Choudhury","given":"Nikumani","non-dropping-particle":"","parse-names":false,"suffix":""},{"dropping-particle":"","family":"Kumar","given":"Vikas","non-dropping-particle":"","parse-names":false,"suffix":""}],"container-title":"IEEE Access","id":"ITEM-1","issue":"September","issued":{"date-parts":[["2017"]]},"page":"19293-19304","title":"Security and Privacy in Fog Computing: Challenges","type":"article-journal","volume":"5"}}],"schema":"https://github.com/citation-style-language/schema/raw/master/csl-citation.json"} (Mukherjee et al., 2017) address challenges on security and privacy concerns in new technology. Finally, according to (Research, 2017) cyberattacks were a “deliberate effort to disrupt, steal, alter, or destroy data stored on IT systems. The study includes some tactics like finding weaknesses in software to get into IT systems, targeting e-mail accounts to steal passwords (spear phishing), targeting websites to infect users with malicious software (malware), and planting software that locks users out of their systems, etc. In fact, in financial sectors, a vast number of researchers have studied, analyzed, and proposed various solutions against cyberattacks in financial sectors (Bouveret, 2018)

 ADDIN ZOTERO_ITEM CSL_CITATION {"citationID":"CzivRZVC","properties":{"formattedCitation":"(Jang-Jaccard & Nepal, 2014)","plainCitation":"(Jang-Jaccard & Nepal, 2014)","noteIndex":0},"citationItems":[{"id":"qyRR7DVL/0SjEkEBW","uris":["http://www.mendeley.com/documents/?uuid=ea52e9ce-f317-43d2-9a73-d59d94d1b0dd"],"itemData":{"DOI":"10.1016/j.jcss.2014.02.005","ISSN":"10902724","abstract":"The exponential growth of the Internet interconnections has led to a significant growth of cyber attack incidents often with disastrous and grievous consequences. Malware is the primary choice of weapon to carry out malicious intents in the cyberspace, either by exploitation into existing vulnerabilities or utilization of unique characteristics of emerging technologies. The development of more innovative and effective malware defense mechanisms has been regarded as an urgent requirement in the cybersecurity community. To assist in achieving this goal, we first present an overview of the most exploited vulnerabilities in existing hardware, software, and network layers. This is followed by critiques of existing state-of-the-art mitigation techniques as why they do or don't work. We then discuss new attack patterns in emerging technologies such as social media, cloud computing, smartphone technology, and critical infrastructure. Finally, we describe our speculative observations on future research directions.","author":[{"dropping-particle":"","family":"Jang-Jaccard","given":"Julian","non-dropping-particle":"","parse-names":false,"suffix":""},{"dropping-particle":"","family":"Nepal","given":"Surya","non-dropping-particle":"","parse-names":false,"suffix":""}],"container-title":"Journal of Computer and System Sciences","id":"ITEM-1","issue":"5","issued":{"date-parts":[["2014"]]},"page":"973-993","publisher":"Elsevier Inc.","title":"A survey of emerging threats in cybersecurity","type":"article-journal","volume":"80"}}],"schema":"https://github.com/citation-style-language/schema/raw/master/csl-citation.json"} (Jang-Jaccard & Nepal, 2014). But, still, there was a need to further address emerging security issues as technologies grow. 
2.2 Definition of Concepts TC "2.2 Definition of Concepts" \f C \l "1"  
2.2.1 Mobile Money TC "2.2.1 Mobile Money" \f C \l "1"  
According to (María & Martinez, 2014), mobile money is an electronic financial service performed via a mobile phone. (Bakari, 2020b) pointed out that mobile money services are categorized into three major types: mobile payments, mobile transfers, and mobile banking. 
 i. M-Payments: Is the exchange of money from one person to another an association with the exchange of services or goods.
 ii. M-Transfers: This is when money is transferred from one user to another user, especially when the exchange of goods or services is not involved. M–transfers are also referred to as Person-to-Person transfers, and they can be local or international.
iv. M-Financial Services: M – financial services are when the mobile money is connected to a bank account to provide the user with the choice of transactions. M – financial services enable users to choose whether they access transactions from the bank or from their mobile phones. Users can also access other services like insurance and other financial-related services through their mobile phones.
2.3 Mobile Money Transactions (MMT) TC "2.3 Mobile Money Transactions (MMT)" \f C \l "1" 
According to (Munyegera & Matsumoto (2018) and Pazarbasioglu et al. (2020), Mobile Money Transaction (MMT) is a service whereby users or customers use their mobile phone to receive and send money from one person to another. The advancement of technologies has made this possible and has become of great help in both developed and underdeveloped countries, especially in assisting distant transactions (CEMLA, 2016; World Bank, 2020). Mobile money transactions have opened the doors in the economy by simplifying transactions that otherwise would cost time and delay activities (Aron, 2018). Studies point out the positive growth of mobile money transactions, which is expected to impact most of the business, especially in this era where most of the businesses are online businesses (AISRGD, 2014; Munyegera & Matsumoto, 2018; Nagar, 2017; Park et al., 2020; Pazarbasioglu et al., 2020). 
2.4 Impact of Technological Advancement in the Financial Sector TC "2.4 Impact of Technological Advancement in the Financial Sector" \f C \l "1" 
It was clear that, advancement of technologies has led to services like online payments, digital loans, cryptocurrency, and online forex trading (Bilan et al., 2019). There was a huge revolution in the way financial sectors operate in this era. Also, there is an enhanced customer service experience in financial activities, increased efficiency, and flexibility (Medcraft, 2017). On the other side, financial sectors must deal with security threats, increased competition, and maintain their customers' trust and loyalty.
2.5 Related Works TC "2.5 Related Works" \f C \l "1" 
(Bakari, 2020b) proposed a framework for improved security on the usage of mobile money application based on iris biometric authentication method in Tanzania, whereby the study suggested to use PIN and iris biometric for authentication to access mobile money service(MMS).Also, (Nyamtiga et al., 2013) Their study on an enhanced security model for mobile banking systems in Tanzania suggested the improvement in PIN as an authentication method in accessing mobile banking services and proposed to include the combination of letters, numbers, and symbols to increase the resistance against brute-force attacks to access the service. 
According to  (B.Mtaho, 2015)There are some weaknesses in the existing PIN authentication in the current MMSs in Tanzania. By the use of a series of interviews and questionnaires on a purposively sampled population of 50 respondents, the study proposes a model to improve mobile money security with 2FA in accessing MMSs, which includes PIN and fingerprint biometric authentication. A framework of cyber security risks on mobile money users in Tanzania, a case study of Dodoma, is proposed by (Kitime & Eliud, 2018)the study proposed a mobile application prototype for mitigating the identified cybersecurity risk. (Kamesh & Sakthi Priya, 2012) on improving security on mobile payment systems proposes a user authentication solution for mobile payment systems, whereby the study proposes the idea of not depending on a single device to store all important customer information, such as payment information and biometric templates. 
Also, (G. Ali et al., 2020a) proposed a two-factor authentication scheme for mobile money in Uganda. Further, the study explains the authentication scheme for mobile money in Uganda and discusses the ﬁve categories of threat models, namely, attacks against privacy, attacks against authentication, attacks against conﬁdentiality, attacks against integrity, and attacks against availability. Moreover, a multi-authentication technique was adopted and implemented in authenticating electronic payments. The research in this study uses a combination of one-time password (OTP), password, and biometric. For the operation, the system proposes three steps that involve registration, authentication, and transaction. These steps were considered as phases and were seen as a life cycle for the proposed solution on password-based attacks. (Hassan, 2021). Additionally, supervised machine learning techniques have been adopted and used in authentication and the detection of attacks. Although the proposed method has a challenge with the insufficient labeled data that were rarely available and thus of the proposed solution has performance. (Hajek et al., 2022) proposed and uses an XGBoost-based fraud detection framework for both fraud and authentication issues, and their detection performance is negatively affected by the extreme class imbalance in financial fraud data. Most of the systems use numeric numbers as the base for the USSD PIN rather than alphanumeric. This was considered vulnerable to attacks and a simple way to authenticate users. So, a six-character PIN with an alphanumeric key for authentication was proposed. This further describes the involvement of multifactor authentication together with PIN (Kelly & Palaniappan, 2023). Further, a multifactor authentication procedure (pin, fingerprint, iris, or 3D facial recognition) was proposed and used in the implementation of an integrated bank account system for users for all transactions. The study focuses on the authentication of users and also addresses nonrepudiation challenges and ensures that the user is actually who he claims to be for easy and secure use of the e-payment channels (Ayo et al., 2021).
In relation to authentication, a number of studies have addressed authentication as indicated in Table 2.1. Below is the review of the most related paper to our study.
Table 2.1: Related work TC "Table 2.1: Related work" \f T \l "1" 
	Reference
	Authentication proposed
	Observed challenge

	(Bakari, 2020a)
	Proposes a framework that uses PIN and iris biometrics to improve the way of user authentication in mobile money services in Tanzania
	PIN challenges: the non‐match error rate of iris recognition is high due to the pupil stretching and poor quality of the camera used during registration, as well as iris deformity due to diseases

	(Islam, 2019)
	PIN and Iris biometrics are proposed as a way to authenticate users.
	Iris recognition systems.

	(Chetalam, 2018)
	Multi-factor authentication is proposed, and it involves device‐specific ID, voice biometric, and PIN in authentication to secure M‐Pesa transactions.
	Replay attacks and man‐in‐the‐middle (MITM) attacks

	(Osman, 2020)
	Mobile money user uses a unique identification number and iris biometrics for authentication purposes.
	The high non‐match error rate due to the poor quality of the mobile camera used during iris biometrics registration and sagging of eyelids due to age results in a

	(Mtaho, 2015)
	The user is authenticated using a PIN and a biometric fingerprint. 
	Spoofing attacks, fake digital biometrics, Trojan horse attacks

	(Hassan, 2021)
	This study proposed the use of approved passwords and biometric fingerprints to authenticate users.
	SIM‐swapping attacks, wireless interception of SMS OTP messages, and malware attacks.

	(Hajek et al., 2022) 
	proposed and uses an XGBoost-based fraud detection framework for both fraud and authentication issues, and their detection performance 
	Negatively affected by the extreme class imbalance in financial fraud data. Most of the systems use numeric numbers as the base for the USSD PIN rather than alphanumeric. This is considered vulnerable to attacks and a simple way to authenticate users. 


2.6 Mobile Money Transaction Authentication TC "2.6 Mobile Money Transaction Authentication" \f C \l "1" 
With an increase in the use of mobile money transactions in financial matters, and TC "With an increase in the use of mobile money transactions in financial matters, and" \f C \l "1"  with the advancement of technologies in this era, security has to take a new fold to address different attacks from and in different sources (Bakari, 2020a; ENACT, 2020). Despite the positive impacts of mobile money transactions, security was among the huge challenges (G. Ali et al., 2020c; Bakari, 2020b; Nicholaus, 2013; Nyamtiga et al., 2013; Rumanyika, 2015). Referring to authentication, studies reported several challenges that customers were facing in mobile money transactions (G. Ali et al., 2020a; Medcraft, 2017). Further, two-factor authentication has been addressed by several scholars as a way to address authentication challenges in mobile money transactions. (G. Ali et al., 2020a) presents a two-factor authentication mechanism where a subscriber must have a registered SIM card and mobile money PIN to perform a transaction. Also,(Ayo et al., 2021) presents an authentication as a Multi-factor Authentication-based on card cardless electronic payment system. In most cases, two-factor authentication has been implemented to address authentication challenges (Ahmed et al., 2021a; G. Ali et al., 2020a; Chemwe, 2010). 
The encryption in both solutions depended on a single device, which can easily be compromised, and the solutions miss important security aspects of an encrypted session. These studies point out three mechanisms for authenticating users, and they are based on three common factors: that are knowledge factor, the ownership factor, and the biometric factor as indicated in Table 2.2 below. These factors and associated mechanisms are indicated in Table 2.3 to authenticate individuals with established credentials.
Table 2.2: Factors to Authenticate the user TC "Table 2.2: Factors to Authenticate the user" \f T \l "1" 
	No
	Factor
	Description

	1
	Knowledge factor
	Something the user knows, such as a password, personal identification number (PIN), or an answer to a security question (G. Ali et al., 2021; Ometov et al., 2018)

	2
	Ownership factor
	Something the user has, such as a security token, subscriber identity module (SIM) card, one-time password (OTP) token, or employee access card. (G. Ali et al., 2021; Ometov et al., 2018)

	3
	Biometric factor
	Something the user is, such as a biometric fingerprint, face, iris, retina, voice, gait, keystroke dynamics, gaze gestures, signature, or deoxyribonucleic acid (DNA) (G. Ali et al., 2021; Bissada, A.; Olmsted, 2017; Ometov et al., 2018).


2.7 Review of Authentications TC "2.7 Review of  Authentications" \f C \l "1"  
Table 2.3 below presents three main mechanisms that are available for authenticating users by using their provided credentials. These were very important as they provide authenticity to users to access resources.
Table 2.3: Authentications TC "Table 2.3: Authentications" \f T \l "1" 
	No
	Authentication Factor
	Short description

	1
	Single-Factor Authentication (SFA)
	In SFA, a single factor is linked to the identity, for example, the use of a PIN to unlock a phone. (Ahmed et al., 2021b; B.Mtaho, 2015) 

	2
	Two-Factor Authentication (2FA)
	In 2FA, two factors such as something you know and either something you have or something you are that are linked to the identity. (Ahmed et al., 2021b; B.Mtaho, 2015; Rahav, 2018) 

	3
	Multifactor Authentication (MFA)
	In MFA, three factors, such as knowledge, ownership, and biometrics, are all used together during authentication (G. Ali et al., 2021; Bissada, A.; Olmsted, 2017; Ometov et al., 2018) 


2.7.1  Common Authentication Attacks TC "2.7.1 Common Authentication Attacks" \f C \l "1" 
Studies by (Ahmed et al., 2021b; G. Ali et al., 2021; B.Mtaho, 2015; Ometov et al., 2018) point out several authentication attacks as indicated in Table 2.4. These attacks normally target digital financial services to which they are not authorized to access a financial service or initiate a financial transaction. 
Table 2.4: Common Authentication Attacks TC "Table 2.4: Common Authentication Attacks" \f T \l "1" 
	No
	Authentication Attacks
	Description

	1
	Impersonation attacks
	The intruder can spoof a legitimate mobile money agent or user to attain access to the MMS or data and services of a registered user (G. Ali et al., 2021; Hassan, 2021)

	2
	Replay attack
	The attacker eavesdrops on network communication from the mobile money client and MMS, intercepts the data packets that have the PIN, and then illegally resends or delays them to the recipient (Ahmed et al.,2021b; G. Ali et al., 2021)

	3
	Masquerade attack
	Adversary hijacks the subscribers' SIM card and PIN and uses them either to request funds from family and friends of the real user or to conduct malicious transactions (Ahmed et al., 2021b; Ometov et al., 2018)

	4
	Spoofing attacks
	Social manipulation of users to reveal confidential information, like a mobile money PIN, for the attacker to gain control of the mobile money account of the user. Social engineering is used by attackers to circumvent the 2FA feature of mobile money, compromise user accounts, and beat fraud detection systems (Ahmed et al., 2021b; Bissada, A.; Olmsted, 2017; Mtaho, 2015; Ometov et al., 2018)

	5
	Social engineering attack
	Manipulation of people to reveal confidential information like mobile money PIN so that the attacker can gain control over the user’s mobile money account. Attackers use social engineering techniques to circumvent mobile money’s 2FA scheme, compromise user accounts, and avoid fraud detection technologies (Ahmed et al., 2021b; Bissada, A.; Olmsted, 2017; Mtaho, 2015; Ometov et al., 2018)

	6
	Phishing attacks
	The scam activities by rivals to obtain confidential data, such as mobile money PINs, from mobile money agents and customers by impersonating MMSP staff in online communication (Ahmed et al., 2021b; G. Ali et al., 2021; Ometov et al., 2018)

	7
	Trojan horse attacks
	Once installed on a phone, it either steals information and sends it to the attacker or opens a backdoor to let the attacker into the phone. It abuses a Trojan horse app employed by hackers and adversaries to infiltrate the authentication system (G. Ali et al., 2021; Ometov et al., 2018).


2.8 Research Gap TC "2.8 Research Gap" \f C \l "1" 
Even though there are different studies conducted to improve security for the usage of the Mobile Money service in Tanzania, for example, the study conducted by (B.Mtaho, 2015) concerned with the improvement of mobile money security with two-factor authentication in accessing mobile money service, which combines PIN and Fingerprint biometric authentication, and according to(Bakari, 2020a), framework for improved security on the usage of mobile money application based on iris biometric authentication method in Tanzania, whereby the study suggests using PIN and iris biometric authentication to access mobile money service. The encryption in both solutions depended on a single device, which can easily be compromised, and the solutions miss important security aspects of an encrypted session. This study assesses security issues, especially authentication in mobile money transactions, and proposes an enhanced multifactor authentication framework that will introduce extra security features to combat emerging and future security threats and challenges (FinSAC, 2019).
2.9 Conceptual Framework TC "2.9 Conceptual Framework" \f C \l "1" 
A conceptual framework describes relevant variables for the study and shows how they might relate to each other (Adom & Hussein, 2018). Figure 1 below presents this study's conceptual framework, from which proposed variables are indicated as a result of the literature review and expert opinions.
As per Figure 2.1, we have independent variables and dependent variables. Factors for authentication in mobile money transactions in the Tanzanian context were obtained in data collections and were used as input to the proposed framework. Also, approaches that were used in addressing authentication challenges, the mobile money policy was among the key variables in this study. Finally, we are training as some of the challenges in relation to authentication are due to poor knowledge of users. All these independent variables contribute to the dependent variable, which was an enhanced multifactor authentication framework in mobile money transactions.
[image: image1.png]Independent variables

Factors for authentions in
mobile money transactions

Approaches i excuting
security strategies

Mobile money transction
policy

Traiming

Dependent variable

Enhanced mulifactor
authentication framework for

mobile money transactions





Figure 2.1: Conceptual Framework TC "Figure 2.1: Conceptual Framework" \f F \l "1" 

                                                    CHAPTER THREE TC "CHAPTER THREE" \f C \l "1" 
METHODOLOGY TC "METHODOLOGY" \f C \l "1" 
3.1  Research Strategy TC "3.1 Research Strategy" \f C \l "1"  
To address the aims of this research, a qualitative research approach was applied, as it provides a thematic analysis, and then the results were interpreted for clear information. Usually applied to a body of texts, in which, for our study, were interview transcripts. Data collected by interviews was examined to which common themes or topics, ideas, and patterns of meaning that come up repeatedly were identified.
Furthermore, descriptive statistics were used in the interpretation of quantitative data using assistance from a package for statistical social sciences (SPSS).
3.2 Study Population TC "3.2 Study Population" \f C \l "1" 
According to Burns and Grove (1993), a population is all items (things, individuals, and events) eligible to join a study according to the sample criteria. The population for the current study is thus 479 participants /respondents, from which a convenient sample will be selected. The respondents are based on their respective groups of IT personnel, IT managers, developers, bank agents, mobile money agents, and mobile money users.
3.3 Study Sampling TC "3.3 Study Sampling" \f C \l "1" 
Sampling is the process of selecting a statistically representative sample of individuals from the population of interest. The study adopted random sampling with a sample size of 218 participants from banks and the telecoms industry. The sample of this research was calculated by using Taro Yamane's (Yamane, 1973) formula with a 95% confidence level.
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The distribution of participants is shown in Table 3.1 below.
Table 3.1: Study Data Sample TC "Table 3.1: Study Data Sample" \f T \l "1" 
	S/N
	Types of Mobile Money Institutions
	Respondents
	No. of Respondents

	1
	Mobile Money Operators;
i. MMO-1
ii. MMO-2

	Mobile Money Agents
	30

	
	
	Programmers
	9

	
	
	IT managers
	4

	
	
	IT security personnel
	5

	2
	Bank Operators
i. BO-1
ii. BO-2

	Bank Agents
	16

	
	
	Programmers
	11

	
	
	IT managers
	8

	
	
	IT security personnel
	8

	3
	Customers
	Customers / mobile money users
	127

	Total
	
	218


3.4 Area of the Study TC "3.4 Area of the Study" \f C \l "1" 
The research was conducted in Dar es Salaam, Tanzania. Dar es Salaam is a business city with many financial institutions (private and public) from which a lot of data sufficient for this study was captured.
3.5 Methods of Data Collection TC "3.5 Methods of Data Collection" \f C \l "1" 
Primary data were collected using interviews and questionnaires. A document review was also applied to secondary data. Table 3.2 lists different data collection methods.
3.5.1 To Identify the Existing and Emerging Threats in Mobile Money  

         Transactions TC "3.5.1 To Identify the Existing and Emerging Threats in Mobile Money" \f C \l "1" 
The data for this specific objective were collected by using questionnaires and interviews. Respondents of this were mobile money agents, programmers, IT managers, IT security personnel, and Customers from bank operators and mobile money operators, as appendix (1,2, 3,4,5 & 6), also analysis tools were used statistical package for the social sciences (SPSS). Where data required was data on the existing and emerging threats in mobile money transactions. 
3.5.2 To Assess the Strengths and Weaknesses of the Current Mobile Money  

         Transactions Authentication Framework TC "3.5.2 To Assess the Strengths and Weaknesses of the Current Mobile Money" \f C \l "1" 
Data were collected through a document review, where by required data were challenges of the current mobile money transactions frameworks.
3.5.3 To Develop an Enhanced Multifactor Authentication Framework for  

          Mobile Money Transactions TC "3.5.3 To Develop an Enhanced Multifactor Authentication Framework for" \f C \l "1" 
The output received from specific objects a. To identify the existing and emerging threats in mobile money transactions and b. To assess the strengths and weaknesses of the current mobile money transactions authentication framework, were used to improve the present authentication frameworks. The framework was the results from several factors that were the result of a survey, literature review, and expert opinions. Visual Studio 22, Java, and MySQL were used to develop the App front-end, back-end, and databases. The Textbelt.com SMS was used to generate and send a 4-digit OTP to the mobile money for the last registration, enrolment, and authentication. The proposed multifactor authentication framework was tested using a mobile app, as explained in Chapter Four.
Table 3.2: Data Collection Methods and Expected Output TC "Table 3.2: Data Collection Methods and Expected Output" \f T \l "1" 
	Specific Objective
	Required Data
	Data Collection Methods 
	Analysis Tools
	Expected Outcome

	To identify the existing and emerging threats in mobile money transactions
	Data on the existing and emerging threats in mobile money transactions
	Interviews, Questionnaires, and Document review
	Content was analyzed by using SPSS 
	Answers from the Interview and Questionnaire

	To assess the strengths and weaknesses of the current mobile money transactions authentication framework 
	Challenges of the current mobile money transactions authentication framework
	Document review and Questionnaires
	Chi-square test (SPSS)

	Information from other authors and observations. 

	To develop an enhanced multifactor authentication framework for mobile money transactions.
	Output received from objectives 1 and 2.  Govern Policy 
	Document review
	
	Application and framework to improve the present system.


3.6 Data Analysis TC "3.6 Data Analysis" \f C \l "1" 
Data analysis was performed using a statistical approach of the Chi-square test in SPSS. The analysis helped to identify key variables relevant for the model creation of an enhanced multifactor authentication framework for mobile money transactions to address security threats and challenges.
CHAPTER FOUR TC "CHAPTER FOUR" \f C \l "1" 
RESULTS AND DISCUSSION TC "RESULTS AND DISCUSSION" \f C \l "1" 
4.1  Demographic Profile of the Respondents TC "4.1 Demographic Profile of the Respondents" \f C \l "1" 
The researcher was interested in knowing the gender distribution of a certain specific group of respondents, which includes developers, IT managers, IT security personnel, bank agents, and mobile money agents. According to the findings, men seemed to be in most of the IT and programming careers compared to women. Analysis shows that male with 15 (75%) of developer carriers and 5(25%) were female, 11(91.67%) in IT managers carried were male and 1(8.33) ware female. Further, in IT security 9 (69.23%) were male and 4(30.77%) were female, 10(62.5%) of bank agents were male and 6(37.5%) were female and in mobile agents 17(56.67%) were female and 13(43.33%). Also, customers carry was 55(43.31%) were male and 72(56.69%) are female (These was the only carrier where female was more compare to male). Thus, there is a need to motivate females to take ICT careers. Table 4.1 indicates the number of respondents from each category and their demographic profile based on gender.
Table 4.1: Gender Profile TC "Table 4.1: Gender Profile" \f T \l "1" 
	Participants
	Gender

	Type
	N
	%
	M
	F

	MM Agents
	30
	13.8
	13(43.33%)
	17(56.67%)

	Programmers 
	20
	9.2
	15 (75%)
	5(25%)

	IT Managers
	12
	5.5
	11(91.67%)
	1(8.33)

	Security
	13
	5.9
	9 (69.23%)
	4(30.77%)

	Bank Agents
	16
	7.3
	10(62.5%)
	6(37.5%)

	Customers
	127
	58.3
	55 (43.31%)
	72(56.69%)

	Total
	218
	100
	113
	105


Table 4.2 indicates the demographic profile of the respondents based on age and education level.

Table 4.2: Age and Educational Level TC "Table 4.2: Age and Educational Level" \f T \l "1" 
	Age Profile (Years)
	Gender and Education Level

	Age Range
	N
	%
	Level 
	 M
	F
	Total 
	%

	< 18 years
	33
	15.1
	PhD
	15
	08
	23
	10.5

	18-25 years
	61
	28.0
	Masters 
	22
	15
	37
	17.0

	26-35 years
	70
	32.1
	Bachelor
	26
	31
	57
	26.1

	36 and above
	54
	24.8
	Diploma
	33
	36
	69
	31.7

	Total 
	218
	100
	Certificate 
	17
	15
	32
	14.7

	
	
	
	Total 
	113
	105
	218
	100


1.2 Perception Towards Mobile Money Transactions TC "4.2 Perception Towards Mobile Money Transactions" \f C \l "1" 
According to analysis, users differ in terms of their frequencies and perceptions towards use of mobile money transactions. The perceptions were focused on cybersecurity trends and the financial loss due to cybersecurity challenges when using mobile money transactions. The analysis of trends of cybersecurity in mobile money transactions showed that over half of respondents 161(73.85%) believe that there was an increase in cybersecurity cases. 
On the other hand, regarding respondents' perceptions of financial loss as a result of cybersecurity challenges, the analysis indicates that 162 (74%) respondents have at least once encountered financial loss due to cybersecurity cases and 56 (26%) responded no, see Figure 4.1. This was supported by a coefficient of 0.04 from the analysis that indicates that addressing cybersecurity challenges is significant.
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Figure 4.1: Respondents’ Perception of Trends in Cybersecurity in Mobile                         

                    Money Transactions TC "Figure 4.1: Respondents’ Perception of Trends in Cybersecurity in Mobile" \f F \l "1" 
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Figure 4.2: Respondents’ Perception of Financial Loss as a Result of  
                  Cybersecurity  Challenges
                     TC "Figure 4.2: Respondents’ perception of financial loss as a result of cybersecurity" \f F \l "1" 
1.2.1 Impact of Technology Advancement on Mobile Money Transactions TC "4.2.1 Impact of Technology Advancement on Mobile Money Transactions" \f C \l "1" 
Respondents were required to answer the question that requires them to give their opinions on the impact of technological advancement in mobile money transactions. There were mixed feelings about this and it made a researcher group into two categories as positive impacts and negative impacts. Both of the respondents gave their opinions on positive impacts and negative impacts.
Positive Impacts
The analysis showed that the advancement of technology impacts several services we are observing today. One respondent said “with the advancement of technologies about mobile money payment he can send money to his family anytime and anywhere,” another respondent said, “the advancement of technology about mobile money has simplified the payment process as there is no need to carry cash nowadays as one can pay via mobile payment”. So, by sorting out their comments, the research provides some of the key points from a respondent in table 4.3 indicating some positive impact of technological advancement in mobile money transactions.
Table 4.3: Respondents’ Perception of Financial Loss as a Result of  

                   Cybersecurity Challenges TC "Table 4.3: Respondents’ Perception of Financial Loss as a Result of" \f T \l "1" 
	No
	Impact of technology advancement on mobile money transactions (N=218)

	1
	Simplify payment process

	2
	No need to carry money nowadays

	3
	This has led to a reduction in theft as people do not carry a huge amount of cash

	4
	Has improved business (you can order online and pay online and receive your order at home)


Negative Impact
The analysis showed that the majority of respondents are concerned about security. As it was quoted earlier “advancement of technologies gives a way to new advanced and more proficient cybersecurity attacks” which might require a lot of power resources to combat. Also, they show their concern about the level of awareness of security in mobile money transactions. Thus, one piece of advice there should be a campaign to educate people regarding cybersecurity, especially in mobile money transactions.
1.2.2 Threats in Mobile Money Transactions TC "4.2.2 Threats in Mobile Money Transactions" \f C \l "1" 
The researcher was also interested in knowing the threats to mobile money transactions. So, respondents were required to provide their opinions on the matter. Data was filtered and arranged and the analysis showed that security associated threats were very high. Also, technological advancement seems to be a threat to mobile money transactions. One respondent said, “as technology advances, there is new room for new attacks with very advanced features and more impact”. Awareness among users was mentioned as a threat in mobile money transactions. This was mentioned in two ways; a positive side was that with proper awareness/knowledge of security considerations in mobile money transactions within society there was a huge possibility that the number of cases associated with money loss or fake transactions will be reduced. “Society will be able to know and distinguish fake from authentic transactions or requests”. On the negative side, those with knowledge might use it to lunch some attacks on others within the society. This calls for a proper balance among the factors to address threats to mobile money transactions.
Table 4.4:Threats in Mobile Money Transactions TC "Table 4.4:Threats in Mobile Money Transactions" \f T \l "1" 
	No
	Threats (N=218)
	Rate

	1
	Security threats
	Very high

	2
	Technology threats
	Very high

	3
	Awareness 
	High


1.3  Challenges in Mobile Money Transactions TC "4.3 Challenges in Mobile Money Transactions" \f C \l "1" 
Challenges revealed from data analysis were categorized into two awareness challenges and security challenges as explained below. This was important with study objectives.
1.3.1 Awareness Challenges TC "4.3.1 Awareness Challenges" \f C \l "1" 
In this study, respondents were required to respond to some questions that were aiming to measure their general understanding of mobile money security. Respondent responses after analysis indicate about 149 (68.35%) of total respondents have a general understating of security issues about mobile money transactions. About 34 (15.6%) of respondents have very good knowledge about security issues in mobile money transactions. The other 21(9.63%) were not sure as per the presented questionnaires. 14 (6.42%) do not know.  Further, it was found that there is a need for awareness provision to the user, especially in the area of privacy (as some tend to share their secret code with others) and social engineering challenges. The analysis shows that about 39 (46%) respondents in their usage have disclosed their information to other people, then 22 (26.2%) respondents have fallen into social engineering attacks. 
Table 4.5: Mobile Money Transaction Risk Awareness TC "Table 4.5: Mobile Money Transaction Risk Awareness" \f T \l "1" 
	No
	Are you aware of the risks in Mobile Money transactions? (N=218)
	Frequency
	Percent (%)
	Most respondent category

	1
	I know well
	34
	15.6
	IT managers, IT security personnel

	2
	I know moderate
	149
	68.35
	Mobile money users, Bank agent, Mobile money agent

	3
	I do not know
	14
	6.42
	Mobile money users

	4
	Not sure
	21
	9.63
	Mobile money users, Mobile, and Bank agent


Further, managers were asked if they provide security awareness to society, the analysis shows that about 10 (83.3%) of the respondent provide or have programs to address society regarding different security challenges in mobile money transactions and 2 (16.7%) of the respondent didn’t. But still, analysis indicates that there was still not enough knowledge among users regarding mobile money transaction security.
1.3.2  Security Challenges TC "4.3.2 Security Challenges" \f C \l "1" 
Analysis indicates that security is the major concern to the user and some do not know what to do when they encounter such challenges. There were some questions that respondents were supposed to answer in response to security in mobile money transactions. 
Table 4.6: Respondents’ Perception of Common Challenges Experienced in TC "Table 4.6: Respondents’ Perception of Common Challenges Experienced in" \f T \l "1"   

                  Mobile Money Transactions
	No
	Common Cybersecurity Challenges Experiencing (N=218)
	Frequency
	Percent (%)
	Most respondents 

	1
	Social engineering
	172
	78.9
	All categories

	2
	Phishing
	30
	13.76
	Developer, IT personnel, Bank agent

	3
	Denial of service
	16
	7.34
	IT manager, IT personnel, Bank agent


This analysis agrees with the analysis presented in Table 4.5 that awareness regarding mobile money transactions security considerations is still a challenge in society.
Further, respondents were required to respond if they had ever received a fake transaction request. Table 4.7 below presents analysis results, of which 188 (86.24%) have at least once received fake transaction requests. This indicates that, within society still there are still security concerns in mobile money transactions.  
Table 4.7: Fake Transaction Request TC "Table 4.7: Fake Transaction Request" \f T \l "1" 
	No
	Have you ever received a fake transaction request? (N=218)
	Frequency
	Percent (%)

	1
	Yes
	188
	86.24

	2
	No
	30
	13.76


Also, selected managers were required to rate the frequency with which they receive complaint reports about security. Analysis indicates that 9 (75%) responds the rate was high, 2 (16.7%) were neutral and 1 (8.3%) responds as very high. This indicates that still their security challenges in mobile money transaction with society needs to be addressed.
Table 4.8: Frequency of Receiving Security-Related Problems from Customers TC "Table 4.8: Frequency of Receiving Security-Related Problems from Customers" \f T \l "1" 
	No
	As an IT manager can you rate how frequently you receive security-related problems reported from customers? (N=12)
	Frequency
	Percent (%)

	1
	Very high
	1
	8.3

	2
	High
	9
	75.0

	
	Neutral
	2
	16.7


1.4  Mobile Money Transactions Authentications TC "4.4 Mobile Money Transactions Authentications" \f C \l "1" 
Analysis results on mobile money transaction authentications have the following results from the IT security personnel respondents. 13 (100%) of respondents (security personnel in the selected organization) suggest there are different levels of authentication for different users. Further, respondents point out types of authentications there were using to which the analysis indicates multifactor authentication and two-factor authentication are the most commonly used with 38.5% for each. Also, SSL (7.7%) and API tokens (15.3%) were used. A deep analysis indicates that they are using combinations of authentications in their organization.
Table 4.9: Mobile Money Transactions Authentications TC "Table 4.9: Mobile Money Transactions Authentications" \f T \l "1" 
	No
	Authentications (N=13)
	Frequency
	Percent (%)

	1
	Secure socket layer (SSL)
	1
	7.7

	2
	Multifactor authentication
	5
	38.5

	3
	Two-factor authentication
	5
	38.5

	4
	API token
	2
	15.3


1.5 Recommendation on Authentications Framework for Mobile Money Transactions TC "4.5 Recommendation on Authentications Framework for Mobile Money Transactions" \f C \l "1" 
Respondents were required to respond to the question that requires them based on their experience, to recommend some considerations for developing an authentication framework for mobile money transactions.  The group involved were bank agents, IT security personnel, and IT managers. After analysis of the data 30 (73.17%) of respondents suggest a multifactor authentication. Other 7 (17.07%) indicate that two-factor authentication can still solve the challenge especially if there will be enough knowledge for the user. The rest 4 (9.76%) respond that policy was an important concern that in some cases allows for errors. This implies that multifactor authentication is the most suggested solution although on the other hand awareness of the user should be enhanced.
Table 4.10: Recommendation on Authentications TC "Table 4.10: Recommendation on Authentications" \f T \l "1" 
	No
	Recommendation (N=41)
	Frequency
	Percent (%)

	1
	Multifactor authentication
	30
	73.17

	2
	Two-factor authentication
	7
	17.07

	3
	Security awareness provision 
	4
	9.76


Further, the researcher consults experts in the field of security and inquires about their opinions, especially after the analysis of data. They suggest “the use of both multifactor authentication and two-factor authentication, but they insist on the provision of security awareness to the user”.
1.6 Proposed Framework TC "4.6 Proposed Framework" \f C \l "1" 
The figure 4.3 presents a proposed multifactor authentication framework for mobile money transactions to address security threats and challenges. The framework is the result from several factors that are results of survey, literature review and expert opinions. The framework is essential input to the algorithm that is used in the authentication of user during transactions. The framework involves key input for multifactor authentication which are finger print, password and one-time password (OTP). The user has to go through this series of these authentications before authorization. 
The implementation of the three-subsystem processing system, payment system and security system are depending on the strength of the algorithm nevertheless the factors presented in the conceptual framework in figure 1could be either direct or indirect used in the algorithm. Expert opinions were taken as an input to proposed framework and algorithm for multifactor authentication mechanism. Security system ensure the process, finger print, password is encrypted, secured and is responsible toward generation of a secured-on time password. 
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Figure 4.3: Proposed Multifactor Authentication Framework TC "Figure 4.3: Proposed Multifactor Authentication Framework" \f F \l "1" 
Table 4.11: Customer Authentication Phase for Transaction (A multifactor  

                    Approach) TC "Table 4.11: Customer Authentication Phase for Transaction (A multifactor" \f T \l "1" 
	Sno
	Keywords

	1
	Cu= customer,

	2
	CuPIN=customer PIN

	3
	CuOTP=customer OTP

	4
	CuFp=customer FingerPrint

	5
	CuPh=Customer phone

	6
	Ft=finger template

	7
	CuPvk=Customer private key

	8
	CuPuk=customer public key,

	9
	CuPH=Customer Phone

	10
	ANGkOT=Automatic New generated key ONE TIME per Tansaction

	11
	SeTM= session


Customer Authentication Phase for Transaction (A multifactor approach)
START
Input:CuPIN,CuOTP, CuFp,ANGkOT  
//Customer Personal identification number
PIN ←Take PIN (Personal identification number) input of the Cu.
for (int i=0; i ≤3; i + +)
{
if IsCuPINValid then
Request for the generation of CuOTP
Send CuOTP to the Cu-> CuPh.
Hash the sent CuOTP using the SHA-256, zi=h(CuOTP) and store zi in the dB
Display the CuOTP for the Cu to read.
else
Invalid CuPIN and transaction terminated
end 
//Customer one time password
if
CuOTP ←Take input of the Cu<-CuOTP.
if IsOTPValid (CuOTP )then
Scan the CuFp for recognition using the CuPH
else
Invalid CuOTP and transaction terminated
end 
//Customer finger print
if
CuFp ←Take input of the Cu CuFp using the CuPH ﬁnger print sensor.
if IsCuFpValid (CuFp )then
CuPuk/CuPvk pair are created. 
The Eu(E(CuPuk))is decrypted, dp=Du(D(CuPuk)), and compared with CuPuk. 
The Eu(E(CuPvk))and Eu(E(Ft)) are also decrypted, df=Du(D(CuPvk))and dt=Du(D(Ft)) 
and compared with CuPvk and Ft,respectively.
if((CuPuk== dp) AND (CuPvk== df) AND (Ft== dt)) AND ANGkOT then
The Cu is authenticated successfully and can proceed to transaction.
else 
Invalid CuPuk,CuPvk, and Ft 
endif 
else
Invalid CuFp and transaction terminated
endif 
}
Return
STOP
ADDITION INPUT: 
ANGKOT=Automatic New generated key ONE TIME per Transaction, 
1.7 System Implementation TC "4.7 System Implementation" \f C \l "1" 
This part presents the implementation of the proposed solution. The study’s main objective of this study is to develop an enhanced multifactor authentication framework for mobile money transactions.
1.8  System Architecture TC "4.8 System Architecture" \f C \l "1" 
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Figure 4.4: System Architecture TC "Figure 4.4: System Architecture" \f F \l "1" 
4.8.1 Enrollment Phase TC "4.8.1 Enrollment Phase" \f C \l "1" 
The enrollment phase is the first stage where the user of the system registers for the proposed system to use system. User, as indicated in the architecture diagram (figure 3) and as per the algorithm, will have to enter credentials that will be used later for login whenever needed to use the proposed system. The user will enter details of username, password, and phone number, also the system captures the user's prints.
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Figure 4.5: User Registration TC "Figure 4.5: User Registration" \f F \l "1" 
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Figure 4.6: User Login TC "Figure 4.6: User Login" \f F \l "1" 
4.8.2 Authentication Phase TC "4.8.2 Authentication Phase" \f C \l "1" 
In this phase, the user is validated to make sure of their identity. For any user to use the proposed system must be a registered user. User got registered and during login will follow the authentication process as per the algorithm demand. User will enter username and password, then will be required to enter OTP that will be sent to them user. Further Finger fingerprint is used to authenticate the user, so the user will enter their finger print. The following are the interfaces for authenticating users during login.
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Figure 4.7: Login Process TC "Figure 4.7: Login Process" \f F \l "1" 
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Figure 4.8: Authentication TC "Figure 4.8: Authentication" \f F \l "1" 
4.8.3 Transaction TC "4.8.3 Transaction" \f C \l "1" 
Whenever a user wishes to perform any transaction within the system, security measures are taken, and a key is used to confirm the identity/authenticity of who claims to be. 
The following are interfaces for a registered user when performing a transaction.
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Figure 4.9: User Account after Successful Login TC "Figure 4.9: User Account after Successful Login" \f F \l "1" 
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Figure 4.10: User Transaction TC "Figure 4.10: User Transaction" \f F \l "1" 
1.9 Discussion TC "4.9 Discussion" \f C \l "1"  
This section covers the general discussion regarding the development of an enhanced multifactor authentication framework for mobile money transactions. The discussion corresponds to the findings that resulted in the analysis of data conforming to the study-specific objectives and research questions. The discussion on the achieved results involves the importance, threats, and challenges of mobile money transactions, and considerations for developing an enhanced multifactor authentication framework for mobile money transactions. 
From the literature, it has been observed that mobile money has enhanced the way monetary transactions are done and has simplified the transaction process (Nyamtiga et al., 2013). Further, the literature works confirm the fact that there is an increasing growth of mobile networks and adoption of mobile services in most developing countries (Bakari, 2020a; ENACT, 2020). This has also provided new opportunities in delivering new financial services through providing secure, low-cost mobile network platforms (Tengeh et al., 2020). The findings in this study indicate that these new opportunities in mobile money services have positively impacted the lives of people by simplifying the transaction process and providing employment through different money services. Thus, mobile money services have simplified the transaction process widely. Further, studies point out that the key importance of mobile money services is to simplify monetary transaction services (Ahmed et al., 2021a; Ayo et al., 2021). According to (B.Mtaho, 2015) mobile money technologies offer three key services that are money transfer, mobile banking, and mobile payment. Studies indicate that these services (money transfer, mobile banking, and mobile payment) are almost done by an individual in their daily activities, and this agrees with the findings presented in this chapter 4.
Furthermore, the study findings have shown that the majority of the respondents positively agree that the introduction of mobile money has improved the standard of living in society. Works of the literature suggest that, as much as it offers a wide range of services and benefits, mobile money has experienced increases in attacks against the current authentication scheme (B.Mtaho, 2015; Chetalam, 2018; ENACT, 2020; Mtaho, 2015). According to (Ahmed et al., 2021a) The nature of data (sensitive information) that financial services organizations operate on makes them a target of cyberattacks. The study findings that indicate that awareness challenges and security challenges are very common in society (see table 4.5 and table 4.6) are supported by various works of literature that present almost similar findings (Ahmed et al., 2021a). Further, this study's findings indicate that awareness regarding mobile money transactions security considerations is still a challenge, and this has been proved by the nature of the attacks that most people are the victims of within the society (Table 4.6). Also, the analysis shows, social engineering, phishing, and denial of service are the most common challenges experienced. These challenges are in line with other works of literature, from which data breaches, customer identity theft, fraudulent money transfers, and unplanned system downtime are common challenges (Baur-yazbeck et al., 2019). Further, due to technological advancement, new attacks have been observed, i.e., cloud-based botnets that take over processing power, exploitation of near-field communications, distributed denial of service, hack on multifactor authentication technologies, etc.(Ahmed et al., 2021b; Hassan, 2021; Ometov et al., 2018).
This study also found that the present security threats, technology threats (as technology advances, there is new room for new attacks with very advanced features and more impact), and awareness (the ability to know and distinguish fake from authentic transactions or requests) are considered threats in mobile money transactions. These findings are similar to other studies' findings presented in the literature review (chapter 2). Studies confirm that the present weaknesses in existing securities allow attackers to launch their attacks sometimes they succeed in getting and manipulating users’ accounts without their permission (Alharbi & Alghazzawi, 2019). It is evident from pieces of literature that security is an important factor for the success of mobile money services(Chetalam, 2018; Islam, 2019; Ometov et al., 2018; Rahav, 2018).
Moreover, the findings of this study show that the majority of the respondents have proposed three-factor authentication as a proper and more reliable authentication compared to other (two-factor and single-factor authentications, see table 12. (Bakari, 2020b) reports similar findings. Also, studies indicate that with multi-factor authentication, a higher degree of authentication can be achieved and ensure that the user is actually who they claim to be (Ayo et al., 2021; Bakari, 2020b). According to (G. Ali et al., 2021; Bissada, A.; Olmsted, 2017), the flaws in the information security policy that manages admittance to network components and information properties can significantly compromise the security of mobile applications and the supporting information communication and technology (ICT) assets. The study thus suggests a multimodal security mechanism, especially for user authentication in applications and networks, which was in line with this study's findings (G. Ali et al., 2020a). It is clear from the literature that two-factor and one-factor authentications are not fully secured (Adeoye, 2012) 
In this study, the results of the analysis of data from respondents propose the possibility of using two-factor authentication, but it has to be combined with other factors. This agrees with other literature that also suggests the combination of authentication and other technology, i.e., Blockchain technology, in addressing authentication (Alharbi & Alghazzawi, 2019; B.Mtaho, 2015). Thus, the addition of another security layer to authentication could significantly improve authentication (Chetalam, 2018).
CHAPTER FIVE TC "CHAPTER FIVE" \f C \l "1" 
CONCLUSION AND RECOMMENDATIONS TC "CONCLUSION AND RECOMMENDATIONS" \f C \l "1" 
5.1  Conclusion TC "5.1 Conclusion" \f C \l "1" 
Mobile money services in most developing countries have increased as a result of the advancement of technologies in mobile and telecommunication networks. This advance has led to the use of mobile phones in performing different monetary services. Due to the nature of the service (money involvement) comes many security issues arise from privacy, authentication, and confidentiality as a whole. The authentication, which was the main objective of this study, seems to fall short with current money authentication schemes that employ only PIN and SIM to authenticate users of mobile money systems and services.
The study proposed an enhanced multifactor authentication framework for mobile money transactions in Chapter Four (4). The framework proposes the use of multifactor authentication, including OTP, biometric fingerprints, PIN, and an encrypted session for authentication purposes. The framework was evaluated by a mobile app prototype, which in turn indicates that the proposed algorithm offers secure and efficient authentication against different attacks (related to poor authentication). Further study could be done to advance the findings and solution proposed in this study, especially in the area of confidentiality and integrity in mobile money transactions and service at large.
5.2 Recommendation TC "5.2 Recommendation" \f C \l "1" 
The study recommends the use of multi-factor authentication to authenticate users before any transactions. This method clearly upsurges the protection of user credentials in three dimensions of security in terms of authentication from single, two, and multi-factor authentication.
The study also recommends the following:
· Users of mobile phones must be officially registered with a fingerprint linked to their national identification number.
· Adopters should conduct customer awareness campaigns focused on security aspects, especially confidentiality, privacy, and integrity issues.
· The government should develop and review the national legal framework and policy on the current use of mobile money services.
· To widen the use of mobile money services, a special incentive scheme, including lowering transaction charges, should be created, and adopted by banks and telecom companies.
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Appendix I: Questionnaire for Mobile Money Users
This study is on how to design a more effective multifactor authentication system for Tanzanian mobile money transactions. Its general objective is to present the existing and potential threats to mobile money transactions among Dar es Salaam city mobile money users. This study was carried out partly as coursework for a Master of Science in Computer Science (MSc–CS) at the Open University of Tanzania. Therefore, you are respectfully requested to fill in this research. In case the final report of this study contains confidential information that could be dangerous to the organization or individual, confidentiality is assured by the Open University of Tanzania. The report will be seen by the supervisor and examiners alone for academic use.

I ask for your assistance in completing this survey. I guarantee that your response is going to be kept anonymous and confidential. I am so grateful for your assistance.
A: Demographic Information.
Circle the most appropriate response
1. Gender of the respondent
a) Male
b) Female
2. Your age group
a) Below 18 years
b) 18 – 25 years
c) 26 – 35 years
d) 36 and above
3. Occupation of the respondent
	a. Employee
	b. Entrepreneur
	c. 
	Unemployed

	d. Student
	e. Volunteer
	
	


4. Circle your level of education.
a. Primary education
b. Secondary education
c. Certificate
d. Diploma
e. Advanced diploma 
f. bachelor degree
g. Master's degree
h. PhD
i. NONE
5. Which of the following mobile operators do you normally use for money transactions? (Kindly tick the appropriate) 
	
	
	 Highest
	 High
	 Low 
	 Lowest

	A
	Tigo Pesa
	
	
	
	

	B
	Airtel money
	
	
	
	


B. To identify the cybersecurity risks associated with mobile money users
6. What type of mobile phone do you normally use in doing your mobile money transactions?
a. Ordinary phone
b. Smartphone
c. Not sure
7. If the answer to question one is b, answer questions 3, 4 and 5.
Do you have access to the internet and know how to operate it on your mobile phone? (Smart phone users)
a. Yes
b. No
8. Do you know the function and how to clear cookies of the browser you use? (Smart phone users)    
a. Yes      b. No
9. If the above question is Yes, how often do you clear cookies? (smartphone users)
a. Never
b. Rarely
c. Sometimes d. Most of the time
b. Always
10. How reliable is the service from your mobile Network Operator (MNO)?
a. Excellent
b. Very good
c. Good d. Poor e. Very poor
11. Does your mobile phone have an antivirus? (smart phone users)
a. Yes
b. No
c. Not applicable
12. How often do you update the antivirus? (smart phone users)
a. Daily b. Weekly
c. Automatic update d. manually e. N/A
13. What do you use to open your mobile phone for operation?
a. Password b. Patten
c. Both (password and pattern)
d. Fingerprint
e. Not applicable
14. Does your password or pattern expire or change?
a. Yes
b. No
15. For how many days does your password or pattern expire or change?
a. Less than one month
b. Between one month to three months
c. Greater than three months
d. Greater than six months
e. Never change
16. 
Do you do regular updates for operating systems when available? (smart phone users)
a. Never
b. Rarely
c. Sometimes
d. Most of the times
e. Always
17. How often do you audit the functionality of apps in your mobile phones? (smart phone users)
a. Never
b. Rarely
c. Sometimes
d. Most of the times
e. Always
18. Do you use Wi-Fi with your fellows? (smart phone users)
a. Never
b. Rarely
c. Sometimes
d. Most of the time
e. Always
19. Do you use your Smartphone as flash disk or external USB to carry the data? (smart phone users)
a. Never
b. Rarely
c. Sometimes
d. Most of the time
e. Always
20. Do you know your IMEI number of your mobile phone?
a. Yes
b. No
21. What do you do when your Mobile phone gets lost?
a. Report to police station
b. Report to mobile operator
c. Block your mobile phone
d. Block your number
e. Renew line
f. I don’t know
22. Have you ever received fake transaction request?
a. Never
b. Rarely
c. Sometimes
d. Always
23. Have you ever experienced delays in balance updates by the service provider when in need to deposit or withdraw money?
a. Never
b. Rarely
c. Sometimes
d. Always
24. Are you aware of the risks in Mobile Money Transaction (MMT)?
a. I don’t know.
b. I know it just moderately.
c. I know it well.
d. No answer
25. As the mobile money users do you get any updates on security issues from mobile operators?
a. Never
b. Rarely
c. Sometimes
d. Always
26. Do you audit your mobile money account?
a. Never
b. Rarely
c. Sometimes
d. Always
27. What in your opinion is the overall trend security risks in the mobile money transactions? (tick where appropriate)
	Increasing
	Rapidly Increasing
	Do not know
	Decreasing
	Rapidly Decreasing

	
	
	
	
	


28. Do you share your mobile phone with your friends or relatives?
a. Never
b. Relay
c. Sometimes
d. Always
29. Kindly mention cybersecurity challenges you faced during money transaction as a result of technological evolvements?
a. ………………………….
b. ………………………….
c. ………………………….
d. ………………………….
30. Kindly RECOMMEND necessary design components for an effective cybersecurity models to address security challenges in financial sectors?
a. ………………………….
b. ………………………….
c. ………………………….
d. ………………………….
Appendix II: Questionnaire for Mobile Money Agents
This study is on how to design a more effective multifactor authentication system for Tanzanian mobile money transactions. Its general objective is to present the existing and potential threats to mobile money transactions among Dar es Salaam city mobile money users. This study was carried out partly as coursework for a Master of Science in Computer Science (MSc–CS) at the Open University of Tanzania. Therefore, you are respectfully requested to fill in this research. In case the final report of this study contains confidential information that could be dangerous to the organization or individual, confidentiality is assured by the Open University of Tanzania. The report will be seen by the supervisor and examiners alone for academic use.

I ask for your assistance in completing this survey. I guarantee that your response is going to be kept anonymous and confidential. I am so grateful for your assistance
A: Personal Information
1. Gender of the respondent
a. Male
b. Female
2. Kindly provide your age(tick where appropriate)
a. Below 18 years
b. 18 – 25 years
c. 26 – 35 years
d. 36 years and above
3. How Circle your level of education.
a. Primary education
b. Secondary education
c. Certificate
d. Diploma
e. Advanced diploma 
f. bachelor degree
g. Master degree
h. PhD
i. NONE
B. To identify cyber security risks associated with mobile money transactions
4. As an agent, how would you classify the problem of cyber security especially authentication in the mobile money transaction? (tick where appropriate) 
	Major problem 
	Minor problem
	Not a problem
	Don’t know

	
	
	
	


5. How would you assess the likelihood cyber security occurring due to authentications problems in the mobile money transactions sector over the next five years? (tick where appropriate)
	Very high 
	High
	Neutral
	Very low
	Low

	
	
	
	
	


6. Do What in your opinion is the overall trend security risks in the mobile money transactions? (tick where appropriate)
	Increasing
	Rapidly Increasing
	Do not know
	Decreasing
	Rapidly Decreasing

	
	
	
	
	


7. As a bank agent can you rate how frequent you receive security related problems report from customers (Tick where appropriate)
	Very high
	High
	Neutral
	Very low
	Low

	
	
	
	
	


8. What do you think are the reason(s) for the trend in question 3 above? 
a. ………………………….
b. ………………………….
c. ………………………….
d. ………………………….
e. ………………………….
8. Is there any financial loss encounter as a result of security challenges?
a. Yes
b. No
9. If your answer is YES in the question (8) above, can you rate to what extent the impact was.
	Very high
	High
	Neutral
	Very low
	Low

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


6. As an agent, which type of mobile phone do you normally use for mobile money?
a. Ordinary phone
b. Smartphone
c. Not sure
7. If the answer for question six is b answer question 7, 8 and 9
Do you have access to the internet and know how to operate it on your mobile phone?
a. Yes
b. No
8. Do you know the function of cookies and how to clear cookies of the browser you use?
a. Yes
b. No
9. If the response for question 8 is, how often do you clear cookies?
a. Never
b. Rarely
c. Sometimes
d. Most of the time
e. Always
10. How reliable is the service from your Mobile Network Operator (MNO)?
a. Excellent
b. Very good
c. Good
d. Poor
e. Very poor
11. As a mobile money agent, do you fail to access mobile payment services due to lack of network?
a. Never
b. Rarely
c. Sometimes
d. Most of the times
e. Always
12. Do you receive the float from the customers using the identity card?
a. Never
b. Rarely
c. sometimes
d. Always
13. What do you do when your mobile phone that is used in mobile money transaction is lost?
a. I report to police station.
b. I report to mobile operator.
c. I block my mobile phone.
d. I block my phone number.
14. As mobile money agent, have you ever received fake transaction request(s)?
a. Never
b. Rarely
c. Sometimes
d. Always
15. As mobile money agent, do you fail to give the service to mobile money users due to lack of liquidity?
a. Never
b. Rarely
c. Sometimes
d. Always
16. Are you aware of the risks in Mobile Money Transaction (MMT)?
a. I don’t know.
b. I know just moderately.
c. I know it well.
d. No answer
17. Have you ever attended any training on security on mobile transaction since you started this Job as an agent?
a) Never
b) Rarely
c) Sometimes
d) Always
18. Kindly mention cybersecurity challenges you faced in your daily activities as a result of technological evolvements?
a. ………………………….
b. ………………………….
c. ………………………….
d. ………………………….
e. ………………………….
19. Kindly RECOMMEND necessary design components for an effective cybersecurity models to address security challenges in financial sectors?
a. ………………………….
b. ………………………….
c. ………………………….
d. ………………………….
Appendix III: Questionnaire for IT Security Personally
This study is on how to design a more effective multifactor authentication system for Tanzanian mobile money transactions. Its general objective is to present the existing and potential threats to mobile money transactions among Dar es Salaam city mobile money users. This study was carried out partly as coursework for a Master of Science in Computer Science (MSc–CS) at the Open University of Tanzania. Therefore, you are respectfully requested to fill in this research. In case the final report of this study contains confidential information that could be dangerous to the organization or individual, confidentiality is assured by the Open University of Tanzania. The report will be seen by the supervisor and examiners alone for academic use.

I ask for your assistance in completing this survey. I guarantee that your response is going to be kept anonymous and confidential. I am so grateful for your assistance
 Part A: Demographic Information:
1. Gender of the respondent
a. Male
b. Female
2. Age group
a. Below 18 years
b. 18 – 25 years
c. 26 – 35 years
d. 36 years and above
3. Which of the following company you’re working as IT security personally?
a. Tigo
b. Airtel
c. NMB
d. CRDB
4. Circle your level of education
a. Primary education
b. Secondary education
c. Certificate
d. Diploma
e. Advanced Diploma
f. Bachelor degree
g. Master’s degree
h. PhD
i. NONE
Part B: Audit Information
1. How often network-based assessment is performed in your organization? (Kindly TICK your appropriate answer)
a. Daily
b. Weekly
c. Monthly
d. Not performed at all
2. How often your organization perform compliance, physical or enterprise assessment? (Kindly TICK your appropriate answer))
a. Daily
b. Weekly
c. Monthly
d. Not performed at all
3. What in your opinion is the overall trend security risks in the mobile money transactions? (tick where appropriate)
	Increasing
	Rapidly Increasing
	Do not know
	Decreasing
	Rapidly Decreasing

	
	
	
	
	


4. Does your organization perform application security assessment? (Kindly TICK your appropriate answer)
a. Yes
b. No
Part C: Network Security Information
1. Does your organization use a local Intrusion Detection System(s) (IDS)? (Kindly TICK your appropriate answer)
a. Yes
b. No
2. Does your organization use a local Intrusion Prevention System(s) (IPS)? (Kindly TICK your appropriate answer)
a. Yes
b. No
3. What type of Intrusion detection system (IDS) your organization use? (Kindly TICK your appropriate answer)  
a. host-based IDS (HIDS)
b. network-based IDS (NIDS)
c. Combination of both?
4. Does your organization have any dedicated connections to other organization’s networks (vendors, business partners)? (Kindly TICK your appropriate answer)
a. Yes
b. No
5. If possible, please list all dedicated connections to other networks.
Part D: System Information
1. Kindly, mention type of database technologies your organization use? (Examples – Oracle, Microsoft SQL, IBM DB2, MySQL).
2. Does your organization use any Enterprise Resource Planning (ERP) application(s)? (Kindly Put ‘V’ in your appropriate answer)
a. Yes
b. No
Part E: Service Information
1. Do you expose any service to the internet? (Kindly Put ‘V’ in the box of your appropriate answer)
a. Yes
b. No
2. Kindly mention types of authentication you use for your web services?
3. How is your antivirus application implemented? (Kindly Put ‘V’ in the box of your appropriate answer)
	Yes
	No

	Managed client/server architecture
	Managed stand-alone configuration


4. Is the data encrypted while transmitted over an untrusted network? (Kindly Put ‘V’ in the box of your appropriate answer)
a. Yes
b. No
5. In your organization, are there restrictions on what quantity or type of data can leave the system?
a. Yes
b. No
6. Does your organization data associate in your application or system interface with other applications or systems?  (Kindly Put ‘V’ in your appropriate answer)
a. Yes
b. No
7. Does your organization systems, application or service produce logs and/or audit trails? (Kindly Put ‘V’ in your appropriate answer)
a. Yes
b. No
8. Is sensitive data embedded in the logs?  (Kindly Put ‘V’ in your appropriate answer)
a. Yes
b. No
9. If your answer is Yes in (vi) above, does your organization systems, application or service logs and/or audit trails link actions to individual users?  (Kindly Put ‘V’ in your appropriate answer)
a. Yes
b. No
10. Is access limited to only those individuals whose job or function requires such access?  (Kindly Put ‘V’ in your appropriate answer)
a. Yes
b. No
11. Are there different levels of authorization in the system?  (e.g., full access, limited access, read-only access, etc.)   (Kindly Put ‘V’ in your appropriate answer)
a. Yes
b. No
Part F: General question on cybersecurity
(i) Kindly mention cybersecurity challenges you faced in your organization as a result of technological evolvements?
(ii) Kindly RECOMMEND necessary design components for an effective cybersecurity models to address security challenges in financial sectors?
Appendix IV: Questionnaire for IT Developer/Programmer.
This study is on how to design a more effective multifactor authentication system for Tanzanian mobile money transactions. Its general objective is to present the existing and potential threats to mobile money transactions among Dar es Salaam city mobile money users. This study was carried out partly as coursework for a Master of Science in Computer Science (MSc–CS) at the Open University of Tanzania. Therefore, you are respectfully requested to fill in this research. In case the final report of this study contains confidential information that could be dangerous to the organization or individual, confidentiality is assured by the Open University of Tanzania. The report will be seen by the supervisor and examiners alone for academic use.

I ask for your assistance in completing this survey. I guarantee that your response is going to be kept anonymous and confidential. I am so grateful for your assistance.
Part A: Demographic Information:
1. Gender of the respondent
a. Male
b. Female
2. Age group
a. Below 18 years
b. 18 – 25 years
c. 26 – 35 years
d. 36 years and above
3. Which of the following company your working as IT security personally?
a. Tigo
b. Airtel
c. NMB
d. CRDB
4. Circle your level of education
a. Primary education
b. Secondary education
c. Certificate
d. Diploma
e. Advanced Diploma
f. Bachelor degree
g. Master’s degree
h. PhD
i. NONE
Part B: Audit Information
1. Cases of system breaches or credit card theft are rampant in finance. Software developers need to lend a hand to institutions such as banks to prevent any information security threats. Kindly mention actions that you as a developer in your organization do in addressing this concern.
1. ……………………………….
2. ……………………………….
3. …………………………………
4. ………………………………….
5. …………………………………
2. Kindly mention factors that you consider to develop secured software solutions in financial sectors. 
a. ……………………………..
b. ……………………………..
c. ……………………………..
d. ……………………………..
e. ………………………………
3. Testing the security solutions for loopholes and design flaws is also one of the developer communal job responsibilities. How often do you perform this responsibility? (Kindly TICK in your appropriate answer)
a.  Daily
b. Weekly
c. Monthly
d. Not performed at all
4. What in your opinion is the overall trend security risks in the mobile money transactions? (tick where appropriate)
	Increasing
	Rapidly Increasing
	Do not know
	Decreasing
	Rapidly Decreasing

	
	
	
	
	


5. Do you get chances to enhance your technical understanding of communication protocols and authentication for security?
a. Yes
b. No
6. Does your organization have a policy to guide on security implementation / development of new applications?
a. Yes
b. No
7. If your answer is yes in the above question (QN 5) rate your participation.  (Kindly TICK in your appropriate answer)
a. High
b. Medium
c. Low
d. Not at all
8. How often do you analyze existing applications and systems to identify opportunities for improvement? (Kindly TICK in your appropriate answer)
a. Daily
b. Weekly
c. Monthly
d. Not performed at all
9. Kindly mention cybersecurity challenges you faced in your organization as a result of technological evolvements?
a. ………………………….
b. ………………………….
c. ………………………….
d. ………………………….
e. ………………………….
10. Kindly RECOMMEND necessary design components for an effective cybersecurity models to address security challenges in financial sectors?
a. ……………………………..
b. …………………………........
c. ……………………………….
d. ………………………………..
e. ………………………………
Appendix V: Questionnaire for IT Manager.
This study is on how to design a more effective multifactor authentication system for Tanzanian mobile money transactions. Its general objective is to present the existing and potential threats to mobile money transactions among Dar es Salaam city mobile money users. This study was carried out partly as coursework for a Master of Science in Computer Science (MSc–CS) at the Open University of Tanzania. Therefore, you are respectfully requested to fill in this research. In case the final report of this study contains confidential information that could be dangerous to the organization or individual, confidentiality is assured by the Open University of Tanzania. The report will be seen by the supervisor and examiners alone for academic use.

I ask for your assistance in completing this survey. I guarantee that your response is going to be kept anonymous and confidential. 
I am so grateful for your assistance
Part A: Demographic Information:
1. Gender of the respondent
c. Male
d. Female
2. Age group
a. Below 18 years
b. 18 – 25 years
c. 26 – 35 years
d. 36 years and above
3. Which of the following company your working as IT security personally?
a. Tigo
b. Airtel
c. NMB
d. CRDB
4.  Circle your level of education
a. Primary education
b. Secondary education
c. Certificate
d. Diploma
e. Advanced Diploma
f. Bachelor degree
g. Master’s degree
h. PhD
i. NONE
Part B: Audit Information
5. How long have you worked in your organization? (tick where appropriate)
a. 0 – 1 years
b. 1 – 5 years
c. More than 5 years
6. How long have you worked in YOUR current role? (tick where appropriate)
a. 0 – 1 years
b. 1 – 5 years
c. More than 5 years
7. Do you have commercial, advertisement or other campaign to address the society / customer regarding security challenges?
a. Yes
b. No
8. What in your opinion is the overall trend security risks in the mobile money transactions? (tick where appropriate)
	Increasing
	Rapidly Increasing
	Do not know
	Decreasing
	Rapidly Decreasing

	
	
	
	
	


8. As an IT manager can you rate how frequent you receive security related problems report from customers (Tick where appropriate)
a. Very high
b. High
c. Neutral
d. Very low
e. Low
9. Please mention common /most security challenges you have experienced in the last 2 years? 
a. ………………………….
b. ………………………….
c. ………………………….
d. ………………………….
e. ………………………….
10. Is there any financial loss encounter as a results of security challenges?
a. Yes
b. No
11. If your answer is YES in the question (6) above, can you rate to what extent the impact was.
a. Very high
b. High
c. Neutral
d. Very low
e. Low
12. Kindly mention cybersecurity challenges you faced in your organization as a result of technological evolvements?
a. ………………………….
b. ………………………….
c. ………………………….
d. ………………………….
e. ………………………….
13. Kindly RECOMMEND necessary design components for an effective cybersecurity models to address security challenges in financial sectors?
a. ………………………….
b. ……………………………
c. …………………………..
d. ……………………………..
e. …………………………….
Appendix VI: Questionnaire for Bank Agents.
This study is on how to design a more effective multifactor authentication system for Tanzanian mobile money transactions. Its general objective is to present the existing and potential threats to mobile money transactions among Dar es Salaam city mobile money users. This study was carried out partly as coursework for a Master of Science in Computer Science (MSc–CS) at the Open University of Tanzania. Therefore, you are respectfully requested to fill in this research. In case the final report of this study contains confidential information that could be dangerous to the organization or individual, confidentiality is assured by the Open University of Tanzania. The report will be seen by the supervisor and examiners alone for academic use.

I ask for your assistance in completing this survey. I guarantee that your response is going to be kept anonymous and confidential.
 I am so grateful for your assistance
Part A: Demographic Information:
1. Gender of the respondent
a. Male
b. Female
2. Occupation of the respondent
	a. Employee
	b. Entrepreneur
	c.
	Unemployed

	d. Student
	E. Volunteer
	
	


3. Age group
a. 18-35
b. 36-50
c. 51-above
4. Which of the following Bank(s) your working as agents?
a. NMB
b. CRDB
5. Circle your level of education
a. Primary education
b. Secondary education
c. Certificate.
d. Diploma
e. Advanced Diploma
f. Bachelor degree
g. Master’s degree
h. PhD
Part B: Audit Information
6. How long have you worked as a bank agent? (tick where appropriate)
a. 0 – 1 years
b. 1 – 5 years
c. More than 5 years
7. Do you save your PIN in the Saved items of your mobile phone for easy remembrance?
a. Yes
b. No
8. What in your opinion is the overall trend security risks in the mobile money transactions? (tick where appropriate)
	Increasing
	Rapidly Increasing
	Do not know
	Decreasing
	Rapidly Decreasing

	
	
	
	
	


9. Do you always check your account balance / statements to check if there are any authorization transactions?
a. Yes
b. No
10. As a bank agent can you rate how frequent you receive security related problems report from customers (Tick where appropriate)
a. Very high
b. High
c. Neutral
d. Very low
e. Low
11. Please mention common /most security challenges you have experienced in the last 2 years? 
a. ………………………….
b. ………………………….
c. ………………………….
d. ………………………….
e. ………………………….
12. Is there any financial loss encounter as a result of security challenges?
a. Yes
b. No
13. If your answer is YES in the question (10) above, can you rate to what extent the impact was.
a. Very high
b. High
c. Neutral
d. Very low
e. Low
14. Kindly mention cybersecurity challenges you faced in your daily activities as a result of technological evolvements?
a. ………………………….
b. ………………………….
c. ………………………….
d. ………………………….
e. ………………………….
15. Kindly RECOMMEND necessary design components for an effective cybersecurity models to address security challenges in financial sectors?
a. ………………………….
b. ………………………….
c. ………………………….
d. ………………………….
e. …………………………
Appendix VII: Source Code
Registered 
package com.example.mobile_app_transaction;
import android.annotation.SuppressLint;
import android.content.Context;
import android.content.Intent;
import android.content.SharedPreferences;
import android.net.ConnectivityManager;
import android.net.NetworkInfo;
import android.os.Bundle;
import android.view.View;
import android.widget.Button;
import android.widget.TextView;
import android.widget.Toast;
import androidx.annotation.NonNull;
import androidx.appcompat.app.AppCompatActivity;
import androidx.constraintlayout.widget.ConstraintLayout;
import com.google.android.material.textfield.TextInputEditText;
import com.google.android.material.textfield.TextInputLayout;
import com.google.firebase.database.DataSnapshot;
import com.google.firebase.database.DatabaseError;
import com.google.firebase.database.DatabaseReference;
import com.google.firebase.database.FirebaseDatabase;
import com.google.firebase.database.Query;
import com.google.firebase.database.ValueEventListener;
import java.util.Objects;
public class RegisterActivity extends AppCompatActivity {
    Button register;
    TextView login ;
    TextInputEditText password, username, phone;
    TextInputLayout passwordHelper , usernameHelper , phoneHelper;
    String userPassword, userPhone,user_username;
    ConstraintLayout progressBar ,  internet;
    public static final String PHONE_KEY = "phone_key";
    public static final String USER_KEY = "user_key";
    public static  final  String SHARED_PREF = "shared_pref";
    SharedPreferences sharedPreferences ;
    String phone_number , user ;
    @SuppressLint("MissingInflatedId")
    @Override
    protected void onCreate(Bundle savedInstanceState) {
        super.onCreate(savedInstanceState);
        setContentView(R.layout.activity_register);
        register = findViewById(R.id.register_btn);
                login = findViewById(R.id.login_textview);
                    password = findViewById(R.id.password_input);
                        username = findViewById(R.id.amount_input);
                                phone = findViewById(R.id.phone_input);
                                    passwordHelper =findViewById(R.id.password_Layout);
                                          phoneHelper = findViewById(R.id.phone_Layout);
                                                 usernameHelper = findViewById(R.id.amountLayout);
        progressBar = findViewById(R.id.progress_layout);
        internet = findViewById(R.id.internet_layout);
        passwordHelper.setHelperText(null);
        phoneHelper.setHelperText(null);
        usernameHelper.setHelperText(null);
        sharedPreferences = getSharedPreferences(SHARED_PREF,Context.MODE_PRIVATE);
        user = sharedPreferences.getString("USER_KEY",null);
        phone_number = sharedPreferences.getString("PHONE_KEY",null);
        register.setOnClickListener(view -> {
           if (isOnline())
           {
               internet.setVisibility(View.GONE);
               if (usernameValidation()  && phoneVerification() && passwordVerification() )
               {
                   progressBar.setVisibility(View.VISIBLE);
                   register();
                   SharedPreferences.Editor editor = sharedPreferences.edit();
                   editor.putString(USER_KEY, user_username);
                   editor.putString(PHONE_KEY, userPhone);
                   editor.apply();
               }
           } else
           {
               internet.setVisibility(View.VISIBLE);
           }
        });
        login.setOnClickListener(view -> {
            Intent intent = new Intent(getApplicationContext(),LoginActivity.class);
            startActivity(intent);
            finish();
        });
    }
    public boolean usernameValidation()
    {
          user_username = Objects.requireNonNull(username.getText()).toString().trim();
         if (user_username.isEmpty())
         {
             progressBar.setVisibility(View.GONE);
             usernameHelper.setHelperText("Please enter username");
         }
         else{
             usernameHelper.setHelperText(null);
         }
         return !(user_username.isEmpty()) ;
    }
    public  boolean phoneVerification()
    {
        userPhone = "+255".concat(Objects.requireNonNull(phone.getText()).toString().trim().substring(1));
        if (userPhone.isEmpty())
        {
            progressBar.setVisibility(View.GONE);
            phoneHelper.setHelperText("Please Enter Phone number");
        }
        else if (userPhone.length() != 13)
        {
            progressBar.setVisibility(View.GONE);
            phoneHelper.setHelperText("Phone  should contain 10 digits");
        }
        else
        {
            phoneHelper.setHelperText(null);
        }
        return userPhone.length() == 13;
    }
    public  boolean passwordVerification()
    {
         userPassword = Objects.requireNonNull(password.getText()).toString().trim();
        if (userPassword.isEmpty())
        {
            progressBar.setVisibility(View.GONE);
            passwordHelper.setHelperText("Please Enter Password");
        }
        else if (userPassword.length() != 5)
        {
            progressBar.setVisibility(View.GONE);
            passwordHelper.setHelperText("Password  should contain 5 digits");
        }
        else
        {
            passwordHelper.setHelperText(null);
        }
        return userPassword.length() ==5;
    }
    public  void register()
    {
         userPassword = Objects.requireNonNull(password.getText()).toString().trim();
         userPhone = "+255".concat(Objects.requireNonNull(phone.getText()).toString().trim().substring(1));
         user_username = Objects.requireNonNull(username.getText()).toString().trim();
        DatabaseReference databaseReference = FirebaseDatabase.getInstance().getReference("Users");
        Query checkUserDatabase = databaseReference.orderByChild("phone").equalTo(userPhone);
        progressBar.setVisibility(View.VISIBLE);
        checkUserDatabase.addListenerForSingleValueEvent(new ValueEventListener() {
            @Override
            public void onDataChange(@NonNull DataSnapshot snapshot) {
                if (snapshot.exists()) {
                    phoneHelper.setHelperText("Account already exist");
                    progressBar.setVisibility(View.GONE);
                } else {
                        progressBar.setVisibility(View.GONE);
                        Intent intent = new Intent(getApplicationContext(), OTPActivity.class);
                        intent.putExtra("enteredPassword", userPassword);
                        intent.putExtra("phone",userPhone);
                        intent.putExtra("username",user_username);
                        startActivity(intent);
                }
            }
            @Override
            public void onCancelled(@NonNull DatabaseError error) {
            }
        });
    }
    public boolean isOnline() {
        ConnectivityManager cm = (ConnectivityManager) getSystemService(Context.CONNECTIVITY_SERVICE);
        NetworkInfo networkInfo = cm.getActiveNetworkInfo();
        return networkInfo != null && networkInfo.isConnectedOrConnecting();
    }
    protected void onStart(){
        super.onStart();
    }
}
Login
package com.example.mobile_app_transaction;
import androidx.annotation.NonNull;
import androidx.appcompat.app.AppCompatActivity;
import androidx.constraintlayout.widget.ConstraintLayout;
import android.annotation.SuppressLint;
import android.content.Context;
import android.content.Intent;
import android.content.SharedPreferences;
import android.net.ConnectivityManager;
import android.net.NetworkInfo;
import android.os.Bundle;
import android.os.CountDownTimer;
import android.view.View;
import android.widget.Button;
import android.widget.TextView;
import android.widget.Toast;
import com.google.android.material.textfield.TextInputEditText;
import com.google.android.material.textfield.TextInputLayout;
import com.google.firebase.FirebaseException;
import com.google.firebase.auth.FirebaseAuth;
import com.google.firebase.auth.PhoneAuthCredential;
import com.google.firebase.auth.PhoneAuthOptions;
import com.google.firebase.auth.PhoneAuthProvider;
import com.google.firebase.database.DataSnapshot;
import com.google.firebase.database.DatabaseError;
import com.google.firebase.database.DatabaseReference;
import com.google.firebase.database.FirebaseDatabase;
import com.google.firebase.database.ValueEventListener;
import java.text.DecimalFormat;
import java.text.NumberFormat;
import java.util.Objects;
import java.util.concurrent.TimeUnit;
public class LoginActivity extends AppCompatActivity {
     TextView signin_text;
     Button login, finish_btn,request_otp_btn;
     TextInputEditText password,phone,otp_input;
     TextInputLayout passwordHelper , phoneHelper,otpHelper;
     String userPassword, userPhone, storedUsername, received_otp, phone_number;
     ConstraintLayout progressBar ,  internet, loginLayout, otp_layout;
    public static final String PHONE_KEY = "phone_key";
    public static  final  String SHARED_PREF = "shared_pref";
    SharedPreferences sharedPreferences ;
    @SuppressLint("MissingInflatedId")
    @Override
    protected void onCreate(Bundle savedInstanceState) {
        super.onCreate(savedInstanceState);
        setContentView(R.layout.activity_login);
    signin_text = findViewById(R.id.signin_textview);
    login = findViewById(R.id.login_button);
    password = findViewById(R.id.password_input);
    phone = findViewById(R.id.phone_input);
    passwordHelper = findViewById(R.id.passwordLayout);
    phoneHelper = findViewById(R.id.phoneLayout);
    progressBar = findViewById(R.id.progress_layout);
    internet = findViewById(R.id.internet_layout);
    loginLayout = findViewById(R.id.loginLayout);
    otp_layout= findViewById(R.id.otp_layout);
    request_otp_btn = findViewById(R.id.request_otp_btn);
    finish_btn = findViewById(R.id.finish_btn);
    otp_input = findViewById(R.id.otp_input);
    otpHelper = findViewById(R.id.otpLayout);
         phoneHelper.setHelperText(null);
         passwordHelper.setHelperText(null);
         otpHelper.setHelperText(null);
        sharedPreferences = getSharedPreferences(SHARED_PREF,Context.MODE_PRIVATE);
        phone_number = sharedPreferences.getString("PHONE_KEY",null);
         request_otp_btn.setOnClickListener(new View.OnClickListener() {
             @Override
             public void onClick(View view) {
                 if (isOnline())
                 {
                     internet.setVisibility(View.GONE);
                     progressBar.setVisibility(View.GONE);
                         request_otp_btn.setVisibility(View.GONE);
                         progressBar.setVisibility(View.GONE);
                         verification();
                 }
                 else {
                     internet.setVisibility(View.VISIBLE);
                 }
             }
         });
         finish_btn.setOnClickListener(new View.OnClickListener() {
             @Override
             public void onClick(View view) {
                 progressBar.setVisibility(View.VISIBLE);
                 String sentOTP = Objects.requireNonNull(otp_input.getText()).toString().trim();
                 PhoneAuthCredential phoneAuthCredential = PhoneAuthProvider.getCredential
                         (
                                 received_otp,sentOTP
                         );
                     FirebaseAuth.getInstance().signInWithCredential(phoneAuthCredential)
                             .addOnCompleteListener(task -> {
                                 if (task.isSuccessful())
                                 {
                                     userPhone = "+255".concat(Objects.requireNonNull(phone.getText()).toString().trim().substring(1));
                                     DatabaseReference userRef = FirebaseDatabase.getInstance().getReference().child("Users");
                                     userRef.orderByChild("Users").addListenerForSingleValueEvent(new ValueEventListener() {
                                         @Override
                                         public void onDataChange(@NonNull DataSnapshot snapshot) {
                                             for (DataSnapshot userSnapshot : snapshot.getChildren()){
                                                 storedUsername= userSnapshot.child("username").getValue(String.class);
                                                 userPhone= userSnapshot.child("phone").getValue(String.class);
                                                 Intent intent = new Intent(getApplicationContext(), MainActivity.class);
                                                 intent.putExtra("username",storedUsername);
                                                 intent.putExtra("phone",userPhone);
                                                 startActivity(intent);
                                                 progressBar.setVisibility(View.GONE);
                                             }
                                         }
                                         @Override
                                         public void onCancelled(@NonNull DatabaseError error) {
                                         }
                                     });
                                 }
                             });
             }
         });
        signin_text.setOnClickListener(view -> {
            Intent intent = new Intent(getApplicationContext(),RegisterActivity.class);
            startActivity(intent);
        });
        login.setOnClickListener(view -> {
            if (isOnline())
            {
                internet.setVisibility(View.GONE);
                progressBar.setVisibility(View.VISIBLE);
                if (phoneVerification() && passwordVerification() ){
                    isLogin();
                    SharedPreferences.Editor editor = sharedPreferences.edit();
                    editor.putString(PHONE_KEY, userPhone);
                    editor.apply();
                }
            }
            else
            {
                internet.setVisibility(View.VISIBLE);
            }
        });
    }
    public void verification() {
        progressBar.setVisibility(View.VISIBLE);
        FirebaseAuth auth = FirebaseAuth.getInstance();
        String enteredPhone = "+255".concat(Objects.requireNonNull(phone.getText()).toString().trim().substring(1));
        PhoneAuthOptions options =
                PhoneAuthOptions.newBuilder(auth)
                        .setPhoneNumber(enteredPhone)
                        .setTimeout(60L, TimeUnit.SECONDS)
                        .setActivity(LoginActivity.this)
                        .setCallbacks(new PhoneAuthProvider.OnVerificationStateChangedCallbacks() {
                            @Override
                            public void onVerificationCompleted(@NonNull PhoneAuthCredential phoneAuthCredential) {
                            }
                            @Override
                            public void onVerificationFailed(@NonNull FirebaseException e) {
                                progressBar.setVisibility(View.GONE);
                                request_otp_btn.setVisibility(View.VISIBLE);
                            }
                            @Override
                            public void onCodeSent(@NonNull String received_otp, @NonNull PhoneAuthProvider.ForceResendingToken token) {
                                LoginActivity.this.received_otp = received_otp;
                                progressBar.setVisibility(View.GONE);
                                finish_btn.setVisibility(View.VISIBLE);
                                timerCount();
                            }
                        })          // OnVerificationStateChangedCallbacks
                        .build();
        PhoneAuthProvider.verifyPhoneNumber(options);
    }
    public  boolean phoneVerification()
    {
        userPhone = Objects.requireNonNull(phone.getText()).toString().trim();
            if (userPhone.isEmpty())
                    {
                        progressBar.setVisibility(View.GONE);
                        phoneHelper.setHelperText("Please Enter Phone number");
                    }
                else if (userPhone.length() != 10)
                    {
                        progressBar.setVisibility(View.GONE);
                        phoneHelper.setHelperText("Phone  should contain 10 digits");
                    }
            else
                {
                phoneHelper.setHelperText(null);
                }
                return userPhone.length() == 10;
    }
    public  boolean passwordVerification()
    {
        userPassword = Objects.requireNonNull(password.getText()).toString().trim();
        if (userPassword.isEmpty())
        {
            progressBar.setVisibility(View.GONE);
            passwordHelper.setHelperText("Please Enter Password");
        }
        else if (userPassword.length() != 5)
        {
            progressBar.setVisibility(View.GONE);
            passwordHelper.setHelperText("Password  should contain 5 digits");
        }
        else
        {
            passwordHelper.setHelperText(null);
        }
        return userPassword.length() ==5;
    }
      public void  isLogin()
      {
          userPassword = Objects.requireNonNull(password.getText()).toString().trim();
          userPhone = "+255".concat(Objects.requireNonNull(phone.getText()).toString().trim().substring(1));
          DatabaseReference userRef = FirebaseDatabase.getInstance().getReference().child("Users");
          userRef.orderByChild("phone").equalTo(userPhone).addListenerForSingleValueEvent(new ValueEventListener() {
              @Override
              public void onDataChange(@NonNull DataSnapshot snapshot) {
                  if (snapshot.exists())
                  {
                      for (DataSnapshot userSnapshot : snapshot.getChildren()){
                          String storedPassword = userSnapshot.child("password").getValue(String.class);
                          assert storedPassword != null;
                          if (storedPassword.equals(userPassword))
                          {
                              progressBar.setVisibility(View.GONE);
                             loginLayout.setVisibility(View.GONE);
                             otp_layout.setVisibility(View.VISIBLE);
                          }
                          else{
                              progressBar.setVisibility(View.GONE);
                              passwordHelper.setHelperText("Incorrect Password");
                          }
                      }
                  }else {
                            progressBar.setVisibility(View.GONE);
                            phoneHelper.setHelperText("Account does not exist");
                  }
              }
              @Override
              public void onCancelled(@NonNull DatabaseError error) {
                  Toast.makeText(LoginActivity.this, "Error occurred", Toast.LENGTH_SHORT).show();
              }
          });
      }
    public void timerCount(){
        CountDownTimer countDownTimer = new CountDownTimer(60000,1000) {
            @SuppressLint("SetTextI18n")
            @Override
            public void onTick(long millsUtilFinish)
            {
                NumberFormat f = new DecimalFormat("00");
                long min = (millsUtilFinish/60000) % 60;
                long secs = (millsUtilFinish/1000)% 60;
                otpHelper.setHelperText(f.format(min)+":"+f.format(secs));
            }
            @SuppressLint("SetTextI18n")
            @Override
            public void onFinish() {
                otpHelper.setHelperText("00:00");
                otpHelper.setHelperText("Time is up,REQUEST OTP again");
                finish_btn.setVisibility(View.GONE);
                request_otp_btn.setVisibility(View.VISIBLE);
            }
        }.start();
    }
    public boolean isOnline() {
        ConnectivityManager cm = (ConnectivityManager) getSystemService(Context.CONNECTIVITY_SERVICE);
        NetworkInfo networkInfo = cm.getActiveNetworkInfo();
        return networkInfo != null && networkInfo.isConnectedOrConnecting();
    }
    protected void onStart(){
        super.onStart();
    }
}
Send money
package com.example.mobile_app_transaction;
import androidx.annotation.NonNull;
import androidx.appcompat.app.AppCompatActivity;
import androidx.biometric.BiometricManager;
import androidx.biometric.BiometricPrompt;
import androidx.constraintlayout.widget.ConstraintLayout;
import androidx.core.content.ContextCompat;
import android.annotation.SuppressLint;
import android.content.Context;
import android.content.Intent;
import android.content.SharedPreferences;
import android.net.ConnectivityManager;
import android.net.NetworkInfo;
import android.os.Build;
import android.os.Bundle;
import android.text.Editable;
import android.text.TextWatcher;
import android.view.View;
import android.widget.Button;
import android.widget.TextView;
import android.widget.Toast;
import com.google.android.material.textfield.TextInputEditText;
import com.google.android.material.textfield.TextInputLayout;
import com.google.firebase.database.DataSnapshot;
import com.google.firebase.database.DatabaseError;
import com.google.firebase.database.DatabaseReference;
import com.google.firebase.database.FirebaseDatabase;
import com.google.firebase.database.ValueEventListener;
import java.text.DecimalFormat;
import java.util.Objects;
import java.util.concurrent.Executor;
public class Send_money_activity extends AppCompatActivity {
    TextView greetings, logTime , sendInfo, receiver_msg;
    TextInputLayout phoneLayout , amount_layout, passwordLayout;
    TextInputEditText phoneReceiver, amounts ,password;
    Button okay, send;
    ConstraintLayout progressBar, internet, menu1, menu2, sendMoneyPanel, backNav, successTemplate;
    String amount, phone,userPassword, senderPhone;
    double newBalance , dbBalance, receiverBalance, updatedBalance;
    public static final String PHONE_KEY = "phone_key";
    public static final String SHARED_PREF = "shared_pref";
    SharedPreferences sharedPreferences;
    @SuppressLint("MissingInflatedId")
    @Override
    protected void onCreate(Bundle savedInstanceState) {
        super.onCreate(savedInstanceState);
        setContentView(R.layout.activity_send_money);
        greetings = findViewById(R.id.greetings);
        logTime = findViewById(R.id.logTime);
        phoneLayout = findViewById(R.id.phone_Layout);
        amount_layout = findViewById(R.id.amountLayout);
        phoneReceiver = findViewById(R.id.phone_input);
        passwordLayout = findViewById(R.id.password_Layout);
        progressBar = findViewById(R.id.progress_layout);
        internet = findViewById(R.id.internet_layout);
        password = findViewById(R.id.password_input);
        amounts = findViewById(R.id.amount_input);
        okay = findViewById(R.id.okay_btn);
        send = findViewById(R.id.send_btn);
        menu1 = findViewById(R.id.menu1);
        menu2 = findViewById(R.id.menu2);
        sendMoneyPanel = findViewById(R.id.sendMoneyPanel);
        sendInfo = findViewById(R.id.sendInfo);
        backNav = findViewById(R.id.back_nav);
        successTemplate = findViewById(R.id.suceed_template);
        receiver_msg = findViewById(R.id.receiver_msg);
        phoneLayout.setHelperText(null);
        amount_layout.setHelperText(null);
        passwordLayout.setHelperText(null);
        sharedPreferences = getSharedPreferences(SHARED_PREF, Context.MODE_PRIVATE);
        senderPhone = sharedPreferences.getString(PHONE_KEY, null);
        DecimalFormat decimalFormat = new DecimalFormat("#,###");
        amounts.addTextChangedListener(new TextWatcher() {
            @Override
            public void beforeTextChanged(CharSequence charSequence, int i, int i1, int i2) {
            }
            @Override
            public void onTextChanged(CharSequence charSequence, int i, int i1, int i2) {
            }
            @Override
            public void afterTextChanged(Editable editable) {
               amounts.removeTextChangedListener(this);// prevent an infinit loop
                String originalText = editable.toString();
                if (originalText.isEmpty()){
                    amounts.setText("");
                }
                else{
                    amount = editable.toString().replace(",","").replace("$","");//remove existing separators
                    String formattedString = decimalFormat.format(Long.parseLong(amount));//Format the number
                    amounts.setText(formattedString);
                    amounts.setSelection(formattedString.length());
                }
                amounts.addTextChangedListener(this);
            }
        });
        backNav.setOnClickListener(new View.OnClickListener() {
            @Override
            public void onClick(View view) {
                Intent intent = new Intent(getApplicationContext(),MainActivity.class);
                startActivity(intent);
            }
        });
        okay.setOnClickListener(new View.OnClickListener() {
            @Override
            public void onClick(View view) {
                 if (!isOnline()){
                     internet.setVisibility(View.VISIBLE);
                 }else{
                     internet.setVisibility(View.GONE);
                     if (phoneVerification() && amountValidation()){
                       progressBar.setVisibility(View.VISIBLE);
                       okay.setVisibility(View.VISIBLE);
                       isValidReceiver();
                     }
                 }
            }
        });
        send.setOnClickListener(new View.OnClickListener() {
            @Override
            public void onClick(View view) {
                if (!isOnline())
                {
                    internet.setVisibility(View.VISIBLE);
                }
                else{
                    internet.setVisibility(View.GONE);
                    if (passwordVerification()){
                        progressBar.setVisibility(View.VISIBLE);
                        isValidSender();
                    }
                }
            }
        });
    }
    public  boolean phoneVerification()
    {
        phone = "+255".concat(Objects.requireNonNull(phoneReceiver.getText()).toString().trim());
        if (phone.isEmpty())
        {
            progressBar.setVisibility(View.GONE);
            phoneLayout.setHelperText("Please Enter Phone number");
        }
        else if (phone.length() != 14)
        {
            progressBar.setVisibility(View.GONE);
            phoneLayout.setHelperText("Phone  should contain 10 digits");
        }
        else
        {
            phoneLayout.setHelperText(null);
        }
        return phone.length() == 14;
    }
    public boolean amountValidation()
    {
        amount = Objects.requireNonNull(amounts.getText()).toString().trim();
        if (amount.isEmpty())
        {
            progressBar.setVisibility(View.GONE);
            amount_layout.setHelperText("Please enter Amount");
        }
        else{
            amount_layout.setHelperText(null);
        }
        return !(amount.isEmpty()) ;
    }
    public void isValidSender(){
        String userPhone = getIntent().getStringExtra("phoneUser");
        userPassword = Objects.requireNonNull(password.getText()).toString().trim();
        DatabaseReference userRef = FirebaseDatabase.getInstance().getReference().child("Users");
        userRef.orderByChild("phone").equalTo(userPhone).addListenerForSingleValueEvent(new ValueEventListener() {
            @Override
            public void onDataChange(@NonNull DataSnapshot snapshot) {
                if (snapshot.exists())
                {
                    for (DataSnapshot userSnapshot : snapshot.getChildren()){
                        String storedPassword = userSnapshot.child("password").getValue(String.class);
                        assert storedPassword != null;
                        if (storedPassword.equals(userPassword))
                        {
                            progressBar.setVisibility(View.GONE);
                            sendMoneyPanel.setVisibility(View.GONE);
                        }
                        else{
                            progressBar.setVisibility(View.GONE);
                            passwordLayout.setHelperText("Incorrect Password");
                        }
                    }
                }else {
                    progressBar.setVisibility(View.GONE);
                    fingerprint();
                }
            }
            @Override
            public void onCancelled(@NonNull DatabaseError error) {
                Toast.makeText(Send_money_activity.this, "Error occurred", Toast.LENGTH_SHORT).show();
            }
        });
    }
    public  boolean passwordVerification()
    {
        userPassword = Objects.requireNonNull(password.getText()).toString().trim();
        if (userPassword.isEmpty())
        {
            progressBar.setVisibility(View.GONE);
            passwordLayout.setHelperText("Please Enter Password");
        }
        else if (userPassword.length() != 5)
        {
            progressBar.setVisibility(View.GONE);
            passwordLayout.setHelperText("Password  should contain 5 digits");
        }
        else
        {
            passwordLayout.setHelperText(null);
        }
        return userPassword.length() ==5;
    }
    public boolean isOnline() {
        ConnectivityManager cm = (ConnectivityManager) getSystemService(Context.CONNECTIVITY_SERVICE);
        NetworkInfo networkInfo = cm.getActiveNetworkInfo();
        return networkInfo != null && networkInfo.isConnectedOrConnecting();
    }
    public void  isValidReceiver(){
        userPassword = Objects.requireNonNull(password.getText()).toString().trim();
        phone = "+255".concat(Objects.requireNonNull(phoneReceiver.getText()).toString().trim().substring(1));
        DatabaseReference userRef = FirebaseDatabase.getInstance().getReference().child("Users");
        userRef.orderByChild("phone").equalTo(phone).addListenerForSingleValueEvent(new ValueEventListener() {
            @SuppressLint("SetTextI18n")
            @Override
            public void onDataChange(@NonNull DataSnapshot snapshot) {
                if (snapshot.exists())
                {
                    for (DataSnapshot userSnapshot : snapshot.getChildren()){
                        progressBar.setVisibility(View.GONE);
                        String storedUsername = userSnapshot.child("username").getValue(String.class);
                        sendInfo.setText("Enter password to send TSH "+amount+" to receiver "+storedUsername+" With registered phone number "+phone);
                        phoneLayout.setVisibility(View.GONE);
                        amount_layout.setVisibility(View.GONE);
                        okay.setVisibility(View.GONE);
                        passwordLayout.setVisibility(View.VISIBLE);
                        send.setVisibility(View.VISIBLE);
                    }
                }else {
                    progressBar.setVisibility(View.GONE);
                    phoneLayout.setHelperText("This receiver is not registered ");
                }
            }
            @Override
            public void onCancelled(@NonNull DatabaseError error) {
                Toast.makeText(Send_money_activity.this, "Error occurred", Toast.LENGTH_SHORT).show();
            }
        });
    }
   public void fingerprint() {
       androidx.biometric.BiometricManager biometricManager = BiometricManager.from(getApplicationContext());
       androidx.biometric.BiometricPrompt biometricPrompt;
       androidx.biometric.BiometricPrompt.PromptInfo promptInfo;
       switch (biometricManager.canAuthenticate(0)){
           case 0:
               Toast.makeText(this, "Access Granted", Toast.LENGTH_SHORT).show();
               break;
           case 1:
               Toast.makeText(this, "Biometric not working", Toast.LENGTH_SHORT).show();
               break;
           case 11:
               Toast.makeText(this, "No Fingerprint enrolled", Toast.LENGTH_SHORT).show();
               break;
           case 13:
               Toast.makeText(this, "Your device has no Biometric Hardware", Toast.LENGTH_SHORT).show();
           default:
       }
       Executor executor = ContextCompat.getMainExecutor(this);
       biometricPrompt = new androidx.biometric.BiometricPrompt(Send_money_activity.this, executor, new androidx.biometric.BiometricPrompt.AuthenticationCallback() {
           @Override
           public void onAuthenticationError(int errorCode, @NonNull CharSequence errString) {
               super.onAuthenticationError(errorCode, errString);
           }
           @Override
           public void onAuthenticationSucceeded(@NonNull androidx.biometric.BiometricPrompt.AuthenticationResult result) {
               super.onAuthenticationSucceeded(result);
               sendMoneyPanel.setVisibility(View.GONE);
               successTemplate.setVisibility(View.VISIBLE);
               DatabaseReference userRef = FirebaseDatabase.getInstance().getReference().child("Users");
                    progressBar.setVisibility(View.VISIBLE);
                    userRef.orderByChild("phone").equalTo(senderPhone).addListenerForSingleValueEvent(new ValueEventListener() {
                        @SuppressLint("SetTextI18n")
                        @Override
                        public void onDataChange(@NonNull DataSnapshot snapshot) {
                            amount =  amounts.getText().toString();
                            String new_amount_price = amount.replace(",","");
                            for (DataSnapshot userSnapshot : snapshot.getChildren()){
                                dbBalance =  userSnapshot.child("balance").getValue(Double.class);
                                if (dbBalance >= Double.parseDouble(new_amount_price)){
                                    newBalance = dbBalance -  Double.parseDouble(new_amount_price);
                                    receiver_msg.setText("Tsh "+Double.parseDouble(new_amount_price)+" is received successfully.Thank you for using this service.");
                                }
                                    else{
                                    receiver_msg.setVisibility(View.GONE);
                                    Toast.makeText(Send_money_activity.this, "Transaction failed,Balance is not enough", Toast.LENGTH_SHORT).show();
                                     Intent intent = new Intent(getApplicationContext(),MainActivity.class);
                                     startActivity(intent);
                                }
                            }
                            for (DataSnapshot balanceSnapshot : snapshot.getChildren()){
                                if (dbBalance >= Double.parseDouble(new_amount_price))
                                {
                                    balanceSnapshot.getRef().child("balance").setValue(newBalance);
                                    progressBar.setVisibility(View.GONE);
                                }
                            }
                            //Update receivers balance
                            phone = "+255".concat(Objects.requireNonNull(phoneReceiver.getText()).toString().trim().substring(1));
                            DatabaseReference userRef = FirebaseDatabase.getInstance().getReference().child("Users");
                            userRef.orderByChild("phone").equalTo(phone).addListenerForSingleValueEvent(new ValueEventListener() {
                                @Override
                                public void onDataChange(@NonNull DataSnapshot snapshot) {
                                    for (DataSnapshot userSnapshot : snapshot.getChildren()){
                                        if (dbBalance >= Double.parseDouble(new_amount_price)){
                                            receiverBalance =  userSnapshot.child("balance").getValue(Double.class);
                                            updatedBalance = receiverBalance +  Double.parseDouble(new_amount_price);
                                        }
                                    }
                                    for (DataSnapshot balanceSnapshot : snapshot.getChildren()){
                                        if (dbBalance >= Double.parseDouble(new_amount_price))
                                        {
                                            balanceSnapshot.getRef().child("balance").setValue(updatedBalance);
                                            progressBar.setVisibility(View.GONE);
                                        }
                                    }
                                }
                                @Override
                                public void onCancelled(@NonNull DatabaseError error) {
                                }
                            });
                        }
                        @Override
                        public void onCancelled(@NonNull DatabaseError error) {
                            Toast.makeText(Send_money_activity.this, "Server Error, try again later", Toast.LENGTH_SHORT).show();
                        }
                    });
               }
           @Override
           public void onAuthenticationFailed() {
               super.onAuthenticationFailed();
           }
       });
       promptInfo = new BiometricPrompt.PromptInfo.Builder().setTitle("Transaction Pending...")
               .setDescription("Use FingerPrint To proceed with Transaction").setDeviceCredentialAllowed(true).build();
       biometricPrompt.authenticate(promptInfo);
   } }

