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ABSTRACT TC "ABSTRACT" \f C \l "1" 
This thesis assesses the admissibility and authenticity of electronic evidence  in Mainland Tanzania. As indicated in the statement of the problem ,it appears that the electronic documents routinely admitted as evidence attracted challenges and shortcomings in its applications. Such shortcomings inevitably make the existing regulations on electronic evidence to be ineffective Particular on the the current rules and case laws , the reviewed law cases decided after the enactment of the Electronic Transactions Act,2015 which revealed to have shrouded with many uncertainties regarding evidentiary issues of electronic evidence, the cases with the same facts yielded different outcomes and verdicts. The findings of this study revealed that the concerns  includes  absence of standard and comprehensive rules of evidence to regulate the electronically and computer-generated evidence. The methodology of data collection deployed in this study is predominantly by doctrinal and documentary review with support of comperative analysis supported this study. This study examines literature review from different authors who shedlighted light on the this study. However, , the reviewed regional and international instruments for comperative purpose from other  legal jurisdictions . These  regional and international instruments indicates that ICT has introduced new legal challenges to the court. The sources of these difficulties are because of legal systems does not developing at the same pace as technology does . The existing evidence rules characterized by ‘regulate and forget approach and there is no “one-size-fits-all legal systems in terms of all applications of electronic. Finally, this study put a conclusion and recommendations on how to minimize or resolve legal challenges on electronic evidence  in mainland , Tanzania.
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CHAPTER ONE TC "CHAPTER ONE" \f C \l "1" 
INTRODUCTION AND BACKGROUND OF THE STUDY
 TC "1.0 INTRODUCTION AND BACKGROUND OF THE STUDY" \f C \l "1" 
1.1 General Introduction TC "1.1 General introduction" \f C \l "1" 
Electronic evidence is a new paradigm that requires substantial know-how on the part of investigators and prosecutors globally
. Electronic evidence generally tends to be more voluminous, harder to demolish, handily altered, effortlessly copied, conceivably more expressive and promptly accessible
 than traditional hard evidence. Technology application both supports and enriches various aspects of life globally.
 This situation has been around for a long time.
 Electronics and some electronically-generated content affect human lifestyles and business operations today.
  The electronic age refers to the period between 1940 and now.
 Subsequently, the emergence of technology has ushered in electronic and computer-generated evidence, further complicating the already indicated court proceedings.
 

Moreover, the multiplication of computers and the impact of information technology on society, coupled with the capacity to store and gather data in an advanced structure, have induced a change in the legal regime to fuse the arrangements on the appreciation of electronic evidence. For instance, the 2000 India Information Technology Act and its subsequent revision depend on the United Nations Commission on International Trade Model Law (UNCITRAL) governing Electronic Commerce. Also, the amendment of the same Act considered the admissibility of electronic evidence. For example, the adjustment in law, Indian courts have created case law concerning dependence on electronic proof.
 Judges have also shown perceptiveness towards the inborn ‘electronic’ nature of proof, which incorporates knowledge about the admissibility of such evidence and the translation of the law corresponding to how electronic proof can be brought and documented before the court. The assurance of its authenticity, integrity, and relevance discoverable by the court and for setting up is crucial to accepting evidence to avoid situations whereby hearsay or a duplicate becomes preferred to the original.
 

The Coronavirus pandemic and the cross-country lockdown have provoked the courts to shift and direct legal procedures on the web platforms. Consequently, courts laid down various measures for administering justice during the pandemic. Even though there is an urgent need to take such strides, free and reasonable justice has not been upset. In such circumstances, the judiciary in India re-designed and streamlined court measures in its physical and virtual structure, signalling a future with immense prospects for developing and resolving a portion of its long-standing issues.
 During the lockdown period, the Judiciary of India updated how it utilised technology in court procedural matters. Technology is significantly influencing courtroom and litigation practices globally; however, the extent to which change occurs in future is subject to reasonable speculation because some technologies have yet to be invented to alter or change the way of living and will reshape our lives. 
In the face of rapid technological developments, a gap between technology and the law has emerged.
 The courts have struggled with the traditional rules of evidence, particularly in adapting those to newer technologies with inconsistent results. Of particular concern has been how perceptions of the concept of reliability have created confusion among the principles of admissibility, authentication, hearsay, the best evidence rule, and evidential weight.
 After all, legal systems do not develop at the same pace as technology.
 Like many other fields of law, the law of evidence increasingly finds it difficult to adapt to a world in which electronic documents replace traditional paper-based instruments. 
The courts should also distinguish between different forms of electronic evidence, such as computer-assisted and computer-generated, before evidentiary rules can apply.
 

Nowadays, virtually every crime has an electronic component in terms of proving or disapproving of such evidence during the tendering of such digital evidence during a trial, which facilitates committing such crimes. Consequently, criminals increasingly become technologically more literate, astute, and organised. Studies show that 70 percent of paper business records are computer-generated,
 and 95 percent of business documents are produced on word processors. About 30 percent of the data stored on computers is not printed, implying that such potentially relevant evidence remains in information systems.
 Electronic data, especially mail (email), is increasingly applicable in litigation. Even though emails may be admissible evidence, there is a significant misunderstanding regarding their admissibility. The fear of easy alteration and manipulation without detection challenges their admissibility and authenticity. 
Generally, the main statutes on evidence are the Tanzania Evidence Act of 1967 and the Electronic Transactions Act of 2015. This list of statutes is not exhaustive. Thus, this study examining the challenges associated with the rules of electronic evidence will only consider these two statutes that have frequently facilitated the determination of many case laws as a reference of objection to the existing rules that regulate electronic evidence in Tanzania. On the other hand, the main concern is on the Electronic Transactions Act, which is shrouded by many uncertainties when it comes to evidentiary issues of electronic evidence, specifically laid down conditions under section 18, which provides that in any legal proceedings, nothing in the rules of evidence can be applied to deny the admissibility of a data message on the ground that it is a data message and section 20.
  which recognizes and gives equal legal recognition on admissibility between evidence retrieved from electronic documents and documents in a written or original form.
1.2   Statement of the Problem TC "1.2 Statement of the Problem" \f C \l "1"  

It appears that the electronic documents routinely admitted as evidence attracted challenges and shortcomings in its applications. Such shortcomings inevitably make the existing regulations on electronic evidence to be ineffective .The introduction of the Electronic Transactions Act,
 and the Tanzania Evidence Act
 amendment enabled electronic evidence to be admissible in both criminal and civil cases, but subject to the conditions laid down under section 18 of the Electronic Transactions Act
 Towards this end, the case laws reviewed have yielded different outcomes and verdicts. The first primary concern is the absence of standard and comprehensive rules of evidence to regulate the admissibility and reception of electronically and computer-generated evidence .Secondly the extent to which exclusionary common law rules of admissibility of evidence authenticity, hearsay and best evidence—are codified in the Electronic Transactions Act
 and its applications are still unclear. The absence of a chain of custody of a chronological documentation or paper trail showing seizure, custody, control, transfer, analysis, and disposition of evidence, whether physical or electronic is another hurdle, Finally, the  absence of sufficient rules governing the process of gathering, preserving, examining, and presenting electronic evidence at the trial court is another critical concern.. The absence of sufficient rules raises twofold concerns: (a) cause the claims that the records were altered, manipulated, or damaged between the time they were created and the time they appeared in court as evidence; and (b) what methods of preservation are proper for evidence obtained from unverifiable sources, such as videos uploaded onto the internet without identification information of the owner (authorship) . Consequently, the Tanzanian legal regime continues struggling to attain uniformity  outcomes in determining cases associated with electronic evidence. Addressing these inadequacies could bring about sensible uniformity and consistency in judicial outcomes in the environment of admissibility and authenticity of electronic evidence, which was the main objective of this study.
1.3 General Objective of the Study TC "1.3 General Objective of the Study" \f C \l "1" 
The general objective of this study is to asses the legal frame work governing the admissibility and authenticity of electronic in Mainland Tanzania
1.4 Specific Objectives TC "1.4 Specific Objectives" \f C \l "1" 
To achieve the general objective, the study specifically aimed to:

i) Examine whether the evidence laws in courts have regulated the admissibility of electronic evidence. 

ii) Evaluate to what extent the evidence laws have resolved problems facing the authenticity of electronic evidence.
iii)  Explore any legal issues posed and measures should be put in place to regulate electronic evidence effectively.
1.5 Research Questions TC "1.5 Research Questions" \f C \l "1" 
The research questions are as follows:

i) To what extent have evidence laws sufficiently regulated the admissibility of electronic evidence? 
ii) How have the current rules of evidence laws resolved problems surrounding the authenticity of electronic evidence?  
iii) What legal issues posed and measures should be put in place to regulate electronic evidence effectively? 
1.6 Literature Review TC "1.6 Literature Review" \f C \l "1" 
Over recent years , electronic evidence has had a profound effect on both the judicial and the technological world
 . Electronic evidence , with all its challenges and different viewpoints , has become a hotly topic among many researchers in different countries worldwide
 All these writers and authors have described and shared their thoughts in different books and articles pertaining to the relationship between electronic evidence and common law
 Few scholars in Tanzania have discussed the critical issues engendered by the development of electronic evidence. Most of the extant literature cited in this  study has been generated from jurisdictions other than Tanzania these includes lessons drawn from countries such as Kenya , South Africa, India and United Kingdom. Since the thoughts and findings of these authors are relevant to this study, they have been incorporated to contextualise the study in the extant literature and establish legal gaps the present study set out to fill.
Generally, there is substantial literature on the admissibility and authentication of electronic evidence. Yet only a few scholars in Tanzania have attempted to address the critical issues of technological development, particularly the challenges about the admissibility and authentication of electronic evidence due to the emerging of new types of e-evidence pitied against traditional evidence. However, some of the literature cited in this study has come from other jurisdictions for comparative purposes.
 Since the viewpoints and findings of these authors are relevant and partly provide inputs to this study,
 the study has incorporated them to determine the legal gaps that constitute the scope of this study. 

Makulilo,
 in his article titled “The admissibility of electronic evidence in Tanzania: new rules’’, critically analyses the case law before and after these amendments to establish the extent to which the new rules have succeeded in filling the legal gap about electronic evidence in the Tanzania legal system. The article covers three components: The Pre- and Post-Electronic Transactions Act and the 2007 Amendments to the Tanzania Evidence Act
 With abundant caution, the author contends that the extent to which the exclusionary common law rules of admissibility of evidence—authenticity, hearsay, and best evidence codified in the Tanzania Act—apply in the context of electronic evidence is unclear. The effect of the amendments engendered by the Written Laws Miscellaneous Amendments Act,
, on the Electronic Transactions Act
 regarding the admissibility of electronic evidence in criminal and civil proceedings has yet to be thoroughly assessed. The author further contends that it is difficult to determine the extent to which the new rules in the Written Laws Miscellaneous Amendments Act 
, Act 
and Electronic Transactions Act
 modify the existing common law rules of evidence. The case law does not necessarily provide sufficient guidance on this issue. 

Perhaps subsequent case law, including reference to the Court of Appeal of Tanzania, may offer clarification in future. Makulilo
 further proffers that, as a first point to note, the Electronic Transactions Act is based on an inclusionary rather than exclusionary approach to the admission of electronic evidence. Section 18 (1) of the Electronic Transactions Act prohibits the application of the rules of evidence to deny the admissibility of a data message on the ground that it is a data message. 
Furthermore, Makulilo
 contends that other recurring challenges have troubled the court, such as applying the hearsay rule in the context of the admissibility of electronic evidence. The author says that hearsay evidence is inadmissible unless it falls under one of the exceptions provided by the law. Thus, case laws yield non-uniform and inconsistent results. The author’s case commentary reveals that the case law of the High Court of Tanzania before and after the enactment of the Electronic Transactions Act leaves many uncertainties as to evidentiary issues of electronic evidence. 

Overall, the case law analysis from the High Court of Tanzania demonstrates the limitations of common law rules of evidence codified in the Evidence Act.
 The article reveals that case law is still inconsistent in outcomes, and uncertainties may further arise in procedural issues such as discovery in civil proceedings during criminal investigation and search and seizure based on the recently adopted Cybercrimes Act. Thus, the author cautions that it is pertinent for courts, advocates, and other legal practitioners to understand the domain and extent of their application and recommends that seminars on issues of electronic evidence might offer insights into these legal practitioners. 
Generally, the article serves as a cornerstone of this study because the recurring challenge that has troubled the court is the application of the hearsay rule in the admissibility of electronic evidence, which is among the objectives of this study. Moreover, the study illuminates that hearsay evidence is inadmissible unless it constitutes one of the exceptions provided for under the law. Furthermore, the article establishes the extent to which these new rules have succeeded in filling the legal gap related to electronic evidence in the Tanzania legal system, which is also the objective of this study. Furthermore, the article revealed the lack of clarity on the extent to which the exclusionary common law rules of admissibility of evidence authenticity, hearsay and best evidence codified in the Tanzania Act apply to the context of electronic evidence, which is similarly the target of this study.
On the other hand, Makulilo’s
 article has some limitations. In terms of the period during which it was written in 2016, a year following the introduction of the Electronic Transactions Act
, the practical analysis of cases and the realisation of the effectiveness of the rules within a short time seem remote. Secondly, the cases analysed were from 2016 to the present 2024. During this period, several significant developments occurred in terms of several amendments in the rules regulating electronic evidence and the introduction of social media platforms, such as Twitter and WhatsApp, as another form of emerging new sources of electronic evidence. Also, the article overlooks recommending essential reforms for regulating electronic evidence. This study would fill this weakness. 
Ubena, 
 who examines legal issues surrounding the admissibility of electronic evidence in Tanzania, argues that the enactment of the laws to cater for the admissibility of electronic evidence notwithstanding, there is still a risk of admitting unreliable evidence in court. Moreover, the courts seem to have varyingly applied the rules of electronic evidence laws with inconsistent outcomes because of the admissibility or the handling of electronic evidence without involving digital evidence professionals. This part assists this study during evaluations.
Ubena
  further notes that, regardless of these changes to the law, several crucial matters are still absent from the law, for example, the requirement of foundational evidence in admitting electronic evidence, proof by affidavit concerning issues stated by the Electronic Transactions Act
 under section 18(2) and (3). In addition, the interpretation of the presumption under the Electronic Transactions Act,
 especially section 18(3), is inaccurate because a court presumes evidence is reliable without requiring the party tendering it to authenticate its reliability. According to the article, this constitutes a significant problem because judges do not understand the need to disclose relevant data. Indeed, admitting electronic evidence without involving digital evidence professionals is problematic. The latter practice poses a risk of admitting questionable evidence.
 

The author indicates that the court must conduct a fair trial and disclose data, as set out in Marshall, to address these challenges. In addition, section 18 (2) and section 18(3) of the Electronic Transactions Act
 should require an affidavit or certificate to establish its content or format. Digital evidence professionals should be involved in any dispute about the admissibility of digital evidence. Finally, the tendering of additional evidence (where applicable) to authenticate an electronic records system should be ubiquitous
.
Furthermore, the article exposes how some law provisions seem to be erroneous. To begin with, the tendering of electronic evidence requires the party tendering to prove the reliability and authenticity of the evidence. Meanwhile, the party raising a preliminary objection is not obligated to prove the evidence's unreliability or non-authenticity. In other words, the burden of proof rests, as is normal, on the party tendering the evidence. Arguably, because there is so much ignorance of evidence in electronic form, it is easy for the objecting party to point to areas where doubt could arise without providing evidence to support the unreliability of the evidence. 
In this regard, the general rule of evidence is that the party alleges must authenticate the electronic evidence, as set out in section 110 of the Tanzania Evidence Act.
 Secondly, there is a discrepancy in the laws, especially regarding the need to provide evidence to prove that, at the material time, the electronic record system was operating properly. The Electronic Transactions Act under section 18(3) requires such evidence. Section 40A of the Evidence Act and section 33 of the Written Laws Miscellaneous Amendments Act
 seem to provide a different position on electronic evidence obtained under a cover operation (such as surveillance systems). The latter implies that the systems help generate authentic and trustworthy electronic evidence in undercover operations, which may not always be true.

The third problem is that the presumption asserts something positive. The opposing party must prove a negative without relevant evidence from the programme or programmes relied upon. In criminal proceedings, the resultant unfair effect undermines the presumption of innocence. In civil proceedings, the party challenges the presumption of convincing a judge to order the delivery of the relevant evidence, including the software code, if the evidence is to be tested properly.

Besides, there are terminological variations between what is stated in section 18(3) of the Electronic Transactions Act
 on the ‘presumption of authenticity of electronic records system’ and section 7 of the Commonwealth Model Law on Electronic Evidence on the ‘presumption of integrity of electronic records system.’ The former uses the word ‘authenticity’, and the latter ‘integrity.’ These words present different meanings. Integrity presupposes that the data or system is unchanged or has remained unalterable.
 Understandably, it may be problematic where large and complex systems are involved. Secondly, there is no provision for an affidavit in the Electronic Transactions Act.
 The affidavit or certificate produced under sections 18(2) and 18(3) of the Electronic Transactions Act to authenticate electronic evidence is done by cross-referencing the Civil Procedure Code.
 

Thirdly, there is a lack of proper or precise format for presenting a document or evidence to lay down the foundation of electronic evidence. However, the judges have attempted to provide a certificate format for presenting electronic evidence. These efforts have neither been sanctioned by the Court of Appeal of Tanzania nor prescribed by the legislature. 
Overall, the author contends that the appreciation of the changes in the law affirms that the problems with the admissibility of electronic evidence in Tanzania persist. Nevertheless, there is no foundational evidence regarding the involvement of digital professional evidence without prescribing an affidavit, let alone its format.
 
This article exposes the risk of unreliable electronic evidence admissible in courts and applies to electronic evidence laws in terms of inconsistent outcomes. The admissibility of electronic evidence without involving digital evidence professionals allows the judges to consider their position in the organisation since they are competent witnesses. Citing these examples seeks to (a) authenticate an electronic document concerning the document's creator or keeper who should be called upon to testify and (b) often the context of systems that contain digital data produced as evidence. Finally, there is the presumption of reliability or integrity of an electronic records system that could aid the authentication of electronic records it carries or stores. 
The relevance of this article to this study is that it provides a step-by-step guide in tendering and admitting electronic evidence. Further, the article assisted this study in identifying issues that troubled the courts regarding the admissibility and authenticity of electronic evidence, which is among the objectives of this study. However, the article revealed that electronic evidence could be addressed during the pre-trial conference stage, as well as electronic discovery and inspection of documents, which are also among the objectives of this study.
The shortcoming of the article is that it assessed the old cases in the absence of comparative analysis, which should have brought new ideas from other jurisdictions to inform the existing rules regulating electronic evidence. Instead, the article examined the same case of Trust Bank Ltd vs Le Marsh Enterprises Ltd, Joseph Mbui Magari, Lawrence Machari 
where the court in its orbiter suggested that it would have been much better to clarify the position beyond all doubts by legislation rather than judicial intervention.
 Such statements marked a new start to recognise electronic evidence in Tanzania’s jurisdictions legally.
 Meanwhile, the Written Laws (Miscellaneous Amendments) Act of 2007 amended the Tanzania Evidence Act
 by introducing sections 40A, 76 and 78A. The current study will strive to fill this gap as one of its objectives. 

Isaac et al.,
 in their article entitled ‘Admission of Electronic Evidence:  Contradictions in the Kenyan Evidence Act
 have traced the pre-independence development of e-evidence in Kenya
 with the Indian Evidence Act 
applied in Kenya.
 The first response to the development of computer technology was an amendment to section 65 of the Act relating to primary documentary evidence. The amendment expanded the scope of documentary evidence to include microfilms, facsimile copies, and computer printouts, i.e., which were to be subjected to the same treatment as documentary evidence. In dealing with the authentication of computer printouts, the amendment introduced the allowance of using a certificate attested to by a responsible person, which was the first mention of the certificate provision in Kenyan evidence law.
 
Second, the Act amended provisions relating to e-evidence (Kenya Communications [Amendment] 
which render effect to e-commerce and online business transactions (section 36, Kenya Communications [Amendment] Act)
 the insertion of sections 106A and 106B significantly the provisions of rules regarding e-evidence. The article examines the first notable and substantive change to the law on electronic evidence, highlighting the introduction of section 106B by introducing a certificate accompanying e-evidence as an authentication mechanism. However, section 78A, the result of a subsequent amendment, generally provides that e-evidence is admissible (without stipulating that a certificate is a requirement). Section 106B generally addresses authenticity challenges by classifying electronic records as documents, preventing the best evidence and hearsay rules, and establishing mechanisms to ensure authenticity. The problem associated with this section includes a lack of certainty regarding whether the requirement of a certificate is mandatory
. There is hardly a clear directive that e-evidence is inadmissible without a certificate.
 The provision's wording, as Parliament chose, essentially provides that courts may use a certificate to authenticate electronic records but does not categorically state that certificates are prerequisites.
 

On the other hand, section 78A, enacted after section 106B, provides that electronic records are admissible
. It hinders the best evidence and hearsay rules by providing that e-evidence may not be disqualified based on being a copy. Similarly, it also focuses on the potential but most likely source of inauthenticity, the working condition of the computer, which ought to be considered in weighing e-evidence
.  Also, the authors reveal contradictory jurisprudence when the mandatory nature of section 106B was unclear before the enactment of section 78A. Examining the provision's wording shows that it does not expressly place a mandatory burden on the litigants to produce a certificate. For example, the High Court applied Article 159 of the Constitution of Kenya
 to admit evidence contained in CDs, citing the absence of a certificate as a mere technicality that ought not to get in the way of justice. Article 159 urges courts to dispense with undue regard for procedural technicalities. However, in several cases, the enactment of section 78A has interpreted the certificate as a mandatory requirement. 

Another significant ambiguity in section 106B sub-sections (2) and (4) are premised on certain undefined concepts and phrases. When applied to the dynamic nature of e-evidence, they engender even further confusion. For example, the phrase ‘ordinary’ or ‘regular’ activities about the production of the computer output sought to be admitted as evidence.
 When it comes to ubiquitous general-purpose computer devices such as smartphones, the challenge of this ambiguity becomes all too apparent. For example, what constitutes regular smartphone activity? In addition to the device in question being subjected to this ‘ordinary activity’ standard, operators of such devices are also subject to the standard, yet the concept remains largely undefined
. Also, the concept of ‘proper functioning’ and a litigant’s ability to attest to it is based on two false beliefs: computer reliability is binary, and errors in e-evidence are immediately apparent to operators or owners
. Without a clear standard, a litigant must attest to the proper functioning of a computer (whatever that may be), giving the court a false sense of certainty that the e-evidence meets the threshold. 
The problems that arise with the practice of using a certificate are twofold. First, requiring a certificate presents a barrier that may be significantly challenging or even impossible in the Kenyan jurisdiction. Given the wide availability of internet-connected mobile devices, evidence about criminal or tortious activity is increasingly obtained by ordinary individuals and uploaded to social media accounts, sometimes directly (i.e., bypassing the individual user device used to get the evidence). Second, requiring a certificate is further problematic because it oversimplifies the issue and may unjustifiably bias a judge towards finding a piece of evidence reliable, even where the certificate does not address reliability
. Alteration of the data, whether intentional or unintentional, can occur at any step in that pathway, including when the data are in transit and at rest
. 
Sections 78A and 106B of the Evidence Act 
provide contradictory approaches to the admissibility of e-evidence. These contradictions include conflicting jurisprudence of the Kenyan judicial system.
 Some decisions provide that certification is mandatory, whereas others dispense with it by favouring admissibility. The latter approach is the preferred practice due to, among other reasons, the inability of certificates to guarantee reliability and the encumbrance placed upon litigants
. The interests of justice are better served in Kenya by allowing a judge to have the discretion to assign weight to all evidence according to their assessment of the reliability of the evidence's process to reach the court. This thesis is relevant to the current research as it sheds light on electronic evidence that is no longer novel in the legal system, as seen in the development of Kenya’s evidence laws, early laws and regulations dealing with e-evidence were designed to account for the novelty and unreliability of early computer systems which is among of the objective of this study.. Since the Kenyan legal system does not feature juries, this burden of weighing the probative value of evidence rests with the judge of this study's objective. With the principle of free proof permitting the use of varied forms of evidence and e-evidence varying in complexity and reliability, it is not appropriate to impose a single uniform burden for admissibility
. 

Sections 78A and 106B of the Evidence Act  of Kenya created the equalluy the same contradictions on admissibility of e-evidence in section 18 of the Electronic Transactions Act
 in Tanzania where a lot of confusion for the courts regarding interpretations, which this study has aimed to address. In the conflict, some decisions provide that certification is mandatory, whereas others dispense with it, favouring admissibility as the same in Tanzania. The latter approach is the preferred practice due to, among other reasons, the inability of certificates to guarantee reliability and the encumbrance placed upon litigants. However, the current study has strived this gap as one of its objectives. 
However, the author has concentrated much on technical issues rather than legal measures that can be taken to address the prevailing situation in Kenya. For example, the author indicates the assumptions that the interests of justice are better served in Kenya not by excluding e-evidence through antiquated requirements of certification but by allowing a judge to have the discretion to assign weight to all evidence according to their assessment of the reliability of the process the evidence took to reach the court.. The current study examined this gap in the context of Tanzania Jurisdictions as one of its objectives. 

Mason et al.
 The relevance of this work has  briefly summarised analysed 3 keys element of electronic evidence these are authentication, which refers to the capacity to prove that the digital object is what it purported to be and preserved as the techniques to prevent the data from deliberate or inadvertent manipulation, alteration, or falsification
. Also integrity is relates to the soundness of the data, for example, whether it is managed in some ways and whether it is complete to ensure it possesses all the necessary parts and links.
 While the reliability is the capacity of a digital object to stand for the facts to which it purports to attest, which in turn is linked to ensuring sufficient procedural and technical attributes (including a combination of preventive measures such as prevent unauthorised amendments and changes), and verification measures aimed to provide for a degree of assurance as to the identity of the users.
 
This work assisted this study to fill the gap and confusion that persisted in many cases associated with electronic evidence. For istance the authors indicate that it was possible to challenge the authenticity of electronic evidence in several ways, even though many of the reported cases appear to suggest that a lawyer would merely assert that the authenticity, reliability or accuracy of the evidence could not be trusted, as among the objectives of this study.
Also, the authors introduce common challenges to the authenticity of electronic evidence, including
 claiming that the records were altered, manipulated, or damaged between the time they were created and the time they appeared in court as evidence as among the objectives of this study..Failing to prove the message was directed to a particular person, especially where others might have access to the device (such as a mobile phone) that produced the message and questioning whether the person allegedly used his PIN when authors insist that it is questionable whether a lawyer challenging electronic evidence can ever raise sufficient doubt over the authenticity of digital data because of the complexity of the systems and the difficulty of obtaining evidence from various owners or sources of the different parts of any given system.(authorship).

The authors helped this study by assuring that its is possible to challenge the authenticity of electronic evidence in several ways, despite of having many reported cases suggest that lawyers asserted that the evidence's authenticity, reliability, or accuracy is not to be trusted. Then, the court have being spending much time in determine a suitable response to the allegation,
 Moreover, there is always a dispute on the identity of the author of the electronic proof because it is difficult to establish sufficient evidence to demonstrate the nexus between the evidence and the person responsible for writing the communication, hence questioning the reliability of the evidence from a social networking website
. 

The authors further indicate that it was necessary to set out the procedure the parties were required to follow concerning the technical aspect of digital data analysis.
 Furthermore, reference can be made to guidelines and standards both at the national and international levels. The authors illuminate judicial approaches to the authentication issue where the authenticity of digital data in legal proceedings is a case-by-case consideration. 

The authors conclude that there are no exhaustive guidelines regarding the attributes or characteristics of the digital data. Some commentators have guided the applications of relevant case law concerning different types of digital data such as email, websites, instant messages, text messages, and photography.
 The authors recommend that judges rule on the qualifications of the witnesses who appear before them and interpret the nature of digital data per the evidence adduced.
  This part is relevant and among the objectives of this study.
However, many reported cases indicate that lawyers will merely claim that the evidence's authenticity, reliability, or accuracy is untrustworthy. The court could then have to determine a suitable response to the allegation raised, for example, which is one of the objectives of this study.

This work is also relevant to the current study since there are no exhaustive guidelines about the attributes or characteristics of digital data. As such, it is difficult to establish sufficient evidence aimed at demonstrating a nexus between the evidence and the person responsible for writing the communication, questioning the reliability of the evidence from a social networking website, and judges for ruling on the qualifications of the witnesses who appear before them in addition to interpreting the nature of digital data per the evidence presented. The authentication issue where the authenticity of digital data in legal proceedings is a case-by-case consideration
.
However, this work has some limitations. It appears that reference can be made to guidelines and standards both at the national and international levels, which is difficult to achieve in weak economies such as Tanzania. Moreover, the authors show that when a document is tendered as evidence of its contents, it is often accompanied by proof that it has a specific connection to a person or organisation, whether through authorship or other relations. Furthermore, the authors indicate that a geographical information system can present data in different formats, which are difficult to achieve in developing countries such as Tanzania but are possible in countries with advanced technologies, such as the United States of America, the United Kingdom  and Australia. Generally, the lesson learnt from this work is that common challenges to authenticity are similarly troubling even in the developed world despite having advanced technologies at their disposal. 
Lee Swales
 this work has discussed the regulatory environment governing electronic evidence and found a need for reform. In addition, given the rapid technological development and the importance of e-commerce to South Africa’s economy, Although reform is required, an overhaul of the current legal position by promulgating legislation similar to the Law of Evidence Bill may harm South African law.  
The author reveales that electronic evidence is not automatically admissible. To determine whether electronic evidence is real or documentary, one must consider the nature of the data message and the requirements of the relevant legislation (or common law requirements). If the electronic evidence is largely automated or relies substantially upon a machine, computer, or mechanical process, it should be classified as real evidence. Also, the author critically touched on the authentication and weight of electronic evidence issues, which trouble the courts the same case as inTanzania. 
The author’s work was more valuable to the researcher because it helped address the challenges facing policymakers, legislators, regulators, banks and financial institutions, mobile telephone operators, law enforcement agencies, and the public in general to establish a modern, clarity and certainty legal and institutional frameworks, that will, at least, manage to meet with the challenges posed by cybercrimes in Tanzania in some future days. The relevance of this study lies in its focus on the convergence of mobile and financial services, which is the thrust of the present study. The author indicates that there is no doubt that technology has changed how society communicates and interacts, even though the law has had to adapt to foster certainty and clarity.
 The South African Law Commission Act,
 has been reviewing electronic evidence since its inception in 1982 when it first mooted the possibility of a codified law of evidence in the form of a statute as the case in Tanzania. When electronic evidence is certainly susceptible to manipulation and evolving technology, Thus, traditional principles of evidence need not be rewritten; in certain instances, some adaptation or amendment is required.

The benefits and advantages of this study over the findings of the thesis, for instance, the author suggests that the current interpretation regarding the admissibility and weight of electronic evidence, when the occasion arises in the Supreme Court of Appeal, South Africa’s judiciary should reject the notion that all the electronic evidence is hearsay – this proposition is flawed and destroys functional equivalence. The same incidents have been experienced in several cases in Tanzania in the High Court and the Court of Appeal. Moreover, the authors point out that the courts in South Africa should clearly distinguish between automatically produced electronic evidence (which is not subject to the hearsay rules – real evidence) and documentary electronic evidence (which is subject to the hearsay rules). Equally, for any persisting doubt, the courts should confirm that electronic evidence is not automatically admissible. Thus, the evidence must be authentic (whether classified as real or documentary) to be admissible.
 The chain of custody is the most critical process of evidence documentation, which must assure the court of law that the evidence is authentic, i.e., it is the same evidence seized at the crime scene and, at all times, the evidence has been in the custody of a person designated to handle it and for which it was never unaccounted which is one of the objectives of the study. Furthermore, the author examined the pertinent question of this study: are the provisions in the ECT Act sufficient to regulate the admissibility of computer-generated evidence?
 The author revealed that, in general, the banking industry appears satisfied with the ECT Act, where the Act's provisions have proven effective and sufficient to regulate the admissibility of electronic evidence
.

Moreover, the Law Society of South Africa (LSSA) also supports the recommendation that the Rules Board consider amendments to the rules of court to provide for the discovery and inspection of electronic documents and submits that such revisions would greatly promote the administration of justice. The author agreed with the The South African Law Commission Act, 19 of 1973 SALRC that law reform is desirable in this environment. However, instead of reforming the law under the guise of a new Law of Evidence Bill, South Africa should adopt a more pragmatic approach and retain the current regime to foster greater clarity and consistency
. 
These issues are immensely complicated, have significant importance for commerce and evidence in general, and have no straightforward answers
. Before implementing drastic reform, South Africa ought to adopt a ‘wait-and-see’ approach: The current position is adequate (with minor reform of the current relevant legislation), and a more comprehensive review is ideally required before implementing the drastic law reform
.. 

The author supports the retention of the current regulatory landscape with minor reforms and that a further comprehensive review of the ECT Act should be conducted.. There must be compelling reasons to do so, particularly where such change does not appear to be supported by the majority. Electronic evidence covers ‘every nook and cranny of our daily lives, and South Africa must ensure the ‘harmonisation of our law with developments in other countries.’
  To answer the overall question posed by the South African Law Commission Act, 19 of 1973 (SALRC) regarding the adequacy of the ECT Act and its ability to regulate the admissibility of computer-generated evidence, the ECT Act is generally sufficient in the short term. Yet, several areas require amendment to foster greater consistency, clarity, and certainty. 

The South African Law Commission Act, 19 of 1973 (SALRC) suggests three options for law reform in the context of electronic evidence.
 Rather than pursue the most aggressive option, law reform in the guise of the Law of Evidence Bill, South Africa ought to adopt a more cautious and pragmatic approach, namely, an amendment to the existing legislation rather than a drastic overhaul
. The discussions related to this study helped the researcher grasp and acquire added knowledge for the completion of the study. For instance, although amendment is required in certain areas, aggressive reform is not prudent at this stage in developing e-commerce jurisprudence. Also, the author indicates that the review of electronic evidence is required prudently
. The analysis should also focus on more recent case law hurdles experienced and international trends and developments
. The author confidently states that South Africa would enact consistent, clear, and comprehensive electronic evidence legislation, which is among the recommendations of this study.
The author did not examine the roles investigators and prosecutors play as key players while gathering and preserving electronic evidence, which needs gadgets specifically designed for collecting and allocating electronic evidence. However, electronic evidence is sensitive, and relevant experience and training are required for its handling, which this study examines. Another limitation is that the author opted to select international positions based on hearsay evidence (England and Wales, Canada, and the United Staes of America ) but concluded by commenting that in all the foreign jurisdictions considered, the accepted position appears to favour electronic evidence being admissible without hearsay consideration, mainly when produced by machine or computer without substantial human intervention.
Additionally, the author falls short of the review of the definitions of data message, terminology, and consistency with electronic in South Africa legislation. The challenge of reviewing the definition of a specific aspect is that “regulate and forget’’ traditionally,
 the regulator conceptualises new rules and regulations in response to new needs, market developments or new hurdles associated with the existing legislation. The regulators (in this regard, the government and Parliaments) spend months or years drafting rules and presenting a first draft for public comments. After that, they examine these comments and propose changes to the draft. The problem with this approach is twofold.
 First, regulators often do not know the future regarding technologies, businesses, and consumers. They react to new regulations without considering the pace of technology changes. Second, the rules are rarely reconsidered once in effect because regulation relies more on trial and error and co-design of regulation and standards. They also have faster feedback loops. More rapid feedback loops allow regulators to evaluate policies against set standards, feeding inputs into revisiting regulations, which is one of the objectives of this study.
Anuncia Williama
 the article horoughly analyse the concept of electronic evidence and understand the meaning, relevance, and admissibility under the Indian Evidence Act. Various judgments passed by the Supreme Court have been taken into cognisance which is among of objective of this study. The article harps on adherence to the conditions enlisted under Section 65B of the Evidence Act. It is mandatory for people who plan to depend upon furnishing any electronic record to prove their case in a court of law. The author shows that even the Indian Evidence Act also needs to undergo many changes and amendments to accommodate the changing times and face the issues that come with electronic pieces of evidence, which is one of the objectives of this study. The author indicates that the law in India must also seek to provide a solution to the problem regarding the importance that is being put on the furnishing of a document declaring the originality and credibility of the person who generated the document, ensuring that the document generated is free from any external meddling and tampering. Furthermore, the article states that the courts must also be aware of how manufacturing, altering, and changing information is easy, as the same was not addressed under Section 65B of the Evidence Act.
  Lately, there have been a lot of issues in the technological world because of constant malpractices and frauds that are being committed, such as falsely altering data, impersonating another falsely, etc. This leads to some serious questions regarding the authenticity of the information created and transmitted via electronic space, as such information is prone to being tampered with by many external parties. 

Hence, it is understood that India still cannot seem to devise a system that could confidently guarantee the complete integrity of the substance of electronic records, which are prone to be an easy target of tampering by any person or group of persons who have access to the server or the computer where such information has been stored. Many advantages come with the admissibility of electronic evidence, but there are also associated disadvantages and complexities. Thus, the courts must analyse the validity and admissibility of the evidence in the cases by analysing whether the evidence being offered complies with the essential pre-conditions spelt out under the provisions of the Act, which is one of the objectives of this study.
The author also shows that the hearsay rule cannot be considered under any non- direct oral evidence until it meets one of the exceptions mentioned in Sections 59 and 603 of the Evidence Act, as read with the hearsay rule. The law bars the admissibility of such evidence as it is troublesome and difficult to decide its credibility and accuracy, which again requires a long interrogation process. It is neither possible nor practical to cross-examine the person who made the statement under question and to whom the statement was made. In this case, the evidence provided by the third party is not considered. The relevance of this study is that Government organisations have been contending with various laws, rules, and regulations to keep an eye on the transactions that have been taking place electronically. Different types of electronic evidence are also applicable to legal procedures. The judges can regularly decide on the suitability of electronic proof and consider the impact of the same regarding the conviction or exoneration rates
.  However, the court keeps wrestling with this considerably new form of evidence because of its one-of-a-kind nature, which is prone to be distorted easily and creates issues about the admissibility of the other pieces of evidence
. Also, the article indicates that conditions enlisted under Section 65B of the Evidence Act are mandatory for people who plan to depend upon furnishing any electronic record to prove their case in a court of law, which this study will examine its adherence. 
The author shows that even the Indian Evidence Act needs to undergo many changes and amendments to accommodate the changing times and face issues with electronic pieces of evidence. This study examined these aspects to establish the need and reasons for changes. This work has some limitations in that it did not examine the growing importance of technology in law, adapting the law to technological changes, and its relationship with and methods of enabling electronic rules to be responsive to technology in the future. Further, the article did not indicate the importance of having future electronic rules responsive to technology. The work also revealed limitations on the hearsay rule aspect, providing that it is not possible nor is it practical to conduct a cross-examination of the person who made the statement under question and to whom the statement was made, the evidence provided by the third party is not considered and needed to be examined in this study.

1.7 Research Methodology TC "1.7 Research Methodology" \f C \l "1" 
Research methodology
 is a structured and scientific approach used to collect, analyze, and interpret quantitative or qualitative data to answer research questions or test hypotheses. The research methodology section describes the different methodological choices made, such as the data collection and analysis methods, and why these choices were selected
. The reasons should explain why the methods chosen are the most appropriate to answer the research question.
 A good research methodology also helps ensure the reliability and validity of the research findings
. Therefore, the main aim of research is to find out the truth which is hidden and which has not been discovered as yet
. It includes in it not just a compilation of various research methods but also the rules for their application and validity
 While the legal research is ‘a systematic finding’ or ‘ascertaining’ law’ on the identified topic or in the given area as well as ‘an inquiry’ into ‘law’ with a view to making advancement in the science of law
 It is the process of identifying and retrieving information necessary to support legal decision-making, and it influences the choice of methods, techniques and procedures employed to collect data to research questions or hypothesis
. In this research, two methods, namely doctrinal research and comparative legal methods have been applied in the analysis of law.
.
1.7.1 Doctrinal Legal Research TC "1.7.1   Doctrinal Legal Research" \f C \l "1" 
Doctrinal legal research is the most common methodology employed by those undertaking research in law
. It entails the use of primary (statutes and case law) and secondary sources of law (reports, journal articles, text books and other forms of publication). Doctrinal research asks what the law is on a particular issue or context. It is concerned with analysis of the legal doctrine and how it has been developed and applied. This type of research is also known as pure theoretical research or black letter research
. 

Doctrinal methodology  is ‘research in law’ rather than ‘research about law’ and allows research to occur in the law library.
 This method focuses on legal principles generated by the courts and the legislature.
 It differs from other social science research because it involves ‘the search for the particular rather than the general’ and ‘the non-probabilistic nature of statements of law’
 However, this method is common and widely used in undertaking research in law, specifically during data analysis, case revision, comparison, and legal reasoning. Thus, employing this method would enable this study to use, first, during analysis, the existing law relating to electronic evidence laws vis-à-vis case laws and, secondly, the common problems associated with admissibility and authenticity of electronic evidence to address future best practices and promote innovation.
 
Under the doctrinal method, the researcher’s main goal has been to analyse statutes, cases, reports, publications, and model laws relating to the subject matter under scrutiny. This methodology entailed using various legal methods, such as rules of statutory legal interpretations and inductive and deductive legal reasoning, to critically analyse the materials collected against the backdrop of the research questions.
Therefore, this study has opted for doctrinal legal because it can analyse, override and define characteristics of academic legal research.
 The legal fraternity deploys this methodology to find the law, explain the law, develop or test legal theories, highlight the inconsistencies between enacted laws and legal norms, and suggest solutions to legal problems
. Regarding doctrinal research, the present study concludes that the starting point of the doctrinal study is the presence of legal problems or issues.
 After that, this study established the relevant laws from primary and secondary sources of law, analysed case law dialectically in the light of the available legal framework, systematically synthesised the legal literature, and reported findings or conclusions that enabled put forward the recommendations in this study.

1.7.2 Comparative Legal  Research TC "1.7.2 Comparative Legal  Research" \f C \l "1" 
This study employed comparative legal research in order to study other legislative development, jurisprudence and legal doctrines of foreign laws for the sake of stimulating awareness of the legal framework and to gain insights and lessons that could be considered in addressing the challenges and to provide an insight concerning challenges of electronic evidence and the way such challenges can be mitigated in the Tanzania.

Amidst various methods of legal research, the comparative method is growing in importance due to increased interaction of experiences among the legal systems
. Plurality inside and outside the nation has called for comparing and evaluating
. Better understanding, wider choice of reform and harmonization are the objectives of comparative legal research
. Comparative legal research is crucial for identifying effective methods, promoting legal framework uniformity and comprehension, as well as modernising the legal system
 
The essence of comparative law is the act of comparing the law of one country to that of another
. Most frequently, the basis for comparison is a foreign law juxtaposed against the measure of one’s own law. Accordingly, comparative legal research is beneficial in a legal development process where modification, amendment, and changes to the law are required.

The most common comparative legal scholarship is cross jurisdictions comparison of laws of different legal systems. For example Indian Evidence Act
 It is typical for researchers who undertake this research to examine the law as it is while at the same time provide ideas and views for future legal development It highlights the cultural and social character of law and how it acts in different settings. Comparison helps to show similarities and differences between data points. It can serve as a measure for obtaining understanding of the content and range of the data points.
 
There is need to focus quite carefully on the similarities and differences among the data points derived from the different legal systems
. For example, what is the substance of the data point? How does it diverge from the point to which it was compared? What is the nature of the divergences? What do the divergences and similarities reveal? On what data are the revelations based? So this exercise is useful in developing and amending, and modifying the law. Thus, the researcher also met experienced lawyers, judges, academicians and researchers for further illuminations and elaborations.  The researcher utilised information available at the Electronic Evidence Bureau of the Police Headquarters because is main custodian of all cases reported countrywide.. 
However the data analysis and information was systematically and carefully done to ensure that it would conform to the research problem and be relevant to the specific research questions of the study. Data analysis in this study were  collected from libraries of the Open University of Tanzania in Dar es Salaam, the University of Dar es Salaam and the High Court and elsewhere where seems having relevant  materials to this study. These libraries were visited to access available as legal materials related to electronic evidence  reviewed research papers, presented work and papers, journal and published articles, dissertations and theses.  It involved the interpretation of data gathered through the use of analytical and logical reasoning to determine patterns, relationships or trends.
 Finally, the motive behind data analysis in this study was to present accurate and reliable data.

1.8 Scope of the Study TC "1.8 Scope of the Study" \f C \l "1" 
The study limited to Tanzania’s Mainland legal system only. The data mainly presented reflect Tanzanian judicial jurisdiction, and few cases would be reflected from foreign jurisdictions for comparison. To evaluate and examine how electronic evidence is being treated, especially during tendering at the trial court, the question is: What are frequent outcomes? What are common objections during and after trials? This study evaluates the practical applications of electronically generated evidence and how it has fared in today’s court system. 
Some theoretical issues, which are universal, were explained in their broader perspective/
 Also sufficiently presents online information and the availability of literature review and case laws within Tanzanian selected scholars and authors, specifically those of recently critically examined electronic evidence case laws vis-à-vis rules are among reasons for selection of this study. 
Furthermore, Tanzania mainland has experienced several amendments and enactments of its evidence laws, such as the Evidence Act and the Electronic Transactions Act, so it is of interest to this study to examine the regulatory framework that regulates electronic evidence in Tanzania's jurisdiction. Thus, the scope pertains to how it clarifies the confusion surrounding the admissibility of electronic evidence; hence, this study would lay the foundation for any rules that must exist for electronic evidence to become admissible at the trial court.
1.9 Significance of the Study TC "1.9  Significance of the Study" \f C \l "1" 
This study aimed to serve as a source and catalyst for the government as a policymaker to pay attention and respond to legal issues and challenges caused and brought by the emergence of technology resulting from electronic evidence. The analysis from this research can also assist and support efforts in the hands of computerising and function of the Judiciary, Lawyers, Director of Public Prosecutions, the Directorate of Investigation in the sense that  looking at specific digital documents like e-mails or browser histories, law enforcement professionals can also conduct high-level computer forensics to examine data points like time stamps or location pings to help them build a case, this includes call logs and SMS message records that people’s vehicles keep track of., Tanzania Commission of Law Reforms, Tanzania Communication Regulatory Authority, would consider the implications and challenges surrounding tendering electronic evidence to be authentic and admissible. 
For the furtherance of its importance, digital evidence nowadays plays a key role in understanding the facts of any case. For instance, criminal cases can shed light on a person’s motive, establish co-conspirators or document how money changed hands. Prison call logs may expose some of this information, as might other forms of communication.
 Police body or dashcam videos are another form of evidence that could be used in either criminal or civil cases. This evidence can also support whistleblower cases, tax evasion, defamation, and more in civil cases
. In the case of car accidents, recordings of calls to insurance companies often factor in, as these are some of the earliest reports from drivers regarding what transpired.
 As the prevalence of recording devices, cameras and electronic communications increases, the importance of evidence is a major part of the investigation process. However, investigators and attorneys can easily locate evidence on various electronic devices and platforms, whether mobile phones, computers, or other devices connected to the internet.
 Finally, this research will add new knowledge because it compares and explores best practices from other international legislations to some degree.
1.10 Limitation of the Study TC "1.10 Limitation of the Study" \f C \l "1" 
As already pointed out, the study sought to an assessment of admissibility and authentication of Electronic Evidence in Tanzania, Mainland only. However, limitations include factors that arise before and during data collection for both primary and secondary sources. It is a discourse aimed to unearth legal issues about electronic evidence. Furthermore, how the current legal framework has addressed these issues after several amendments and the introduction of principal evidence legislation in Tanzania is vital.  

This study was confined to the legal issues affecting the admissibility and authenticity of electronic evidence in Tanzania, mainland . However, electronic evidence has many components that differ and, at some stages, are independent. The researcher is mainly interested in improving and adding knowledge to the existing framework and proposing legal solutions to the existing legal problems experienced in many case laws in Tanzania. 

Despite Tanzania still being at the infancy stage of developing its comprehensive electronic legislation, this study focused on and emphasised more comparisons and exploring best practices from developed countries such as the United States of America , England and Wales, and India. However, the study also evaluated the position of neighbouring countries such as Kenya, Zimbabwe, and South Africa, which share common law practices. 

However, the researcher expected to face problems during this research. For example, there are challenges on the recently written articles, and insufficient and relevant literature reviews from recently written legal journals. Other obstacles include broad knowledge about the subject matter from most expected sources and weak corporates of some librarian staff from various libraries.  In resolving these problems of insufficient and lack of books, journals, and articles, the researcher used the internet to acquire relevant materials at the Open University of Tanzania in Dar es Salaam, the University of Dar es Salaam and read notes which were taken during the PhD module sessions in Dar es Salaam. 

As indicated earlier, this study has mainly focused on assessing the effectiveness of admissibility and authenticity of electronic evidence in Tanzania. However, this study knows other legal challenges associated with electronic evidence. For example, Artificial intelligence has become an increasingly valuable tool across several industries because it allows users to automate processes that once required hours of human labour. The role of Artificial Intelligence (AI) in legal tech is no different. Legal professionals can use AI-powered transcription services to streamline their databases and keep better track of digital evidence. However, professionals must ensure the final transcripts are sufficiently accurate and accessible. This study did not assess this part, leaving for other research studies to investigate and examine its effectiveness  regarding the reliability, transparency, and potential biases inherent in AI-based evidence.

1.11  Organization of the Study TC "1.11 Organization of the Study" \f C \l "1" 
The study is organized into six chapters. Chapter One:  contains the introduction of this study, Statement of the Problem, Objectives of the study,  Research Questions, Literature Review,  Research Methodology, Scope of the Study, Significance of Study, Limitations of Study and Organizational of Study.

Chapter Two:  deals with the concept and theories of electronic evidence, such as relevance, reliability, autonomy, analogy, functional, foundational, and probabilistic.  

Chapter Three:  Mainly focused on reviewing regional and International instruments of electronic evidence are those that cover the African region were made under the auspices of AU, while the international instruments are those that were made under the auspices of the United Nations organizations (international instruments that bind states to adhere to what was signed and ratified and international instruments that are of great importance in shaping electronic evidence instruments worldwide.
Chapter Four:  Focused on Legal framework Governing Electronic Evidence few selected main statutes namely the Tanzania Evidence Act,1967 and the Electronic Transactions Act,2015. Other legislations on evidence analysed to supplement the primary laws on evidence include the Written Laws (Miscellaneous Amendments) Act, No. 2 of 2006 and Written Laws (Miscellaneous Amendments) Act No.15 of 2007, Electronic and Postal Communication Act 2010, Penal Code  Cap 16, Anti-Money Laundering Act,2006 , Law of Contract Act Cap 345 R.E 2002 , Consumer Prtection in Mobile Services  and the Whistle Brower and Witnesses Protection Act (Cap 446) were detailed asseeed.
Chapter Five :  Presented findings and discussions by reviewing only cases occurred after amendments to the Tanzania Evidence Act,1967 and after introducing the Electronic Transactions Act., 2015  . The main assessment focus on the status after these amendments and introduction of new rules. What are  relief to cases associated by admissibility and authenticity of electronic evidence  if not what remedies are required to be resolved 
Chapters Six: Provide a Conclusion and Recommendations to answer the research questions: first, to what extent the Tanzania evidence laws have sufficiently regulated the admissibility of electronic evidence and secondly, how have the current rules of evidence laws resolved problems surrounding the authenticity of electronic evidence? Thirdly, this what are legal posed and measures to regulate electronic evidence effectively?
CHAPTER TWO TC "CHAPTER TWO" \f C \l "1" 
CONCEPTS AND THEORIES  OF ELECTRONIC EVIDENCE 
 TC "CONCEPTS AND THEORIES OF ELECTRONIC EVIDENCE" \f C \l "1" 
2.1  Introduction TC "2.1 Introduction" \f C \l "1" 
Following the discussion presented in this study in chapter One, . This chapter aims to provide a connection and fundamental overview of the  concept and theories of electronic evidence. The present rules surrounding documentary evidence have been developed over centuries and these rules were developed to apply to hard copy documents.
Electronic evidence is fundamentally different to hard copy, such that the rules of evidence surrounding documentary evidence need to be examined. There are two components to evidence being admissible in court. First, is whether the evidence is indeed admissible? Whether the evidence is admissible depends initially on whether it is relevant to a fact in the proceeding. Secondly , for a document to be admissible , it must be authentic , that is , it must be what it purpoted to be
.If electronic evidence is to be properly authenticated , it must be collected in such a way that does not compromise the integrity of the evidence This is particularly  important where is seized.
 
The concepts are organized within and around theories, and acquiring a concept involves learning such a theory, and deploying a concept in a cognitive task involves theoretical reasoning, especially of a causal-explanatory sort.
 The constituency relations run in the opposite direction on the concepts as theories view. Concepts themselves are identified with miniature theories of a particular domain.

2.2 Concepts of Electronic Evidence TC "2.2 Concepts of Electronic Evidence" \f C \l "1" 
The main goal of the concept is to modernize criminal or civil procedural proof while revealing the potential of electronic evidence in the said directions.
 The concept elaborating new approaches to organizing the work of investigation agencies and courts, considering the achievements in the sphere of information technologies, providing new techniques of collecting criminal-relevant, criminal-procedural, criminological significant information when investigating and hearing of a criminal and some stages civil case.
 The concept also aims to improve interaction and in-service communication between the officials of the preliminary investigation bodies and the officials of information-technological systems to collect evidentiary information in electronic form.
 This study examines among crucial concepts of evidence law
 these includes authenticity or burden of proof  refers to the obligation to prove or disapprove certain fact, i.e those that arise as a result of a dispute between two parties in a case or if the contents of a  documents are in the question , then the original must be produced. The second, is, relevance which refers  to ability to recognize the existence of fact in the form of evidence which help in making decisions that would not otherwisw be applicable  in absence of evidence and lastly is  admission which refes to admissibility of evidence, which is a question of law and is determined by the court based upon  two steps namely the legislative and the judicial to assign probative value of evidence.
  Also the idea and role of judicial precent is an important aspect of the judicial and legislative relationship and has a differing role in the two jurisdictions.
 The decisions of the courts have less precedential value under civil law jurisdiction. This means that civil law system are of the opinion that judges should not be the sources of laws and that their adjudications are simply the application of existing codes and should not bind decisions makers in later cases
. In recent years , civil law courts have followed the precedents set by the higher courts, even though such decisions are huides rather than obligatory.
 
A document may also  produced as real evidence  denotes symbols, drawings etc. Also electronic evidence regarded as physical evidenceis found on a wide variety of physical objects include fingerprints and handewitiing
 . Also electronic evidence it has been considered as a expert evidence by believing that electronic evidence constitutes expert evidence since it represents the conclusions of exeperts, particularly because electronic evidence is stientific despite other argue that experts only confirm the authenticity and integrity of electronic evidence and do not constitue reports on content
 Unfortunately, there is no concept in the legislation that confirms exactly which term is scientifically correct and justified.
 In this sense, the definition of the legal status of terms related to digital technologies and the development of scientific theoretical rules can be considered as one of the systemic problems in the theory and practice of law
 The solutions to those questions are closely linked to the understanding of the electronic evidence essence, as well as to determine its place in the trial process
. Therefore , concepts of electronic evidence is indepependent evidence , that differs from other types of evidence and require special attention.
2.3  Theories of Electronic Evidence TC "2.3 Theories of Electronic Evidence" \f C \l "1" 
As indicated in Statement of problem and objectives of this study that elrctronic evidence still troubling the courts .  Thus , this study opted to examines theories because a basis of sound theoretical support sound research
. Theory and research are interdependent to make sense of research outcomes. Theories help to generate hypotheses
. Such hypotheses can be proved or disproved with the help of research. The proper theoretical perspective provides meaning and significance to the findings of the study. It presents a systematic view and logical presentation of a phenomenon. The empirical data is being given sense by theory
. While theories operate at a conceptual level and are logical whereas data, facts and findings operate at the empirical or observation level.
 

From that regards it is prudent this study to be guided by theory  in the sense that , theory plays a vital role in providing explanation, understanding and meaningfulness to research
. Also helps to predict facts and to identify unexplored areas/research areas
.  However, the research without theory is less emphatic to establish the relationship among attributes, variables or data
. It, at the outset, should emphatically establish or explain how and why something is as it is in any kind of research
. On the other hand, theory and research together lay the foundation for practice.
 Theory helps to link the abstract and concrete which ultimately results in relevant and research application-oriented practice.
 This conceptual article substantiates the relevance of theory in research from initiation to end of research/research results.
. This study believes that all kinds researches  should have a theoretical base.
 There are various theories of electronic evidence but this study opted to be guided by three keys and relevant theories namely relevance theory, reliability theory, Foundational theory while others theories were considered  to supplementary to the study  these theoiries includes analogy theory, functional equivalence  theory, autonomous theory and probabilistic theory.
The firstly is the relevance theory
  this is the first theory to be examined , focuses on any evidence with a probative value that should be admitted
 .Evidence with probative value in relation to a dispute proposition will be said to be relevant . Thus , relevance is a fundamental foundations of evidence
  However, only facts that are relevant to the fact issue or some other facts relevant to the fact issue can serve as the basis for the admissibility of evidence. the central claim of relevance theory is that, as a result of constant selection pressures, the human cognitive system has developed a variety of dedicated (innate or acquired)
 . Moreover it is slight that probative value may be, unless otherwise specifically excluded by exclusionary rules of evidence; that is, it is intended to protect citizens from illegal searches and seizures. Evidence with probative value concerning a dispute proposition will be said to be relevant
. 
As relevance been fundamental foundation of evidence. Any rule that seeks to exclude relevant items of electronic evidence ought to be regarded as a technicality and an exception to the general rule.
 Thus, the theory serves a normative (normative role generally means relating to an evaluative standard that human societies design some actions or outcomes as good, desirable, or permissible, and others as bad, undesirable, or impermissible) . Relevance theory, therefore, would hold that relevance is the basis of determining whether electronic evidence items should be preferred
.  One of the main criticisms of relevance theory has to do with the fact that it is highly speculative, predicting without empirical evidence the mental procedures and interpretive steps the human mind goes through in human communication
 and rests on the presumption that the evidence already exists and that the only issue is to assess whether it has probative value weight.
 Also, relevant evidence has any tendency to make or enable the existence of any fact that is vital in determining the action more probable or less probable than it would be without such evidence.
 Evidence would be admitted only as proof of facts in issue facts. Relevant evidence should be borne in mind that what is not relevant is not admissible;
  it must prove or disapprove a consequential fact in the litigation
.Any rule that seeks to exclude relevant items of electronic evidence ought to be regarded as  atrchnicallity and exception to the general rule. Thus , the theory serves as normative role , but fails in its descriptive function of explaining what should be regarded as an item of evidence in the first place
 . Critics of this theory however , assert that it can rests on the presumptions that the evidence already exists and that the only issue is to assess whether or not it has probative weight
.
Secondly , is foundational  theory, this theory was pu forward by Professor Schwartz in his seminal article ‘’A Foundation Theory of Evidence
 This theory may be regarded as an extension of the relevance theory of evidence
 . Schwartz posits that foundational basis of evidence is that it has to be probably true  case specific and assertive . He aegues that only items that meet these foundational qualifications can be entered as item of evidence , and that these parameters are pre-condition to relevance. In the context of electronic evidence , judges need to examine whether or not the electronic item tendered  probably true or is specific to the case in question, and assert the position which a party seeks to adduce the evidence for
. This theory seems to add only one element that is not emphatically  laid down by relevance theory, that. Is, the need to evaluate the truful nature of an item of evidence as apre-condition for assessing its relevance
. The other two elements essentially point towards probabtive value as a basis of evidence, just as suggested by relevance theory
, 
Thirdly is the reliability theory
 this theory focused on the degree of control exercised over the procedures that permit the data to be created.
Also it is related to one or more product functions that are required or wanted. Some functions are essential, while others may be “nice to have”. Also, a digital object can stand for the facts it purports to attest, ensuring sufficient procedural and technical attributes.
 The burden can be discharged by calling a witness who is familiar with the operation of the computer in the sense of knowing what the computer is required to do and who can say that it is doing it properly.

When we use the term reliability, we should always specify the required functions. The reliability of a product is dependent on the environmental and operational conditions during the product’s post-production phase. These conditions must be properly understood and assessed to develop a reliable product.
 Therefore, the most important reason for careful reliability assessment is to verify that the predicted reliability is attainable. Other reasons for assessment include verification of updated predictions, monitoring of product quality, determination of reliability growth, and so forth.
 
As indicated above there are other thories of electronic evidence chosen to be supplement  to the key thoeries discussed above of this study. The first is an  autonomous theory,
 in this theory, theoriticians argues that electronic evidence should be treated as distinct evidence, independent of traditional evidence.
 The theory conceives arbitration as a mechanism independent of states. The proponents of this theory aligns with contemporary needs, where arbitration should not be attached to a specific legal order but that a plurality of legal orders affect arbitration. 
However, autonomy theory is amongst the most-praised modern ideals, and the rhetoric of the self-determining individual who authors their own life, free from the arbitrary authority of others, saturates liberal-democratic societies.
. Similarly, the past few decades have seen the language of autonomy increasingly colonise politics, law, and the care professions, particularly in the guise of giving individuals more choice in certain aspects of public service provision.
 
The Fourthly  is analogy theory it is a new source of proof, such as an electronic document which requires a new technique; when applied, it has the effect and legal force of traditional written evidence.
 That is why, according to analogy theory, traditional written and electronic means of proof are analogous and comparable and should enjoy the same legal regime as the new media, which has replaced the written with electronic support.
 Electronic evidence must not be privileged or discriminated compared to traditional written evidence.
 
The Fifthly, is the  functional equivalence theory arises as an upgrade and critique of the analogy theory.
 According to this understanding, electronic and written documents have the same legal effect - probative value.
 However, this functional equivalence of electronic with other documents has limits
. A basic condition that must be met for electronic evidence to have probative value is to be permanent and unchangeable. On the other hand, the electronic document must meet the following requirements for electronic support: it must always be readable using hardware or software systems, the document issued by the author must have the same content as the one received by the recipient, the storage of the document to be is feasible and can be renewed, as well as the content can be restored, the content of the document can be translated into the required language, the main subjects of the document can be identified, the document meets the conditions for authenticity and confidentiality, the authorship of the document is recognizable, and the support to which the document appears should not affect the assessment of the probative value of the document
.

Sixthly,is the probabilistic theory
, provides that, the admission of  electronic evidence will be determined according to the importance of such evidence concerning the proof of a disputed proposition, the basis of admitting evidence lies in its probative value rather than its relevance
. The probative value in this context refers to the strength of such evidence in tendering the proof of relevant facts or factual propositions relative to an issue
. However, the probabilistic theory may be difficult to apply when an item of evidence may have limited value when taken in isolation, but when  considered together with other items it generates  significant probative weight
, Such is the case much circumstantial evidence
. Further, theories help predict facts, identify unexplored research areas, and extend knowledge about a phenomenon.
 Concepts are not terms in theories; they are theories themselves
. Theoreticians seek to describe, explain, evaluate, regulate, or guide the parameters decisions should consider when addressing evidential issues.
 However, theories operate at the conceptual level and are based on logic rather than observations. At any stage, failing to explaits and theories clearly  confusion for the readers and society in general.
  Finally the theory implies quantification of  evidence (so as to determine probative weight)
 However , this is nearly impossible , as there exist no objective standards for such quantification
. Probabalistic theory themselves do not offer such standards
.
2.4  Conclusion TC "2.4 Conclusion" \f C \l "1" 
In concluding this part , evidence theories serves three broad functions namely, descriptive, explanatory and normative (evaluative and negative roles). Theories of electronic evidence have covered by abundant sources of electronic evidence. They offers more refined, accurate, and comprehensive definitions of their constructs.
 Despite of similarities and dissimilarities of these theories , some are broader than others, some are more logically consistent than others, some make more interesting predictions, and some are more consistent with the facts
. Thus , beyond their theoretical values, which may be regarded as ideals , evidence theories may be of practical values to judges ( especially in regard to grey areas or conflicting evidentiary rules that need to be resolved) and to legislators, who may be interested in making regulatory reforms and would wish to be guided by established theoretical frameworks.
 For egoing value may be great in an evolving area such as electronic evidence which is not yet fully established as other traditional forms of evidence
. The above discussions has explored various theories . Attempts have been made to underscore their key prropsitions , their strengths and weaknesses , and theie applications in the context of electronic evidence.
However, the  recent theoreticians, have developed three views.
 Firstly, they thought that electronic evidence should be ‘audio-visual materials’ because the content of electronic evidence must be displayed on a computer device in the form of a graph, figure, letter, or emblem, and the storage medium, Therefore, audio-visual materials could be broadly interpreted to cover electronic evidence. Secondly, they consider that electronic evidence belongs to documentary evidence includes letter or data message (including telegram, telex, facsimile, digital data exchange and digital mail), capable of presenting its contents in a tangible form.’ Thirdly, they consider that electronic evidence is neither documentary nor audio-visual material; it is a new form of evidence.  It is argued that electronic evidence is greatly different from documentary evidence. The letter, graph, or figure could be directly demonstrated on the visible carrier
.. Further, with the development of information technologies and a greater understanding of electronic evidence has unique characteristics from other kinds of evidence
. It should be regarded as one category of evidence to meet the development of new technology and modern law as a science
.   Conclusively, these theories have sheded light to this study  in the sense that ,theory of relevance focuses on any evidence with a probative value that should be admitted  while the reliability theory is associated with the degree of control exercised over the procedures that permits the data to be created
. Other theories will help the investigatives machinery not only collect and store evidentiary information in electronic form without its linking and transferring on an electronic carrier of information, but also register the traditional analog evidentiary information electronically, using computer, audio-, and video means of recording
 Therefore, this study has chosen a testable and logical theory. A strong theoretical frame identify and articulate its key theoretical contributions. 
CHAPTER THREE TC "CHAPTER THREE" \f C \l "1" 
REGIONAL AND  INTERNATIONAL INSTRUMENTS  ON ELECTRONIC EVIDENCE
 TC "REGIONAL AND  INTERNATIONAL INSTRUMENTS  ON ELECTRONIC EVIDENCE" \f C \l "1" 
3.1 Introduction TC "3.1 Introduction" \f C \l "1" 
This study also employed comparative legal ethodology in order to study other legislative development, jurisprudence and legal doctrines of foreign laws for the sake of stimulating awareness of the legal framework and to gain insights and lessons that could be considered in addressing the legal challenges of electronic evidence and can be mitigated in the Tanzania As a comperative methodology on  regional and international instruments the main focus  these two instruments was on  their sections , provisions or elements that  provides answers to  the specific objectives of this study 
3.2 Rationale of Selection of Regional Instruments TC "3.2 Rationale of Selection of Instruments" \f C \l "1" 
As earlier indicated that in this study among methology  employed  is comparative legal research  for both regionally and internationally in order to study legislative development, jurisprudence and legal doctrines of foreign laws . The intention is to  stimulating awareness of the other legal framework and to gain insights lessons that could be considered in addressing the legal challenges on regulating electronic evidence. Also can be mitigated risks and borrow as bes practice in the Tanzania.  
From that regards, this study have selected only four (4) regional instruments being within African regions, namely : the East Africa Community (EAC) Model Policy on Electronic Transactions
, , the Southern African Development Community (SADC), and the Economic Community of West African States (ECOWAS) and Malabo Convention - A pan-African strategy on data protection and cybersecurity.  

The reasons of selecting these 4 regional instruments includes all of them are within  African continent and state members are auspices of the African Union (AU). Also, the regulatory evidence rules seems to be  lagging against information technology. Also they are characterised by ’regulate and forget’’ and frequent amendments and enactments of  the rules that  regulating ecteronic evidence . 
3.2.1 East Africa Community (EAC) Model Policy on Electronic Transactions TC "3.2.1 East Africa Community (EAC) Model Policy on Electronic Transactions, 2017" \f C \l "1" 
This is the first regional instruments to be examine the EAC Model Policy on Electronic Transactions
 was the first document to be examined by this study on how  it allows businesses to participate in new activities like data and records processing, customer service and call centres, and software application development.
 Numerous governments have announced that fostering e-commerce is a primary objective of public policy to achieve economic growth
. Governments are often at the forefront of the E-commerce revolution in developing countries by launching their websites to better communicate with and serve citizens while reducing transaction costs.

The East African Communications Organization (“EACO”) among of instruments  which intends to promote the increased use and uptake of E-Commerce and, subsequently
, Electronic Transactions (E-Transactions) in the East African Community (“EAC”) as the catalyst for economic growth and thrived for all member states that comprise the EAC. For e-transactions to flourish, a clear, precise, and predictable legal environment must drive confidence in customers, businesses, and government institutions.
 Businesses must be able to make and enforce electronic contracts and have the confidence to invest in new technologies and take advantage of new opportunities. 

This East African Community (EAC) Model Policy on Electronic Transactions seeks to set the Policy highlights towards developing an enabling E-Transactions framework which this study intend to fill. Through this, the framework will seek to facilitate the development, growth, and support of E-Transactions in the East African Community, considering that governments are responsible for providing an environment that allows certainty and mitigates the risks of transacting electronically locally and internationally
.. All five countries, Uganda, Tanzania, Kenya, Rwanda, and Burundi, have adopted different forms of e-transactions that mainly involve online and mobile payments. The EAC Model Policy on Electronic Transactions established three general instances:
 (a) where the error is noted before either party has taken any subsequent action. (b) where the error is noted after either party has taken subsequent action, but before the action of the parties may reasonably reverse such action and (c) where the error is noted after subsequent action has been taken that cannot be readily reversed.
The East African Community -EAC Model Policy on Electronic Transactions aims to address the emergence of E-Transactions in the EAC
. This policy aims to a) provide a harmonized regional policy for E-transactions in the EAC with internationally accepted principles. b) propose a framework that will enable the growth and development of E-transactions in the EAC; c) remove barriers and encourage uptake and use of E-Transactions to ease doing business in the EAC; d) propose measures to ensure the safety and confidence of the Consumers of E-Transactions; e) encourage investment and economic participation through E-Transactions. These objectives are among the objectives of this study.
The principles of the EAC Model Policy on Electronic Transactions are summarized as follows: 

a) The East African Community -EAC agrees to adopt and agree on the following interpretations and terms associated with E-Transactions:
b) The identity of legitimate parties involved in a transaction conducted via electronic means, including the originator and addressee of a communication
c)  The persons who will be deemed as “intermediaries” in the facilitation of an electronically mediated transaction
d) The distinction between “intermediaries” and “telecommunication service providers” to consider the contexts where the terminologies denote either a sole entity or distinct entities
e)  The obligations of all legitimate parties involved in an electronic transaction include the internet service provider and/or intermediary, the originator of a communication and the addressee.
f)  The definitions related to the term’s “record” and/ or “data message” to ensure a distinction between the two terms.
g) “Electronic signature” is a technology-neutral term and distinct from an “advanced electronic signature” or “digital signature,” which shall also be technology-neutral. There is also the distinction between an electronic signature as a data authentication tool and identity identification.
h) The definition of the term “certificate” or “qualified certificate” and the relevance of such a certificate in the context of signatory and advanced electronic signatures in the information society. This will also cover the definition of “certificate service provider”, its role and functions as opposed to the “certifying authority”.

Further, Member States of the East African Community-EAC  shall provide a framework for electronic documents and transactions having legal effect as follows
. (a) be bound by the legal mandate establishing the E-transactions framework. b)  allow as wide a scope as possible for the legal framework for E-transactions. c) The transactions or documents which may be exempted will be set out in the legal framework characterized by a particular value due to their existence. There will be standards established for transactions to fulfil appropriate technical standards in encryption, authentication, backup, recovery and disposal of data. e) adopt the following standards towards considering the validity of electronic documents: f) Electronic documents will not be denied validity per se solely because the documents are electronic. g) Information shall not be denied legal effect solely because that information is referred to but not contained in an electronic document. h) An electronic document will be deemed legally valid if it is materially unchanged and can be retained and stored by the receiving party. i). An electronic document shall meet all statutory requirements or rules of law for information presented in writing. j) An electronic document with the appropriate evidential weight will be considered admissible.
Moreover, the East African Community -EAC Model Policy on Electronic Transactions provides that an electronic document shall meet any obligation of statute or general rule of law requiring the presentation of information in its original form
.  If the information was originally collected by electronic means and there is reliable assurance that the information remains unchanged among of the objective of this study aim to fill.
. The reliability standard will be assessed based on the purpose for which the information is required
. An electronic document shall include a valid electronic signature, deemed valid and as effective as a document containing a non-electronic signature
.
The East African Community shall encourage the following default considerations to 
be applied in the formation of contracts through electronic means:
 (a) it will be presumed that an electronic document or data message is sent by the originator once there is sufficient reason to believe that the document or message was sent by the originator or an individual or electronic agent acting on the originator’s behalf. (b) it will be presumed that an electronic document or message is received in the general course of business where there may or may not be an agreement between the parties of the sending of acknowledgement notices (c) the conditions to be satisfied where either party may not apply the general presumption of attestation. (d) When an electronic message is deemed to be sent, it is recorded as having left the information system or resource under the originator's control. (e) When an electronic data message is deemed received, it is recorded to have entered an information system or resource under the originator's control. (f)  The determination of the effective address of either party, the originator or addressee, in an electronic transaction. (g) Address errors in the preparation or transmission of an electronic document or data message considering:

The East African Community - EAC Model Policy on Electronic Transactions insisted that there shall be frameworks for using electronic signatures and providing for the proper administration of providers of such services in their jurisdictions
. To this end, the EAC Member states shall:
 (a) Ensure that electronic signatures are related to the authentication of data or information within an electronic document or record. (b) Identify electronic signatures in such terms to provide broad applicability of technologies while achieving the objective of adequately identifying the signatory and indicating the signatory’s approval of the information to which the signature relates and appropriate reliability for the purpose for which it was used. (c) clarify the obligation of the person relying on an electronic signature to verify its reliability. (d)  Specify types of “advanced” electronic signatures that are more sophisticated and require greater applicability tests. 
The identification of such advanced electronic signatures should, as much as possible, refrain from the use of specific technologies or methodologies of digital signing. (e )  Specify greater recognition of the authentication capacity of advanced electronic signatures. Where there is such recognition, the law may provide for the determination of specific legal requirements to be met by advanced signatures exclusively. (f)  Recognition of “certificates” which provide attribution of electronic signatures to particular signatories under specified conditions. To this end, there will be greater validity of certificates qualified as being issued per industry standards and practices to enhance reliability associated with advanced electronic signatures. (g) Provide for the recognition of certificates issued by parties irrespective of where that certificate was issued or where that party is located.
The East African Community -EAC Model Policy on Electronic Transactions shall establish the framework of liability of intermediaries to an electronic transaction
, which shall include the formal recognition of parties, called intermediaries, who facilitate the electronic transactions between two parties but are not involved in the subject of the contract.
 Such persons include telecommunications providers, website hosts, application hosts, the distinguishing of an intermediary or telecommunications provider from the parties involved in the transactions through their role as a mere conduit: a passive agent providing transport, storage or other automatic, technical services which do not modify the content of the electronic document, the provision for the exemption of liability of the intermediary from any civil or criminal penalties associated with an electronic document for which it performed no role other than as a mere conduit.,
 In 2014, the East African Community (EAC) adopted the Electronic Transaction Bill, and Burundi
 and all other member states committed to enacting the necessary national frameworks. Burundi still lags behind other East African countries in electronic transaction legislation.
 As of December 2021, Burundi had not yet enacted a law on electronic transactions.
 However, gaps in Burundi’s legal code are likely to hinder digital trade integration within the EAC. Hence, there is a need to enhance digital trade competitiveness.
 
Burundi still needs to enact laws or adopt international standards related to digital trade that are crucial to ensuring interoperability and guaranteeing intellectual property rights related to international trade.
 Moreover, Burundi should fast-track the drafting and enactment of laws and regulations in the following areas:
 electronic transactions, data protection, and consumer protection. 

3.2.2  Southern African Development Community (SADC) Model Law on Electronic Transactions and E-Commerce TC "3.2.2 Southern African Development Community (SADC) Model Law on Electronic Transactions and E-Commerce" \f C \l "1" 
The SADC Model Law on Electronic Transactions and E-commerce provides a tool that Member States can use to create a more secure legal environment for electronic transactions and e-commerce
. It seeks to enhance regional integration and has adopted the best practices and collective efforts of Member States to address the legal aspects of e-transactions and e-commerce
. Tanzania is a SADC member country and has adopted the SADC model laws on data protection, cybercrime, and electronic transactions in enacting the Electronic Transaction Act.
 The Model Law is expressed in a technologically neutral manner so that it can be applied to existing technologies and future ones yet to be developed. The SADC Model Law on Electronic Transactions and E-commerce offers a comprehensive tool member states can use to create a more secure legal environment for electronic transactions and e-commerce. The model has adopted the best practices and collective efforts of Member States to address the legal aspects of E-transactions and E-Commerce.
 The Model Law addresses two key issues: electronic commerce and data protection. It is derived from existing legislation in the region and the UNCITRAL Model Law on Electronic Commerce 1998. SADC has adopted the Model Law, which is being updated for implementation in the SADC region.
  

This Model Law addresses the scope of application of key concepts and proposes neutral definitions. The legal recognition of electronic communications and the legal effect of electronic communications are addressed. Clear rules for electronic transactions are adopted which this study aimed to address. E-commerce issues such as the attribution of electronic communications and electronic signatures and the admissibility and evidentiary weight of electronic evidence are addressed. The obligations of online suppliers are addressed
. These include the type of information made available to consumers on the information system where such goods or services are offered, and a consumer’s right to a cooling-off period, review of a transaction, withdrawal from a transaction, and the performance, correction, or cancellation of a transaction for goods and services. 

Further the Model Law under section 2 interprets that where any law grants a public body the authority to prescribe by regulation, such authority shall be deemed to have been extended to prescribe using electronic communications for any matter provided for in such law 
 While section 3 provides the scope of application of the Model Law: that shall apply in respect of any electronic transaction or electronic communication used or intended to be used about an electronic transaction, except where, and if applicable, to the extent, that it is excluded in subsection 6(4) and subsection 7(5) of this Model Law. Also section 2 provides that , shall be construed as: a. requiring any person to use or to accept electronic communications; or b. prohibit a person engaging in an electronic transaction or electronic commerce from establishing reasonable requirements about how it will accept electronic communications.

Chapter 2 under Section 4 provides legal recognition of electronic communications
. A data message shall not be denied legal effect, validity, or enforceability solely because it is electronic
. While section 5 addresses the recognition by parties of electronic communications Between the originator and the addressee of an electronic communication, a declaration of will, other statement or action shall not be denied legal effect, validity, or enforceability solely because it is in the form of an electronic communication. Further  Section 8 provides that (1) Member States may by Regulation provide that accredited authentication products or services are recognized as a secure electronic signature and may prescribe certain standards and licensing procedures for such products or services, including recognising foreign, secure electronic signatures. 

Further, Part 2 and Chapter 4 of Model Law regarding legal recognition of electronic transactions while section 10 indicate that formation and validity of contracts (1) where electronic communications are used in the formation of a contract, that contract shall not be denied legal effect, validity, or enforceability on the sole ground that an electronic communication was used to make an offer or to accept an offer for that purpose.
Section 19 guides on original information 
(1) where the law requires information to be presented in its original form, that requirement is met by electronic communication if: (a) there exists a reliable assurance as to the integrity of the information from the time when it was first generated in its final form, as an electronic communication or otherwise; and (b) where it is required that information be presented, that information is capable of being displayed in the form of electronic communication to the person to whom it is to be presented.
 (2) Sub-section 1 applies whether the requirement is an obligation or the law provides consequences for the information not being presented or retained in its original form.
  Section 3 (1) (a) provides the criteria for assessing integrity shall be whether the information has remained complete and unaltered, apart from the addition of any endorsement and any change which arises in the normal course of communication, storage and display; and (b) the level of reliability shall be assessed in the light of the purpose for which the information was generated and in the light of all the relevant circumstances.

Moreover, section 2 provides guidlineon admissibility and evidential weight of electronic communications (1) in any legal proceedings, nothing in the application of the rules of evidence shall apply to deny the admissibility of electronic communication in evidence:
 (a) on the sole ground that it is in the form of electronic communication; or( b) if it is the best evidence that the person adducing it could reasonably be expected to obtain because it is not in its original form. (2) Information in the form of an electronic communication shall be given due evidential weight. (3) In assessing the evidential weight of electronic communication, regard shall be had to (a) the reliability of how the electronic communication was generated, stored or communicated; (b) the reliability of how the integrity of the electronic communication was maintained; (c) how its originator was identified; and (d) any other relevant factor.

The Model Law on Electronic Transactions and E-commerce provides a tool for the Member States to create a more secure legal environment for electronic transactions and e-commerce
.  It seeks to enhance regional integration and has adopted the best practices and collective efforts of Member States to address the legal aspects of e-transactions and e-commerce
. The Model Law is expressed in a technologically neutral manner so that it can be applied to existing technologies and future ones yet to be developed
. This Model Law addresses the scope of application of key concepts and proposes neutral definitions which this study intend to fill
. The legal recognition of electronic communications and the legal effect of electronic communications are addressed.
 Clear rules for electronic transactions are adopted.
 E-commerce issues such as the attribution of electronic communications and electronic signatures and the admissibility and evidentiary weight of electronic evidence are addressed as persuasive models
.
3.2.3 Economic Community of West African States (ECOWAS) Electronic Transactions Act. TC "3.2.3 Economic Community of West African States (ECOWAS) Electronic Transactions Act, 2010" \f C \l "1" 
This study examines  ECOWAS as an another regional instrument comprising fifteen (15) member countries in the Western African region. On 16 February 2010
, The ECOWAS Electronic Transactions Act
 was established because of the provisions of the ECOWAS Revised Treaty of 1975 and the ECOWAS Supplementary Act on Harmonizing the Policies and Regulatory Framework for the Information and Communication Technologies Section 4 of the ECOWAS Electronic Transactions Act recognizes:

“the main impediments to the development of e-transactions are linked to inadequate regulation on the legal recognition of data messages [the] recognition of electronic signature … [and] the absence of specific legal rules to protect consumers, intellectual property, personal data and information systems and lack of legislation peculiar to electronic transactions”.

The ECOWAS Electronic Transactions Act
 establishes provisions to govern the application of national laws in electronic commerce transactions. article.7(1) of the Act requires that electronic commerce transactions “shall be subject to the law of member countries of the ECOWAS region on whose territory the person carrying out the activity is established”. This implies that an electronic commerce transaction would be governed by the laws of the ECOWAS Member State where the person carrying out the transaction is located
. 

The ECOWAS Electronic Transactions Act
 provides for the admissibility of electronic documents. Article 30 of the Act provides that “an electronic document shall be accepted as proof in like manner as a hard copy and shall have the same evidential weight as the latter, subject to the possibility of duly identifying the person from whom it emanates, and to the document being drafted and recorded in conditions that guarantee its integrity”. The above provision seeks to establish the admissibility of electronic documents in legal proceedings
. As such, the ECOWAS Electronic Transactions Act takes a similar approach to Article 9 (1) of the United Nations Model Law on Electronic  Commerce  (UNMLEC), which provides that “in any legal proceedings, nothing in the application of the rules of evidence shall apply to deny the admissibility of a data message in evidence:
 (a) on the sole ground that it is a data message; or, (b) if it is the best evidence that the person adducing it could reasonably be expected to obtain because it is not in its original form”. The positions of these two instruments are the same as those of the Electronic Transaction Act.
 Section 18 (1) provides that in any legal proceedings, nothing in the rules of evidence can be applied to deny the admissibility of a data message on the ground that it is a data message. United Nations Model Law on Electronic  Commerce UNMLEC is first legislative text  to adopt the fundamental pronciples  of non -discrimintion , technological neutrality  and functional equivalence that are widely regarded as the founding element of modern electronic commerce law.  
However, article .30 of the  ECOAWS Act also requires that the admissibility of electronic documents shall be subject to certain conditions, such as the proper identification of the party who originated the document as well as the reliability or integrity of the manner or conditions in which the document was “drafted and recorded”. This requirement is also similar to the approach under Article 9(2) of the UNMLEC, which provides that “in assessing the evidential weight of a data message, regard shall be had to: the reliability of how the data message was generated, stored or communicated, to the reliability of how the integrity of the information was maintained, to how its originator was identified, and to any other relevant factor
. The Tanzania Electronic Transactions Act
 provides conditions under section 18 (2 (a to d) that cater for the admissibility and weight of electronic evidence for determining a data message are cumulative, which means that they must all be satisfied (complied with by the proponent).
Also, the ECOWAS Electronic Transactions Act
 confers equal legal status to electronic and hard copies of documents.
 Thus, where the hard copy of a document is subject to conditions concerning legibility and presentation, the electronic copy of such document will also be subject to similar requirements
. This implies that electronic documents are to be granted a similar status to hard copies for invoicing transactions, provided that the origin of that electronic document is authentic and can be guaranteed.
 
The principle of granting electronic documents equal legal status to hard copies prevents discrimination in accepting electronic documents in commercial transactions because such documents are not in hard copies
. This principle also exists under the UNMLEC. For example, art.5 of the UNMLEC provides that “information shall not be denied legal effect, validity, or enforceability solely on the ground that it is in the form of a data message”. However, it is imperative to note that although the ECOWAS Electronic Transactions Act
 recognizes the equal legal status of electronic documents and hard copies, as does the UNMLEC. The Act does not establish elaborate provisions to determine the integrity and reliability of the data as seen under Article 8(3) of the UNMLEC. In Tanzania, the judge must assign a weight of value to the evidence.
The ECOWAS Electronic Transactions Act establishes provisions that apply to electronic signatures
. An “electronic signature” is “any data emanating from the use of a reliable data procedure or identification procedure which guarantees its link with the act attached to”. Under the Act, electronic signatures are generally accepted for electronic transactions, and the process through which an electronic signature is created is presumed to be reliable unless evidence proves otherwise. Article 35 of the Act also states that “an electronic signature created by a secure arrangement that the signatory can maintain under his exclusive control based on a digital certificate shall be accepted as a signature in like manner as a handwritten signature”. 

However, the ECOWAS Electronic Transactions Act
 has not addressed some issues. The ECOWAS Electronic Transactions Act
 attempts to create a comprehensive legal regime for regulating electronic transactions within the ECOWAS region
. In several instances, the Act establishes provisions that go beyond the standards under the UNMLEC; however, there are also instances where the Act does not address certain issues when compared with the UNMLEC
. Such issues include the attribution of data messages relating to the time and place of dispatch and receipt of data messages and electronic commerce contracts relating to the carriage of goods. Thus, although the Act establishes minimum standards to guide Member States in developing their national e-commerce laws, there is still much room for improvement. Therefore, states should address the abovementioned issues in their national laws to create more elaborate national legal frameworks for e-commerce.

Undoubtedly, the ECOWAS Electronic Transactions Act represents a landmark achievement towards harmonizing the regulation of e-commerce in West Africa.
 However, although the Act attempts to provide a comprehensive framework for the regulation of e-commerce in the Member States by adopting standards that exist under UN instruments such as the UNMLEC, the UNMLES and the UNCECIC, there are also several instances where the Act appears deficient when compared with the above UN instruments.
 

Finally, although it is now over eight years since the ECOWAS Heads of State and Government adopted the ECOWAS Electronic Transactions Act, the non-ratification of Supplementary Protocol A/SP.1/06/06 by the ECOWAS Member States has the effect of impeding the timely application of the Act to harmonize e-commerce laws in the Member States.
 Therefore, the ECOWAS Commission must encourage Member States to establish e-commerce laws that enshrine the principles of the ECOWAS Electronic Transactions Act (pending the definitive entry into force of Supplementary Protocol A/SP.1/06/06) to facilitate the timely harmonization of national e-commerce laws within the ECOWAS region.
 
The ECOWAS Electronic Transactions Act 
attempts to create a comprehensive legal regime for regulating electronic transactions within the ECOWAS region.
  ECOWAS Member States must address these issues adequately in their national laws on e-commerce. Thus, although the Act establishes minimum standards to guide Member States in developing their national e-commerce laws, there is still much room for improvement
. Therefore, states should address the above-highlighted issues in their national laws to create more elaborate national legal frameworks on e-commerce.

3.2.4 Malabo Convention - A Pan-African Strategy on Data Protection and Cybersecurity TC "3.2.4 Malabo Convention - A Pan-African Strategy on Data Protection and Cybersecurity" \f C \l "1" 
The Malabo Convention entered into force on June 8, 2023
. As the pan-African instrument for data protection and cybersecurity, it has been a long time in the making. It was initially drafted in 2011 at the 17th Ordinary African Union Summit in Malabo, Equatorial Guinea. After several postponements, the Afric Union  finally adopted it in June 2014. Globally, the Malabo Convention
 aims to establish a harmonized and comprehensive legal framework for Africa by mandating members to develop laws aligned with the Convention, primarily focusing on data protection, cybersecurity, and e-commerce
.
Indeed, the primary objective of the Malabo Convention is to establish a clear and uniform approach to fields as ever-evolving and dynamic as data protection and cybersecurity.
 This goal is driven by the recognition that legal voids or differing approaches can burden businesses, especially those involved in international activities, which must comply with varying frameworks. Furthermore, such discrepancies can impact the international movement of people and the interaction between legislative and judicial authorities and civil society
. Moreover, they can lead to legal liability and substantial financial and reputational costs.

However, it did not come into force until 8 June 2023.
 You might wonder why it took almost a decade to enter into force. The simple reason is this: Article 36 of the Convention provides as follows: 
This Convention shall enter into force thirty (30) days after the date of receipt by the Chairperson of the Commission of the African Union of the fifteenth instrument of ratification.
  
The Malabo Convention contains 38 Articles, and a preamble encapsulates the convention's essence. Part of the preamble reads: the goal of this Convention is to address the need for harmonized legislation in the area of cyber security in Member States of the African Union and to establish in each State party a mechanism capable of combating violations of privacy that may be generated by personal data collection, processing, transmission, storage and use; that by proposing a type of institutional basis.
 The Convention guarantees that whatever form of processing is used shall respect individuals' basic freedoms and rights while also considering the prerogatives of states, the rights of local communities, and the interests of businesses. It also takes on board internationally recognized best practices
.  
Article 13 enumerates six (6) basic principles governing the processing of personal data. These principles are: First, the Principle of consent and legitimacy of personal data processing. Second, the principle of lawfulness and fairness of personal data processing. Third, the principle of purpose, relevance, and storage of processed personal data. Fourth, the principle of accuracy of personal data. Fifth, the principle of transparency of personal data processing. Lastly, the principle of confidentiality and security of personal data processing.

Articles 29 to 31 contain criminal provisions. The Convention imposes a duty on state parties to criminalize certain conducts in their national legislation and to impose criminal sanctions on perpetrators who breach those provisions
. The offences relate to attacks on computer systems, computer data breaches, and electronic messages, among others.  The Malabo Convention, on the other hand, does not have this extraterritorial scope.
 For foreign companies doing business or planning to do business in Africa, their compliance with data protection principles will depend on the countries where such foreign companies operate. Article 9 of the Malabo Convention and Article 3 of the General Data Protection Regulation provide the respective frameworks' territorial application. 

Another important point worth mentioning is the issue of compliance.
 The Malabo Convention does not adequately provide mechanisms to ensure compliance and enforcement of its provisions. It does not provide any central authority that guarantees compliance by state parties and data processors with the Convention. Essentially, it does not assign any enforcement duties or imposition of penalties for non-compliance, leaving such determinations entirely to the state parties. Unlike the General Data Protection Regulation, which has the European Union Data Protection Board, no central body enforces it.

Again, the General Data Protection Regulation was drafted purposely to protect the personal data of European Union data subjects, and its provisions were crafted carefully, providing minute details to achieve this purpose. The Malabo Convention, however, combines many aspects of data protection, making the document too broad and concentrated. The Malabo Convention is the only cybersecurity convention in the world that combines cybersecurity, cybercrime, electronic transactions, and data protection in one legal instrument.
 

The Malabo Convention represents a political pledge made by AU member states to take all the necessary steps to ensure data protection is given the needed attention and protection
. Overall, the implementation of the Convention poses challenges concerning the varying status of legislative initiative and implementation.
 Furthermore, some recently approved laws align more closely with concepts related to the General Data Protection Regulation (GDPR) rather than specifically with the Malabo Convention. 
Foremost, the Convention represents a clear strategic framework to advance data protection and cybersecurity laws and institutions across Africa, for which intervention is sorely needed.
 There is a feasible pathway to the Convention entering into force by being ratified by at least two more member states.
 However, there are weaknesses to the Malabo Convention, which must be anticipated and addressed. These include that the Convention is over-inclusive by bundling data protection, cybercrime, cybersecurity, and e-commerce into one legal framework and underinclusive by omitting important definitions and processes and lacking mechanisms to monitor and ensure compliance and enforcement
. It is important to note that while the countries provide a snapshot of the challenges faced in implementing the Malabo Convention, they represent only a fraction of the nations subject to the commitments of the Malabo Convention. 

It is prudent to recommend that  (a) The AU should intensify its efforts at getting every African country to ratify the Convention and get them to enact domestic laws that align with the Convention for easy implementation and enforcement.
 It is interesting to note that several African countries still do not have data protection laws. How are these countries expected to support the enforcement of the Convention? (b) The Convention is too broad, causing it to miss vital details. 
The amalgamation of cybersecurity, cybercrime, electronic transactions, and data protection into a legal instrument may not have been the best decision, and the consequence of that decision is the Convention’s apparent lack of granular details. Each of the domains has its complexities that require special approaches. (c) is for the Union to break the various domains into separate conventions and provide more details about each. Data protection, cybersecurity, cybercrime, and electronic transactions should have separate Conventions. This strategic division will allow the Union to provide enough information in the respective Conventions for easier monitoring and implementation.
The Convention in its current state is not enough to combat its attendant security and data privacy issues
. As noted above, the Malabo Convention does not have extraterritorial application. Its territorial scope is limited to data processed within member states, and even in those cases, there is a heavy reliance on domestic legislation
. Where a domestic law does not align with the Convention, its application becomes problematic
. Also, data subjects from member states whose personal data are being processed by organizations outside the Continent are not protected.  Article 32 of the Convention states that the Chairperson of the Commission shall report to the Assembly on the establishment and monitoring of the operational mechanisms of the convention. Still, it does not say who shall do the monitoring or how the team shall be put together. This is a necessary detail missing from the Convention that must be rectified.

Finally, the Malabo Convention is set to come into force, and attention must shift to implementing it effectively and addressing its identified gaps.
 The AU Commission should consider developing implementation guidelines for member states and drafting a plan of action to address gaps in the Convention, including protections for human rights in the use of artificial intelligence, measures to ensure proper resourcing for domestic data protection frameworks, and the establishment of regional bodies to monitor implementation.
 Providing ongoing support for data protection authorities in Africa, including the Network of African Data Protection Authorities, is also essential to advance the implementation of the Convention and align efforts across the continent.

3.3 Rationale of selection of International Instruments TC "3.3 Rationale of selection of International Instruments" \f C \l "1" 
The rationale for selecting international instruments some of these instruments are binding states to adhere on what was signed and ratified. Other instruments are important in shaping electronic evidence instruments worldwide which is among the objectives of this study of learning best practices from international instruments as benchmarking. The list of selection of international instruments are 2 only  those based on the auspices of the United Nations organization are woven into different themes that indicate practices, values and outcomes of electronic evidence approaches to criminality and are binding states to adhere to what was signed and ratified. These are  UNCITRAL Model Law on International Commercial Arbitration, the UN Conventional on the Use of Electronic (UNCECIC), Other international instruments that are secondary but are of great importance in shaping electronic evidence instruments include  the Commonwealth Model Law on Electronic Evidence, 2017, and the Global Law of Electronic Evidence. These 4 international isntruments are relevant to this study.
3.3.1 United Nations Commission on International Trade Law (UNCITRAL) Model Law TC "3.3.1 United Nations Commission on International Trade Law (UNCITRAL) Model Law" \f C \l "1" 
This is the first instrument to be examined , United Nations Commission on International Trade Law  (UNCITRAL ) Model Law largely this constitutes global standards. The principles underpinning them are universally core elements of modern electronic commerce law.
 UNCITRAL has prepared three legislative texts applicable to domestic and cross-border electronic transactions: The UNCITRAL Model Law on Electronic Commerce, the UNCITRAL Model Law on Electronic Signatures, and the United Nations Convention on the Use of Electronic Communications in International Contracts.
 United Nations Commission on International Trade Law (UNCITRAL) texts on electronic communications provide a comprehensive set of rules. The definitions of “data message” and “electronic communication” include mobile communication.
 
United Nations Commission on International Trade Law (UNCITRAL) has created a collection of legal documents in more than 100 countries to authorize and regulate the use of electronic means to engage in commercial activities. UNCITRAL Model Law on Electronic Commerce (1996), which sets out the principles of equitable management of electronic and paper-based information, is the most widespread strike document. The United Nations Convention on the Use of Electronic Communications in International Contracts (New York, 2005) is the first conference to provide legal guarantees of electronic contracting in international trade.

The UNCITRAL Model Act on Electronic Transmission Records (2017) uses the same principles to allow and facilitate the electronic use of transferable documents and tools, such as asset liabilities, exchange loans, checks, pledge notes, and store receipts. The online Readiness Assessment Guide for Cross-Border Paperless  Recent advances in information and communication technology and the introduction of new technologies in digital marketing raise new legal issues.  Tanzania ratified the United Nations Commission on International Trade Law (UNICTRAL) Model law on 13th October 1964, In this regard, the Electronic Transaction Act has adopted United Nations Commission on International Trade Law (UNCITRAL) model laws.
  The United Nations Commission on International Trade Law (UNCITRAL)  texts are widely considered global standards, and the essential principles underpinning them are universally accepted as the core elements of modern electronic commerce law.
 The model laws that UNICITRAL has developed have been adopted and implemented in several countries worldwide.
 The model laws provide an extensive jurisprudential base for the interpretation of provisions based on judicial and arbitral decisions from various jurisdictions where they are being utilized.

The challenges to the Electronic Transactions Act 
are due to the legal Recognition of Data Messages from United Nations Commission on International Trade Law (UNCITRAL) as a model, specifically concerning the legal requirements for signatures. Section 6(1) of the Electronic Transactions Act stipulates that where a law requires the signature of a person, it ought to be a secure electronic signature. Under this Act, Sub-section 2 spells out the requirement for an electronic signature to be provided under sub-section, and (1) shall be met if (a) the method used to identify the person and to indicate the intention of that person concerning the information communicated, and (b) the time the method was used were reliable and appropriate for the purposes for which the information was communicated. As such, the parties to a contract can agree to use a particular method of electronic signature as they deem appropriate unless it is otherwise provided for by law.
The United Nations Commission on International Trade Law  (UNCITRAL ) Model Law was adopted to facilitate international trade through electronic communications. It aimed to encourage national legislatures to adopt a globally accepted code of laws governing Internet commerce.
 Different states enacted laws that supported the principles of this Model Law. Thus, the courts have interpreted the provisions of their domestic laws consistent with the Model Law, establishing a legal framework for validating a digitally secured environment. Model Law does not provide technical guidance on how to achieve this, nor does it provide guidance on changing the basic rule of paper and document tools to suit their electronic equity
. The United Nations Commission on International Trade Law  (UNCITRAL ) Model Law establishes comprehensive standards for electronic transfer records, simplifying e-transactions and allowing them to be stored, stored, and transmitted by registration, token system, or perhaps other future technologies
. Although current technology favours registration systems, tokens that cannot be reproduced and transmitted are undoubtedly possible.
 

The United Nations Commission on International Trade Law  (UNCITRAL ) Model Law establishes a fundamental legal framework for digitally transferable records and all other procedures included in the commencement of e-commerce. The effectiveness of the United Nations Commission on International Trade Law  (UNCITRAL ) Model Law will ultimately depend on whether a business model provides sufficient economic incentive to justify the cost of developing functional technology infrastructure to support electronic transfer records.

This Model Act is internationally recognized and has successfully enforced the principles of impartiality, technological neutrality, and fairness in dealing with information messages. Also the  United Nations Model Law on Electronic Commerce (UNMLEC) assisted to  achieve the following:
 Verification and recognition of electronic-based contracts, original authentication and archiving of documents in electronic form, the recognition of electronic signatures for legal and commercial purposes, and support for accepting computerized evidence in courts and arbitration proceedings.
This Model Law has immensely facilitated the trade transition from traditional paper- based contracts to e-commerce.
 The great advantage of e-commerce is that consumers find various goods and services online
. Online services such as banking, ticket booking, debt settlement, and hotel booking greatly benefit consumers.
 Apart from these benefits, there may be situations where e-commerce may be worse.

3.3.2 The UN Convention on Electronic Communications in International Contracts, 2005 (UNCECIC) TC "3.3.2 The UN Convention on Electronic Communications in International Contracts, 2005 (UNCECIC)" \f C \l "1" 
The Convention establishes that communications are not denied legal validity solely because they were made electronically, per Article 8. The Electronic Communications Convention aims to facilitate the use of electronic communications in international trade by assuring those contracts concluded and other communications exchanged electronically are as valid and enforceable as their traditional paper-based equivalents
. 
Thus, the Convention is intended to strengthen the harmonization of the rules regarding electronic commerce, foster uniformity in the domestic enactment of the United Nations Commission on International Trade Law  (UNCITRAL ) Model Law relating to electronic commerce, and update and complement certain provisions of those model laws considering recent practice
. Finally, the Convention may provide those countries that have not yet adopted provisions on electronic commerce with modern, uniform, and carefully drafted legislation
.

Article 5 of the Model Law on Electronic Commerce ( UNMLEC ) provides that “information shall not be denied legal effect, validity or enforceability solely on the ground that it is in the form of a data message”
. Article 8(1) of the Model Law on Electronic Commerce also provides that where the law requires information to be presented or retained in its original form, that [such] requirement is met by a data message if:
 (a) there exists a reliable assurance as to the integrity of that information from the time when it was first generated to its final form as a data or otherwise; and (b) where it is required that [such] information be presented, that [such] information is capable of being displayed to the person to whom it is to be presented”. 

Under the Model Law on Electronic Commerce, a “digital certificate” is defined as a certificate which refers to “a data message or other record confirming the link between a signatory and signature creation data”
. Article 7(1) of the Model Law on Electronic Commerce UNMLEC provides that “where the law requires a signature of a person, that requirement is met concerning a data message if: (a) a method is used to identify that person and to indicate that person’s approval of the information contained in the data message; and (b) that method is as reliable as was appropriate for the purpose for which the data message was generated or communicated, in the light of all the circumstances, including any relevant agreement”.

Article 9(2) of the Model Law on Electronic Commerce UNMLEC provides that “in assessing the evidential weight of a data message, regard shall be had to: the reliability of how the data message was generated, stored or communicated, to the reliability of how the integrity of the information was maintained, to how its originator was identified, and to any other relevant factor”
. Article 14(3) of the Model Law on Electronic Commerce UNMLEC provides that, “where the originator [of a data message] has stated that the data message is conditional on receipt of the acknowledgement, the data message is treated as though it has never been sent until the acknowledgement is received”. However, the Model Law on Electronic Commerce UNMLEC requires that the party who submitted or originated the data message in a contractual arrangement must have indicated that the message would become effective when the receipt is acknowledged.

Article 20(1) of the Model Law on Electronic Commerce UNMLEC, which provides for the retention of messages, provides:
 “(1) where the law requires that certain documents, records or information be retained, that requirement is met by retaining data messages, provided that the following conditions are satisfied;
 (a) the information contained therein is accessible to be usable for subsequent reference; and (b) the data message is retained in the form in which it was generated, sent or received, or in a format in which it was generated sent or received or in a format which can be demonstrated to represent accurately the information generated, sent, or received; and (c) such information, if any, is retained as it enables the identification of the origin and destination of a data message and the date and time when it was sent or received” (emphasis added). Article 25 of the Model Law on Electronic Commerce UNMLEC provides that “a registered letter may be sent by electronic means on condition that a third party would forward the mail according to a procedure that makes it possible to identify such third party, designate the sender, guarantee the identity of the addressee, and establish if the letter was submitted or not to the addressee”.
 Thus, Article 25 seeks to recognize the electronic transmission of registered letters by a third party, provided that there is an established procedure for (1) identifying such a third party, (2) designating the sender of the letter, (3) guaranteeing the identity of the addressee; and (4) establishing if the registered letter was submitted to the addressee or not. Accordingly, the above elements are required to determine whether a registered letter has been validly transmitted electronically.
 
3.3.3 The Commonwealth Model Law on Electronic Transactions, 2017 TC "3.3.3 The Commonwealth Model Law on Electronic Transactions, 2017" \f C \l "1" 
This Commonwealth Model Law on Electronic Transactions relies heavily on the the United Nations Commission on International Trade Law  (UNCITRAL ) Model Law provides a flexible, technologically neutral draft provision
. The objects of this Act are:
 (a) to eliminate legal barriers to the effective use of electronic communications in transactions; (b) to promote the harmonization of legal rules on electronic transactions across national boundaries; (c) to facilitate the appropriate use of electronic transactions; (d) to promote business and community confidence in electronic transactions; and (e) to enable business and the community to use electronic communications in their transactions with government. This Commonwealth Model Law on Electronic Transactions Act
 defines an “electronic” as created, recorded, transmitted or stored in digital or other intangible form by electronic, magnetic, optical or any other means with capabilities for creation, recording, transmission or storage similar to those means. An “electronic signature” means information in electronic form that a person has created or adopted to sign a document and that is in, attached to or associated with a document, whereas “information system” means a system for generating, sending, receiving, storing or otherwise processing electronic communications.

However, non-discrimination against electronic information, section 6. (1) information shall not be denied legal effect, the validity or enforcement solely on the ground that it is in electronically prescribed form.8 which provides a rule of law that requires a person to provide information in a prescribed non-electronic form to another person is satisfied by the provision of the information in an electronic form that is: Model Law on Electronic Transactions  article 5 (a) organized in the same or substantially the same way as the prescribed non- electronic form; (b) accessible to the other person to be usable for subsequent reference; and (c) capable of being retained by the other person.
The Commonwealth Model Law on Electronic Transactions under sections 7, 8, 9, 10 and 11 provide (a) where rules of law require information to be in writing, given, signed, original, or retained, the requirement is met if the section is complied with; (b) where rules of law provide consequences where the information is not in writing, given, signed, original, or retained, the consequences are avoided if the section is complied with; and (c) where rules of law provide consequences if the information is in writing, given, signed, original or retained, the consequences are achieved if the section is complied with. The recognition of foreign electronic documents and signatures is determined by whether or to what extent information in electronic form is legally effective; no regard shall be given to the location where the information was created or used or to the place of business of its creator.

Further, the expressions of will are between the originator and the addressee of a communication in electronic form, and a declaration of will or other statement shall not be denied legal effect, validity, or enforceability solely because it is in electronic form. Attribution of electronic communications is when electronic communication is that of the person who sends it if it is sent directly by the person or by an information system programmed by or on behalf of the person to operate automatically.

The  Commonwealth Model Law on Electronic Transactions, 2017 is closely related to the Model Law on Computer and Computer-Related Crime and the Model Law on Electronic Evidence. This Model Law on Electronic Evidence aims to provide a framework for the admissibility and treatment of electronic records in civil, criminal or administrative proceedings in a court or before a tribunal, board or commission
. The Model Law contains provisions on general admissibility, the scope of the model law, authentication, application of best evidence rule, presumption of integrity, standards, proof by affidavit, cross-examination, agreement on admissibility of electronic records, and admissibility of electronic signature
. Most jurisdictions seeking to impose a minimum level of reliability for the admissibility of documents do so by focusing not on the document itself but rather on the method or system by which the document was produced. It is difficult to show anything about the electronic document itself. By showing the system's reliability, however, it is possible to lay the basis for the admissibility of the document, which is the product of that system.
 
An automated contract may be formed by the interaction of computer programs or other electronic means used to initiate an act or to respond to electronic information, in whole or in part, without review by an individual at the time of the response or act
. While the mistakes in partly-automated transactions are when an electronic transaction between an individual and another person’s automated source of information has no legal effect if:
 (a) the individual makes a material error in electronic information or an electronic document used in the transaction; (b) the automated source of information does not give the individual an opportunity to prevent or correct the error; (c) on becoming aware of the error, the individual promptly notifies the other person; and (d) in a case where consideration is received as a result of the error, the individual, returns or destroys the consideration per the other person’s instructions or, if there are no instructions, reasonably deals with the consideration, and does not benefit materially by receiving the consideration. This mode provides how to determine the authentication which is among of specific objectives of this study: Is when the person seeking to introduce an electronic record in any legal proceeding has the burden of proving its authenticity by evidence capable of supporting a finding that the electronic record is what the person claims it to be.

Further, the presumption of integrity is provided that when such the integrity of that electronic records system in which an electronic record is recorded or stored is presumed in any legal proceeding:
 a) where evidence is adduced that supports a finding that at all material times, the computer system or other similar device was operating properly, or if not, that in any respect in which it was not operating properly or out of operation, the integrity of the record was not affected by such circumstances, and there are no other reasonable grounds to doubt the integrity of the record. b) where it is established that the electronic record was recorded or stored by a party to the proceedings who is adverse in interest to the party seeking to introduce it; or c) where it is established that the electronic record was recorded or stored in the usual and ordinary course of business by a person who is not a party to the proceedings and who did not record or store it under the control of the party seeking to introduce the record.
Also, the model emphasizes that an agreement on the admissibility of electronic records:
 (1) Unless otherwise provided in any other statute, an electronic record is admissible, subject to the court's discretion, if the parties to the proceedings have expressly agreed at any time that its admissibility may not be disputed. (2) Notwithstanding subsection 
(1), an agreement between the parties on the admissibility of an electronic record does not render the record admissible in a criminal proceeding on behalf of the prosecution if, at the time the agreement was made, a solicitor did not represent the accused person or any of the persons accused in the proceeding.

The admissibility of an electronic signature is where (1) a rule of evidence requires a signature or provides for certain consequences if a document is not signed, and an electronic signature satisfies that rule of law or avoids those consequences. (2) an electronic signature may be proved in any manner, including by showing that a procedure existed by which a person must proceed further with a transaction, to have executed a symbol or security procedure to verify that an electronic record is that of the person.
The Commonwealth Model Law on Electronic Transactions, 2017 requires the production of an original document. The rule that requires a person to produce, examine or keep a document is satisfied if the person produces, examines or retains the document in electronic form if: (a) having regard to all the relevant circumstances, the method of generating the electronic form of the document provided a reliable means of assuring the maintenance of the integrity of the information contained in the document; and (b) in a case where an original document is to be given to a person, the document given to the person in electronic form is accessible to be usable for subsequent reference and capable of being retained by the person. Further, the   Commonwealth Model Law on Electronic Transactions, 2017 recognizes signature requirements (1) if a rule of law requires the signature of a person, an electronic signature meets that requirement. (2) parties may agree to use a particular method of electronic signature unless otherwise provided by law.
Generally
, the Model provides admissibility and scope of the Act: nothing in the rules of evidence shall apply to deny the admissibility of an electronic record in evidence on the sole grounds that it is an electronic record. (1) This Act does not modify any common law or statutory rule relating to the admissibility or records, except the rules relating to authentication and best evidence. (2) A court may have regard to evidence adduced under this Act in applying any common law or statutory rule relating to the admissibility of records.
This document was published and distributed by the British Institute of International and Comparative Law and edited by Stephen Mason.
 This article explores whether developing a global or regional law of electronic evidence is possible. Author indicates that we are living in the age of software code. This means that the legal systems developed over centuries encounter practical problems regarding electronic evidence daily in legal proceedings. The issues affect every jurisdiction, including assessing the authenticity of electronic evidence and territorial sovereignty.
 
This essay explores the possibility of developing a law of electronic evidence, which is among the objectives of this study. The development and use of software to control computers and computer-like devices affects legal proceedings, especially because data is now being widely created, recorded and stored in digital format.
 The introduction and use of paper was, arguably, a slow enough process for judges, lawyers and politicians to react to and understand the ramifications that surrounded the recording of information on a physical medium – susceptible, as it is, to being forged, altered, manipulated or destroyed (just as data in digital format is also subject to the same problems).
 However, the introduction of digital data has caused some problems, particularly with the attitude of judges and lawyers toward the new form of technology.
 The legal profession tends to look backwards, especially in common law jurisdictions. As a result, there is often a failure to look forward or even in the ‘now’: 
… some centuries later, a similar change has already taken place with respect to digital data, and, it seems, that a large majority of lawyers, legal academics and judges have failed to realize they are now living in a world dominated by digital evidence, and that digital evidence is now the dominant form of evidence.
 
Although quantifiable figures are not available, it can be asserted with some confidence that the majority of lawyers, legal academics and judges do not know they do not know; a smaller number know they do not know, and an even smaller elite knows about digital evidence, but they are realistic enough to know they need to know more.”
 The essay reveals the possible methods that could be used to achieve a global or regional law of electronic evidence, including 
(i) a private initiative, (ii) a non-binding initiative by way of regional fora, or (iii) an initiative by way of an international agency. Where a private initiative is considered, other factors are relevant, such as the response by the legal profession to external influences (official and unofficial), the factors that influence the use of comparative reasoning, and the judicial use of comparative reasoning.

The private initiative methods:
 If judges are receptive to admitting ideas from outside the jurisdiction to influence their judgments, it is conceivable that a global or regional law of electronic evidence in the form of a voluntary Convention might be prepared by a group of self-selected proponents for the benefit of all. Thus, a private initiative succeeded with other regional and international fora work.
 This was among the reforms recommended in this study.  However, attitudes towards evidence and the authentication of evidence may face greater hurdles because of the nature of the underlying legal philosophy, procedural requirements and attitude towards authentication.

The second method is a non-binding initiative by way of regional fora. This method is an alternative that a regional forum might consider developing a suitable response to electronic evidence. The fifty-three countries of the Commonwealth have produced such initiatives: Commonwealth Draft Model Law on Electronic Evidence (LMM(02)12).

Lastly, the method is an initiative by way of an international agency
:  The expert group conducted a comprehensive study of the problem of cybercrime.
 There was no discussion regarding the preparation of a Convention on electronic evidence. However, the study was extensive and prepared due to a questionnaire, which might not have considered this particular point.
The use of technology may have improved the ability of a judge to cope with the increased workload (a workload that has also increased for most other people in work)
. The ability to keep up to date with changes to the law, case law and new topics, such as the complexities of digital evidence, has exposed the weaknesses in judicial education. Judges must begin to insist on regular continuing education., the issues that legitimately surround the analysis, and the challenges that can be brought to bear concerning digital evidence. Thirdly, the lawyers also need to take steps to educate themselves about digital evidence. The recorded cases relating to digital evidence cover virtually every aspect of law in almost any jurisdiction globally, and it is no excuse to argue that digital evidence does not affect a particular area of law.  It is also for the lawyers to ensure they ask the right questions of digital evidence specialists and brief them accurately and properly. 
The review of electronic evidence practices enshrined in regional and international instruments reveals the common global understanding of its acceptance and the need to reform regional instruments worldwide to curb some challenges surrounding international e-evidence
. Both Regional and international instruments are subjected to four (4) foundational questions and stagnations that are critical to address:
 What is the current state of the regulation in the area? What is the right time to regulate? What is the right approach to regulation? And what has changed since regulations were first enacted? Over the years, technology neutrality has become a basic guidepost for regulatory intervention worldwide. It is partly based on technology convergence, as similar services can be supplied on different technology platforms, and regulations should seek to promote competition between different technology solutions instead of 'picking a winner'. However, the prescription for technology neutrality goes beyond technology convergence, based on a more profound policy limiting public intervention in technology development.  The reviewed legislation reveals that technology neutrality is still a good regulatory principle in a converged environment. Neutrality ensures a fair and predictable regulatory regime flexible enough to embrace changes and market developments
. Mason
 opined:

Very few countries reported the existence of special evidentiary laws governing electronic evidence. For those that did, laws concerned areas such as legal assumptions concerning ownership or authorship of electronic data and documents, as well as circumstances in which electronic evidence may be considered authentic. Other countries provided information on the way in which ‘traditional’ rules of evidence may be interpreted in the context of electronic evidence ‘For electronic evidence specifically, the hearsay rule would not apply if the information contained in the electronic evidence relates to a communication which was transmitted between computers and has been admitted in order to identify the sender, receiver, date and time of the transmission.’ Another country also noted that a ‘general presumption’ exists that ‘where evidence that has been produced by a machine or other device is tendered, if the device is one that, if properly used, ordinarily produces that outcome, it is taken that the device was working properly when it produced the evidence. 

Further, Stephen Mason
 said a Convention on electronic evidence does not need to be global.
It can cover a particular region or jurisprudential tradition, such as common or civil law. The argument for a Convention that applies globally is strongest when considering the wider characteristics that differentiate electronic evidence from what can be referred to as traditional forms of evidence
. 
Therefore, this study's analysis reveals that international and regional instruments may be affected by technological developments in two different ways.
 Firstly, new technologies lead to the development of new services and modes of delivery unforeseen by existing regulations. Secondly, they affect the overall market structure and the level of competition by changing the conditions for supply or patterns of demand, which again affects the need for regulation.  Currently, international and regional countries have resorted to reviewing their rules “just in time” by adjusting regulations to accommodate and regulate technology and avoiding (too much) public intervention in the choice of technology solutions in markets, adjusting regulatory frameworks and legislations.
 

This is because this initial process can be so flawed as to render the evidence inadmissible or open to challenges, especially regarding its authenticity.
 In the absence of electronic evidence becoming a global or regional law, the judiciary and legal profession could take the lead together to engage in an extensive education programme requiring lawyers and judges to understand the nature of electronic evidence more fully in the interests of justice.
  
The essay concluded that introducing evidence in an analogue format did not create many problems for lawyers and judges.
 Nonetheless, evidence in digital format has caused many concerns for various reasons. Firstly, technology changes rapidly, and law schools can no longer assume they can teach law students about digital evidence. Once they become qualified to practice, law students will be required to advise on digital evidence almost immediately. Yet, most law students worldwide are woefully ill-prepared for the revolution that has already occurred.  Secondly, judges have the unenviable task of conducting a case, hearing, and adjudicating on technical legal arguments introduced by lawyers (sometimes with good reason, sometimes for a spurious reason), controlling the court and ensuring justice is served whilst applying substantive and procedural laws. 

3.4 Conclusion TC "3.4 Conclusion" \f C \l "1" 
The review of regional and international instruments reveals that there is a common global understanding that Information Communication Technology (ICT) has introduced new legal challenges to the court. The question of validity, authenticity, the best evidence rule, and evidential weight, and admissibility of electronic evidence are new forms of electronic evidence that create difficulties in application.
 The sources of these difficulties is because of legal systems does not developing at the same pace as technology does
 Both regional and international instruments indicates that challenges are ranging from creation to regulatory silos lead to the volume of outdated rules.
 The existing evidence rules characterized by’regulate and forget approach . Furthermore, regional and international instruments revealed that no “one-size-fits-all legal systems  in terms of all applications of electronic evidence.  In the same vein, both instruments embrace technology neutrality to ensures a fair , flexible and predictable regulatory regime to embrace technological developments.  However Mason 
 asserted that “very few countries reported the existence of special evidentiary laws governing electronic evidence’’. 

CHAPTER FOUR TC "CHAPTER FOUR" \f C \l "1" 
LEGAL FRAMEWORK GOVERNING  ELECTRONIC EVIDENCE
 TC "LEGAL FRAMEWORK GOVERNING  ELECTRONIC EVIDENCE" \f C \l "1" 
4.1 Introduction TC "4.1 Introduction" \f C \l "1" 
This Chapter aims at examining the Statutes  governing electronic evidence  in Tanzania, mainland in order to ascertain the extent to which it addresses issues of admissibility and authenticity of electronic evidence . A determination will be made at the end whether the existing laws suffice to regulate electronic evidence form or reforms or new piece of legislation should be considered.

In Tanzania, mainland the legal framework governing electronic evidence is primarily outlined in the Electronic Transactions Act
. This act recognizes electronic records and signatures as legally binding and admissible in court, provided they meet certain criteria. Additionally, it addresses offenses related to electronic systems and data, further contributing to the legal framework for electronic evidence. The Electronic Transactions Act
 establishes the admissibility of electronic evidence in court, provided that it can be authenticated and meets the requirements for reliability. It also addresses issues related to the retention and accessibility of electronic records. Overall, the legal framework in Tanzania aims to facilitate the use of electronic evidence in legal proceedings while ensuring its reliability and authenticity.

Therefore, this chapter assesses the principal Statutes on Evidence, namely the Electronic Transactions Act
 and the Tanzania Evidence Act 
and Other relevant statutes on governing electronic evidence include the Written Laws (Miscellaneous Amendments) 
and Written Laws (Miscellaneous Amendments) 
Electronic and Poatal Communication
 The Cybercrimes
, Anti-Money Laundring
, Financila Intellengece Unity, Penal Code 
Law of Contarct 
and Consumer Protection in Mobile Financial Services. The list is not exhaustive, but this study was limited only to these statutes. Finally, this chapter examines the effectiveness of current Statutes in regulating electronic evidence as evidence in Tanzania, Mainland.
4.2 Principal Statutes on Evidence TC "4.2 Principal Statutes on Evidence" \f C \l "1"  

In regulating electronically generated evidence, such addition signified that electronic evidence is now admissible in criminal and civil legal proceedings but subject to mandatory conditions in section 18 of the Electronic Transactions Act
 whereby the admissibility of such evidence, the best evidence rule, reign.
 
4.2.1 The Electronic Transactions Act.
The Electronic Transactions Act
 has codified the law on the admissibility of electronic records in every legal proceeding, criminal and civil.
 The Act added section 64A to the Tanzania Evidence Act
 to regulate electronically generated evidence, where electronic evidence is admissible in criminal and civil proceedings, subject to mandatory conditions set out in section 18. This section has been judicially considered to mean that compliance with the provisions of section 18 is a condition sine qua non to the admissibility of electronic evidence.
 However, section 18 of the Act has four subsections. Sub-section (1) mainly focuses on the admissibility of a data message, and subsection (2) deals with the attachment of evidential weight of data messages. Sub-section (3) provides conditions that the authenticity of the electronic records system in which an electronic record is recorded or stored shall possess, in the absence of evidence to the contrary, be presumed where: -

a) There is evidence that supports a finding that at all material times, that computer system or other similar device was operating properly or, if it was not, the fact of its not operating properly did not affect the integrity of an electronic record, and there are no other reasonable grounds on which do doubt the authenticity of the electronic records system,

b) It is established that the electronic record was recorded or stored by a party to the proceedings who is adverse in interest to the party seeking to introduce it or

c) It is established that an electronic record was recorded or stored in the usual and ordinary course of business by a person who is not a party to the proceedings and did not record or store it under the control of the party seeking to introduce the record.

In other words, section 18(3) partly provides that: “…in the absence of evidence to the contrary, the authenticity of an electronic records system in which an electronic record is recorded or stored shall be presumed.” This means that the person seeking to introduce an electronic record in any legal proceeding has the burden of proving its authenticity by evidence capable of supporting a finding that the electronic record is what the person claims it to be.

However, subsections (b) and (c) of Section 83(3) of the Act
 are couched disjunctively by using the word “or”.  It means that the conditions in (a) can be established with either of the other two conditions under (b) or (c), but not necessarily all of the three conditions.

Finally, subsection (4) of the same section guides how to determine the admissibility of records and states
: 

For purposes of determining whether an electronic record is admissible under this section, an evidence may be presented in respect of any set standard, procedure, usage or practice on how electronic records are to be recorded or stored, with  regard to the type of business or endeavors that used, recorded or stored the electronic record and the nature and purpose of the electronic record.

The hallmark of the conditions provided under (a) to (c) above for the admissibility of electronically generated evidence is in section 18 (3). Of the Act
 This subsection requires the authenticity of the electronic data sought to be tendered. The authentication of electronically generated evidence has usually been the most difficult issue for courts to resolve when determining its authenticity.  The test of authenticity is the presence of a full proof chain of custody of such electronic evidence that indicates chronological documentation or paper trail showing seizure, custody, control, transfer, analysis and disposition of evidence, be it physical or electronic, must be present . It is important to ascertain that the chain of custody of the electronic data sought to be introduced in evidence is such that it did not water down its authenticity, short of which the electronic data will not be admissible. Also, the Act is based on an inclusionary rather than exclusionary approach to the admission of electronic evidence. However, section 18(1) prohibits the application of rules of evidence to deny the admissibility of a data message on the ground that it is a data message.
 

However, this study is aware of the latest amendments to the Electronic Transactions Act, which were made through the Written Laws (Miscellaneous Amendments) (No. 5) Bill of 2023. It amends the Electronic Transactions Act 
 in sections 18(2) and 30. The principal Act
 is amended in section 18(2) by deleting the words “admissibility and” appearing in the opening phrase. Section 18(2), as amended, reads: In determining the evidential weight of a data message, the following shall be considered.
 This implies:

1) The conditions for establishing the reliability of electronic evidence under section 18(2(a)-(d) relate only to determining the evidential weight of electronic evidence, not its admissibility in evidence. 
2). There is a presumption of authenticity of the electronic records system in which the electronic record sought to be tendered in evidence was retrieved in the absence of evidence to the contrary.

3). There is an implied establishment of the integrity of electronic records retrieved from electronic record systems whose reliability has been established.

Thus, Section 18 (3) of Electronic Transactions Act 
partly provides that: “…in the absence of evidence to the contrary, the authenticity of an electronic records system in which an electronic record is recorded or stored shall be presumed.”
 This means that the person seeking to introduce an electronic record in any legal proceeding has the burden of proving its authenticity by evidence capable of supporting a finding that the electronic record is what the person claims it to be.
 The 2023 amendment to section 18 of the Electronic Transactions Act
 creates confusion between whether the admissibility of electronic records should be established first before its probative value (weight) is determined or whether it is its probative weight which should be established first before its admissibility is determined, thus creating a situation of what in my view amounts to “putting the cart before the horse.”
 The conditions for establishing the reliability of electronic evidence relate only to determining its evidential weight but not its admissibility as per the 2023 amendment.
 Admissibility and weight of evidence are separable by recent amendments to the Electronic Transactions Act.

4.2.2 The Tanzania Evidence Act 

As the principal Statutes on Evidence in Tanzania
. The Act, under section 40A, provides for the admissibility of electronically generated evidence in respect of criminal cases as follows: -

In any criminal proceedings: -

a) Information retrieved from computer systems, networks, or servers. 

b) The records obtained through surveillance of means of preservation of information, including facsimile machines, electronic transitions, and communication facilities or

c) The audio or video recording of acts, behaviours, or conversions of persons charged shall be admissible in evidence.
The admissibility of electronic evidence has been provided under section 64A of the Evidence Act
, as amended by section 46 of the Electronic Transactions Act,
 which provides as follows: 

Section 64A (1)

1) In any proceedings, electronic evidence shall be admissible.

2) The admissibility and weight of electronic evidence shall be determined in the manner prescribed under section 18 of the Electronic Transactions Act,2015
3) For this section, “electronic evidence” means any data or information stored in electronic form or electronic media or retrieved from a computer system.
Thus, in section 64A (1) of the Evidence Act,
 electronic evidence is admissible in evidence and can be relied upon to sustain conviction. Section 64A (2) guides that the admissibility and weight of electronic evidence shall be dealt with "in the manner prescribed under section 18 of the Electronic Transactions Act.
 Despite the conditions for establishing the admissibility of electronic records, they are conflated with those for determining their evidential weight. If the parties, without protest, agree on the admissibility of an electronic record in any legal proceedings, the Court should admit it in evidence.
Further, the Act
 provides for the admissibility of the banker’s books in electronic form as follows: Under Section 78A (1), “Banker’s books” include ledgers, cash books, accounts books and any other records used in the ordinary business of the bank or financial institution, whether these records are in written form, or a data message kept on an information system including, but not limited to, computers and storage device, magnetic tape, microfilm, video, or computer display screen or any other form of mechanical or electronic data retrieved mechanism. 

Then under 78B (1), [a] printout refers to any entry in the books of a bank on micro-film, computer, information system, magnetic tape or any other form of mechanical or electronic data retrieved mechanism obtained by a mechanical or another process, which in itself ensures the accuracy of such a printout. When such printout is supported by proof stipulated under subsection (2) of section 78 that it was made in the usual and ordinary course of business and that the book is in the bank's custody, it shall be received in evidence under this Act. Under 78 (2) f the Act
, any entry in any banker’s book shall be deemed to be primary evidence of such entry, and any such banker’s book shall be considered to be a “document” for sub-section (1) of section 64 of the Act

These provisions are read together with section 64A of the Evidence Act
, which provides that electronic evidence shall be admissible in any proceedings, and its weight shall be determined in the manner prescribed under section 18 of the Electronic Transactions Act
. In this regard, The Electronic Transactions Act
 refers to section 18 (2), which provides guidelines and presumptions that could assist the court. However, its admissibility in evidence is subject to the mandatory authentication conditions under section 18(2) of the Electronic Transactions Act
.  Then, Section 18 (2) states that, in determining the admissibility and evidential weight of a data message, the following shall be considered: 
a) The reliability of how the data message was generated, stored, or communicated,

b) The reliability of how the integrity of the data message was maintained,

c) How its originator was identified, and 

d) Any other factor that may be relevant in assessing the weight of evidence. 

Regarding the authenticity, Section 18(3) of the Electronic Transactions Act
 provides that the authenticity of an electronic records system in which an electronic record is recorded or stored shall, in the absence of evidence to the contrary, be presumed where: 
a) There is evidence that supports a finding that at all the material times that computer system or other similar device was operating properly or, if it was not, the fact of its not operating properly did not undermine the integrity of an electronic record, and there are no other reasonable grounds on which do doubt the authenticity of the electronic records system,

b) It is established that the electronic record was recorded or stored by a party to the proceedings who is adverse in interest to the party seeking to introduce it or
c) It is established that an electronic record was recorded or stored in the usual and ordinary course of business by a person who is not a party to the proceedings and did not record or store it under the control of the party seeking to introduce the record.

From these provisions, confusion can be noted
 emanating from the Tanzania Evidence Act.
 Section 78A applies to printouts of banker’s books as self-authentication documents. The self-authentication principle is questionable as the accuracy of printouts may vary from what is recorded in the electronic device or computer. Section 18 (3) requires evidence to support the authenticity of an electronic records system in which an electronic record is recorded or stored.
 However, in Section 18 (3)(b) of the Electronic Transactions Act
, there is another controversial issue as it requires that an electronic record be recorded or stored by a party to the proceedings adverse in interest to the party seeking to introduce it.
 The intention is to ensure that the party presenting the evidence did not have a motive to fabricate the evidence.
  

The exceptions to the Rules of Evidence are where the admissibility of such evidence is where the best evidence rules reign when the original documents must be provided as evidence unless the original is lost, destroyed, or otherwise unobtainable. Concerning the rule against hearsay, the evidence of a previous representation made by a person is not admissible to prove the existence of a fact the person intended to assert by the representation.
 The best evidence rule: documentary evidence must be proved by primary evidence.
 The two primary insistences of applying the best evidence rule in tendering the documentary evidence are related to the production of the original documents, and the maker of the documents must be called to attend the court to testify about the originality of the documents; otherwise, it will be hearsay
.

Furthermore, the introduction of an authentication certificate during the tendering of evidence in Tanzania was first enumerated by the Court in the of Exim Bank (T) Ltd .v Kilimanjaro Coffee Company Limited.
 the court noted the shortcomings of Tanzania’s legislation in terms of guidelines regarding  the  reception of electronic evidence in civil proceedings.
 In this case, the court observed a shortcoming of our evidence legislation in terms of guidelines with respect to reception of electronic evidence in civil proceedings when the court observed that there are two certificates or affidavits to establish the reliability and authenticity of electronic records of the banker’s books. These are:
 (a) a certificate must accompany the printout of bank statements. The certificate should state that it is an authentic copy of the statements and that the entries were made in the usual and ordinary course of business and are in the bank's custody and control. It should also be signed by the Principal Accountant or Manager of the bank (b) Another certificate should certify that the electronic process through which the statements were generated ensured the accuracy of the printout. This certificate is signed by a systems administrator (a person in charge of the computer system). The latter certificate should describe the system and explain
 (a) The safeguards in place to ensure that only an authorised person entered the data or operated the system; (b) The measures adopted to ensure data integrity, including preventing and detecting unauthorized data change/alteration; (c) The mechanism for data recovery or retrieving lost data because of system malfunctioning; (d) The manner of data transfer from the system to removable devices (flash disc); (e) The identification mode used to identify the storage devices; and (f) Any other facts that will help to verify the accuracy and integrity of the system and data. However, the system administrator should certify that the system operated well at the material time to their knowledge. The court allowed the preliminary objection and refused to admit the printout statement of the bank account.

Regarding proof of documents, it was found that the Evidence Act,
 provides for proof of documentary evidence in sections 66, 69, 71 and 99. Section 66 provides for the proof of documents by primary evidence. Section 69 provides proof of signature or handwriting of the person alleged to have signed or written the document, while section 71 provides proof where no attesting witness is found. However, section 99 contradicts sections 66, 69 and 71 as it provides that documents of less than 21 years may be provided by presumption. Thus, section 99 of the Evidence Act
 should be amended to require proof by presumption only for documents over 20 years old.

Despite these amendments to various provisions in the Tanzania Evidence Act, the government of Tanzania formed a team to reform the law of evidence in 2013. The Team had this to say:
 ‘’The nation of Tanzania currently employs a code of evidence that is long, complicated, and outdated.
 The Tanzanian government recently began a project to overhaul its evidence code because it acts as a barrier to legal action. Only those with skilled counsel could effectively use its numerous provisions rather than be intimidated by them. Besides, the English drafted most of its text through the Indian Evidence Act of 1872 (“Indian Evidence Act”).
 Whatever advantages the Indian Evidence Act has over what preceded it, it is not well suited to the modern-day realities of Tanzania.
 In Tanzania, the orality principle is provided under sections 61 and 62 of the Evidence Act
, which requires all facts, except the contents of the documents, to be proved by oral evidence. However, the advancement of technology enables witnesses who cannot appear physically before the court to testify through electronic devices.

4.3 Others Statutes on Evidence TC "4.3 Others Statutes on Evidence" \f C \l "1" 
4.3.1 The Written Laws (Miscellaneous Amendments) Acts TC "4.3.1 The Written Laws (Miscellaneous Amendments) Acts" \f C \l "1" 
The Tanzania government enacted two Written Laws (Miscellaneous Amendments),
and Written Laws (Miscellaneous Amendments)
. These legislations recognised electronic evidence such as banker’s books and recognition of electronic evidence in criminal. In any criminal proceedings: (a) information retrieved from computer systems, networks or servers, (b) the records obtained through surveillance of means of preservation of information including facsimile machines, electronic transitions and communication facilities, or (c) the audio or video recording of acts or behaviours or conversion of persons charged shall be admissible in evidence. Meanwhile, Section 36 of the Written Laws (Miscellaneous Amendments) 
amended the Evidence Act by adding sections 40A, 76, 78A, 78B, and 78. Also, the Written Laws (Miscellaneous Amendments)
inserted three important amendments to the Tanzania Evidence Act, sections 40A, 76 and 78A. These changes were made through sections 33,34 and 35, respectively. 

Firstly, section 40A of the Tanzania Evidence Act
 deals with the admissibility of electronic evidence in criminal proceedings. The main focus of this section is evidence obtainable through undercover operations. Secondly, the amendments to section 76 of the Tanzania Evidence Act
 included adding a new definition of “banker’s book.” Thirdly, the introduction of section 78A of the Tanzania Evidence Act
 recognises a printout of entry in a banker’s books as admissible evidence. There is no proof that the printout statements or documents were examined with the original entries and certified to be correct, as section 79 of the Law of Evidence Act
. 
It also treated any entry as primary evidence and document for purposes of section 64 of the Tanzania Evidence Act
 that essentially is the original writing or best evidence.  In the course of amending the Tanzania Evidence Act,
 the Written Laws (Miscellaneous Amendments) 
this Act allowed evidence in civil proceedings such as a printout of any entry in the books of a bank, while Written Laws (Miscellaneous Amendments)
 allowed evidence such as information retrieved from computer systems, networks or servers among others in criminal proceedings. It is difficult to determine the extent to which the new rules in the Written Laws (Miscellaneous Amendments)
 Act and Electronic Transactions Act
 modify the existing common law rules of evidence because the case law does not provide sufficient guidance to this issue. The subsequent case law, including reference to the Court of Appeal of Tanzania, may offer clarification shortly.
 Finally, the same oversight repeated on these two amendments to the Tanzania Evidence Act
 did not touch the authenticity issue. As indicated above, recording under the banker's book was too restrictive.
4.3.2 Electronic and Postal Communication Act. TC "4.3.2 Electronic and Postal Communication Act, 2010" \f C \l "1" 
As among of statutes on electronic evidence , this study assesss the Electronic and Postal Communication
 (EPOCA) which enacted with a view to keep of the developments in the electronic communications industry in the country, and has three fundamental objectives. The first objective was to address the challenges posed by modern technologies. The second was to harmonise and consolidate communication laws to overcome regular conflicts in their implementation, and third was to introduce registration of SIM cards. 
The main area of assessing is on part Six of the Act
  which establish offences and penalties. The study focused on those sections touches electronic evidence because is among of its objective of the study. For instance, section 120 of the Act
 provides that, ‘Any person who, without lawful authority intercepts, attempt to  intercept or procures any other person  communications or knowingly discloses or attempt to disclose to any other person the contents of any communications of the person shall be deemed to have committed an offence’, whereas  section 129 of Act
, provides  that, ‘Any person who intentionally and unlawfully temper, modifies, alters, reconfigures or interferes with mobile telephone or SIM card or reverse engineers, decompiles, disassembles or interferes with  mobile phone or SIM card or part thereof, unauthorized access  or use of computer system, shall be commits an offence’. In reviewing of these two provisions of the Act, in such circumstances, exposes a lacuna that needs addressing in the sense that there are no penalties established in this section without categorically indicating how these offences will be determined by the court of law in term of its admissibility and authenticity as electronic evidence. Thus, it would be difficult to meet conditions provided under section 18 (3) of Electronic Transactions Act,
 conditions that are mandatory in establishing authenticity. 

Further in the respect of the mentioned provisions, it is hardly unclear when interpreting whether the said offences are with cybercrimes or not because the provisions are silent and do not clearly state that those offences are cybercrimes. Fraudsters or hackers sometimes swap SIM cards of the targeted victim and, thereafter, illegally transferred data including funds to other mobile phone accounts or mobile banking accounts before withdrawals. It is still doubtful whether the act of other person to interfere with mobile phone or SIM card or unauthorised access of another person’s mobile phone can amount to cybercrimes in Tanzania.  

Also, during the review, another lacuna emerged under section 124(3), which categorically stipulates:  Any person who secures unauthorized access to a computer or intentionally cause or knowingly causes loss or damage to the public or any person, destroy or delete or alter any information in the computer resources or diminish its value or utility or affect it injuriously by any means, commits an offence. 

The challenge occurs when an access is deemed to be authorised and when it is deemed not to be so. Furthermore, there is a question of who authorises such access and, in case of refusal of authorisation, what could be the legal remedy. The discretionary powers vested in the authority to allow of refuse access without assigning any reasons and failure of the law to provide remedial measures is a bottleneck to the enjoyment of freedom of expression. 

By virtue of  section 18 (2)  of Electronic Transactions 
 electronic evidence is now admissible by adding  section 64A to the Tanzania Evidence
 to accommodate electronic evidence admissibility but subject to mandatory conditions stipulated in section 18 of the Electronic Transactions
 whereas for the admissibility of such evidence the best evidence rules reigns.
  

4.3.3 The Cybercrimes Act 

The Cybercrime Act 
 is among of relevant statutes on electronic evidence to this study because it has  identified  and established standards of acceptable behaviour of using  the internet, computers, and related digital technologies, Also , the Cybercrimes Act 
under sections 4-12 part II hardly criminalises offences and provides penalties related to illegal access, remaining, interception, data interference, system interference, device, computer-related forgery, computer-related fraud, child abuse and identity related crimes all of these offences are electronic evidence  which need to be admissibile and authentic before admitted at the court as evidence.  Further, sections 31-38 Part IV of the Act
, criminalise offences related to computer systems and information communication technologies during search and seizure, disclosure of data and expedited preservation. . However, the Act
 in part VII provides consequential amendments section 104 to the Postal Communication
, section 109 of Penal Code 
Section 3 of Anti-Money Laundering 
which all of these Acts were assessed by this study.
4.3.4 Anti-Money Laundering Act. TC "4.3.4 Anti-Money Laundering Act, 2006" \f C \l "1" 
This Act
 is very relevant to this study because the Act was enacted purposely for making better provisions for preventing and prohibiting money laundering, to provide for the disclosure of information on money laundering, establish a Financial Intelligence Unit and the National Multi-Disciplinary Committee. The Act under section 3 defines ‘money laundering’ as: ‘Engagement of a person or persons, direct or indirectly in conversion, transfer, concealment, disguising, use or acquisition of money or property known to be of illicit origin and in which such engagement intends to avoid the legal consequence.’

For example in mobile money transfer and payments platform, the fraudster can hide the true value of what constitutes a deposit and transfer by dividing it into small batches that are more likely to go undetected in ordinary bank transactions as opposed to when the whole amount is being deposited or transferred into a single account as a lump sum, becoming easy to detect.  

Also money laundering that was commonly under physical nature is now being committed electronically, for example, cyber money laundering, whereby the fraudster can use his/her own mobile phone with a connection to another person somewhere in the world to transfer or receive a small amount of money that of illicit origin or to avoid the legal consequence. The doubt to the constructive provision is whether it recognises and criminalises forgery activities concerning with mobile money remittances in the absence of laws that recognise and criminalise computer-related crimes including computer forgery and frauds in Tanzania. Which this study intend to fill.
4.3.5 Financial Intelligence Unity TC "4.3.5 Financial Intelligence Unity" \f C \l "1" 
 The Financial Intelligence Unit is another unity which is relevant to be assessed because it act as institution that is responsible for receiving, analysing and disseminating suspicious transaction reports and other information regarding potential money laundering or terrorist financing received from the reporting persons and other sources from within and outside the United Republic. This institution shall deal with those offences underlined in sections 3 and 12 including the engagement of a person or persons, directly or indirectly in the conversion, transfer, acquisition of money or property known to be of illicit origin and where such engagement intends to avoid the legal consequence of such action. The problem here is that, in mobile money transfer service what is transferred from the sender’s mobile phone is electronic data to the receptor and not cash money. The question here is whether the meaning of the term money transfer includes electronic data which this study intend to examine and fill.. 

4.3.6 Penal Code  TC "4.3.6 Penal Code [Cap 16 RE-2002]" \f C \l "1" 
 The Penal code 
is one of the basic substantive legislations in Tanzania that generally criminalises public, human and property offences but does not criminalise cybercrimes. However, the provision which defining the offence of theft failed to include cyber conduct to also constitute an offence of theft. In this regard, section 258(1) of the Act,
 states: ‘Any person who without bone fide claims of rights takes or fraudulent convert anything capable of being stolen of another person is guilty of the offence with  theft’. Meanwhile section 258 (2) (a) of the said Act emphasises an intention of the offender to deprive permanently ownership of the property in question. 

While  the hackers or phishers do not completely deprive  permantly ownership or possession of data from the original owner but merely take away the targeted data by coping them. 

 Thus it is difficult for the investigation and prosecution institutions in Tanzania to prove the allegation under such circumstances and convict a person with the offence of theft by stealing money of someone through the mobile money transactions by merely transferring electronic data of money value to another account .Thus, the Penal Code
 specifically deals with the offence theft in terms of physical goods and services, which are subject to property law whereas electronic data are subject more to intellectual property law. In that cause, the existing Penal Code cannot meet and combat the challenges cybercrimes and electronic evidence occasion in Tanzania which this study aim to fill. 

4.3.7 Law of Contract Act. TC "4.3.7 Law of Contract Act, Cap 345, R.E.2002" \f C \l "1" 
This act 
is relevant to this study because the cases reviewed indicate that all contracts were either formed electronically, orally, or through paper-based communication.

In  the Tanzania Law of Contract Act
, under section 4(2)  provides that communication of acceptance is complete: (i) as against proposer, when it is put during transmission to him as to be out of the power of the acceptor; (ii) Acceptor when it comes to the knowledge of the proposer.
 

Legal issues regarding contract formation in an online environment are wide and so critical. For example, Consensus ad idem is an essential element in the law of contract in Tanzania; however, in an online environment, establishing the necessary consent in the form of Consensus ad idem between the parties might be problematic.  There are other several issues that may invite a critical legal interpretation to establish the validity of a contract. Issues regarding the contractual capacity of e-agents
 and whether such agents can form the necessary intention to form an enforceable contract need to be considered. Whether marketing on a website constitutes an offer or an invitation to treat, the choice of law and the jurisdictional issues are key issues to be considered to establish a harmonised legal environment.

The question is whether an e-agent can constitute the necessary intent, and whether the traditional legal framework can still sufficiently establish a convincing link between them and the persons on whose behalf they are presumed to act.
The cardinal principle in the law of contract is that the parties must intend to be bound by the agreement. Further analysis show that, there is a question regarding where a contract should be litigated is a question of private international law, or the conflict of laws.
 There is a clear international trend to unify these rules and reach an agreement of worldwide scope regarding international jurisdiction and recognition and enforcement of judgments. 
Though there is no support of an agreement as a universal, there are significant regional instruments regarding jurisdiction in civil and commercial matters On the other hand, if it is in a State that is not a party, then it will determine its jurisdiction in accordance with its internal rules.
  This position has been examined by this study.
4.3.8 Consumer Protection in Mobile Financial Services TC "4.3.8 Consumer Protection in Mobile Financial Services" \f C \l "1" 
Legislation that deals with consumer protection include the Fair Competition
, The Merchandise Marks 
The Weights and Measures 
The Standards Act, 1975 (now the Standards Act, 2009) and The Tanzania Food, Drugs and Cosmetics
. On its part, Tanzania does not have an independent consumer protection policy; instead, it has the Fair Competition Act (No 8 of 2003) that operates as the parent consumer protection legislation in the country.
 However, the legislations in place seem too adequate to address unique features of the e-commerce regime. The rapid development of the Internet, the growth of mobile services, and other technological innovations have presented new challenges that require consumer policy-makers not only to keep up with the developments, but also to find ways to address ongoing and emerging issues.

Consumer protection laws belong to different legislative areas such as competition, telecommunications and banking, and cover a range of specific processes like protection against fraud and the transparent flow of information.
 The principle purpose of consumer law is to prevent the abuse of superior bargaining power by the sellers and suppliers of goods and services, and to regulate the inequality of bargaining power between them and the consumers.
 Section 2 of the Fair Competition Act of Tanzania
defines the term Consumer as ‘any person who purchases or offers to purchase goods or services otherwise than for the purpose of resale but does not include a person who purchases any goods or services for the purpose of using them in the production or manufacture of any goods or articles for sale.’ What the Act does is provide a general definition of a consumer. 

The problems facing consumers on-line do not differ much from transactions concluded off-line. Nevertheless, online-consumers have special needs such as the issue of privacy poses a greater risk in cyberspace. Unlike the off-line environment where consumers get an opportunity to inspect potential purchases and judge for themselves the trustworthiness of a seller, in the on-line world, consumers are forced to proceed based on faith, knowing little about the seller, to whom they entrust a variety of information, including credit card information.
 

Though the enforcement of the Electronic Transaction Act
 of Tanzania has started, it remains uncertain whether enough protection is offered in the mobile money services. However, the practice in the field does not afford such protection due to lack of clear legislative collaboration among the institutions dealing with mobile financial transactions in the country. In fact,  the issue of privacy and data protection is another area of concern linked to consumer protection policies within E-Commerce and telecommunications, as well as certain practices in financial regulation. In the case of mobile money transfers between different parties, privacy is of grave concern. 
4.4 Conclusion TC "4.4  Conclusion" \f C \l "1" 
The analysis of statutes on evidence indicates that the enactment of the Electronic Transactions Act 
and amendments of the Tanzania Evidence Act
have partly resolved the issue of the admissibility and authenticity of electronic evidence. Judicial systems in Tanzania has moved closer to the global best practice due to its efforts to amend and enact key evidence legislation that has partly resolved the issue of the admissibility and authenticity of electronic evidence. The existing rules regulating electronic evidence have prima facie (case to answer) accommodated electronic documents subject to mandatory conditions as streamlined in Section 18 of the Electronic Transactions Act while the best evidence rules reign. It appears that the electronic documents routinely admitted as evidence attracted challenges and shortcomings in its applications.. Such shortcomings inevitably make the existing regulations on electronic evidence to be ineffective and, hence become the main source of concern for many case laws in legal systems in Tanzania. The effectiveness of evidence legislations are heavily relying on common law and  judicial precedents ,where the reason for judicial precedent in common law jurisdictions applies the same law to a similar set of facts should result in a similar result that lead to quality and  consistency verdict
  The courts' and government have continued struggle to regulate electronic evidence particularly in the extent to which the exclusionary common law rules of admissibility of evidence, namely, authenticity, hearsay, and best evidence codified in the Tanzania Evidence Act,
 However, this study is aware of a recent review of 2023, which amended section 18 of the Electronic Transactions Act
 creating  another confusion about whether the admissibility of electronic records should be established first before its probative value (weight) is determined or whether it is its probative weight, which should be established first before its admissibility is determined
. This creates a situation that, in my view, amounts to “putting the cart before the horse.”
 
The conditions for establishing the reliability of electronic evidence relate only to determining its evidential weight but not its admissibility.
 Admissibility and weight of evidence are separable by recent amendments to the Electronic Transactions Act
.. Generally Tanzania  does not have one comprehensive legal framework for electronic evidence There are two regimes on documentary evidence in Tanzania:
 traditional documents, dominated by the Tanzania Evidence Act
, 1and electronic documents/records, dominated by the Electronic Transactions Act 
 another area for legal scholars to conduct the research. Conversely, if all these inadequacies are addressed, the legal environment of authenticity and admissibility of electronic evidence could bring sensible and consistent outcomes in all case laws within the Tanzania Jurisdictions, which was the main objective of this study.
CHAPTER FIVE TC "CHAPTER FIVE" \f C \l "1" 
FINDINGS AND DISCUSSIONS
 TC "FINDINGS AND DISCUSSIONS" \f C \l "1" 
5.1 Introduction TC "5.1 Introduction" \f C \l "1" 
This Chapter aims to present results/findings based on three objectives and guided by three research questions these are:  Firstly, to what extent have Tanzanian Evidence laws sufficiently regulated the admissibility of electronic evidence? It intends to investigate whether the evidence laws have sufficiently regulated the admissibility of electronic evidence. Secondly, how have the current rules of evidence laws resolved problems surrounding the authenticity of electronic evidence? The aim is to examine whether the challenges to the authenticity of electronic evidence in Tanzania’s jurisdictions have been resolved. Thirdly, What legal posed and measures to be put in place to regulate electronic evidence effectively? It means to establish if there are legal issues need to addressed through reforms or further enactmements .
5.2 Assessment of Cases after the Amendments of the Tanzania Evidence Act and Enactment of the Electronic Transactions Act TC "5.2 Assessment of Cases after the Amendments of the Tanzania Evidence Act ,1967 and Enactment of the Electronic Transactions Act" \f C \l "1" 
The enacting the Electronic Transactions Act
 and amending the Tanzania Evidence Act
 all amendments  and new enactments  of rules  seems to be very restrictive as cases reviewed. The existing electronic rules have been viewed as barriers to the successful prosecution of cases due to insufficient recognition of technological advancement that resulted in a lot of confusion or misinterpretations  in treatments of rules that regulate electronic evidence, as the cases below demonstrates: 
5.2.1 Admissibility of a Video Compact Disc (VCD) and Test of Authenticity, Reliability, and Laying Foundation TC "5.2.1 Admissibility of a Video Compact and Test of Authenticity, Reliability, and Laying Foundation" \f C \l "1"  

This assessment examines the first case to be decided by the High Court of Tanzania on the admissibility of electronic evidence after introducing the Electronic Transactions Act, the case of Emmanuel Godfrey Masonga vs. Edward Franz Mwalongo.
 The genesis of this case is an objection raised by the respondents against the production and admission in evidence of electronic data, a video compact containing, allegedly, an episode captured on 5 September 2015  during the 2015 Parliamentary Election Campaigns in the Njombe Urban Constituency. The objections by the respondents were premised on the provisions of section 18 (2) (a), (b) and (c) of the Electronic Transitions Act
. They had their doubts primarily on two main grounds. First is the reliability of the video clip, as summarised in their arguments. Under section 18 (1) of the Electronic Transactions Act,
 electronic data is admissible in evidence subject to the conditions in subsection 2 of section 18 of the Electronic Transactions Act
. They further argued that the VCD sought to be tendered in evidence does not meet the conditions set out in subsection 2 of section 18 of the Electronic Transactions Act
.  The respondents stated that PW6 recorded the event on the 5th of September 2015 and that the phone, which he had used to record the event, got lost but that he had already sent the clip to Emmanuel Masonga, the petitioner, who later returned it to him (PW6) from which the VCD was generated via a computer.  

In that instance, doubts arose regarding the reliability of how the electronic data tendered was generated, stored, and communicated, as no evidence had been made to prove that the computer from which the Video  Compact Disc (VCD was made could not be accessed by any other person. In other words, the control of VCD was in doubt.  Furthermore, the respondents insisted that the authenticity of electronic data to be tendered left much to be desired because the cell phone brand was not identified. The witness had not stated in the affidavit whether the cell phone was functioning properly when the event was recorded, thus rendering the Video  Compact Disc (VCD) inadmissible under section 18 (3) of the Electronic Transactions Act.
 The analysis also shows that the Video  Compact Disc (VCD could not be admissible because it was not made by the first respondent, who is an adverse party to the person seeking to tender it and neither can it be admissible under subsection (3) (c) as the witness was acting under the control of the petitioner of the case, Emmanuel Godfrey Masonga vs. Edward Franz Mwalongo.
 The genesis of this case is an objection raised by the respondents against the production and admission in evidence of an electronic data, a video compact, containing, allegedly, an episode captured on 05th Sep, 2015 during the 2015 Parliamentary Election Campaigns in the Njombe Urban Constituency. The objections by the respondents were premised on the provisions of section 18 (2) (a) , (b) and (c) of the Electronic Transitions Act,
. They their doubts primarily on two main grounds. First is the reliability of the said video clip as summarised in their arguments. By virtue of section 18 (1) of the Electronic Transactions Act,
 electronic data is admissible in evidence subject to the conditions set out in sub-section 2 of section 18 of the Electronic Transactions Act.
 They further argued that the VCD sought to be tendered in evidence does not meet the conditions set out in sub-section 2 of section 18 of Electronic Transactions Act
 
Further analysis shows that the defendants were doubtful because the phone had been lost, and there was no evidence to prove the fact; moreover, there is no police loss report. As a result, there was no assurance that PW6 is the originator of the electronic data for the evidence tendered because it had not been stated so in the petition. Additionally, the adverse party argued that the Video  Compact Disc (VCD) sought to be tendered as a document per section 42 of the Electronic Transactions Act,
 which amended the Evidence Act
 and defined the term “document”. Despite such clarity, the defendants contended that the best evidence rule requires the original document to be tendered without dispute.  In this case, the hard drive of the cell phone to the memory card had changed hands and control. In other words, such evidence automatically changed its status and became secondary rather than primary evidence.

The analysis also revealed that section 67 (c) of the Evidence Act
 should have complied with and requires proof of documents by secondary evidence. When the original had been destroyed or lost, or when the party offering evidence of its contents cannot, for any reason, produce it in a reasonable time, then there is no evidence to certify that it had been lost. Moreover, the chain of custody of the electronic data sought to be tendered raises doubts regarding whether it was foolproof enough not to be accessed by any other person. In other words, this scenario left much to be desired as the Video  Compact Disc (VCD could be tampered with.  These cumulative observations of respondents cast doubts on the VCD's admissibility and failure to meet the test of authenticity and reliability as provided by the Electronic Transactions Act 
in section 18 (2). Mandatory conditions should straightforwardly be rejected. 
In this regard, the court commented that it has keenly heard and followed the contending learned’s arguments for the parties regarding authorities’ backup, but they were not light in substance. Notably, the court confined itself to discourse on the issue of whether a Video  Compact Disc (VCD is admissible in evidence, whether the answer is affirmative or not, how it is admissible, and finally, whether the Video  Compact Disc (VCD in the present case can be admitted in evidence as demanded by the petitioner or whether it should not be based on respondents’ objection. Further, in the case of Emmanuel Godfrey Masonga,
 the court cited the trial of Trust Bank Ltd 
in the sense that the Electronic Transactions Act
, which is the epicentre of the present objection, was brewed by the very court. The court took a bold step towards the recognition of electronically generated evidence in court proceedings, with the Trust Bank case ending up extending the definition of the banker’s book to include evidence emanating from computers subject, of course, to the same safeguards applicable to other bankers’ books under sections 78 and 79 of the Evidence Act, 

These challenges to electronic evidence suggest that the Tanzania government decided after six years, in 2006 and 2007, to enact two statutes. These were Written Laws (Miscellaneous Amendments) 
and Written Laws (Miscellaneous Amendments) 
These two legislations recognise electronic evidence such as banker’s books and electronic evidence in criminal cases. Furthermore, section 36 of the 2006 Written Laws (Miscellaneous Amendments) Act amended the Evidence Act
 by adding section 78A and sub-section 2 of section 78. This development implies that when the electronic evidence was created in the usual ordinary course of business, with the book in the bank's custody, it shall be received as evidence under this Act.
 

Meanwhile, the Written Laws (Miscellaneous Amendments)
 amended the Evidence Act by adding section 40A, which outlines the process in any criminal proceedings. Further analysis indicates that the court reasoned that due to restrictive development in the case of Trust Bank Tanzania Ltd vs. Le-Marsh Enterprise and Others.
 it faced the same hurdle, this time, the admissibility of a printout of an electronic correspondence or simply an e-mail. 

In this regard, Mwambegele J. offered that it would have sufficed to formulate guidelines for both legal practitioners and the court when preparing to introduce electronic evidence as court evidence. In this case, the Court expounded this point of electronic evidence a little bit further. It cited the case of Salum Said Salum vs DPP
, in the High Court of Zanzibar. This case has also recently been featured in the headlines. It solicited a response requiring tackling a similar question as the present one on the admissibility of a CVD, albeit in criminal proceedings, with the same court reviewing foreign decisions as persuasive from the Indian case of Ram Sigh vs Col. Ram Singh, 
, which had dealt with the admission of a tape recording as evidence, which substantially falls in all fours with the former which are of benefits and helpful of Tanzanian legal system specifically on electronic evidence. 

Due to its persuasive nature, the apex court of India had laid the following conditions for establishing the admissibility of a tape record: (a) the speaker's voice must be duly identified by the maker of the record or by others who recognize his voice. Where the maker has denied the voice, it will require stringent proof to determine whether or not it was the voice of the speaker; (b) The accuracy of the tape-recorded statement has to be proved by the speaker of the record by satisfactory evidence direct or circumstantial; (c) Every possibility of tampering with or ensuring a part of a tape-recorded statement is unsafe, unreliable, must be ruled out; otherwise this situation might render the said statement out of context and, therefore, rendering it inadmissible; (d) The statement must be relevant to the rule of  Tanzania Evidence 
(e) 

The recorded cassette must be carefully sealed and kept in safe or official custody; (f) The speaker's voice should be audible and not lost or distorted by other sounds or disturbances.  These persuasive points about the decisions of the Court of Appeal of East Africa and the Indian Court bring three guidelines about the admissibility of tape-recording evidence. These guidelines are the accuracy of the recording can be proved, the voice is identified correctly, and the evidence is relevant and otherwise admissible.
The analysis reveals that the learned counsels for the parties locked horns on the authenticity of the electronic data sought to be tendered under section 18 (3) of the Electronic Transactions Act.
 In this case, the court agreed with the counsel for the respondents that the way the electronic data sought to be tendered as evidence had been generated and stored left a lot to be desired and, hence, inadmissible. After all, there had been no evidence to show that the device used to record and the computer that generated the data was working properly at all material times and, if not, whether the fact of not operating properly did not compromise its integrity. Moreover, no evidence was brought to the fore whether anyone other than PW6 could access these devices. Indeed, there was no such statement in the evidence-in-chief, and none in the evidence was introduced before the court and during the prayer to have the data tendered. 

From those facts, the analysis shows a possibility of manipulation as the electronic data had changed hands physically and electronically so much that its authenticity had been watered down. Moreover, the electronic data tendered was not an original when the best rule reigns because the original is admissible in evidence unless sufficient reasons are given for providing secondary or hearsay evidence as per section 67 (2) of the Evidence Act
. The analysis further indicates that, apart from the word of PW6 that the original cell phone had been lost, no other material had been brought before the court to support the averment. Though PW6 is not a party to the petition, he sent it to the petitioner after recording it. As such, the court believed he was acting under the control of the petitioner,on the case of  Emmanuel Godfrey Masonga 
 with an interest in the electronic record so that it could be tendered in court. On this ground, the analysis indicates that, in terms of section 18 (3) (c) of the Electronic Transactions Act
  the Video  Compact Disc (VCD sought to be tendered as evidence cannot be admissible if the conditions set out in section 18 of the Electronic Transactions Act 
were not met. 
Furthermore, it is also vital to ascertain that the chain of custody of the electronic data sought to be introduced in evidence is such that it did not water down its authenticity; otherwise, the electronic data would be inadmissible. Furthermore, the analysis of the cases of William Joseph Mungai and Emmanuel Godfrey Masonga
 shows that the courts invoked section 18 sub-section (2) of the Electronic Transactions
to determine the admissibility of electronic evidence, which means that the Court had missed an opportunity to provide guiding criteria of the admissibility of electronic evidence.  
Generally, the Act does not provide such criteria even though there are presumptions in the Act that could help determine admissibility.
 Moreover, as section 18(1) of the Electronic Transactions
puts electronic evidence on an equal footing with paper-based evidence, the ordinary rules of relevance, authentication and originality might apply equally to the admissibility of electronic evidence.

The analysis revealed that Part II comprises sections 7 to 12, Part III, with sections 13-17 and Part IV, which includes section 18 of the Electronic Transactions Act,
 2015  providing the requirements of being admissible, that is, any evidence must be relevant to the issue in litigation for it to be applicable. In the analysis, it was noted that there are cautions that in the case of electronic evidence, such evidence must also be authenticated before it is admitted, as provided under sections 18 (3) (a) (b) (c) and (d) of Electronic Transactions Act, 2015. In any case, such a section deals with authenticity, the authentication of an electronic record system, which is applicable when the admissibility of an electronic record is in question.
 
Meanwhile, the relevance of electronic evidence is somehow less problematic as no difficulties have emerged while applying the original piece of evidence. By exception, a copy of such a document might only be admitted as secondary evidence in the circumstances stipulated in the Tanzania Evidence 
However, in the cases reviewed, the Court failed to clarify how secondary evidence of electronic documents might be produced in legal proceedings, for example, in the case of Emmanuel Godfrey Masonga
, whereby the court observed that data recorded in the cell phone and that was lost. Thus, it was not the original and hence inadmissible.

From the cases analysed, it was apparent that other recurring challenges had troubled the court, particularly when applying the hearsay rule in the admissibility of electronic evidence. The hearsay evidence is inadmissible unless it falls in one of the exceptions as provided for under section 67 (c) of the Evidence Act
 which requires proof of documents by secondary evidence, when the original has been destroyed or lost, or when the party adducing evidence of its contents cannot, for any other reason not arising from his default or neglect, produce it in reasonable time, but in this incidence, there is no evidence to attest to the fact that it had been lost as in the case of Emmanuel Godfrey Masonga.

Finally, the analysis further revealed that the hallmark and challenge of meeting these conditions provided under section 18 (3) (a) (b) and (c) for the admissibility of electronically generated evidence, which requires the authenticity of the electronic data sought to be tendered, has been the most challenging and confusing issue in many case laws the courts have grappled with in determining its authenticity. In the case of Gerald Ngaiza vs. Issa Ibrahim 
the Court held that paper evidence without proof of sources and authenticity was inadmissible, just as in the Emmanuel Godfrey Masonga case (supra). 

Therefore, from case laws, analysis revealed that, despite electronic evidence being now admissible in Tanzania, the meeting conditions under Section 18 set out as mandatory requirements for the admissibility of information given electronically and computer-generated evidence seems to be difficult and confusing in case laws as the analysis of this study has revealed.

5.2.2 The Challenge of Admissibility, Authenticity, and Reliability of Contents in the Audio CD and Chain of Custody TC "5.2.2 The Challenge of Admissibility, Authenticity, and Reliability of Contents in the Audio CD and Chain of Custody" \f C \l "1" 
The second analysis was on William Joseph Mungai vs Cosato David Chumi and Others.
 The analysis revealed that the ruling of this case was based on both the respondents having objected to the admissibility of the audio Compact Disc (CD) , whereby PW14 prayed for the focus to mainly be on the failure by the witness to satisfy the prerequisites provided for by the Electronic Transactions Act.
 The respondent’s counsel, on the other hand, premised the objection on section 64A of the Evidence Act
 as amended by section 46 of the Electronic Transactions Act and sections 3 and 18, respectively. 
The case of Lazarus Mirisho Mafie and M/S Shidolya Tours & Safari vs. Odilo Gasper alias Moiso Gasper,
 the ruling was on a preliminary objection on a point of law the defendant’s counsel when hearing this suit . It emerged that some e-mail the plaintiffs’ counsel sought to tender in evidence through the first plaintiff was inadmissible. emerged as a reference point. The analysis further revealed that the court could allow as evidence in court the content of the Audio CD, whose authenticity had been challenged by the respondents, only when it was accorded evidential value through examinations that may be mounted against PW14, who has firmly asserted in his affidavit and evidence in his extended examination in chief. The reason given was that he is a person who, upon hearing the conversation in the radio programme, decided to record its substance in an electronic device and further transform it into an audio CD. The court further indicated the capability of PW14 to do what he did to secure the authenticity test regarding the contents in the audio CD since these are things that can, at best, be explored during cross-examination. 
The analysis further indicates that the court assumed this was because he had adduced evidence that he operates a secretariat business in the Mafinga town market.  Simplifying the matter, the court scanned the submissions by the learned counsel for the respondents. Moreover, the court was inclined to agree with the respondent’s counsel that it was only cross-examining on queried matters in audio CD, which can address the issues posed by both respondents’ counsels. From this ruling, the State Attorney particularly queried PW14 for removing some words from the audio CD since the chain of custody was completely missing. Further analysis also indicates that, in responding to the above query, the court insisted that PW14 was competent in adducing that evidence the audio CD was his work, hence meeting the requirement of section 62 of the Evidence Act,
.  He thus qualified to have his audio CD received, tested, and analysed along with the other evidence in this case. That said, the court ruled that the objections raised by the respondents were thus overruled, and the audio CD was admitted as exhibit “P2” and recorded accordingly.

In this ruling, the Court sent signals of confusion by holding that the admissibility of electronic evidence was subject to the conditions set out in section 18(2) of the Electronic Transactions Act
In contrast, in this case, no evidence proved the authenticity of the audio CD or the chain of custody that establishes the chronological seizure or transfer of documents. Additionally, the analysis from this ruling revealed the same recurring confusion that had also transpired in the two cases of Emmanuel Godfrey Masonga and William Joseph Mungai
 when the courts relied on section 18 (2). In the case of William Joseph Mungai, the court did not go further to evaluate how the criteria in this subsection (2) of Electronic Tranzaction Act,2015 were met.  
Nevertheless, the court made two important remarks regarding the admissibility of electronic evidence and the assessment of its weight in these two cases. As such, sustaining an objection cannot be based on mere assumptions that it is easy to tamper with and modify electronic evidence.  Significantly, the court correctly held that the weight of the audio CD could be tested through cross-examination and re-examination.

However, the discovery and inspection process in civil and criminal proceedings, especially during the investigation, searching and seizure, is based on the recently adopted Cybercrimes Act,
 It does not establish the qualifications and skills of a person to conduct such seizure, collection, storage, presentation and analysis of electronic evidence. This situation would continue creating confusion in trial courts unless efforts are made to minimise or remove the obstacles and weaknesses revealed by this analysis to smoothen the admissibility of electronic evidence. 
This analysis shows that the court erroneously applied the criteria in section 18 (2) of the Electronic Transactions Act 
 to determine the admissibility of electronic evidence in section 18 (1). In Emmanuel Godfrey Masonga,
 the court relied on section 18 (2). Still, in William Joseph Mungai, the court did not go further to evaluate how the criteria in this sub-section were met.
 Nonetheless, the Court correctly held that the question of the weight of the Audio CD could be tested through cross-examination and re-examination.
 The word admissibility, which inadvertently appears in section 18 (2) of the Electronic Transactions Act,
might be the source of this confusion.
 By using the criteria in section 18 (2) to determine the admissibility of electronic evidence. Thus, the analysis revealed that the High Court of Tanzania unnecessarily raised the standards so high that electronic evidence was excluded, contrary to the spirit of section 18 (1) of the Electronic Transactions Act,.

Further analysis indicates that, by invoking the provisions of section 18 (2) of the Electronic Transactions Act 
 to determine the admissibility of electronic evidence, the Court missed an opportunity to provide guiding criteria for the admissibility of electronic evidence. Generally, the analysis revealed that the Electronic Transactions Act, 
does not provide such criteria, although there are presumptions in the Act that may facilitate the determination of admissibility. However, these provisions are insufficient because section 18 (1) of the Electronic Transactions Act 
 puts electronic evidence on an equal footing with paper-based evidence. Even the ordinary rules of relevance, authentication and originality may equally apply to the admissibility of electronic evidence.
5.2.3 Admissibility and Authenticity of Flash-disk and Tecno Mobile TC "5.2.3 Admissibility and Authenticity of Flash-disk and Tecno Mobile" \f C \l "1"   
The third analysis was on Onesmo Nangole vs Dr. Steven Lemomo Kiruswa, the Attorney General and the Returning Officer for Longido Parliamentary Constituency.
 The Court of Appeal Tanzania was called on to hear the preliminary points of objection raised on whether the appeal record suffered from incompleteness, hence rendering the appeal incompetent for non-inclusion of Exhibits P4 and P8 (flash disk and Tecno Mobile). Addressing the first preliminary point of objection twofold, Dr Lamwai submitted that the appeal record is incomplete as it lacks two exhibits (P4 and P8) produced and admitted in the evidence at the trial. He pointed out that the two exhibits were electronic recordings: the flash disk produced by the first respondent who played a clip he had recorded using his mobile phone. 
With the leave of the trial court, the clip was played and exhibited on the flash disk. 
He added that a TECNO Mobile phone was also admitted as Exhibit P8. Still, it is not listed as among the exhibits in the index of the record of appeal, which also adds to the incompleteness of the record of appeal. Given the developments, the courts can no longer close their eyes on the mysteries of the computer’s media and the related tangible devices wherein electronic data capture can be stored electronically. They constitute part of the trial proceeding, as reflected on pages 1485 and 1549.  In this regard, this being a first appeal, those exhibits ought to have been part of the record of appeal. Thus, exhibits P4 and P8 are documents under the Electronic Transaction Act ,
and in electronic form under the Evidence Act

In other words, the Tanzania Court of Appeal concluded that flash disks and tecno Mobile are devices containing documents and, hence, part of a record.
 The Evidence Act recognizes flash disks and mobile phones as tangible devices that can capture, record, and store electronic data on documentary accounts of memorable past events. Electronic data is permanent, readable, and admissible in evidence constituting electronic documentation. The Tanzania Court of Appeal ruled that a flash disk and Tecno mobile phone are documents and tangible exhibits containing memorable accounts of what was presented in the evidence during the trial.
5.2.4 Proving the Contents of Electronic Records without The Requirement of a Certificate for Authenticating Evidence TC "5.2.4 Proving the Contents of Electronic Records without The Requirement of a Certificate for Authenticating Evidence" \f C \l "1" 
In the case of  Musa Zambi vs Erick Minga,
 the witness informed the court of how 
the document was reproduced from the secure computer system. It was satisfied that there was "substantial compliance" with Section 18 of the Electronic Transations Act,2015 as a competent officer had testified that the electronic document/data message was e authentic. In this regard, an affidavit or a certificate is not required to be produced as the plaintiff officer could testify concerning the electronic documents because he was in charge of the operation of the company affairs. What is important to the court is to satisfy itself on the witness's ability to convince that digital evidence is worthy of reception. Practices of any admission into the court depend on the qualifications and competence of the tendered expert (simply with first-hand knowledge), the skill and knowledge of the party in leading such evidence, and the quality of the digital evidence itself.

Section 18 of the Electronic Transactions Act 
 specifies the procedure for proving the contents of electronic records but does not require a certificate to authenticate evidence. The provision of the law on the requirement of an affidavit or certificate for authentication of electronic evidence may be necessary for producing electronic evidence since it provides a foundation on which evidence can be admitted, evaluated, and given evidentiary weight.  However, even if the requirement of an affidavit or certificate as a rule of admissibility and authentication of electronic evidence may be justified, it would, in my view, still not hold true or adequate as conclusive proof in every circumstance. In this requirement, legislators are advised to reform the laws to require an affidavit or certificate in some instances where it is required. The relevant authority, such as the court and other relevant authorities, may also consider developing rules that provide standards and guiding principles or foundations on the admissibility and authenticity of electronic or digital evidence in court proceedings. 
The proposed legislation, Regulation or Rules may set technologically neutral guiding principles and standards of proof of electronic authenticity and accuracy of electronic evidence that may be more stringent than other documentary evidence. There is a need to relook at Section 18 of the Electronic Transactions Act 
introduced eight years ago and has created judicial turmoil, with the law swinging from one extreme to another. Additionally, apart from the obvious legislative introductions within the content of the certificate to make it more all-encompassing, it would also be fruitful to make provisions for the Court to be able to procure additional evidence. Indeed, the plaintiff witness in our case clearly explained in his evidence that the computer where the document was generated was operating properly at the relevant time when the electronic evidence was retrieved. I am thus in agreement with the learned Counsel for the plaintiff that the requirements of section 18 of the Electronic Transactions Act
 have been met, and the e-document (data message) should be admitted, and I hold so.

From the reasons stated above, the Judge has this to say
, ‘’I am of the settled view that the preliminary objection raised by the defendants on the admissibility of electronic evidence has no merit. In the premises, the I overrule preliminary objection raised by the defendant and order the matter to proceed on the basis that the document objected is authentic.’’ Assuming that there was reliable evidence (electronic evidence) and the plaintiff/respondent proved that he was defamed by the defendant, who is now the appellant, through the words sent through WhatsApp on the mobile. The question was whether the electronic evidence was tendered correctly, and if yes, did the trial court properly admit such electronic evidence? The other question is whether that evidence meets the foundation and guide.

What are the principles of admissibility of electronic evidence under the law? To answer these legal questions, the court addressed the principles guiding the admissibility of electronic evidence. Electronic evidence can be divided into three major categories: (i) Records that are computer-stored, (ii) computer-generated records, and (iii) records that are partially computer-generated and partially computer-stored.

The position on the admissibility of electronic evidence in our country has now been cleared by the law under the Electronic Transactions Act
 Section 18 (1) of the Electronic Transactions Act 
states: In any legal proceedings, nothing in the rules of evidence shall apply to deny the admissibility of data message on the ground that it is a data message.” The above wording highlighted is clear that the electronic evidence is admissible subject to certain conditions. In this case, the court emphasised that before electronic evidence is admitted, the court must address and satisfy it if such evidence meets the following criteria and rules: firstly, the reliability & accuracy of the manner or method in which it was generated stored or communicated. This means the evidence must be authentic and extracted from a reliable device. The court must ask whether the substance of the story the material tells can be believed and is consistent. In other words, are there reasons for doubting the correct working of the computer? In our case, the court had an opportunity to determine whether the method that generated the evidence was proper and whether the words printed from the mobile phone were the same words found on the mobile computer (mobile).

However, there is nothing on the records to show if the court made any effort to enquire about the authenticity of such evidence apart from just admitting the evidence. The trial magistrate was required to ask himself if the computer or the mobile phone was operating properly when evidence was extracted. If yes, he could have considered the evidence authentic and admissible, explaining his decisions. This means that the court was required to show that the e-document extracted from the mobile phone and its text had not been altered throughout its lifetime. It should also be noted that the burden of proof in a suit involving electronic evidence is placed on those who rely on it. 

This means that a person seeking to introduce a data message, electronic record, or electronic evidence in any legal proceeding has the burden of proving its authenticity and reliability by evidence capable of supporting a finding that the electronic record or electronic evidence is what the person claims it to be. In our case, the plaintiff at the trial court was duty-bound to prove the reliability and authenticity of evidence, but, unfortunately, the trial court shifted the burden of proof to the defendant, who is now the appellant.  The second rule is based on the integrity of the information and communication system integrity. This rule requires the court to determine how sound the data is, whether complete or damaged. This rule was addressed by the court (persuasive decision) in R v. Harper
 However, the requirement of authenticity, integrity, and reliability of e-evidence or digital evidence depends on case to case, as computers vary in complexity and the operations they perform. 
In my view, the above provision of the law provides guidelines or factors (or rules as referred to in other jurisdictions) to be considered by the court in determining whether the electronic evidence is admissible or not. Before admitting the electronic evidence, the trial court was bound to determine the manner of proof, the presumption of integrity, the method of identifying the originator, and other relevant factors. Indeed, due to the nature of confiscated technologies and fragile electronic evidence, the court is not barred from using expert witnesses to determine electronic evidence's authenticity, reliability, and integrity before making a judgment.

Undoubtedly, information stored on electronic devices, including computers and mobile phones, is volatile and easily altered or corrupted in investigations. Using experts in computer technologies will assist the court in properly establishing the evidential weight of e-evidence. Once electronic evidence is admitted, the presiding officer/Magistrate or Judge must decide what evidential weight to attach. When giving judgment, the court must decide what weight to attach to the evidence when evaluating the totality under sections 18 (2) and 20 (2) of the Electronic Transactions Act,
 . Using these guidelines, in my view, a court will probably need some expert to help in some cases.  

To understand technical procedures such as encryption, hashing and backing-up that may be used to secure data messages. Generally, expert witnesses who testify to the authenticity of computer records need not have special qualifications. In most cases, the witness does not need to have programmed the computer himself or even understand the maintenance and technical operation of the computer. The expert witness may have first-hand knowledge of the relevant facts, such as the data and how it was obtained from the computer or whether and how the witness’s business relies upon the data.  

Regardless of some hurdles that our courts might meet in determining whether the electronic evidence met the above conditions or not before it is admitted, given the nature of such evidence, especially the question of authenticity and lack of court rules or guidelines on admissibility of electronic evidence, the law under section 18 (2) (d) of Electronic Transactins Act,2015
  entrust the court with discretion power to have regard or take into account any other factor that may be relevant in assessing the weight and authenticity of electronic evidence. This means expunging the electronic evidence relied on by the respondent at the trial courts, which means the entire evidence by the respondent's suit at the trial court will be greatly shaken. 

There is no doubt that determining the reliability of computer evidence before such evidence is regarded admissible as required by the law under section 18 above might be a hard task. As a starting point, the court might follow the common law presumption underscored by Lord Stephen Brown. J. in Castle v. Cross [1984] 1 WL 1372 AT 1377B, that; “In the absence of evidence to the contrary, the courts will presume that mechanical instruments were in order at that material time”.

5.2.5 Admission of the Computer Printout without Attaching an Affidavit to the document to Prove its Authenticity TC "5.2.5 Admission of the Computer Printout without Attaching an Affidavit to the document to Prove its Authenticity" \f C \l "1" 
In Mohamed Enterprises (Tanzania) Limited vs Tanzania Railways Corporation and the Attorney General,
 the contentious issue was an admission of the computer printout (data message) retrieved from the computer system. The plaintiff's witness prayed to exhibit an electronic document, but the defendant objected. The defendant argued that the plaintiff did not attach an affidavit to the document to prove its authenticity. The State Attorney claimed that an affidavit must accompany the admission of electronic evidence retrieved from the computer printout. In response, the plaintiff's Counsel contended that section 18 (1) of the Electronic Transaction Act, 
 allows the witness to tender electronic documents. She added that the State Attorney did not cite the section that bars the admission of data messages without an affidavit. She further submitted that the witness is the document's custodian, and his testimony was given in this court under oath. She believed that an affidavit is a testimony in a written form. She averred that the witness before this court had already taken an oath and had established the grounds and foundations for admitting the data message.

The learned counsel for the plaintiff counterargued that the witness wanted to rely on a data message, but he was not the originator. Hence, he had to swear an affidavit to show the authenticity. She argued that, in this case, the witness testified he had retrieved the document from the system that was well protected as he testified for the plaintiff. Section 18 of the Electronic Transactions Act
 does not mention or require an affidavit is mentioned. The court held that the main issue is whether the admission and admissibility of electronic evidence from an electronic document or data message retrieved from the computer system require an affidavit to prove authenticity. It defined the word "authenticity" (in the digital era) as a test checking whether the document is what it claims to be, and this test is a pre-condition to the goal of admissibility. In this regard, the trustworthiness of e-evidence is built on the foundation of two qualitative dimensions, namely, the reliability and authenticity of such evidence.
However, the challenge is how to complement the admissibility of electronic evidence with our statutory rules and court procedures. Consequently, courts must satisfy themselves regarding the reliability, integrity or authenticity of computer-generated evidence or data messages, which is often highly probative.

Indeed, the rule on the authenticity requirement means that evidence is sufficient to support a finding that the matter in question is what its proponent claims. The rationale is simple: computer evidence can be easily and potentially modified, overwritten, or deleted, thus posing challenges where sources of digital information must be authenticated and verified. The issue of how to conduct authentication depends on the type of evidence and the availability of witnesses with knowledge of the item in question. Generally, the person seeking to introduce an e-document/e- evidence or data message in any legal proceeding at any court level has the burden of proving its authenticity or trustworthiness.
For evidence, such as electronic evidence, to be admissible in court, the proponent/witness must establish that no aspect of the evidence is suspected to be untrustworthy. For a digital record to be admissible, the court would have to be convinced that the record or electronic evidence was generated by the individual purported to have authored the record. In my view, for electronic evidence to be deemed reliable, there must be nothing that casts doubt about how the evidence was collected and subsequently handled. It should also be noted that the admissibility of computer-generated information (such as log file records) detailing the activities on a computer, network, or other device may be challenging when the system generating the information does not have robust security controls. 

The question to be answered is whether a witness who wants to exhibit or tender electronic records or data messages/electronic evidence needs to present an affidavit or a certificate in court confirming the authenticity of the evidence produced. In other words, is there any doubt about the authenticity of the evidence being produced, how it was obtained or the device where it was stored? The issue generally revolves around whether the plaintiff has complied with the requirements provided by the legal provisions under the Electronic Transactions Act
 Is there any mandatory legal requirement for producing an affidavit or Certificate to authenticate e-evidence? In practice, it could be yes, but no law provisions oblige the witness or any person relying upon a data message or electronic evidence to produce an affidavit or certificate. 

The position on the admissibility of electronic or digital evidence in our country is now clear under the Electronic Transactions Act
.There is no legal requirement to produce an affidavit or certificate for authentication of electronic evidence before that evidence is admitted. Section 18 (2) of the Electronic Transactions Act
 provides how electronic evidence can be authenticated, but the same provision does not mention an affidavit or certificate. The court indicated that some decisions had expressed the requirement of an affidavit and authenticity of an electronic certificate. Undoubtedly, determining the authenticity or reliability of computer evidence or data messages before such evidence is admissible as required by the law under section 18 of the Electronic Transactions Act
 It might be hard for both parties and the court in Tanzania and other countries with similar laws. The court might follow the common law presumption underscored in Castle v. Cross
 In this landmark case on the presumption of authenticity of electronic evidence, the court categorically stated, "In the absence of evidence to the contrary, the courts will presume that mechanical instruments were in order at that time".
Section 18 (2) (d) of the Electronic Transactions Act, 2015 enjoins the court with discretionary powers to decide whether electronic evidence is admissible without requiring one to produce an affidavit or certificate. More specifically, section 18 (3) of the Electronic Transactions Actt 
 provides information on how the authenticity of electronic evidence can be proved. It sets three presumptions on the authenticity of electronic or digital evidence. Firstly, the court needs to satisfy itself from either the evidence of the witness or at its discretion that the computer system or other similar device was operating properly or, if not, it did not affect the integrity of an electronic record. There are no other reasonable grounds on which to doubt the authenticity of the electronic records system. Secondly, it must be established that the electronic record was recorded or stored by a party to the proceedings who is adverse in interest to the party seeking to introduce it. Thirdly, it must be established that an electronic record was recorded or stored in the usual and ordinary course of business.

This means that the court is empowered to use its discretionary powers on presumptions when evidence can be admissible and whether it is authentic or reliable. It is up to the judge or magistrate to use the discretionary powers provided by the law to determine what will be admitted under the law. It should also be noted that the admissibility of the document is one thing, and its probative value is quite another thing. 

5.2.6 Un-procedurally Admission of Electronic Exhibits Contrary to Section 18 of the Electronic Transactions  Act,  TC "5.2.6 Un-procedurally Admission of Electronic Exhibits Contrary to Section 18 of the Electronic Transactions  Act, 2015" \f C \l "1" 
In Stanley Murithi Mwaura vs Republic,
  the Court of Appeal indicated that two principles are part of our law to keep in mind. First, where there is a procedural irregularity or an omission to observe a particular procedure in seeking to determine the substantive rights of parties, the crucial question to ask before impeaching or nullifying the impugned decision is whether the irregularity or lapse occasioned a failure of justice on the part of the party complaining of the omission. If the omission occasioned no injustice, the Court would gloss over it and treat it inconsequential. The second principle is that each case must be decided based on its unique circumstances and the facts surrounding the dispute. 
With those two observations, we will discuss the Electronic Transactions Act,
and the Evidence Act's contested provisions. Section 18(1) of the Electronic Transactions Act
 is permissive; it seeks to allow data messages and information stored in electronic gadgets to be tendered in evidence like any other paper exhibits or documentary evidence. This analysis is based on ground 6 of the appeal, which is couched in the following terms: the first appellate Judge erred in upholding the trial court's verdict based upon un-procedurally admitted documentary exhibits while; (i)All electronic exhibits were retrieved from the bank system and tendered contrary to Electronic Transaction Act of 2015. (ii) All documentary exhibits were not read aloud in court after being admitted in evidence. (i) Exhibit P4 was not cleared before being admitted in evidence." 
The appellant's submission in respect of the first limb above was that employees holding the position of system administrators from the banks which sent witnesses were supposed to appear in court as witnesses and testify to demonstrate that the systems from which the exhibits were generated were sound and authentic at the time of generating those exhibits. As for the second limb, the appellant complained that the first appellate court erred in law for upholding the appellant's conviction based on documentary exhibits, which were not read in court after they were tendered and admitted. 
The appellant prayed in his written submission that all the documentary exhibits ought to be expunged from the record except exhibit P13, which was tendered and admitted properly. Lastly, the appellant complained that the manner of handling of exhibit P4 was even worse, for it was not cleared before it could be admitted in evidence. In reply to the appellant's complaint on ground six, the respondent’s counsel submitted that as for the competence and soundness of the systems that generated the electronic documents, PW9 testified that the system that generated the exhibits was sound and that PW10 corroborated that evidence Counsel relied on sections 78 and 78A of the Evidence Act,
 moving the Court to hold that the documents were properly admitted.

As regards the second segment, that the documents were not read in court, the appellant’s counsel contended that it is true that all documents, except the cautioned statement, exhibit P13, were not read after the same were admitted but added that some of them were not read for valid reasons. He cited the bulkiness of the documents, especially the bank statements, the mandate files and the ninety (90) cheques. In any event, the appellant was not prejudiced by the failure to read the documents because the substance of all exhibits not read over to the defence was explained to the appellant during the proceedings. He went ahead and particularized each exhibit and page in the record of appeal, where the relevant content of a particular document was explained to the appellant. On the third part of ground six regarding exhibit P4, he submitted that although the exhibit was not tendered as required by law, its substance is contained on page 223 of the appeal record. Based on his submission, he contended that even if the documents were to be expunged, the substance of their content would still be intact on record. Equipped with the above submissions of parties, we are in a position to determine limbs (i), (ii) and (iii) of the 6th ground of appeal.

The Tanzania Court of Appeal evaluated issues with ground 6(i) concerning the alleged noncompliance with section 18(2) of the Electronic Transactions Act,
 concerning the bank statements as exhibits. That section provides:  In any legal proceedings, nothing in the rules of evidence shall apply so as to deny the admissibility of data message on ground that it is a data message. (2) In determining admissibility and evidential weight of a data message, the following shall be considered- (a) the reliability of the manner in which the data message was generated, stored or communicated; (b) the reliability of the manner in which the integrity of the data message was maintained; (c) the manner in which its originator was identified; and (d) any other factor that may be relevant in assessing the weight of evidence." 
The respondent’s counsel submitted that the bank statements were tendered properly under the provisions of section 78A of the Evidence Act, 2015 which provides: "78A.-(1) A printout of any entry in the books of a bank on micro-film, computer, information system, magnetic tape or any other form of mechanical or electronic data retrieval mechanism obtained by a mechanical or other processes which in itself ensures the accuracy of such printout, and when such print out is supported by a proof stipulated under subsection (2) of section 78 that it was made in the usual and ordinary course of business, and that the book is in the custody of the bank, it shall be received in evidence under this Act. (2) Any entry in any banker's book shall be deemed to be primary evidence of such entry and any such banker's book shall be deemed to be a "document" for the purpose of subsection (1) of section 64."

Section 18(1) of the Electronic Transactions Act,
 is permissive. It seeks to allow data messages and information stored in electronic gadgets to be tendered in evidence like any other paper exhibits or documentary evidence. Subsection (1) of section 18 of the Electronic Transactions Act, 2015  reflects the contents. Section 64A (1) of the Evidence Act, 1967 states: "In any proceedings, electronic evidence shall be admissible." Issues of admissibility and weight of electronic evidence are guided by section 64A (2) of the Evidence Act
  read together with subsection (2) of section 18 of the Electronic Transactions Act ,2015 quoted above. Section 64A (2) of the Evidence Act,1967  provides, "(2) The admissibility and weight of electronic evidence shall be determined in the manner prescribed under section 18 of the Electronic Transactions Act
" The point is that the above are procedural provisions establishing how to present electronic evidence before the court. Section 18(2) complained of requires that for electronic evidence to be admitted, the trial court must consider the criteria detailed in paragraphs (a), (b), (c) and (d) of section 18(2) of the Electronic Transactions Act
 
There is indeed no record that the court considered those points. Still, the bank statements complained of were printed from banks where PPCL and the appellant had bank accounts and PW9 when tendering exhibit P10, which was a bank statement which was printed from the computer linked to Azania Banking System, she testified that there were no possibilities of tempering with that system. The other document is exhibit P ll, a bank statement from Equity Bank of the appellant's account. 

PW12, a bank official from the appellant's bank, tendered this. He testified on page 268 of the record of appeal that the Equity Bank system does not permit editing or alteration of any entries. Like exhibit P ll, exhibit P16 was the bank statement from the appellant's bank account generated by the KCB banking system. The document was tendered by PW16, who, during cross-examination, stated that nobody can edit the statement, which is automatically dated. Further, exhibits P10, P ll and P16 were all tendered to demonstrate that there were payments made from PPCL to the appellant and Stano, which the appellant never denied. The points made, among others, on page 3 of his written submissions are as follows: "The appellant on his side conceded knowledge of those 99 cheques paid to him personally and through his company STANO ENTERPRISES." This is why we think that even if there was a procedural error in tendering the documents, the substance of the charge sought to be proved, that is, money movement from the PPCL account to that of the appellant, is essentially not disputed. What is disputed is whether the transactions perpetrated fraud and criminality.

In the circumstances, the Court held that tendering exhibits P10, P ll and P16 was proper in terms of sections 64A (2) and 78A (2) of the Evidence Act,
 read together with section 18(2) of the Electronic Transactions Act
 , especially after the banking officials had testified on the soundness of their respective computer systems from which the documents were electronically stored and mechanically generated from by printing. Next is ground 6(ii) and (iii), in which the complaint is that except for exhibit P13, the rest were not read to the appellant after being admitted. With that argument, the appellant moved the court to expunge the exhibits. As a matter of procedure, after a document is admitted in evidence, it must be read to the accused person, as per the decision of this Court in Robinson Mwanjisi (supra) and Huang Qin and Xu Fujie v. R, 
 However, in Chrizant John v. R
, the Court did not expunge the post-mortem report and the sketch map of the scene of the crime after noting that the prosecution witnesses explained the substance of those documents in their evidence and by way of cross-examination, even though the documents were not read out methodically. 
The Court observed: "7/7 the circumstances of the instant case however, we rush to agree with the doctor who conducted the autopsy, and because the evidence of that witness capitalized on exhibit PI and he explained in d e ta il the deceased's cause of death, also that his advocate was given a chance to cross-examine him, it cannot be accepted that the appellant was denied the opportunity to know the contents of exhibit P I. So, also is the question of the sketch map because PW3 Inspector. Angelo was called to testify and clarify/explain the contents of that document" [Emphasis added].

Further, in the case of Ernest Jackson @ Mwandikaupesi and Another v. R,
 on the same scenario, this court observed. However, the record does not expressly indicate that the said documents were methodically read out as indicated. Notably, the witnesses canvassed the rest of their respective evidence in chief. The contents of the documents were cross-examined so substantially on the documents by the defence counsel to leave no doubt that the appellants and their counsel were fully abreast of the contents of the two exhibits. Given these facts, it cannot be said that the appellants were denied knowing the contents of the documents. We would follow the course we took in Chrizant John v. R,
 where even though the contents of certain documentary exhibits were not methodically read out after their admission, we ignored the anomaly as we were satisfied that the witness who tendered them and testified fully on their contents."
With the above understanding, we will determine whether the failure to read the exhibits at the trial court in this case was fatal. Therefore, the documents are liable to be expunged. We will start from exhibit PI to P16, except for exhibit P13, which was not disputed. Exhibits PI, P2 and P3 were letters appointing the appellant to employment with TPEAL and the work permits. In this case, there was no dispute that the company employed the appellant and that he was Kenyan, so he would only legally be employed in Tanzania when possessing a properly renewed work permit issued by the Immigration Department. It is our holding, therefore, that failure to read these documents did not occasion a miscarriage of justice on the part of the appellant.

Exhibit P4 were handwritten letters allegedly written by the appellant explaining the three (3) cheques retrieved from the appellant's home and the missing cheque register. The contents of these documents were very well known to the appellant and his advocate because, at the time of clearing it before admission, Mr. Nkoko, who was appearing for the appellant during the trial, on page 223 of the record of appeal is recorded to have told the trial court that. He had shown the letters to the appellant, and the latter told him that the signatures on the letters were not his. In the circumstances, it cannot be said that the appellant or his advocate was not aware of the contents of the exhibit. 

Exhibit P5 were cheque counterfoils showing beneficiaries of cheque payments settled by PPCL. Mr. Nkoko inspected the documents and found that there were also documents from CBA Bank, which he requested the court to exclude from the record because they were irrelevant to the case. That request was heeded, and the non-contested documents were admitted as P5. In our view, if the applicant or his advocate did not know the contents of the documents, Mr. Nkoko would not have been able to distinguish the irrelevant documents and concede admission to the non-contested ones. We hold, therefore, that failure to read exhibit P5 was not prejudicial to the interests of the appellant, for his counsel was versed with the documents. Exhibit P6 were the 99 cheques. After tendering them, PW1 explained the cheques and stated that the payee was either the appellant or Stano. In his defence, the appellant testified that payments by the cheques were lawful payments to Stano for the materials supplied to PPCL.

 In the circumstances, to hold that the appellant was prejudiced by not reading the cheques would be to expect too much from the trial court for nothing. We cannot expunge any cheques, whether they were read to the appellant or his advocate. Exhibits P7 and P10 are bulky bank statements stretching over 162 and 87 pages, respectively. Firstly, it is least expected that a witness would read every detail of these entire documents because not every detail would necessarily relate to the disputed money. Secondly, during cross-examination, Mr. Nkoko, for the accused person, asked the witness many questions relating to the bank statements, which brought the relevant substance of the documents to the knowledge of the appellant and his advocate, thereby meeting the objective of reading the document immediately after admission. Exhibit P8 was a report on specimen signatures whose substance was well explained by PW7 on pages 252 to 253 of the record of appeal. The expectation here is that Mr. Nkoko was sufficiently diligent to grasp the gist and substance of the report. Exhibits P9, P ll, 12, and P15 were bank account opening forms (Equity Bank), bank statements, bank account opening forms (KCB Bank), and documents from BRELA, all relating to Stano. The appellant acknowledged the existence of Stano and its bank account and that his company had an account at Equity Bank. 

The details of the seizure certificate and what was seized were well detailed by the witness on page 285 of the record of appeal. Finally, P16 was the appellant's bank statement from KCB Bank, whose details are in the appellant's knowledge by all intents and purposes. In this case, even by reading the appellant's submission, one can see that the appellant understood the full substance of the ail exhibits. Based on the previous discussion, the appellant was not prejudiced by tendering any document at the trial. On the premises, grounds 6 (ii) and (iii) have no substance, and we dismissed them.

5.2.7 CCTV Footage: Audio CD Wrongly Admitted in Evidence TC "5.2.7 CCTV Footage: Audio CD Wrongly Admitted in Evidence" \f C \l "1" 
In Boniphace John Mbeshere vs North Mara Gold Mine Limited,
  the CCTV footage and audio CD were wrongly admitted in evidence. In this case, it was noted that an audio CD is information presented in an electronic form. Regarding evidence adduced before the Commission Mediation and Arbitration (CMA) , the Hon. Arbitrator was satisfied that the applicant's conduct, which led to termination, was not proved. The decision was based on the fact that the CCTV (Exhibit D7) relied upon by the respondent did not show the person in the machine or vehicle involved in the theft incident. The counsel for the respondent does not challenge the CMA's findings concerning CCTV (Exhibit D7). He faults the CMA for failing to consider the audio CD (Exhibit D-8) in which the applicant was interviewed and admitted having been at the scene where the offences were committed and assigned to operate the machine/vehicle involved in the commission of the said offence. In other words, Mr. Mwalongo asked this Court to consider the Audio CD (Exhibit D- 8) as evidence that proved the applicant's conduct/offences led to his termination from employment. 
An audio CD is information presented in electronic form. It is "data" within the meaning of section 3 of the Electronic Transactions Act,
 The conditions for the admission of data generated or stored electronically (electronic evidence) are governed by section 18 (2) of the Electronic Transactions Act
, which provides "data" within the meaning of section 3 of the Electronic Transactions Act, 
“The conditions for the admission of data generated or stored by electronic (electronic evidence) is governed by section 18 (2) of the Electronic Transactions Act
” The court further stated:“All of the above conditions have to be proved by the party asking the Court to admit the electronic evidence. In so doing, the respective party is required to lay the foundation pertaining to compliance with the said conditions.” The audio CD had been tendered in evidence by a witness who introduced himself as the respondent’s investigator. However, he did not state whether he was the maker (originator) of the audio CD and how it came into his possession.

Furthermore, he did not give any evidence of the reliability of how the audio CD was generated or stored, whether its integrity was maintained and whether the original was identified. The Judge then observed that; “From the above, the respondent through DW2 in particular, did not assure(d) the CMA on the reliability of the information generated, stored and maintained in audio CD and that the same could not be accessed or tampered with by any other person. 
The party asking the Court to admit the electronic evidence must prove the above conditions. In so doing, the respective party must lay a foundation for compliance with the said conditions. DW2 tendered the audio CD (Exhibit D-8) in the case. He introduced himself as the respondent's investigator. He did not state whether he was the audio CD maker and how the same came into his possession. Also, DW2 did not give any evidence of the reliability of how the audio CD was generated or stored, whether its integrity was maintained and whether the original was identified. 
From the above, the respondent, through DW2 in particular, did not assure the CMA of the reliability of the information generated, stored and maintained in the audio CD and that the same could not be accessed or tampered with by any other person. Therefore, this Court finds that the mandatory provision of section 18(2)(a) and (b) and (4) of the Electronic Transactions Act 
were not complied with. For that reason, Exhibit D-8 cannot be considered. Conclusively, the Court found that the mandatory provisions of sections 18(2)(a) (b) and (4) of the Electronic Transactions Act were not complied with. For that reason, Exhibit D-8 cannot be considered.

5.2.8 Stealing Bank Clients’ Money using a Modern Technology known as “Skimming and Convicted based on Extracted from CCTV Footage TC "5.2.8 Stealing Bank Clients’ Money using a Modern Technology known as \“Skimming and Convicted based on Extracted from CCTV Footage" \f C \l "1" 
In Nassoro Salum @ White vs Republic,
  the issue was whether the electronic evidence relied upon by the trial court was admitted in due compliance with the law governing the admissibility of electronic evidence. This was a case of stealing bank clients’ money using a method of modern technology known as “skimming.’’ While skimming means criminal use , preview , overview various devices to steal quickly  data without the victim even realizing it ”. The accused and his accomplices (not in court) inserted an illegal card reading device and a hidden camera that recorded personal identification numbers entered by customers into the bank ATM keypad. They gathered information, which enabled them to duplicate ATM cards and use them to drain cash from the bank accounts of some NMB clients. They were convicted based on, among other evidence, the electronic evidence extracted from CCTV footage. On appeal, the admissibility and weight of the electronic evidence was challenged. The Court had the opportunity to watch the recorded CCTV footage. 

The Court considered whether the exhibit was admitted in evidence without being authenticated to avoid the possibility of being tampered with. Arguments by appellants: First, no evidence was adduced to establish how the electronic data was retrieved from the CCTV footage and stored in a flash device. It is not clear in evidence how the witness retrieved the electronic data from the computer device file and who kept it to tendering it in court as evidence. On top of that, the counsel challenges the admissibility and weight of the electronic evidence in P-7. He submits that the images therein captured were faint and were not free from the possibility of the appellant's incorrect identification. On the issue of the images in exhibit P-7 being faint and have had an opportunity to watch the CCTV footage recorded in exhibit P-7. 

The images of a person claimed to be the appellant recorded on 2.2.2013 at 22.36 and 3.2.2013 at 20.21 were visible enough to enable the Court to compare with the appellant at the dock. However, P-7 have to confess right from the outset that because P-7  was watching the CCTV footage in the absence of the appellant, P-7  could not link the images of two persons appearing severally in the CCTV footage with the appellant. The Counsel has invited P-7  to look at the evidence in exhibit P-7 suspiciously because of the chain of custody breakage. In its submissions in rebuttal through Mr. Karumuna, learned state attorney, the respondent thinks that the appellant was properly and correctly convicted. The evidence in exhibit P-7, the counsel submits, was preceded by the oral evidence of PW-19 regarding authentication. In his view, the oral evidence of PW-19 demonstrates that he possesses adequate. The court: oral evidence of the witness as to authentication demonstrates that he possesses adequate skills in forensic investigation. The Court found substantial compliance with conditions set out in section 18 (2) of the Electronic Transactions Act,

5.2.9 Issue of Furnished Unreliable Electronic data Fact to be Admissible in Evidence TC "5.2.9 Issue of Furnished Unreliable Electronic data Fact to be Admissible in Evidence" \f C \l "1" 
In the case of  Henrick Solomon Lupembe and Another v Deputy Minister of Agriculture and 4 Others
 In this case, the applicants Henrick Solomon Lupembe and Andrew Michael Ulungi filed to the High Court an application praying for, among other orders, leave so that they can apply for orders of certiorari, mandamus and the prohibition against the decision of the 1st and 2nd Respondents, the Deputy Minister of Agriculture and The Regional commissioner Njombe respectively to sick the board of the Lupembe Farmers’ Cooperative joint Enterprise Limited as a 4th respondent without any Legally known authority on the 11th day of January 2020 under the guise of ending a 12 years dispute between the Lupembe Famers Cooperative Joint Enterprise Limited and Dhow Mercantile (EA) Limited and Lupembe Tea  Estate promoting the Tea Industry in Lupembe.  The applicants asked the court to issue, among other things, a temporary stay on the decision and action of the 1st and 2nd respondent of sacking the board of the Lupembe Farmers’ Cooperative Joint Enterprise Limited to enable them to continue operating without any let or hindrance so that the management of the affairs of the Lupembe Farmers’ Cooperative Joint Enterprise are not interrupted until the trial and conclusive determination of the application for prerogative orders. 
Upon being served apart from filing a joint reply to the applicant’s statement and counter affidavit, the Respondents raised a preliminary objection on the point of law to the following effect: (1) That the application is incompetent and unmaintainable as it falls short of the prerequisite conditions for seeking leave for judicial review. Rogers argued that it is a legal requirement that the copy of the decision sought to be challenged in an application for judicial review should be annexed to that application. The applicants’ affidavits have pointed out that the decision by the Hon. Deputy Minister Can be accessed through the YouTube address https and the East TV at https://www.youtube.com/watch?v=jgEKg_VDOFK. He viewed that the court cannot use this as evidence or a decision made by the Hon. Deputy Minister of Agriculture because it falls short of the prerequisite of the Electronic Transactions Act

In reply, Dr. Lugemeleza Nshalla, a learned advocate, said the link provided shows where the said decision can be accessed as it is still there. He said it does not mean the link is the decision, but it can be accessed there, regarding the respondent's contention that the link provided above is against the Electronic Transactions Act,2015 .  Dr. Nshalla viewed that as misdirection and relied on Section 18(1) of the Electronic Transactions Act,2015 . He said the applicants have shown that Ayo TV and East Africa Television captured the decision, and the links are still accessible and can be checked and looked at. In their counter affidavit, the Respondent did not deny that the decision was made. 

In this case, the Court decided that (a) it has been a long-time practice that when a party applies to judicial review, he has to attach a copy of the decision complained of and sought to be reviewed. The applicants did not attach such a copy; instead, they supplied a link, which, in his explanation, counsel for the applicants said if it is clicked, it can reveal what the deputy minister said. However, there is one thing: Dr. Nshalla did not adequately respond to the satisfaction of this court. The respondents' Counsel argued that there are factors to be considered first for electronic data to be believed and trusted and thus be admissible in evidence. 

These include the mode of generating such data and their storage until tendered in court. There must be evidence proving the type of device used in generating or recording the information /evidence that it was functioning properly. Nshalla did not say anything about such proof that the reliability of the link in which the electronic data can be accessed, sought to be introduced in evidence by the applicants, is in the condition as were when they were recorded or generated. 
This is more so because it was recorded in the social media who may have the interest to capture certain information which is of their interest or according to the interest of the persons or person asked them to be present such that leave a lot to be desired and renders it inadmissible in evidence. While we agree that electronic data are admissible in evidence, it must also be noted at the outset that in the present situation where the whole world is going digital, we cannot avoid electronic evidence. Our courts are insisting on applying the technology. However, as I have said, the factors provided under Section 18(2) and (3) of the Electronic Transactions Act
 must be fully complied with. (b) Given those circumstances, and as l hinted above, Dr. Nshalla has not furnished evidence of the reliability of the relied upon electronic data fact to be admissible in evidence. That is why the respondent's counsel has argued. In my view, the authenticity of the electronic data to be relied upon is where there is sufficient evidence of its reliability. But where there is no evidence coming, it becomes doubtful to render it inadmissible.

5.2.10 The Authenticity of Photos and text messages Retrieved from Mobile Phones was Questionable TC "5.2.10 The Authenticity of Photos and text messages Retrieved from Mobile Phones was Questionable" \f C \l "1" 
The Geita Gold Mining Limited v Simon Kajuna
 concerned the electronic evidence (photos and text messages) retrieved from mobile phones and conditions for their admissibility under Section 18 (3) of the Electronic Transactions Act 
which focuses on the authenticity of electronic evidence. The applicant, Geita Gold Mining Ltd., was aggrieved by the decision and award of the Commission for Medication and Arbitration in CMA/GT/38/2018. The respondent’s case before the Commission for Medication and Arbitration (CMA) was supported by an affidavit deponed by the applicant’s counsel. 
The respondent challenged the application in filing a notice of opposition and counter affidavit deponed by Simon Kajuna, the respondent. The applicant prayed for the court to revise Labour Dispute No. CMA/GTA/38/2018. In his certificate of authenticity of documents, the applicant relied upon certain text messages containing communication between the respondent and one Edson Tibashengwa, which were retrieved from Tibshengwa's phone. The Applicant was certain that the electronic records were relevant and proved that the respondent had stolen the company's bearing material, which led to his termination. The issue was whether the messages contained in Edson Tibashenga's phone connected the respondent with the theft offence. In this case, the Court held: - (1) after examining the text messages on record,  the Court found that the authenticity of the photos and messages is questionable. The admissibility of the evidential weight of data messages is clearly stated under the Electronic Transactions Act. Section 18 (3) of the Act
 provides that the authenticity of an electronic records system in which the electronic recorded or stored shall, in the absence of evidence to the country, be presumed where (b) it is established that the electronic record was recorded or stored by a party to the proceedings who is adverse in interest to the party seeking to introduce it, or  (c) it is established that an electronic record was recorded or stored in the usual and ordinary course of business by a person who is not a party to the proceedings and who did not record or store it under the control of the party seeking to introduce the record.
 (2) Based on the above provision of law, the Commission for Mediation and Arbitration proceedings are silent on whether the photos and messages were recorded or stored by a party who was a party to the proceedings. DWI, the general investigator of Geita Gold Mining Ltd, testified that they found messages in Edson’s phone. However, DWI “S was not a custodian, as right pointed out by the learned counsel for the applicant that DWI is not the maker nor custodian of the said documentary evidence. Hence, the proper person to tender the documentary evidence was Edson Tibashengwa. Therefore, l am in accord with the learned counsel for the respondent that the messages and photos were inadmissible in the eyes of the law. Thus, from the above facts, the Court ordered the said messages and photos not admissible.
5.3 Summary of Findings TC "5.3  Summary of Findings" \f C \l "1" 
Findings Based on the first research question: To what extent have Tanzanian Evidence laws sufficiently regulated the admissibility of electronic evidence? The cases reviewed by this study revealed that Tanzania’s evidence laws have sufficiently regulated electronic evidence's admissibility after introducing the Electronic Transactions Act, 2015 . Section 18 (1) of the Electronic Transactions Act 
provides that in any legal proceedings, nothing in the rules of evidence can be applied to deny the admissibility of a data message on the ground that it is a data message. Further, sub-section (3) defined the term ‘data message as data generated, communicated, received, or stored by electronic, magnetic optical or other means in a computer system to another.. For instance the Tanzania Court of Appeal ruled in the case of Onesmo Nangole vs Dr. Steven Lemomo Kiruswa (supra) that a flash disk and Tecno mobile phone are documents and tangible exhibits containing memorable accounts of what was presented in the evidence during the trial.
Further, section 19 of Tanzania Evidence Act 
which now reads: “An admission is a statement, oral or electronic documentary, which suggests any inference as to a fact in issue or relevant fact and which is made by any of the persons and in the circumstances hereinafter mentioned”. Also, Section 34B of the same Act
 states that (1) in any criminal proceedings where direct oral evidence of a relevant fact would be admissible, a written statement by any person who is or may be a witness shall be subject to the following provisions of this section, be admissible in evidence as proof of the relevant fact contained in it instead of direct oral evidence. 

Findings Based on the second research question: How have the current rules of Evidence laws resolved problems surrounding the authenticity of electronic evidence? Section 18(3) of the Electronic Transactions Act,
the cases reviewed in chapter Five  of this study revealed that the cases with the same facts have come up with different verdicts. The hallmark of the conditions provided under 18 (2) (a) to (c) for the admissibility of electronically generated evidence is as in section 18 (3) of the Act
, which requires the authenticity of the electronic data sought to be tendered. The authentication of electronically generated evidence has usually been the most difficult issue for courts to resolve when determining its authenticity. For instance in the case of Mohamed Enterprises (Tanzania) vs Tanzania Railwys Corporation and the Attorney General
 in this case the High Court indicated the difficult by saying  that indeed, the rule on the authenticity requirement means that evidence is sufficient to support a finding that the matter in question is what its proponent claims. 
The rationale is simple: computer evidence can be easily and potentially modified, overwritten, or deleted, thus posing challenges where sources of digital information must be authenticated and verified. The issue of how to conduct authentication depends on the type of evidence and the availability of witnesses with knowledge of the item in question. Generally, the person seeking to introduce an e-document/e- evidence or data message in any legal proceeding at any court level has the burden of proving its authenticity or trustworthiness.
 Findings Based on the third research question: What legal posed and possible reforms should be put in place to regulate electronic evidence effectively? The case of Musa Zambi vs Erick Minga 
 the court had this to say practices of any admission into the court depend on the qualifications and competence of the tendered expert (simply with first-hand knowledge), the skill and knowledge of the party in leading such evidence, and the quality of the digital evidence itself.

Further, section 18 of the Electronic Transactions Act
 specifies the procedure for proving the contents of electronic records but does not require a certificate to authenticate evidence. However, even if the requirement of an affidavit or certificate as a rule of admissibility and authentication of electronic evidence may be justified, it would, in my view, still not hold true or adequate as conclusive proof in every circumstance. In this requirement, legislators are advised to reform the laws to require an affidavit or certificate in some instances where it is required. The relevant authority, such as the court and other relevant authorities, may also consider developing rules that provide standards and guiding principles or foundations on the admissibility and authenticity of electronic or digital evidence in court proceedings. 
5.4 Conclusion TC "5.4   Conclusion" \f C \l "1" 
This  chapter reviewed law cases decided after the enactment of the Electronic Transactions Act
  which revealed to have shrouded with many uncertainties regarding evidentiary issues of electronic evidence. These include an absence of standard and comprehensive rules of evidence to regulate the admissibility and reception of electronically and computer-generated evidence. Still, it is unclear the extent to which exclusionary common law rules of admissibility of evidence authenticity, reliability, hearsay and best evidence are codified in the Electronic Transactions Act
. Another hurdle is also the absence of established chain of custody of a chronological documentation or paper trail showing seizure, custody, control, transfer, analysis, and disposition of evidence, whether physical or electronic.  Nevertheless, law cases reviewed of the same facts have yielded different verdicts. The hallmark of the conditions provided under 18 (2) (a) to (c) the Electronic Transactions Act,2015  for the admissibility of electronically generated evidence and section 18 (3) of the same Act
, which requires the authenticity of the electronic data sought to be tendered these sections have seemed to create frequent confusion to the Court while the authentication of electronically generated evidence has usually been the most and dominant difficult issue for courts to resolve when determining its admissibility and authenticity which is the most key objective of this study.
CHAPTER SIX TC "CHAPTER SIX" \f C \l "1" 
CONCLUSIONS AND RECOMMENDATIONS
 TC "CONCLUSIONS AND RECOMMENDATIONS" \f C \l "1" 
6.1 Introduction TC "6.1 Conclusion" \f C \l "1" 
The principal purpose of this study is to  assess the admissibility and authenticity of electronic evidence in Maniland Tanzania.  This was done by evaluating the existing principal legislations in the country that support electronic laws. 

In order to achieve the intended objectives  guided by specific questions as follows: 

1. To what extent have evidence laws sufficiently regulated the admissibility of electronic evidence? 
2.  How have the current rules of evidence laws resolved problems surrounding the authenticity of electronic evidence?  

3. What legal issues posed and measures should be put in place to regulate electronic evidence effectively? 
In order to assess the adequacy of legal and regulatory framework governing electronic evidence  in Tanzania, mainland.  In Chapter Three of this  study it benchmarked with Regional and International Instruments were employed in the analysis for comparative purposes.. However, the literature review has nourished a relevant experience of countries such as Kenya, South Africa, India, India and UK were very useful in providing a direction concerning electronic evidence. Further, in all these countries there is endless efforts of amending and enacting their legislations to accommodate new emerging types of electronic evidence.
6.2 The Study TC "6.2 The Study" \f C \l "1" 
The study has detailed answered extensively all three research questions that were raised at the beginning of the study. The findings of the study have revealed that, the existing legislations in Tanzania, mainland  are inadequate and do not offer sensible outcome of cases associated with electronic evidence as evidence. There are several legal gaps in the principal legislations  Evidence Act,1967, Electronic Transaction Act, 2015, also the suplimentary legislations shares the same gaps, these are , Electronic Postal Communication Act,2010, Anti-money Laundry Act,2006 , Penal Code (Cap16 R;E ) 2002, Financial Intelligence Unity, Law of Contract Act cap 345 R.e 2002, Consumer Proection in Mobile Financial Services, All these legislations have not been sufficiently  resolved sensibly the legal challenges of  admissibility and authenticity of electronic evidence in Maniland Tanzania .Although the government and Judicial have reacted in different ways and periods to address legal issues on electronic evidence as evidence, but their initiatives were either very restrictive  or weak to address the electronic evidence legal issues as demonstrated by reviewed cases law in this study. 
6.3 Conclusion TC "6.3 Conclusion" \f C \l "1" 
The main purpose of this study has to assess the admissibility and authenticity of electronic in mainland, Tanzania.  It sought to make an inquiry on the adequacy and efficacy of the current legal framework governing electronic evidence to address issues raised by the advancement of information and communication technology.  The reviewed main statutes on evidence revealed that the enactment of the Electronic Transactions Act 2015 and amendments of the Tanzania Evidence Act 1967 have partly resolved the issue of the admissibility and authenticity of electronic evidence. The existing rules regulating electronic evidence have prima facie have accommodated electronic documents subject to mandatory conditions as streamlined in Section 18 of the Electronic Transactions Act ,2015. It appears that the electronic documents routinely admitted as evidence attracted challenges and shortcomings in its applications. Such shortcomings inevitably make the existing regulations on electronic evidence to be ineffective and hence become the main source of concern for many case laws in legal systems in Tanzania.  The courts and government have continued struggle to regulate electronic evidence particularly in the extent to which the exclusionary common law rules of admissibility of evidence, namely, authenticity, hearsay, and best evidence codified in the Tanzania Evidence Act, 2015   
Further, the reviewed law cases decided after the enactment of the Electronic Transactions Act,2015 which revealed to have shrouded with many uncertainties regarding evidentiary issues of electronic evidence. These include an absence of standard and comprehensive rules of evidence to regulate the admissibility and reception of electronically and computer-generated evidence. Still, it is unclear the extent to which exclusionary common law rules of admissibility of evidence authenticity, reliability, hearsay and best evidence are codified in the Electronic Transactions Act,2015. Another hurdle is also the absence of established chain of custody of a chronological documentation or paper trail showing seizure, custody, control, transfer, analysis, and disposition of evidence, whether physical or electronic.  Nevertheless, law cases reviewed of the same facts have yielded different verdicts. 
However, the reviewed regional and international instruments clearly indicates that there is a common global understanding that Information Communication Technology (ICT) has introduced new legal challenges to the court. The question of validity, authenticity, the best evidence rule, and evidential weight, and admissibility of electronic evidence are new forms of electronic evidence that create difficulties in application. The sources of these difficulties are because of legal systems does not developing at the same pace as technology does Both regional and international instruments indicates that challenges are ranging from creation to regulatory silos lead to the volume of outdated rules. The existing evidence rules characterized by ‘regulate and forget approach . Furthermore, regional and international instruments revealed that no “one-size-fits-all legal systems in terms of all applications of electronic evidence.  In the same vein, both instruments embrace technology neutrality to ensures a fair, flexible and predictable regulatory regime to embrace technological developments. However, Mason asserted that “very few countries reported the existence of special evidentiary laws governing electronic evidence’ 

Generally, the study has concluded that, the existing laws and institutions framework in Tanzania are not capable enough to amalgamation and advancement of Technology against law particularly on admissibility and authentication of electronic evidence as evidence . The amendments made to some of the laws such as Evidence Act [Cap 6 RE 2002] in 2007 and the enactments of the Electronic Transanctions Act,2015 are still not adequate to keep the same pace with advancement of technology. In oder to attains an integrated regulations for electronic evidence raising the level of awareness and knowledge among law enforcers is vital at this prelimary stage . It is hoped that the present study will represent the first step in encouranging a stronger understanding of electronic evidence of legal jurisdictions in the Mainland, Tanzania. Conversely, if all these inadequacies are addressed, the legal environment of authenticity and admissibility of electronic evidence could bring sensible and consistent outcomes in all case laws within the Tanzania Jurisdictions, which was the main objective of this study.
6.4 Recommendations TC "6.4 Recommendations" \f C \l "1" 
Based on lessons drawn from countries such as Kenya , South Africa, India and United Kingdom as mentioned above and supported by findings in Chapter Five of this study, the following are recommendations, The study considered issues under statement of the problem, specific objectives and research questions, methodology and justification provided by literature review.within Tanzania and elsewhere in the world contributed  relevant  inputs to this study for comparative  purposes.

Based on reviewed case laws from the findings in Chapter Five the following are recommendations:

1. This study is aware of the latest amendments to the Electronic Transactions Act, made through No. 11 of 19 October 2023 which now admissibility and weight of evidence are separable. The said amendment to section 18 of the Electronic Transactions Act ,2015 which creates confusion about whether the admissibility of electronic records should be established first before its probative value (weight) is determined or whether it is its probative weight which should be established first before its admissibility is determined, thus creating a situation of what in my view amounts to “putting the cart before the horse
 The Electronic Transactions Act was amended in section 18(2): Section  30. The principal Act is amended in section 18(2) by deleting the words “admissibility and” appearing in the opening phrase.
,  Recommended to be reviewed to resolve the conflicting opinions on the extent to which the conditions under section 18 (2 (a to d)  caters for admissibility and weight of electronic evidence for determining of a data message are cumulative, which means that they must ALL be satisfied (complied with by the proponent)
2. The Electronic Transactions Act ,2015 fails to state expressly the objects. Indeed, the Bunge Hansard Report is silent on and quite in opposition
 This study recommended that it is wise to adopt the position of the similar legislation of Uganda Electronic Transactions Act ,2011 under section 4 (1) (b) (c) and (f), provides the object to include
 (a) removing and eliminating the legal and operational barriers to electronic transactions; (b) promoting technology neutrality in applying legislation to electronic communications and transactions; (c) ensuring that electronic transactions in Uganda conform to the best practices by international standards and also the Jamaica Electronic Transactions Act, 2006 whose section 3(1) (d) explicitly states that the objective of this Act is to establish uniformity of legal rules and standards regarding the authentication and integrity of electronic documents. 

The reasons behind the Bill’s enactment should have revealed whether amending certain provisions in the Tanzania Evidence Act,1967  and the Tanzania Electronic Transactions Act , 2015 would give the Tanzania legal system uniform rules of evidence for determining the admissibility and authentication of electronic evidence in all legal proceedings.
 

3. This study recommend to review the Electronic Transactions Act,2015 to consider  Stephen Mason’s proposed on five key steps
 about the authentication of electronic evidence, not only in England and Wales but elsewhere in the world , these are:
 (a) the data (both the content and associated metadata) that a party relies upon have not changed (or if the data have changed, there is an accurate and reliable method of recording the changes, including the reasons behind such changes from their creation to their being submitted as evidence; (b) the necessity to demonstrate continuity in the data without being altered between the moment of being tendered for legal purposes and their submission as an exhibit; (c) the possibility of testing any techniques used to obtain and process the data; (d) probability of the data from the purpose sources; and (e) the technical and organisational evidence demonstrates the integrity and trustworthy of the data, hence reliable.  The rationale for this proposal , in all reviewed cases in this study  has indicated  that authenticity is one of difficult element to be proved hence need attention from  Tanzania Law Reform Commision .
4. In view of the existing uncertainties on the legal basis of electronic evidence it is recommended that the Government should enact a broad and a general purpose piece of legislation to give legal recognition to electronic transactions generally. A good example of this kind of legislation is the Information Communication Act of 2000 of India. The proposed legislation should provide a basis for amendment of all other laws that would be against e-banking transaction in particular and electronic commerce in general.

5. This study also recommend to abolish the two Acts—the Written Laws (Miscellaneous Amendments) Act No. 2 of 2006 and the Written Laws (Miscellaneous Amendments) Act No.15 of 2007 because these two amendments to the Tanzania Evidence Act,1967 do not touch on the issue of authenticity and it is very restrictive and confined only to electronic evidence and records under the banker's book.
6. Tanzania does not need to re-invent the wheel. Initiatives made so far at the international, regional and other jurisdictions may provide lessons on having the best legal framework for e-banking in Tanzania. This study recommend to pick good examples  from the UNCITRAL Model Law on E-Commerce, UNCITRAL Model Law on ESignatures, EU Conventions on E-Commerce, the US EFT Act, which international instruments and demonstrated to have best practices, acceptance and  their coverage are worldwide.
7. The Evidence Act.1967 is hereby being recommended to be amended to empower the Chief Justice to make rules prescribing the procedure for receiving evidence through electronic devices so as to faste track cases associated with electronic evidence as evidence.  The Rules should have the following conditions: 

a) Before a witness is examined in terms of the audio-video link, witness has to file an affidavit, or an undertaking duly verified before a notary, magistrate or a judge that he is the same person who is going to testify through electronic devices.

b) The person who calls a witness to testify through electronic devices has to file an affidavit with regard to identification of the witness and serve the copy to the other side; 

c) The witness has to be examined during working hours of Tanzanian courts with oath administered through the media. 

d) The judge or magistrate has to record such remarks as is material regarding the demeanour of the witness while testifying through the electronic device

e) The judge or magistrate must note the objections that arise during recording of witness and decide accordingly. 

f) The witness must be alone at the time of visual conference and notary has to issue certificate to that effect.

g) The judge/magistrate may also impose such other conditions as are necessary in a given set of facts..
6.5 Future Research TC "6.5 Future Research" \f C \l "1" 
The study has provided a holistic examination of legal and regulatory issues surrounding electronic evidence in Tanzania, focusing on regulatory challenges brought by the ICT sector. However, in the interest of legal research, other areas need special attention to provide more light on electronic evidence. The areas include: -
i. Opportunities and Challenges of the Electronic Transaction Act 
This study is aware of the latest amendments to the Electronic Transactions Act, made through No. 11 of 19 October 2023. The said amendment to section 18 of the Electronic Transactions Act creates confusion about whether the admissibility of electronic records should be established first before its probative value (weight) is determined or whether it is its probative weight which should be established first before its admissibility is determined, thus creating a situation of what in my view amounts to “putting the cart before the horse
 The Electronic Transactions Act was amended in section 18(2): Section  30. The principal Act is amended in section 18(2) by deleting the words “admissibility and” appearing in the opening phrase.
 

ii. Current Challenges and Future Research Areas for Digital Forensic Investigation in Tanzania

Given the ever-increasing prevalence of technology in modern life, there is a corresponding increase in the likelihood of digital devices being pertinent to a criminal investigation or civil litigation. As a direct consequence, the number of investigations requiring digital forensic expertise is resulting in huge digital evidence backlogs being encountered by law enforcement in Tanzania and agencies worldwide. It can be anticipated that the number of cases requiring digital forensic analysis will greatly increase. It is also likely that each case will require the analysis of an increasing number of devices, including computers, smartphones, tablets, cloud-based services, Internet of Things devices, and wearables. 
The variety of digital evidence sources poses new and challenging problems for the digital investigator from an identification, acquisition, storage, and analysis perspective. This study aims to explore the challenges contributing to the backlog in digital forensics from a technical standpoint and outline several future research topics that could greatly contribute to a more efficient digital forensic process.

iii. The Future of Digital Evidence Authentication at the Court in Tanzania

In the digital age, new technologies and advancements in computing power have transformed the nature of potentially relevant evidence of atrocities evaluated in Tanzania and international criminal law. The Tanzania and International legal frameworks are underprepared to meet the challenges of authenticating digital evidence. Thus, the future digital evidence should outline the challenges and dangers of the current approach to digital evidence authentication and verification, explore the debate among scholars over the analysis of scientific evidence as an analogous problem, and identify policy recommendations for improving the Court’s capacity and capability to authenticate digital evidence.
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