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[bookmark: _Toc466822043][bookmark: _Toc466281701][bookmark: _Toc465264040][bookmark: _Toc459816043][bookmark: _Toc458694468][bookmark: _Toc458693148]The increasing digitalisation of academic and administrative operations in Tanzania’s public higher learning institutions (PHLIs) has heightened their vulnerability to cyber threats, underscoring the critical need for effective Information and Communication Technology (ICT) policies. Despite the government's provision of a general security framework through the e-Government Authority (eGA), existing policies lack specificity for the unique environment of PHLIs. This study addresses that gap by evaluating the effectiveness of current ICT policies in securing information systems and proposes a tailored security policy framework. Using a mixed-methods approach, the research examined a population of 2,727 respondents, with a stratified sample of 436 drawn from eight PHLIs, including administrators, IT staff, and system users. Data were analysed using descriptive statistics, Automatic Linear Modeling (ALM), and Partial Least Squares Structural Equation Modeling (PLS-SEM). Key findings revealed that demographic factors like age and education significantly influence compliance, while work experience does not. Moreover, compliance is strongly supported by a positive work environment (i.e., leadership support and resource availability) and effective policy management practices such as frequent training, regular audits, and user engagement. The study culminates in the development of a new, context-specific information systems security policy framework, and recommends that institutions review and update their ICT security policies every four years. These findings have vital implications for policymakers, institutional managers, and ICT professionals, offering a roadmap to strengthen the security posture of Tanzania's public higher education sector.
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1.1 [bookmark: _Toc29262844][bookmark: _Toc210911310]Background of the Study
Cybercrime continues to present a growing global threat, with recent estimates indicating that its cost will reach USD 10.5 trillion annually by 2025, up from USD 8.4 trillion in 2022 (Cybersecurity Ventures, 2023). In Africa, the African Union and Interpol (2022) report that cybercrime incidents, including phishing, ransomware, and financial fraud, are increasing at double-digit rates annually, with Nigeria, South Africa, and Kenya among the most targeted countries. Regionally, East Africa has witnessed significant attacks on financial institutions, universities, and government agencies, highlighting systemic vulnerabilities. In Tanzania, the Tanzania Computer Emergency Response Team (TZ-CERT) recorded more than 16,000 attempted cyberattacks in 2023 alone, targeting critical sectors such as banking, telecommunications, and education (TZ-CERT, 2023). These statistics underscore that cybercrime is not only a global crisis but also a pressing local challenge, thereby justifying the urgent need for effective information system security frameworks within Tanzanian higher learning institutions.

Information and Communication Technology (ICT) development influences its application in different sectors, including higher learning institutions. In higher learning institutions, ICT is used for academic and administrative activities. Regardless of the importance of ICT, the information contained and transacted through its equipment has different security risks (Thorwat, 2018). There are many cases where weaknesses in ICT infrastructure were exploited to affect corporate operations, as Lubua and Pretorius (2019) observed. For example, in 2018, about 2.7 billion US$ was lost due to cybercrimes, and by March 2018, 300 universities had been attacked worldwide  (Lynn, 2018; Lubua & Pretorius, 2019). 

To address the menace of hackers, organisations must be zealous in their dealings  (Al-Janabi & Al-Shourbaji, 2016). For example, scholars suggest using a robust security policy to curb criminal activities (Sa'diah & Sulaiman, 2021). These policies govern ICT-related activities while implementing corporate strategic objectives (Isaacs et al., 2018). ICT policies show how users should behave to prevent, detect and respond to information security threats (Cram et al., 2017). In this case, a well-structured ICT policy is based on a comprehensive framework addressing all ICT deployment and use (Ismail et al., 2010). The policy framework identifies security needs and fully represents them for users. In Tanzania, public organisations must use the information security policy framework issued by the government through the E-government Authority (e-Government Authority., 2017).

The E-government Authority (e-GA) created a Technical Reference Model (TRM) as a standard framework for information system security. According to URT (2017), the framework classifies information security into three categories: (1) Service areas (determine the standards and technologies into lower-level function areas that consist of multiple service categories and service standards), (2) Service categories (specify lower-level technologies and standards concerning key business or technology services), and (3) Service standards (define the standards and technologies that support service categories). The framework of e-GA is too general and does not offer information specific to higher learning institutions. In this regard, there is a need for a standardised framework that suits the environment of public higher learning institutions in Tanzania. Therefore, this study establishes a framework suitable for developing Information System security policies in public higher learning institutions. 
Higher learning institutions are increasingly reliant on information and communication technology (ICT) systems, making them highly susceptible to security threats. However, the existing security frameworks, such as the one developed by the e-Government Authority (eGA) in Tanzania, are too general and do not adequately address the specific needs of higher learning institutions (URT, 2017). 

Public higher learning institutions (PHLIs) in Tanzania face distinct challenges related to information systems security, which sets them apart from other public institutions (Marcel & Tefurukwa, 2023). Such challenges include the ability to handle academic research data and intellectual property and guidelines on how to secure diverse user bases, such as students, researchers, and external collaborators. Also, PHLIs face resource constraints and infrastructural limitations, which impact their ability to implement robust information systems security protocols. These institutions handle vast amounts of sensitive data, such as student records, research data, and financial information, making them prime targets for cyberattacks. Protecting the confidentiality, integrity, and availability of this information is crucial, especially given the critical role such data plays in institutional operations and reputation. Breaches involving this sensitive information can result in legal consequences, loss of public trust, and damage to the institution’s academic standing (Lubua & Pretorius, 2019). This distinguishes PHLIs from other public institutions that may not manage the same volume or complexity of sensitive information.

The diverse user base within PHLIs also contributes to their unique security challenges. Unlike other public organisations, these institutions accommodate a wide range of users, including students, academic staff, administrative personnel, and external collaborators. This diversity, coupled with varying levels of technological literacy, increases the risk of security breaches due to human error, phishing attacks, and poor password management (Alavi et al., 2013; Lubua & Pretorius, 2019). The decentralised nature of academic environments, which often promotes academic freedom, further complicates centralised control over security protocols, creating additional vulnerabilities. This variety of users and devices accessing institutional networks from multiple locations creates complexities that are not as prevalent in other public institutions (Lubua & Pretorius, 2019).

Furthermore, many PHLIs operate with limited IT resources, such as insufficient IT staff and outdated security systems, exacerbating their vulnerability to modern cyber threats like ransomware or zero-day attacks (Omar & Twum, 2016). Budget constraints often prevent these institutions from investing in necessary cybersecurity infrastructure, leaving systems outdated and inadequately protected against sophisticated cyberattacks. This lack of investment further differentiates PHLIs from other public institutions that may have more robust cybersecurity measures in place due to more centralised resource allocation and stricter compliance enforcement (Ismail et al., 2010; Lubua & Pretorius, 2019). This gap creates an urgent need for a tailored security framework that considers the unique environment of these institutions, where sensitive academic and administrative data must be protected. Therefore, this research justifies the development of a dedicated framework that ensures compliance with institutional ICT policies and international information security standards in Tanzania. The framework focused on both human and technical factors, aligning with the study's objectives to enhance information system security in these institutions.

Incorporating such a framework would allow for a more structured and responsive approach to policy implementation, specifically designed to safeguard the complex and evolving ICT environment in higher learning institutions (Isaacs et al., 2018). As ICT usage grows, so does the need for tailored frameworks that address not only technological aspects but also the unique cultural and operational challenges found in educational environments.

The issue of information system security compliance within PHLI’s ICT policies is critical in the context of higher learning institutions, where the protection of sensitive academic and administrative data is paramount. Despite robust ICT policies in many institutions, ensuring compliance with these policies remains challenging. As Isaacs et al. (2018) noted, ICT policies should align with corporate strategic objectives, but achieving this alignment can be complex, especially in the face of evolving cyber threats. Compliance requires not only the implementation of ICT and Information system security policies but also ongoing monitoring, training, and enforcement measures (Cram et al., 2017). The framework developed by the E-government Authority (e-GA) provides a starting point. However, as Lubua and Pretorius (2019) suggest, it may not be tailored to higher learning institutions' specific needs and challenges. Therefore, this study aims to fill this gap by proposing a framework specifically designed for public higher learning institutions in Tanzania, focusing on enhancing compliance and ensuring the effective implementation of information system security policies.

In addition, the current study acknowledges that most higher learning institutions have ICT policies to protect their infrastructure. Therefore, this study determined whether information systems security policies contained in ICT policies owned by public higher learning institutions meet the standards of the new framework.

1.2 [bookmark: _Toc29262845][bookmark: _Toc210911311]Statement of the Research Problem
In higher learning institutions across Tanzania, the increasing reliance on information systems has become a defining characteristic. These systems are integral tools supporting various functions, ranging from academic activities to administrative processes. The advent of these information systems has significantly transformed the landscape of teaching, learning, and overall institutional management. With the prevalence of digital platforms, there is a heightened dependence on technology to facilitate and streamline various aspects of the higher education experience.

Despite the evident reliance on information systems, the existing literature and desk research reveal a notable gap in providing specific guidance for public higher learning institutions in Tanzania (Pima et al., 2016). Numerous frameworks addressing information systems security are available, yet none is tailored to meet these institutions' unique needs and challenges. Notably, even the framework developed by the E-government Authority (eGA) (e-Government Security Architecture – Standards and Technical Guidelines, 2017), which could be considered a comprehensive national guideline, lacks a dedicated focus on guiding public higher learning institutions. This absence of specificity leaves these institutions without a clear roadmap for ensuring the security of their information systems.

Furthermore, a critical examination of the current state of research reveals a significant gap in addressing the development, implementation, and effectiveness of information systems security policies in higher learning institutions. One of the key challenges identified is non-compliance with these security policies, specifically within public higher learning institutions in Tanzania. Despite the presence of information system security guidelines embedded in broader ICT policies (Koloseni et al., 2018), these policies are often too generic and fail to address the specific security challenges faced by academic institutions. As a result, institutions need help to achieve full compliance with both their internal ICT policies and international information security standards. While there is an abundance of studies on the adoption of information and communication technologies (ICT) in the education sector, there is a distinct lack of research that explores the intricacies of security policy development, implementation, and enforcement within the unique context of higher learning institutions. This gap highlights the need for a more focused and tailored approach to ensure that information security policies are not only well-designed but also effectively implemented and adhered to in these institutions.
Recent data collected from eight public higher learning institutions supports this concern. For example, fewer than 40% of users reported having received formal security training in the past 12 months. Only three of the institutions had a defined policy audit cycle, and none reviewed their ICT security policy more frequently than every two years. Moreover, inconsistencies in policy structure and user compliance were evident, with notable gaps in password management, data handling, and awareness levels. These findings (detailed in Chapter 4, Tables 4.5–4.7 and 4.13–4.20) underscore the urgent need for a tailored and enforceable policy framework.

User compliance with information systems security policies in public higher learning institutions is influenced not only by user behaviour but also by the nature of the policy framework itself. Standalone information security policies provide clearer, more actionable guidelines for users, often leading to higher compliance rates (Alotaibi, Furnell, & Clarke, 2016). On the other hand, when security is embedded within broader ICT policies, compliance tends to suffer due to the general nature of these policies, which often fail to address specific security threats. This study seeks to explore how the presence or absence of standalone security policies affects compliance and the overall security posture of institutions.

This study aims to comprehensively assess information systems security policies in public higher learning institutions in Tanzania to address these identified gaps and contribute meaningfully to the field. The objectives include thoroughly evaluating existing frameworks and policies, identifying gaps and weaknesses, assessing policy development and implementation processes, and measuring policy effectiveness in safeguarding institutional assets and data. Through these objectives, the study seeks to provide tailored insights to inform the development of effective and context-specific information systems security policies for public higher learning institutions in Tanzania. The research aspires to enhance the country's higher education sector's overall security posture and resilience.

1.3 [bookmark: _Toc458693150][bookmark: _Toc458694470][bookmark: _Toc459816045][bookmark: _Toc465264043][bookmark: _Toc466281704][bookmark: _Toc466822046][bookmark: _Toc29262846][bookmark: _Toc210911312]Research Objectives
[bookmark: _Toc458693152][bookmark: _Toc458694472][bookmark: _Toc459816047][bookmark: _Toc465264045][bookmark: _Toc466281706][bookmark: _Toc466822048]This study determines the adequacy of ICT-related policies in safeguarding information systems security in public higher learning institutions in Tanzania. The following are the specific objectives: 
i) To determine factors affecting information systems users' compliance with security policies in public higher learning institutions in Tanzania. 
ii) To examine the quality of information systems security policies in addressing security challenges facing public higher learning institutions in Tanzania
iii) To establish a specific information system security policy framework tailored to the unique operational and security needs of public higher learning institutions in Tanzania
iv) [bookmark: _Toc458693153][bookmark: _Toc458694473][bookmark: _Toc459816048][bookmark: _Toc465264046][bookmark: _Toc466281707][bookmark: _Toc466822049]To evaluate the framework for developing information system security policies suitable for public higher learning institutions in Tanzania. 

1.4 [bookmark: _Toc29262849][bookmark: _Ref100825664][bookmark: _Toc210911313]Research Questions
The following are the research questions of this study: 
i) What factors affect information systems users’ compliance with security policies in public higher learning institutions in Tanzania? 
ii) What is the quality of information system security policies in addressing security challenges facing higher learning institutions in Tanzania?
iii) What are the mandatory components of the information systems security policy framework needed to address modern security challenges?
iv) Is the established framework applicable for developing information system security policies in public higher learning institutions in Tanzania? 

1.5 [bookmark: _Toc29262850][bookmark: _Toc210911314]Relevance of the Research
Each study is a spring of knowledge for issuing guidelines for tackling various business, social, and governmental problems (Gordon et al., 2011). This study is important to the following stakeholders: - 

This research holds significant relevance in the context of public higher learning institutions in Tanzania for several reasons. Firstly, these institutions' reliance on information and communication technology (ICT) systems is increasing, making them more vulnerable to security threats. By investigating the effectiveness of ICT policies in safeguarding the security of information systems, this research aims to address the urgent need for enhanced security measures.

Secondly, the diverse impacts of cyber threats on different sectors within public organisations require public higher learning institutions to have specialised security frameworks and policies. By identifying these impacts and emphasising the need for tailored approaches, this research contributes to developing specific security measures to protect sensitive information in student records, research data, and financial systems.
Moreover, this study will provide valuable insights to inform policymakers, administrators, and IT professionals in public higher learning institutions. The findings can guide the implementation and enforcement of ICT policies, leading to improved information security practices. These insights are essential for effectively managing cyber risks and preventing potential negative consequences such as data breaches, reputational damage, and financial losses.

Additionally, this research aligns with national and international efforts to strengthen information security in educational institutions. As cyber threats evolve globally, Tanzanian public higher learning institutions must stay abreast of the latest security measures and strategies. The outcomes of this research can contribute to the overall improvement of cybersecurity practices in the country's education sector, aligning with national priorities for enhanced information security.

Furthermore, this research holds relevance beyond the Tanzanian context, as cybersecurity is a global concern for educational institutions. The lessons learned, and best practices identified in this study can be applied in similar educational settings worldwide, offering insights and recommendations that can aid policymakers and practitioners in other countries.

The research on safeguarding the security of information systems through ICT policies in public higher learning institutions in Tanzania is highly relevant in addressing the increasing cyber threats in the education sector. Investigating the diverse impacts of cyber threats and the need for specialised security frameworks enhances information security practices. Moreover, the findings from this research will inform policy development, guide decision-making, and provide valuable insights applicable not only to Tanzania but also to educational institutions globally.

1.6 [bookmark: _Toc29262851][bookmark: _Toc210911315]The Organisation of the Report
This section discusses the organisation of this research proposal.

1.6.1 [bookmark: _Toc210911316]Introduction 
Firstly, the background of the study was reviewed and discussed, determining how the problem has developed, where precisely the problem is and the significance of the problem in a modern organisation. A statement of the research problem was formulated to see how the situation is right now and whether it is a problem that needs to be studied for a clear understanding of the study and to build on the existing gap. The objectives of the research were also discussed. Hence, the study's relevance could be seen, and its importance to public higher learning institutions in Tanzania could be observed. 

1.6.2 [bookmark: _Toc210911317]Literature Review
The literature for the study was reviewed to obtain the study's theoretical foundation so that the research methodology could be well established. A conceptual definition, where all the terms used in the study were introduced and clearly defined, and different theories that support this study were analysed and discussed. The study's empirical analysis was carried out in comparison with what is happening in other countries in the world and Africa, in contrast to Tanzania, where the study was conducted. This resulted in formulating the research gap to show what is missing from other research associated with this study. The conceptual framework was discussed next. This led to the variables discussed in the study's theoretical framework, which examined the characteristics of the variables used.

1.6.3 [bookmark: _Toc210911318]Methodology 
Furthermore, the study dealt with research methodology, systematically solving research problems. This section describes the study and subject areas where research will be conducted. The chapter discussed the research design and conceptual plan for measuring, collecting, and analysing data. This study employed a mixed methodology research design because it involved using both qualitative and quantitative data. Integrating the two provides a better understanding of the research problem while offsetting the inherited side effects of using each independently. Research ethics were discussed next. Data processing and analysis were then discussed, and lastly, the expected result of the study was revealed. 

1.6.4 [bookmark: _Toc210911319]Results and Discussion
This chapter presents the study's results, starting with factors that affect the security of information systems in public higher learning institutions in Tanzania. These include demographic factors, work environment and inadequate information system security policies. Secondly, the chapter evaluates the quality of information system security policies in addressing security challenges. Lastly, a new harmonised information system security policy framework for Tanzania's public higher learning institutions was proposed and evaluated. 
1.6.5 [bookmark: _Toc210911320]Conclusion and Recommendations
This chapter summarises the study's findings by analysing its contribution to theory, knowledge, policy, and managerial practice. Also, the study has recommendations on theory, policy, and administrative procedures. Limitations of the study were discussed next, ending with suggestions for further research. 
[bookmark: _Toc210911321]CHAPTER TWO
[bookmark: _Toc210911322] LITERATURE REVIEW

2.1 [bookmark: _Toc210911323][bookmark: _Hlk165441011]Overview 
[bookmark: _Toc32459124]This chapter presents the literature of the study. It begins by introducing the concept of information systems security and its relevance to the learning environment. Moreover, the chapter provides theories of information systems security, including Socio-technical theory, Distributive cognitive theory, and General deterrence theory. Other sections of the chapter describe an empirical literature review of the study based on the research objectives and conceptualisation. 

2.1.1 [bookmark: _Toc210911324]Information Systems Security
Computer information systems have five essential components: hardware, software, database, network and human resources (Ibrahim & Huimin, 2017). In this study, information systems refer to the interconnected collection of hardware, software, data, and networks used by public higher learning institutions in Tanzania to store, manage, and transmit information. It encompasses various components such as databases, servers, computer networks, and software applications, enabling organisations to streamline operations, make informed decisions, collaborate effectively, and gain a competitive edge. Information systems are vital in the digital age as they enable the efficient management and utilisation of data, supporting organisations in achieving their objectives. (David, 2014). In educational institutions, such as public higher learning organisations, information systems are crucial in managing student records, supporting teaching and learning activities, conducting research, and facilitating administrative processes.

Despite the importance of information systems, organisations face several challenges in fully leveraging their potential. These challenges include budget constraints, lack of technical expertise, resistance to change, and security concerns (Phelps, Gathegi, Workman, & Heo, 2012). Due to limited budgets and competing priorities, organisations often struggle to allocate resources to develop and maintain robust information systems (Omar & Twum, 2016). Additionally, a shortage of skilled IT professionals can hinder organisations from effectively implementing and managing information systems. Moreover, resistance to change among employees or stakeholders may pose barriers to adopting new technologies and maximising the benefits of information systems. Lastly, security concerns remain a significant challenge, as organisations need to protect their systems and data from cyber threats and unauthorised access (Väyrynen et al., 2012).

Information system security is crucial as it safeguards data and systems' confidentiality, integrity, and availability (Ndiege & Okello, 2018). It ensures that sensitive information is protected from unauthorised access, theft, or alteration and that systems are available and operational whenever needed. With the increasing prevalence of cyber threats, organisations face a higher risk of data breaches, ransomware attacks, and other security incidents. Effective information system security measures are necessary to prevent or mitigate these risks and protect organisational assets, reputation, and stakeholder trust (AlKalban at al, 2017)
The concept of information system security can vary depending on individual perspectives and organisational contexts. It encompasses a range of technical, managerial, and procedural measures to identify, assess, and mitigate risks to information systems. It involves user authentication, access controls, encryption, vulnerability management, incident response, and security awareness training (Cheung, 2014). This study defines information system security as a set of policies, practices, and technologies to protect information systems' confidentiality, integrity, and availability within public higher learning institutions.

Information system security continually evolves to respond to emerging cyber threats and technological advancements. Current trends include adopting cloud computing, mobile device security, advanced persistent threats, artificial intelligence for threat detection, and data privacy regulations such as the European Union's General Data Protection Regulation (GDPR) (Hoofnagle, Sloot, & Borgesius, 2019). These trends highlight the need for organisations to stay updated on the latest security practices, adopt proactive measures, and align their security strategies with the evolving threat landscape.

Information systems are vital in organisations, including public higher learning institutions. However, various challenges hinder organisations from fully realizing the potential of information systems, including security concerns (Hina & Dominic, 2018). Information system security is paramount in protecting organisational data and systems from cyber threats (David, 2014). Defining information system security involves a range of technical and managerial measures, and current trends in security emphasize the need for ongoing vigilance and adaptation to emerging threats. This study investigates the effectiveness of ICT policies in safeguarding the security of information systems within public higher learning institutions in Tanzania, recognising the critical need for robust security measures in the digital era.

2.1.2 [bookmark: _Toc210911325]Information Systems Security Compliance
In this study, information system security compliance refers to the extent to which public higher learning institutions in Tanzania adhere to established ICT policies and standards, particularly those related to information security. Compliance involves conforming to regulatory requirements, industry standards, and internal policies to ensure confidentiality, integrity, information systems and data availability.

The relevance of information system security compliance to this study lies in its impact on the effectiveness of ICT security policies and the overall security posture of higher learning institutions. Compliance issues, as highlighted by Sa'diah and Sulaiman (2021), can arise due to inadequate policy implementation, lack of awareness among users, and insufficient resources allocated to security measures. These issues can lead to vulnerabilities that hackers and cybercriminals can exploit, as noted by Lynn (2018).
Compliance with information systems security policies is typically measured through various indicators that assess how well an institution’s users and systems adhere to established security protocols. Common measures of compliance include regular audits, where security professionals evaluate whether users follow the prescribed guidelines, such as password management, system updates, and data handling procedures (Hina & Dominic, 2018). These audits also examine whether the institution's technical infrastructure meets the security standards set forth in the policies. Another method is incident tracking, which involves monitoring the number and severity of security breaches or threats that occurred due to non-compliance with security measures. For example, a reduction in phishing attacks or data breaches may indicate a higher level of user compliance with security protocols (Goo et al., 2013).
In public higher learning institutions (PHLIs), measuring compliance can also involve user surveys or security training assessments, where users are evaluated on their understanding and implementation of security protocols. The percentage of staff and students who complete required security training sessions and adhere to security best practices, such as multi-factor authentication and secure data storage, can serve as compliance indicators (Lubua & Pretorius, 2019).

However, one of the major challenges identified in this study is that PHLIs in Tanzania lack a harmonised information security policy framework. As a result, measuring compliance becomes complicated because the existing ICT policies, which include information security guidelines, are inconsistent across institutions. Some PHLIs may adopt certain sections of the government-issued ICT policy. In contrast, others may develop fragmented policies that are not specifically tailored to the unique challenges faced by higher learning institutions (Koloseni et al., 2018). This lack of standardisation makes it difficult to ensure uniform compliance or even to track it effectively.

While this study recognises the importance of measuring compliance, it also emphasises that compliance itself is not the root issue. The primary problem is the absence of a dedicated and harmonised IS security framework designed for the unique needs of PHLIs. Without a cohesive framework, any efforts to measure or improve compliance are hindered by the inconsistent and fragmented nature of the policies being implemented. This study proposes a tailored IS security framework that not only sets clear and measurable compliance standards but also addresses the broader institutional needs, making it easier to enforce and measure compliance across PHLIs.

In the proposed framework, compliance plays a critical role in ensuring that the policies are not only in place but are also effectively implemented. The framework includes regular auditing mechanisms, clear compliance indicators, and institution-specific security protocols that are designed to be both measurable and enforceable. By addressing the gaps in the existing policy landscape and creating a harmonised approach, the framework aims to streamline compliance efforts, making it easier for PHLIs to protect their sensitive data and systems from evolving cyber threats.

In this study, the assessment of information system security compliance was conducted using a multi-method approach, integrating both descriptive statistics and advanced modelling techniques. Descriptive statistics were employed to evaluate key aspects of respondents' adherence to security policies, including the frequency of training, the regularity of security audits, and management practices that promote compliance. These factors provided a foundational understanding of how well security policies were being followed across the sampled institutions.

In addition to descriptive analysis, Partial Least Squares Structural Equation Modelling (PLS-SEM) was used to provide a more robust, quantitative evaluation of compliance behaviours. This technique allowed for the examination of relationships between various demographic factors, such as age, work experience, education level, and compliance with security policies. By employing PLS-SEM, the study was able to quantify the impact of these variables, offering deeper insights into how personal attributes influence adherence to security guidelines.

The study's approach aligns with established compliance assessment frameworks such as ISO 27002, a widely recognised standard for information security management (Almuqrin et al., 2023). This framework emphasises the importance of evaluating compliance against defined security policies and protocols. Additionally, automated tools, as highlighted by Selifanov, Zvyagintseva, and Plahotnikova (2023), are effective for assessing compliance with security standards, mirroring this study's findings on the critical role of management support and the need for continuous security awareness programs to reinforce policy adherence.

Furthermore, the study underscores the influence of personal and organisational norms on compliance behaviour, consistent with the research by Wiafe et al. (2020), which found that personal norms mediate the impact of broader descriptive and subjective norms on security policy compliance. The findings also support Almuqrin et al.'s (2023) view that social bond and involvement theories play a significant role in shaping employee compliance with security policies, particularly within the context of public higher learning institutions, where organisational culture and human factors are pivotal in determining security outcomes.
This comprehensive methodological framework not only provides a thorough assessment of compliance but also situates the findings within the broader context of international standards and behavioural theories, ensuring that the study’s conclusions are both grounded in established practice and reflective of contemporary compliance challenges.

While this study focuses primarily on ICT policy and Information System Security Policies as a strategic instrument for safeguarding information systems security, it acknowledges that policies alone may not fully address technical vulnerabilities or user non-compliance. In instances where policies are insufficient, further research is recommended to explore integrated security solutions that combine both policy-level interventions and technical safeguards such as intrusion detection systems, access controls, and security automation. The interplay between policy and technology presents a promising area for future studies aiming to holistically enhance institutional information security.

2.1.3 [bookmark: _Toc210911326]Demographic Factors
In this study, demographic factors refer to the attributes of individuals that may influence their behaviour and attitudes towards information systems security within public higher learning institutions. These factors typically include age, gender, education level, and years of service, which can significantly impact how security policies are perceived and followed.

The relevance of demographic factors to this study lies in their potential to affect compliance with information security practices. Research has consistently shown that different demographic groups may exhibit distinct attitudes towards security, which can lead to variations in compliance levels. For instance, younger employees may be more adept at adopting new technologies but less aware of the security risks involved compared to older employees who might be more cautious but less technically savvy (Chua, 2018; Lubis, 2020). Similarly, employees with higher educational backgrounds are often better at understanding and implementing complex security policies (Sklenář, 2019).

This study critically examined demographic factors to assess their influence on the adoption and effectiveness of information security measures within public higher learning institutions. This assessment helped identify specific demographic groups that may require targeted interventions, such as tailored training programs or more detailed communication regarding the importance of security practices. Additionally, by understanding the demographic breakdown of compliance levels, institutions can better design their security frameworks to accommodate the diverse needs of their staff and faculty.

Furthermore, exploring the impact of demographic factors on information systems security compliance aligns with previous research findings, suggesting that these factors can significantly dictate the success of security initiatives within organizations (Mittal, 2019; Alzahrani, 2021). By addressing these demographic nuances, the study aims to enhance the overall security culture within higher learning institutions and reduce vulnerabilities associated with non-compliance, thereby strengthening their defense against potential cyber threats, as emphasized by Sa'diah and Sulaiman (2021).
2.1.4 [bookmark: _Toc210911327]Work Environment
In the context of this study, the work environment refers to the physical, technological, and organisational setting in which individuals operate within public higher learning institutions. It encompasses factors such as the layout of workspaces, the availability of technological resources, and the organisational culture surrounding information security practices.

The relevance of the work environment to this study lies in its impact on information security management. A conducive work environment can facilitate the implementation of security measures and promote a culture of security awareness among employees. Conversely, a poor work environment, characterised by inadequate resources or a lack of emphasis on security, can hinder efforts to secure information systems.

This study examined the work environment to assess its influence on information security practices within public higher learning institutions. This assessment helped identify areas where improvements can be made, such as enhancing physical security measures or implementing policies to promote a security-conscious culture. By addressing issues related to the work environment, the study aims to create a more secure and resilient information security posture within these institutions, aligning with Isaacs et al.'s (2018) recommendations to consider organizational factors in information security management.

2.1.5 [bookmark: _Toc210911328]Information Systems Security Policy Management Factors
In this study, information system security management factors refer to the key elements influencing the planning, implementation, and monitoring of information security measures in public higher learning institutions. These factors encompass a range of components, including organisational policies, human resources, technology infrastructure, and external environment considerations.

The relevance of information system security management factors to this study lies in their role in shaping the effectiveness of information security practices. As Isaacs et al. (2018) highlighted, managing information security involves a holistic approach considering various factors such as risk assessment, policy development, and security awareness training. Failure to address these factors can lead to vulnerabilities and security breaches, as Lubua and Pretorius (2019) observed in cases where ICT infrastructure weaknesses were exploited.

In this study, information system security management factors were examined to understand how they influence the implementing of ICT security policies in public higher learning institutions. This examination helped identify the strengths and weaknesses of current practices and inform the development of strategies to enhance information security management. By addressing these factors, the study aims to improve the overall security posture of higher learning institutions and mitigate the risks associated with cyber threats, in line with the recommendations of Sa'diah and Sulaiman (2021) for organisations to develop robust security policies.

2.1.6 [bookmark: _Toc210911329]Human Factors
In this study, human factors refer to the role of individuals in ensuring the security of information systems within public higher learning institutions. Human factors encompass aspects such as security awareness, training, and user behaviour, all of which play a crucial role in the overall security posture of an organisation.

Human factors are relevant to this study because they impact the effectiveness of information security practices. As Lynn (2018) noted, human error is often a significant contributing factor to security breaches, highlighting the importance of addressing human factors in information security management. Additionally, the study by Sa'diah and Sulaiman (2021) emphasises the need for organisations to focus on security awareness and training to mitigate the risks associated with human factors.
This study examined human factors to understand their influence on information security compliance and management within public higher learning institutions. This examination helped identify areas where improvements can be made, such as enhancing security awareness programs or implementing stricter access controls. By addressing human factors, the study aims to strengthen the overall security culture within these institutions and reduce the likelihood of security incidents, aligning with the recommendations of Al-Janabi and Al-Shourbaji (2016) to be vigilant in dealing with security threats.	

2.2 [bookmark: _Ref100824887][bookmark: _Toc210911330]Theories of the Study  
This section reviewed different theories of information system security. Section 2.3.1 is about the socio-technical system theory. On the other hand, Section 2.3.2 discusses the distributed cognitive theory, and Section 2.3.3 discusses the general deterrence theory. The study focused on these three theories as they are focused on information security though with different approaches as discussed below; 

2.2.1 [bookmark: _Toc210911331]Socio-Technical System Theory (STS)
 The socio-technical system theory acknowledges that organisations perceive information systems security from a more technical perspective (Ada et al., 2009). However, the socio-technical system theory advocates the need for organisations to consider human needs and perspectives to achieve security prevention and detection (Fontes & Balloni, 2007; Zoto et al., 2018; Charitoudi & Blyth, 2013). 

The Socio-Technical System Theory does not have a single specific author. It is a concept developed and refined by multiple scholars and researchers. One of the key contributors to the theory is Eric Trist, who explored the socio-technical approach in the context of organisational behaviour and management (Trist, 1981). Trist and his colleagues conducted research at the London Tavistock Institute of Human Relations. They pioneered the socio-technical approach, emphasising the interplay between social and technical elements in organisational systems. Their work laid the foundation for understanding the complex interactions between people, technology, and organisations in the context of system design and effectiveness.

According to Chaula (2006), the socio-technical theory is applied to examine culture, usability problems, security internal control, security requirements, and the re-use of security. Reusing security requirements significantly minimises the time taken when developing and improving security requirements for an information system security policy framework. Research shows that culture affects how people approach information security, which may result in positive or negative security (Zoto et al., 2018; Charitoudi & Blyth, 2013). For example, the study by Fischer and Herrmann, 2011) suggested that culture plays a significant role in information security. He highlighted that organisational culture can either support or hinder security practices. A culture prioritising security awareness, emphasising responsible behaviour, and encouraging open communication is more likely to foster a strong security posture. Conversely, a culture that neglects security tolerates risky behaviours or lacks clear policies and procedures, which may increase vulnerabilities and security incidents. Thus, culture shapes individuals' attitudes, values, and behaviours towards security, influencing the overall security environment within an organisation.

Usability problems in the context of information systems security can hinder effective security practices and user compliance. These problems include complex user interfaces, confusing terminology, and time-consuming security procedures (Fontes & Balloni, 2007). Overlooking usability can lead to user frustration, workarounds, and decreased adherence to security protocols. While the socio-technical system theory recognises the importance of aligning technical and social aspects, the explicit consideration of usability problems in information systems security has been limited. The current study seeks to address this gap by investigating the impact of usability problems on the effectiveness of ICT policies in safeguarding the security of information systems in public higher learning institutions in Tanzania.

Also, effective security internal control is crucial for protecting organisations' information systems from internal and external threats. While the socio-technical system theory acknowledges the role of security controls, it may need to explicitly outline the specific internal control mechanisms needed to address security risks (Zoto et al., 2018). The current study aims to bridge this gap by examining the formulation, implementation, and enforcement of ICT policies as an important aspect of security internal control within public higher learning institutions in Tanzania.

Furthermore, security requirements play a significant role in defining the necessary protections for information systems (Jouini et al., 2014). While the socio-technical system theory recognises the need for security measures, it may not explicitly dive into establishing and implementing security requirements. The current study intends to shed light on the security requirements specific to public higher learning institutions in Tanzania, particularly about ICT policies. By analysing the formulation and implementation of these policies, the study aims to identify and address security requirements necessary to safeguard the institutions' information systems.

Also, re-using security solutions and practices can save time and resources by leveraging existing approaches. However, the socio-technical system theory may not extensively cover re-using security solutions (Charitoudi & Blyth, 2013). The current study intends to explore the re-use of security practices and frameworks within the context of public higher learning institutions in Tanzania. By examining the effectiveness of ICT policies, the study will identify areas where the re-use of security measures can enhance the security posture of these institutions and contribute to the overall understanding of security re-usability in the socio-technical system framework.
While the socio-technical system theory highlights the importance of aligning social and technical aspects in information systems, specific elements may be lacking, such as explicit consideration of usability problems, detailed internal control mechanisms, specific security requirements, and the re-use of security solutions. The current study aims to address these gaps by investigating the effectiveness of ICT policies in safeguarding the security of information systems in public higher learning institutions, thereby contributing to a comprehensive understanding of the socio-technical framework in the context of information system security.

The adoption of the Socio-Technical System (STS) theory for information system security in higher learning institutions is highly relevant, as it recognises the intricate relationship between technology and human factors. In these environments, both technological infrastructure and human behaviour play crucial roles in maintaining effective security. STS emphasises that information security systems are not standalone technical solutions but must be integrated with the social and organisational context in which they function (Zoto et al., 2018). This approach is particularly important in higher learning institutions, where diverse groups such as students, faculty, and administrative staff interact with technology in different ways. Their varying levels of awareness and competence in security measures necessitate a socio-technical approach to ensure policies are practical, adaptable, and user-friendly.

Additionally, STS supports the alignment of security measures with organisational culture and user needs, ensuring that security policies are not just technically effective but also socially acceptable and implementable. This theory advocates for user-centred designs that account for the usability and accessibility needs of different stakeholders, enhancing compliance and reducing resistance (Fischer & Herrmann, 2011). By incorporating STS, institutions can develop information security frameworks that are not only robust but also tailored to the social context, fostering a stronger security culture and higher levels of compliance with security policies. 

Thus, adopting STS allows institutions to create a balanced security environment where both technological controls and human dynamics are optimised for better information system security outcomes.

The study focuses on compliance with information system security policies in public higher learning institutions (HLIs) in Tanzania, emphasising both organisational and user perspectives. While the socio-technical system (STS) theory addresses the interplay between technology and human factors, this study highlights that non-compliance stems from both institutional policy enforcement and user behaviour. On the organisational side, issues such as infrequent policy updates and inadequate resource allocation hinder effective implementation (Lubua & Pretorius, 2019). However, the primary challenge remains with user compliance, as staff, students, and other stakeholders often fail to adhere to security protocols due to a lack of awareness and engagement (Isaacs et al., 2018). This focus on user compliance aligns with the STS theory by recognising that robust security requires both technical solutions and human-centred approaches (Chaula, 2006). Therefore, the study justifies the need to improve user engagement and awareness to enhance compliance, ensuring that policies are not only well-designed but also actively followed.

The alignment of variables in this study with STS theory is essential for understanding the multifaceted nature of security policy compliance. The study expands the traditional STS model by incorporating key variables such as institutional culture, which influences human behaviour; resource availability, which acts as a technological constraint; and user engagement, which enhances the social component of the framework. These additions are based on findings from the study, where institutional leadership and resource limitations were identified as significant factors affecting compliance (Lubua et al., 2017). Furthermore, the study demonstrates how user participation in policy development can strengthen compliance, aligning with the expanded STS framework. By integrating these variables, the enhanced STS model provides a more comprehensive understanding of how socio-technical factors influence compliance in HLIs (Wiafe et al., 2020).

2.2.2 [bookmark: _Toc210911332]Distributed Cognitive Theory
The original author of the Distributed Cognitive Theory (DCT) is Edwin Hutchins. Hutchins, an anthropologist and cognitive scientist, developed this theory in the 1990s in collaboration with other researchers (Hutchins, 1996). The theory emphasises the distributed nature of cognition, highlighting how cognitive processes extend beyond individual minds and occur through the coordination of individuals, artefacts, and the environment. Hutchins' work in cognitive anthropology, particularly his research on navigation and collaboration in complex real-world settings, laid the foundation for developing and applying Distributed Cognitive Theory.

Distributed Cognition (DC) theory has been associated with information security as a framework for understanding the complex interactions between individuals, technology, and the environment in the context of securing information systems (Nguyen et al., 2017; Phelps et al., 2012).

Based on Shahri and Mohanna's (2016) research, this theory suggests that information system security management should be associated with human cognition. Cognitive skills are not associated with one's skills but with decisions on how a person can use these skills. Distributed Cognitive theory emphasises that security is not solely the responsibility of technical controls but rather distributed across individuals, organisational processes, and technological artefacts (Nguyen et al., 2017). It recognizes that the effectiveness of security measures depends not only on the design and implementation of technical solutions but also on human cognition and the socio-technical context in which security practices are carried out.

Also, this theory proposes that collaboration among individuals to achieve a common outcome in security produces more effectiveness than individual, isolated efforts (Ada et al., 2009). The theory suggests that information security should be viewed as a collaborative endeavour involving multiple stakeholders. It highlights the importance of understanding how individuals perceive and interpret security threats, engage with security practices, and make decisions about protecting information assets. By considering the distributed nature of cognition, the theory emphasises the role of organisational culture, training, and communication in shaping individual and collective security behaviour.

Research by Veksler et al. (2020) showed that the theory also acknowledges the influence of physical and technological aspects of the environment on information security. It recognizes that designing information systems, interfaces, and access controls can significantly impact security outcomes. Moreover, the theory emphasises effective coordination and collaboration among individuals and technological artefacts to address emerging security challenges, adapt to changing threat landscapes, and respond to security incidents (Botta, Muldner, Hawkey, & Beznosov, 2011).

Furthermore, the association between the theory of Distributed Cognition and information security provides a framework for understanding the intricate interactions between humans, technology, and the environment in securing information systems. By considering the cognitive and socio-technical factors, the theory helps inform the development and implementation of effective security practices that go beyond technical controls and account for the distributed nature of security responsibilities.

 The theory lacks the aspect of comprehensive exploration of the specific challenges and dynamics concerning information security within the context of public higher learning institutions in Tanzania. This study seeks to address this gap by examining how the theory can inform the formulation, implementation, and enforcement of ICT policies to safeguard the security of information systems in these institutions. By conducting empirical research and analysis within this specific context, the study aims to provide valuable insights into the effectiveness of existing ICT policies and identify potential areas for improvement. It will contribute to a more nuanced understanding of how collaboration, shared cognition, and socio-technical factors can enhance information security practices in public higher learning institutions in Tanzania, thereby bridging the gap between the theory of Distributed cognition and the unique security challenges these institutions face.

2.2.3 [bookmark: _Ref101435446][bookmark: _Toc210911333]General Deterrence Theory
The original author of the General Deterrence Theory is criminologist Jack P. Gibbs. Gibbs developed the theory as an extension of earlier criminological theories on deterrence (Gibbs, 1968). The General Deterrence Theory posits that the threat of punishment or the fear of potential consequences can deter individuals from engaging in illegal or deviant behaviour. Gibbs' work contributed to understanding how punishment's perceived certainty, severity, and swiftness influence individuals' decision-making processes and likelihood of engaging in criminal activities.

The General Deterrence Theory was adopted for information security to discourage an action or event by instilling fear of consequences (Straub, 1990). Fear of severe punishment based on the seriousness of the wrongful actions can be used to prevent information systems security by employees. Various scholars, including Straub (1990) and Stafford (2015), have discussed instilling fear as a means of deterrence. They argue that when potential offenders perceive a high risk of being caught and experiencing negative consequences, they are more likely to be deterred from engaging in deviant or criminal behaviours. The idea is that fear of punishment and the certainty and swiftness of consequences can create an environment that discourages potential offenders. However, the effectiveness and ethical implications of using fear as a deterrent strategy continue to be subjects of ongoing debate in criminology and criminal justice.

Proponents of the General Deterrence Theory assert that the threat of punishment and fear of consequences can deter individuals from engaging in deviant or malicious behaviour, including actions that compromise information system security. Abed and Weistroffer (2016) and D’Arcy and Herath (2011). Argue that potential attackers can be dissuaded by establishing strong and visible deterrent measures, such as penalties and strict enforcement of security policies. In the context of this study, proponents believe that implementing effective deterrent measures within public higher learning institutions can create a security-conscious culture and reduce the likelihood of security incidents. The study aims to explore the application of the General Deterrence Theory to information system security in these institutions, examining the effectiveness of current measures and their ability to deter potential threats.

However, other researchers, including Raskolnikov (2019), Trang and Brendel (2019) and Abramovaite, Bandyopadhyay, and Cowen (2022), argue that relying solely on instilling fear may not be an effective or ethical approach to preventing crime or promoting desirable behaviour. They argue that fear-based strategies may be difficult to implement consistently and have unintended consequences. Critics point to several issues with fear-based deterrence, such as the potential for disproportionate punishment, unjust treatment, and the risk of creating a culture of fear and mistrust within society. Additionally, Trang and Brendel (2019) argue that fear alone may not address the underlying causes of criminal behaviour or motivate individuals to comply with laws and norms in a meaningful and sustainable way. They emphasise the importance of considering social and economic inequalities, access to education and opportunities, and promoting positive reinforcement and rehabilitation to foster a safer and more just society.

This study addresses several aspects that the General Deterrence Theory may not have fully explored in the context of information system security. Specifically, the study examines how the theory applies to public higher learning institutions in Tanzania, considering the unique challenges and dynamics within these institutions. It delves into implementing and enforcing ICT policies and assessing their effectiveness in ensuring information system security. Additionally, the study explores the impact of usability problems, security internal control mechanisms, security requirements, and the re-use of security measures within the socio-technical context of these institutions. By focusing on these specific aspects, the study contributes to a deeper understanding of how deterrence theory can inform and enhance information system security practices in the context of public higher learning institutions in Tanzania.

2.3 [bookmark: _Toc35492237][bookmark: _Toc210911334]Empirical Review  
This section is about the empirical review of the literature. The review started with an empirical review of factors affecting information systems user's compliance with security policies in public higher learning institutions in Tanzania. The concepts of ICT policies and their use in security were reviewed, followed by a scanning of the empirical studies on the quality of information system security policies and their impacts on information security in learning institutions. Lastly, the information system security frameworks are reviewed. 

2.3.1 [bookmark: _Toc210911335]Factors Affecting Information Systems User's Compliance with Security Policies
This empirical review aims to analyse existing studies investigating the factors affecting information systems users' compliance with security policies in public higher learning institutions in Tanzania. This review aims to identify key factors, assess their impact, and provide insights into these institutions' unique security challenges by synthesising empirical evidence. Understanding these factors can help develop effective strategies and policies to enhance information system security and protect sensitive data.

A systematic search was conducted using academic databases, focusing on empirical studies that explored the factors influencing the security of information systems in public higher learning institutions in Tanzania. Keywords such as "information system security," "factors," "public higher learning institutions," and "Tanzania" were utilised to retrieve relevant studies. The inclusion criteria encompassed articles published in peer-reviewed journals between 2010 and 2024. After initial screening, selected studies were further analysed and synthesised.

The reviewed empirical studies identified several factors that influence the security of information systems in public higher learning institutions in Tanzania. These factors include:

2.3.2 [bookmark: _Toc210911336]Relationship of Information System Security Compliance between Standalone vs Embedded ICT Policies
The relationship between compliance and the structure of information security policies whether standalone or embedded within a broader ICT policy plays a significant role in the effectiveness of information security management. Compliance is influenced by the clarity, comprehensiveness, and specificity of the policy framework in place, as these characteristics determine how well users understand and adhere to the security protocols (Hina & Dominic, 2018). Research suggests that when policies are clear and focused, they are more likely to achieve higher compliance rates, as users can more easily follow specific guidelines. In contrast, more generalised policies may not provide the same level of direction, leading to lower adherence to security measures.

Studies show that institutions with standalone information security policies (ISPs) tend to experience higher compliance rates because these policies are designed to address security issues in greater detail. A standalone information system security policy focuses solely on the protection of data confidentiality, integrity, and availability, providing clear instructions on how users should handle security risks and respond to potential threats. The specificity of these policies ensures that users are well-informed about their roles in safeguarding institutional data. Furthermore, standalone information systems security policies often include provisions for regular security training, audits, and updates. This reinforces compliance by ensuring that users are kept up-to-date with the latest security protocols (Goo et al., 2013). As a result, institutions with standalone information systems security policies benefit from more robust security postures due to higher levels of user compliance with security guidelines.

In contrast, embedded ICT policies—where information security is integrated into a broader ICT policy—often lead to lower compliance rates. This is primarily because embedded policies tend to be more generalised and may not adequately address the specific security risks faced by institutions (Al-Omari et al., 2012). When information security is just one component of a larger ICT policy, there can be a lack of focus on critical security issues, resulting in inadequate monitoring and enforcement. Users may not fully understand the security protocols, as they are often embedded within a wide range of ICT-related rules, diluting their importance and leading to confusion or neglect (Lubua et al., 2017). Additionally, embedded policies may not provide targeted training or regular updates that are specifically focused on information security, further reducing compliance levels.

The structure of the policy framework, therefore, plays a key role in influencing compliance. Standalone information systems security policies tend to promote higher compliance because they provide more focused, actionable guidelines, while embedded ICT policies may struggle to ensure adherence due to their broad scope and vague nature. This has significant implications for the overall security posture of institutions. When users comply with well-defined security policies, the institution is better protected from risks such as data breaches, phishing attacks, and ransomware. Conversely, institutions that rely on embedded ICT policies without emphasising security-specific issues may experience lower compliance, which increases their vulnerability to security incidents (Cram et al., 2017).

Thus, the presence or absence of standalone information systems security policies significantly affects an institution's ability to achieve compliance with security protocols. Institutions with standalone policies are generally more successful in implementing security measures due to their clear focus on data protection, while those with embedded ICT policies face challenges related to their broad and often unfocused nature. Ensuring high compliance through a clear and targeted security framework is critical to enhancing institutions' resilience to evolving cyber threats.

2.3.2.1 [bookmark: _Toc179979993][bookmark: _Toc210911337]Demographic Factors and Security Compliance
Empirical research on the relationship between demographic factors and compliance with information systems security policies has uncovered various influences that shape user behaviour within organisational settings. Chua (2018) and Lubis (2020) found that factors such as age, industry, and education level significantly impact compliance rates. Lubis (2020) extended this by including ethnicity, suggesting that cultural backgrounds could influence perceptions and adherence to security protocols. These findings underscore the importance of considering a broad spectrum of demographic variables when assessing the effectiveness of information security policies.

Further investigations by Sklenář (2019) and Shashidhar (2014) have emphasised the importance of job roles and the broader organisational environment in influencing security policy compliance. Sklenář (2019) noted that individuals’ roles within an organisation could affect their engagement with security policies, often dictated by the level of access to sensitive information they possess. Shashidhar (2014) highlighted a critical gap in employee education regarding security policies, indicating that insufficient training and awareness can lead to non-compliance, especially when employees are unclear about the policies' purposes and implications.

Additionally, studies by Mittal (2019), Alzahrani (2021), and Almuqrin (2023) have explored deeper into how demographic variations impact perceptions and intentions towards security measures. Mittal (2019) noted significant differences in how demographic groups perceive and intend to comply with security policies, suggesting tailored policy formulation and implementation approaches. Alzahrani (2021) and Almuqrin (2023) identified psychological and situational factors such as security system anxiety, peer non-compliance, and operational impediments as critical influencers of compliance behaviour. These studies illustrate that compliance is a matter of policy enforcement and involves managing human factors effectively within the workplace.

(H1):	There are significant differences in compliance with information systems security policies across different demographic groups (age, work experience, education level).
H1a: There are significant differences in compliance with information systems security policies across different age groups.
H1b: There are significant differences in compliance with information systems security policies across different levels of work experience.
H1c: There are significant differences in compliance with information systems security policies across different education levels.

2.3.2.2 [bookmark: _Toc179979994][bookmark: _Toc210911338]Work Environment Factors and Security Compliance
The role of the work environment in influencing compliance with information systems security policies has been substantiated through extensive empirical research, illustrating the critical impact of factors such as management support and resource allocation. Assefa and Tensaye (2021) and Liu, Wang, and Niu (2020) underscore the pivotal role of management support in fostering an environment conducive to compliance, with Liu et al. (2020) specifically noting the importance of providing targeted information security training. This support from management is crucial as it provides the necessary resources and signals the organisation's commitment to security practices.

Further expanding on the influence of organisational dynamics, Goo, Yim, and Kim (2013) and LaFleur and Shashidhar (2014) discuss the role of organisational security climate and culture. Goo et al. (2013) detail how a supportive security climate can enhance employees' intentions to comply by creating a shared sense of responsibility and understanding the importance of security measures. Similarly, LaFleur and Shashidhar (2014) highlight that a robust organisational culture dedicated to security practices directly impacts compliance levels, promoting a more disciplined adherence to security protocols.
The organisational culture within public higher learning institutions plays a vital role in information system security. Studies have emphasised the importance of a security-conscious culture, support from institutional leadership, and resource allocation for security measures.

As part of the work environment within public higher learning institutions, the organisational culture plays a vital role in information system security. A security-conscious culture, where security is prioritised, valued, and ingrained in the institution's values and practices, creates a positive environment for information system security (AlHogail, 2015). When there is strong leadership support and a shared understanding of the importance of security, employees are more likely to follow security policies and practices (Parsons, et al., 2015). This cultural emphasis fosters a sense of responsibility among individuals within the institution, encouraging them to proactively identify and report security incidents or vulnerabilities.

Organisational culture also influences the allocation of resources and infrastructure for information system security. (Veiga, 2015). Institutions with a security-minded culture tend to provide adequate funding, technical expertise, and support for security initiatives. With commitment from institutional leaders, sufficient resources can be allocated to implement robust security measures, such as investing in up-to-date technologies, training programs, and security awareness campaigns. A strong security culture also promotes collaboration and information-sharing among different departments and stakeholders, facilitating a collective effort to safeguard information systems and respond to security threats (AlHogail, 2015).
To cultivate a security-conscious culture, public higher learning institutions can promote security awareness and training programs, integrate security into educational curricula, and regularly communicate security policies and procedures to all staff members, faculty, and students. By developing a culture of vigilance and accountability, public higher learning institutions can create an environment that values and prioritises information system security, improving practices, reducing vulnerabilities, and enhancing overall security posture.

The research extends into more nuanced factors impacting compliance through the works of Alzahrani (2021), Hu, Dinev, Hart, and Cooke (2012), Hou, Gao, and Heeks (2011), and Ofori, Anyigba, Ampong, and Omoregie (2020). Alzahrani (2021) identifies individual and situational factors such as security system anxiety and the behaviour of non-compliant peers as significant influences on compliance behaviours. Hu et al. (2012) emphasise the crucial role of top management's active participation and fostering a strong organisational culture as foundational to effective security compliance. Moreover, Hou et al. (2011) and Ofori et al. (2020) discuss the broader institutional forces and the prevailing information security climate as fundamental elements that shape organisational compliance behaviours. These studies collectively demonstrate that the work environment, characterised by tangible supports such as training and intangible elements like culture and climate, plays a decisive role in shaping and enhancing compliance with information systems security policies.
(H2): The work environment, characterised by management support and resource allocation, significantly influences compliance with information systems security policies. 
2.3.2.3 [bookmark: _Toc179979995][bookmark: _Toc210911339]Information System Security Policy Management Factors and Security Compliance
The factors influencing information system security policy compliance have been extensively studied, highlighting various human, social, and organisational elements. Al-Omari, El-Gayar, and Deokar (2012) and Almuqrin, Mutambik, Alomran, and Zhang (2023) both focus on these broader categories, with Almuqrin et al. (2023) specifically pointing to the roles of social bond and involvement theories. These theories suggest that the relationships and engagements within an organisation can significantly influence an individual's compliance behaviours, reinforcing the importance of a cohesive organisational culture.

Li, Shen, and Han (2021) contribute to the discourse by examining compliance behaviours in a higher education environment. They discovered that faculty and staff generally show greater compliance than students. Furthermore, they note that students with security knowledge are more inclined to adhere to security policies, underscoring the critical role of education in compliance. This difference in compliance levels between staff and students highlights the need for targeted educational strategies within institutional settings.

Studies highlighted technical vulnerabilities, such as weak access controls, inadequate network security, and outdated software, as significant contributors to information system insecurity. Astakhova's (2016) and Tapado's (2016) studies in the field of information system security have emphasised the importance of specific technical vulnerabilities that contribute to information system insecurity. Weak access controls are frequently identified as a significant vulnerability, as they allow unauthorised individuals to access sensitive information or perform unauthorised actions within the system. Inadequate network security, including weak firewall configurations and lack of intrusion detection systems, creates openings for cyber attackers to penetrate the network and compromise system integrity. Outdated software poses a risk as it may contain unpatched vulnerabilities that attackers can exploit.

Furthermore, studies have found that these technical vulnerabilities often interconnect and compound one another. For example, weak access controls and inadequate network security increase the likelihood of unauthorised access and data breaches. Additionally, outdated software amplifies the risk further, as it may lack security patches to address known vulnerabilities, exposing the system to potential attacks (Yang et al., 2021). Addressing these technical vulnerabilities requires implementing robust access control mechanisms, conducting regular network security assessments, and maintaining up-to-date software with timely security patches. By addressing these specific technical vulnerabilities, public higher learning institutions can significantly enhance the security of their information systems and shelter sensitive data from unauthorised access or compromise.

Further expanding on the impact of management and individual considerations, Ifinedo (2016) emphasise the significance of top management support and employee beliefs. They note that employees’ compliance is often influenced by a cost-benefit analysis where the perceived risks and benefits of following or ignoring policies are weighed. This perspective is complemented by Jumardi (2018), who discusses how internal and external threats can drive the enforcement and adherence to information system security policies. They argue that these policies are vital for protecting corporate information, serving as a deterrent against potential security breaches.

Following regulatory requirements and data protection laws emerged as a significant factor affecting information system security in public higher learning institutions. Acquiescence to regulations such as the General Data Protection Regulation (GDPR) (Hoofnagle, Sloot, & Borgesius, 2019), International Standards Organisation (ISO) and local data protection laws is crucial for ensuring a secure information environment. In Tanzania, some of the rules guiding the security of information systems in learning institutions include those from the National ICT policy (National Information and Communication Technology Policy, 2016) and guidelines from the e-Government Authority (eGA), including Acceptable ICT policy Use (e-Government Authority., 2017).

The eGA framework was designed as a general information security guideline for all public institutions in Tanzania, without tailoring to the unique operational and academic environments of higher learning institutions. As such, HLIs were not specifically addressed or prioritised within its scope. This has led institutions to adopt fragmented elements of eGA alongside international standards such as ISO and NIST, highlighting the need for a harmonised, sector-specific framework such as the one proposed in this study.

Regulatory requirements and data protection laws have emerged as significant factors influencing information system security in public higher learning institutions. Implementing these regulations and laws, such as the General Data Protection Regulation (GDPR) and local data protection laws, places specific obligations and responsibilities on institutions to secure and protect sensitive data (Hoofnagle, Sloot, & Borgesius, 2019). Compliance with these regulations involves adopting appropriate security measures, implementing data privacy policies, conducting regular security audits, and ensuring proper handling and storage of personal information. Failure to obey these requirements can result in legal consequences, financial penalties, reputational damage, and loss of public trust.

Accordingly, the literature provides studies about factors that affect information system security. Al-Omari et al. (2012) analyse factors that affect information system security by focusing on users' compliance with ICT policies. The study asserted that the failure to comply with ICT policies negatively affects the security of information systems. In another study, Alhogail (2015) emphasised poor adherence to the security culture as one of the reasons for online insecurity. Meanwhile, Alhogail, Mirza, and Bakry's (2015) survey focused on human factors in protecting an organisation against attacks. In addition, Arbanas and Hrustek (2019) suggested that factors such as the lack of management support, inadequate information security policy, and the lack of information security education programmes contribute to poor security in information systems owned by corporations. Meanwhile, Lubua et al. (2022) categorised factors affecting the security of information systems in Africa as human factors, inadequate information security policies, work environment, and demographic factors. With this background, it is evident that there is no common position on factors affecting information systems user compliance with security policies in a contemporary environment.

Much of the data about information security worldwide can be found in the literature and international reports. In 2020, Kaspersky estimated that 445 million attacks would be identified (Kaspersky, 2020). According to a 2020 study by the International Telecommunication Union (ITU), half of Internet users admit to being victims of security breaches. According to the International Business Machine Cooperation (IBM) (2020) and the Global Cybersecurity Index, the cost of a data breach in an organisation is expected to be $3.92 million US dollars, with an average data breach of 25,575 records per year (2017). The data leak might erode trust and cause investors and customers to avoid doing business with the impacted companies (Gordon et al., 2011). Cyberattacks are becoming more common (Lubua & Pretorius, 2019). As a result, stakeholders need to know what factors affect the security of information systems in Tanzania's higher learning institutions. 

The emergence of comprehensive data protection laws has raised awareness about the importance of protecting personal information in the digital age. Public higher learning institutions, which handle significant amounts of sensitive data, including student records, research data, and financial information, must adhere to these regulations to ensure the privacy and security of such data. The regulatory requirements necessitate developing and implementing robust information security policies and procedures, including access controls, data encryption, incident response plans, and privacy impact assessments (Parsons et al., 2015; Wangwe et al., 2012).
These studies collectively demonstrate that compliance with information system security policies is a multifaceted issue influenced by organisational support, individual knowledge, social dynamics, and perceived threats. Each factor uniquely shapes an organisation's security posture, suggesting that a holistic approach is necessary to foster effective compliance across different user groups and settings.
(H3): Information system security policy management factors, such as the frequency and comprehensiveness of training and regularity of audits, significantly affect compliance with information systems security policies

2.3.2.4 [bookmark: _Toc179979996][bookmark: _Toc210911340]Human Factors and Security Compliance
Human behaviours, errors, and negligence impacted information system security. Staff and students need more security awareness, poor password hygiene, and social engineering attacks.

The study by Sapronov (2020) elaborated that human behaviours, errors, and negligence can significantly impact the security of information systems in public higher learning institutions. Firstly, the lack of security awareness among individuals within the institution can lead to risky behaviours, such as sharing passwords, falling for phishing attacks, or disregarding security protocols (Alavi et al., 2013). This can result in unauthorised access, data breaches, and compromise of sensitive information. Human errors, such as misconfigurations or improper handling of data, can also introduce vulnerabilities that malicious actors can exploit (Omar & Twum, 2016; Metalidou, et al., 2014). Negligence, including failing to follow established security policies and procedures, can further exacerbate security risks, leaving information systems vulnerable to attacks (Alhogail et al., 2015; Glaspie & Karwowski, 2018).

To address these issues, the study focused on raising security awareness and promoting a security-conscious culture within public higher learning institutions in Tanzania. This can involve developing comprehensive security training programs targeted at faculty, staff, and students to educate them about the risks, best practices, and their responsibilities in maintaining information system security. The study can also assess the effectiveness of awareness campaigns and training initiatives, collecting data on participants' knowledge levels, behavioural changes, and perceptions of security issues.

Additionally, the study explored implementing policies and procedures that promote a security-conscious culture, such as mandatory security training for all users, regular reminders and updates relating to security practices, and incentives for compliance. By examining the impact of these measures on behaviour and incidents of human error or negligence, the study provided valuable insights into effective strategies for mitigating the impact of human factors on information system security. The findings can inform the development of interventions, training materials, and policy recommendations tailored to the context of public higher learning institutions in Tanzania, ultimately enhancing the overall security posture.
(H4):	 Human factors, including awareness of policies, perceived training relevance, and engagement in policy development, are significant predictors of compliance with information systems security policies.
The research community widely accepts using research questions and hypotheses in a single study. Dikilitaş (2017) emphasises the importance of establishing research questions, while Jashari (2017) discusses formulating and testing hypotheses. Stylianides (2020) and Fuyane (2021) further support both, with the former highlighting the dynamic nature of research questions and the latter advocating for the combination of qualitative and quantitative approaches. Ali (2022) and Wang (2015) provide practical guidance on generating research questions and testing hypotheses, respectively. Kaur (2017) underscores the need for sound rationales in hypothesis formulation.

2.3.3 [bookmark: _Toc210911341]Quality of Information System Security Policies in Learning Institutions
The quality of information system security policies in learning institutions has been a significant area of research. Several studies have examined and evaluated the factors contributing to the quality of these policies (Semlambo et al., 2023). This literature review offers an overview of the empirical studies conducted in this domain.

Alshaikh, Maynard, Ahmad, and Chang (2015) conducted a study to evaluate the quality of information system security policies in Australian universities. The researchers identified dimensions of policy quality, including content, clarity, and accessibility. The findings emphasised the need for policies to be current, comprehensive, and easily accessible to improve their quality and effectiveness in addressing security risks.

Rehman, Masood, and Cheema (2013) conducted a study to analyse the quality of information security policies in Pakistani universities. The researchers evaluated the policies based on clarity, specificity, and alignment with international standards. The study findings indicated a need for more specific policies aligned with international best practices to effectively address security challenges in learning institutions.

Moreover, Simon and Cheung (2014) evaluated the effectiveness of information security policies in higher learning institutions. The study examined policy comprehensiveness, clarity, enforcement measures, and responsiveness to emerging threats. The findings highlighted the importance of regularly reviewing and updating policies to ensure their quality, relevance, and ability to address evolving security risks.

Additionally, Wang, Wang, Wang, Hou and Li (2020) conducted a study to assess the quality of information security policies in China universities. The researchers evaluated the policies based on clarity, compliance, and coverage. The findings emphasized the need for policies to be clear, comprehensive, and aligned with regulatory requirements to enhance information security in learning institutions.

Generally, empirical studies have examined various dimensions of the quality of information system security policies in learning institutions. These dimensions include content, clarity, applicability, specificity, alignment, and accessibility. The findings suggest that policies should be comprehensive, clear, actionable, and regularly updated to address emerging security challenges effectively. The research highlights the need for policies to align with best practices, industry standards, and regulatory requirements to safeguard the quality and effectiveness of information system security policies in learning institutions.
The Concept of ICT Policies and Their Use in Security: ICT policy is applied to organisations to provide information confidentiality, integrity and availability (Alhassana & Adjei-Quaye, 2017). ICT policies help higher learning institutions to make the best use of ICT tools and resources and make sure that specific information is available to a particular group of people with specific credentials based on information classification such as protected, restricted, and public (Bostan, 2015; Mansell, 2010; Lubual & Maharaj, 2012). Tanzania's national ICT policy (TNICTP) was developed to deal with such issues in 2003. It was enacted in 2016 to provide guidelines to all public and private organisations on safely utilising ICT infrastructure and resources (National Information and Communication Technology Policy, 2016).
 
The reviewed empirical studies highlight the significance of ICT policies in establishing a secure environment within organisations (Alinaghian et al., 2011; Alhassana & Adjei-Quaye, 2017). These policies outline guidelines for managing and protecting information assets and define acceptable behaviours and practices. They address access controls, data handling and storage, incident response, network security, and user responsibilities. The findings emphasise that implementing and enforcing ICT policies enhances security measures, ensures compliance with legal and regulatory requirements, and protects against unauthorised access, data breaches, and other security incidents.

Moreover, the empirical evidence highlights the position of establishing a security-conscious culture through ICT policies (Bostan, 2015). Studies demonstrate that a comprehensive framework of policies that prioritises security awareness, regular training programs, and continuous monitoring promotes a culture where individuals are aware of security risks and adhere to secure practices (Mansell, 2010). The findings indicate that policies focused on promoting security-aware behaviours and providing guidelines for secure communication significantly contribute to a robust security posture within organisations.

This empirical review reveals the significance of ICT policies in addressing security concerns within organisational settings. The evidence suggests that well-designed and effectively implemented ICT policies covering various security aspects contribute to mitigating security risks and protecting sensitive data. The findings emphasise that a strong security culture can be fostered by implementing comprehensive policies, regular training programs, and a continuous monitoring framework (Lubual & Maharaj, 2012). By adhering to the recommendations from existing studies, organisations can leverage ICT policies to enhance security measures, protect information assets, and establish a secure environment.

Information Systems Security Policy: Organisational information systems security policies aim to secure the organisation's information systems against people with malicious intent. It covers issues like password management, email use, the internet, social networking site usage, mobile computing, disaster handling and recovery, hardware and software management, and information handling.  (Hina & Dominic, Information Security Policies’ Compliance: a Perspective for Higher Education Institutions, 2018). When the security of a company's information systems is breached, the organisation faces data loss, cyber-attacks, and even business loss (Thorwat, 2018; Al-Omari et al., 2012). By 2025, it is anticipated that resource loss due to poor information security will cost the globe $10.5 trillion (Sausalito, 2020). This loss is more extensive than Africa's nominal GDP of $2.49 trillion US dollars (International Monetary Fund, 2021). So, it is clear that resources that could have been used to improve people's living standards are being wasted because there is not enough technological security.  

While ICT policy deals with properly managing all ICT infrastructure within the organisation, information system security policy only deals with securing information to maintain confidentiality, integrity and availability (Hina & Dominic, Information Security Policies’ Compliance: a Perspective for Higher Education Institutions, 2018). This means that information system security policies must address all security challenges organisations face when storing, processing, and transmitting data and information internally and externally (Lundgren & Möller, 2017). At the same time, it has to abide by the standards set by local government authorities or international standards organisations such as ISO (Kiura & Mango, 2017). Currently, the information system security policy is just a section of the ICT policies of public higher learning institutions in Tanzania (IAA, 2018; IFM, 2017). This reduces the extent to which information system security policy is elaborated within ICT policy. 

Empirical studies on information systems security policies consistently highlight their crucial role in safeguarding organisational information assets. These policies define the rules, procedures, and guidelines for protecting sensitive data, managing access controls, responding to security occurrences, and complying with relevant regulations. The findings underscore the effectiveness of well-designed and comprehensive information systems security policies in reducing security risks, preventing unauthorised access, and ensuring data confidentiality and integrity.

Moreover, the empirical evidence reveals that successful implementation and enforcement of information systems security policies rely on several factors. These include leadership commitment, allocation of adequate resources, regular policy reviews, user awareness and training programs, and establishing a security-conscious culture within the organisation. Studies consistently indicate that organisations with clear and well-communicated policies, supported by effective training initiatives and regular compliance monitoring, observe higher levels of security compliance and reduced security incidents.

Based on the empirical findings, information systems security policies are vital in protecting organisational information assets. Well-designed and effectively implemented policies mitigate security risks, ensure compliance with regulations, and substitute a culture of security awareness and adherence. Organisations should develop comprehensive policies that address key security issues and align with industry best practices. By offering insights into the impact of information systems security policies, this empirical review emphasises the importance of creating and enforcing robust policies for maintaining a secure information environment within organisations.
.
Information System Security Policy in Higher Learning Institutions: Information system security remains one of the critical concerns of modern organisations, including higher learning institutions. (Alqahtan, 2017). Information and data must be protected from internal and external attacks to avoid exposure to adverse impacts (Maple, 2017). Therefore, information systems security policies must focus on confidentiality, integrity, and availability in storage or transit (Mubarak., 2016).  Worldwide, there is evidence that these security policies are being violated. For example, the study by Alotaibi et al. (2016) observed that employees are significant assets needing care. However, organisations view employees as the biggest threat to information security. Employees must be given as much attention as technical issues within the organisation’s information system security policies. While the study by Wismen and Keller (2017) observed that top management of organisations plays a significant role in implementing reliable and effective information system security policies, their role is often left out within these policies. These observations call for a strong foundation based on policy and guidelines for ensuring security, as reported by Alqahtan (2017).

Various research has been conducted on information system security policy in general, though less focus has been given to higher learning institutions (Alwi & Fan, 2010; Chen & He, 2013). Information security and cyber security are often used interchangeably, according to Solms and Niekerk (2013), who argue that they are not entirely similar because cyber security goes beyond technological difficulties and focuses on humans as targets or participants in security threats. According to Kudjo et al. (2017), most cyber security attacks are caused by a lack of awareness, education, and disregard for organisational security standards. To mitigate such weaknesses, organisations, including higher-learning institutions, must identify the most common information system security threats and develop information system security policies (Lubua & Pritorius, 2019). Higher learning institutions that use information technologies (nearly every higher learning institution on the planet) must develop good information system security policies and determine user awareness and compliance (Alqahtan, 2017).

In Tanzania, Nfuka et al. (2015) have their study showing that internet users increased to 7.34 million. The number increased to 43.62 million in 2018—about 45% of all adult citizens (Tanzania Communication Regulatory Authority, 2018). Many public higher learning institutions' students are internet users, whether they use the internet for social or academic purposes (Lubua et al., 2017). Unfortunately, safety knowledge is still low for many (Okanlawon et al., 2015). A weak information system security policy in public higher learning institutions might result in loss of data and information, the distraction of resources (hardware), loss of funds, and damage to the institution's reputation. Raising public awareness among higher-learning students is critical for proper information system security management (Ndiege & Okello, 2018). 
With the change in technology and business competition, Tanzania’s public higher learning institutions must adopt the use of ICT infrastructures for both academic and administrative purposes (Kisanga & Ireson, 2015). Semlambo et al. (2022a) and Semlambo et al. (2022b) have analysed the adoption and perceptions of online examination systems by public higher learning institutions in Tanzania. There is extensive research on the effort the Tanzania government is making in adopting ICT infrastructures to higher learning institutions, including researchers such as Mtebe and Raphael (2013), with their research on adopting blended learning at the University of Dar es Salaam (UDSM). Nyaranda (2012) did the same at the Open University of Tanzania (OUT). Other researchers discussing the adoption and various challenges of using ICT infrastructures in higher learning institutions include Kihoza et al. (2016) and Lubua et al. (2017). Meanwhile, Kundy and Lyimo (2019) and Mtakati and Sengati (2021) discussed cyber security in higher learning institutions in Tanzania. However, there is not enough research on information system security in public higher learning institutions in Tanzania. 

As discussed above, public higher learning institutions fall under small organisations with limited funds to have reliable information system security in place. The trend shows that the funding of public higher learning institutions in Tanzania is unreliable and unsustainable (Mgaiwa, 2018). Also, this has continued to drop for the last 8 years. Due to the need to adopt technological changes to higher learning institutions, many researchers have focused on implementing information and communication technology (ICT) (Pima et al., 2016; Semlambo et al., 2022a; Semlambo et al., 2022b). The use of ICT infrastructures comes with a high-security risk. With the limited funds that public higher learning institutions in Tanzania have, it is a challenge to have a cost-effective and reliable information systems security policy that meets government standards (local standards) or standards set by international bodies like the International Standard Organisation (ISO). 

Due to the increased use of ICT facilities and the Internet, cyber security and information system security threats have become significant issues in public higher learning institutions in Tanzania (Mtakati & Sengati, 2021). Users find themselves in a tight position when being tricked by external parties and giving out their details, like passwords, for financial gains (Chawla & Chouhan, 2014). With the lack of knowledge and the limited funds that public higher learning institutions in Tanzania face, it’s critical to develop an information system security policy framework that fits their environment and can be affordable (Mgaiwa, 2018). ICT/information security policies, implementations, maintenance, and awareness programmes should be adequately offered for all users.

It has been reported that information and communication technology (ICT) facilitates research and the teaching process (Ghavifekr et al., 2016). Researchers like Lubua et al. (2017) and Heerden and Goosen (2018) have highlighted that technological advancements have altered the learning process. This has increased dependency on technologies like online portals, social media, virtual learning, and online assessment systems (Semlambo et al., 2022a; Semlambo et al., 2022b). According to Talebian et al. (2014), the difficulty for most ICT users in learning contexts is that they lack the necessary knowledge and abilities to properly use ICT infrastructures without exposing themselves or their institutions to security threats. Such hazards arise when users of ICT infrastructures violate information system security policies owing to a lack of understanding of the terms and conditions.

Most information system security policies in higher learning institutions are implemented to comply with local or international organisations such as the International Standard Organisation (ISO) (Hina & Dominic, Information Security Policies’ Compliance: a Perspective for Higher Education Institutions, 2018). As a result, they cannot provide these organisations with the necessary information system security. According to Misra and Srivastava (2021), technology change is critical to organisational development and aids in achieving corporate goals. However, these developments might jeopardise the security of an organisation's information systems if they are not effectively controlled and handled under those organisations' information system security policies. 

Literature shows that information system security policies remain scarce regardless of ICT policies in higher learning institutions (Hina & Dominic, 2018). In public higher learning institutions, the need to safeguard information systems through ICT policies is very important because it covers the daily aspects of life. All users, including teaching staff, non-teaching staff, and students, use the Internet daily for educational and social purposes (Lubua et al., 2017). The large population of people, some without critical security knowledge, brings threats to data, equipment, networks, and people, and measures should be taken to address them (Yonazi, 2012). Therefore, information technology has brought opportunities and challenges to information system security (Karokola, 2012). A governance framework is essential for establishing policies and executing controls for information system security policies (Cheung, 2014; Raymond, 2017). This calls for proper knowledge of information system security issues and reliable and cost-effective protection methods by individuals and organisations (Kundy & Lyimo, 2019; Ndiege & Okello, 2018).

Also, information system security policies are essential in a learning environment because almost all learning institutions’ daily operations depend on ICT infrastructures. Furthermore, institutions are rushing into adopting e-learning without fully understanding the potential risks (Alwi & Fan, 2010). Public higher learning institutions in Tanzania have adopted ICT infrastructures and ICT policies, while information system security policies remain a section within these ICT policies (IAA, 2018; IFM, 2017). Thus, information system security policies become narrow and inadequate to deal with all the security challenges facing the learning environment. Through the eGovernment Authority, a security reference architecture framework was developed (e-Government Authority, 2017). The architecture was not explicitly designed for public higher learning institutions in Tanzania but for all public organisations. Concerning the National ICT policy introduced on 16th May 2016 by President J.P Magufuli (URT, 2016), there is not enough research evaluating the technological change and perhaps the need for reviewing this policy in Tanzania (Nfuka et al., 2015). Also, it has implications for the security of information systems in the learning environment following its revision after over 10 years (Tanzania Ministry of Communications and Transport, 2003.). These policies are too general and do not specifically consign with how ICT policy affects the information system security of public higher learning institutions in Tanzania (Tanzania Ministry of Communications and Transport, 2003.; National Information and Communication Technology Policy, 2016).  

In a learning environment, having reliable and adequate information system security that addresses all critical success factors of security challenges is compulsory (Arbanas & Hrustek, 2019). A week and a compromised information system security policy will result in risks such as data loss, information breaches, cyber-attacks and even the loss of business as other organisations and customers will refrain from doing business with the affected organisation (Thorwat, 2018; Arbanas & Hrustek, 2019). 

2.3.4 [bookmark: _Toc210911342]Information Systems Security Policy Frameworks
This section presents Information Systems security policy frameworks broadly discussed in the literature. The discussion is essential in setting the context of this study. The frameworks discussed include Travellers Indemnity, published in 2018; Taylor's framework, published in 2001; Lubua and Pretorius's framework, published in 2019; and the Framework provided by the e-Government Authority of Tanzania (Table 2.1). 
1



[bookmark: _Toc210913406]Table 2.1: Elements of Effective Information System Security Policy Framework
	No
	Travellers Indemnity Company, 2018
	Lubua and Pretoriu’s Cyber Security policy framework (2019)
	Taylor, 2001, endorsed by Zdnet Tech. Co.

	1
	Data privacy
	Data Security
	Security Accountability 

	2
	Password management policy 
	Internet and Network Services Governance
	Network services policies

	3
	Governing internet usage
	Uses of Company Own Devices
	System policies

	4
	Manage email usage 
	Physical Security
	Physical security 

	5
	Uses of company-owned devices
	Incidence Handling and Reporting
	Incident handling and response

	6
	Uses of private devices
	Monitoring and Compliance
	Acceptable use policy

	7
	Social media
	Policy Administration
	Security training 

	8
	Software copyright and licencing 
	-
	-

	9
	Reporting security incidents 
	-
	-


Source: (Lubua & Pretorius, 2019)


Many researchers proposed various frameworks for information system security policy for various organisational settings (Table 2.1) (Parsons et al., 2015; Wangwe et al., 2012). Each of these frameworks has a missing element from another to be considered applied independently as an information system security policy framework for public higher learning institutions. Combining essential elements from different reliable and effective information systems security policy frameworks can yield a reliable information systems security policy framework suitable for public higher learning institutions in Tanzania. 

2.3.4.1 [bookmark: _Toc179979999][bookmark: _Toc210911343]Travellers Indemnity Cyber Security Framework
Travelers' CyberRisk® framework offers businesses guidance on cybersecurity best practices and helps them enhance their cyber defences. It provides resources and tools for assessing and managing cyber risks, such as a self-assessment tool, risk control recommendations, incident response planning, and training materials. Additionally, Travelers offers cybersecurity insurance coverage to assist businesses in mitigating the financial impact of cyber incidents. The framework had nine inputs, including data privacy, password management policy, governing internet use, managing email usage, using company-owned devices, using private devices, social media, software copyright and license, and reporting security incidents. 

However, While the framework may provide valuable insights into cybersecurity risk management, it may not directly address the unique context and challenges faced by public higher learning institutions in Tanzania. To bridge this gap, the study can explore the adaptation and customisation of the framework to suit the specific needs and vulnerabilities of these institutions. Based on the framework's applicability within the educational environment, considering the nature of data handled, user groups involved, and existing ICT policies. The study aims to develop a tailored cybersecurity framework that aligns with the unique characteristics and goals of public higher learning institutions in Tanzania

2.3.4.2 [bookmark: _Toc179980000][bookmark: _Toc210911344]Taylor Cyber security Framework by Znet
The framework advises organisations on best practices for cybersecurity and aids in bolstering their cyber defences. A self-assessment tool, risk control suggestions, incident response planning, and training materials are among the resources and tools it offers for evaluating and managing cyber threats. To help businesses lessen the financial impact of cyber catastrophes, however, when it comes to the learning institutions of Tanzania, the framework would not be relevant as it's not aligned with risk controls, incidences and information system management. The framework had seven inputs: security accountability, network services policy, system policy, physical security, incidence handling and reporting, acceptable use policy, and security training. 

2.3.4.3 [bookmark: _Toc179980001][bookmark: _Toc210911345]Lubua and Pretorius Cyber Security Framework
The Lubua and Pretorius Cyber Security Framework is a relevant and comprehensive methodology for assessing and managing cybersecurity risks in the context of public higher learning institutions in Tanzania (Lubua & Pretorius, 2019). It offers a structured approach to identifying vulnerabilities, implementing controls, and monitoring the effectiveness of security measures. By adopting this framework, the study can assess the current state of cybersecurity in these institutions, identify areas for improvement, and develop tailored ICT policies to safeguard their information systems. The framework had seven inputs: data security, internet and network services governance, use of company-owned devices, physical security, incident handling and reporting, monitoring and compliance, and policy administration.

One of the main advantages of using the Lubua and Pretorius Cyber Security Framework is its focus on integrating cybersecurity with organisational policies and procedures. It recognises the need to embed security into the institutions' operations and culture. This aspect is crucial for public higher learning institutions in Tanzania as it allows for a holistic approach that considers these institutions' unique academic, research, and administrative functions. By applying this framework, the study can ensure a comprehensive evaluation of cybersecurity risks and develop effective ICT policies that align with these institutions' specific needs and vulnerabilities, ultimately safeguarding their information systems.

2.3.4.4 [bookmark: _Toc179980002][bookmark: _Toc210911346]The e-Government Authority Framework. (e-Government Security Architecture – Standards and Technical Guidelines)
[bookmark: _Hlk139619013]The National ICT Policy (URT, 2016) promotes security and safety when using ICT resources by advising organisations to have frameworks for coordinating and promoting security and safety. These policies should motivate stakeholders to collaborate and contribute innovative technologies to ICT-related security issues. The e-Government Authority (eGA) created a policy for all public organisations to provide a security reference architecture framework for information system security (e-Government Authority., 2017). All public organisations must formulate their information system security framework based on the security reference architecture framework. At the same time, the government created a Computer Emergency Response Team (CERT) in an attempt to have an agency responsible for dealing with computer incidents. Even though these efforts are in place, there is still a need to develop a policy framework specifically for all public higher learning institutions. This will help identify common information system security elements for learning environments that can be used to formulate a reliable, cost-effective information system security policy framework. Also, it will help agencies like CERT coordinate information security incidents common to higher learning institutions and give each a chance to learn from each other's challenges. Different researchers in Tanzania have developed different frameworks, as elaborated in Table 2.2.

[bookmark: _Toc97521390][bookmark: _Toc97521551][bookmark: _Toc97533202]


[bookmark: _Toc210913407]Table 2.2: Information System Security Policy Framework in Tanzania Approaches, Aspects and Weaknesses
	SN
	Information System Security Policy Framework
	Aspects Covered
	weaknesses
	Reference 
	Limitations in Tanzanian PHLI Context

	01
	TOG (Technical, Operations and Governance)
	Cost-effective information system security approach for Tanzania learning environments
	Missing essential aspects of the information system security policy framework as captured in Table 2.1
	Wangwe, Eloff, and Venter (2012), 
	Generic in nature; not tailored to HLIs; institutions adopt sections piecemeal; lacks academic/research data security focus

	02
	Coverage License Framework (CLF) by TCRA.
	1) Network Facility License (NFL), 
2) Network Services License (NSL), 
3) Application Services License (ASL), 
4) Content Services License (CSL
	Frameworks dealt with the expansion of ICT services and did not cover all the necessary Information System Security policy requirements, as captured in Table 2.1.
	 Yonazi (2012)
	Resource-intensive; requires certification costs; difficult for resource-constrained HLIs to implement fully

	03
	I. Top-Down and Bottom-Up Malt-Dimensional Framework
II. National Cyber Security Policy (NCS)
	Cyber Security 
	Missing essential aspects of information system security policy framework as captured in Table 2.1
	Semboja, Silla, and Musuguri (2017)
	Developed for US context; limited adaptation guidance for African HLIs; assumes high technical maturity

	04
	Lubua’s Cyber Security Policy Framework
	Cyber Security
	The framework has all the elements of information system security, as it involves human involvement in safety, not just technical consign.
	Lubua & Pretorius (2019)
	Complex and management-heavy; less emphasis on day-to-day compliance; limited relevance to academic institutions


Source (Research Data 2021)
[bookmark: _Ref100825027][bookmark: _Ref101431890]Creating a framework for information system security management for any organisation, including public higher learning institutions, can be difficult. This is because most of these organisations use volunteers, interns, and part-time workers who do not have proper training regarding organisation information system security (Alavi, Jahankhani, Islam, & Al-Nemrat, 2013). Also, organisations lack awareness of information system security threats and training, particularly in maintaining client information confidentiality, integrity, and availability (Mubarak., 2016). This study adopted Lubua and Pretoriu’s cyber-security framework (Lubua & Pretorius, 2019) as it contains all the determinants of an information system security policy framework. Also, this is the latest information security framework developed and focused on African organisations. The framework was evaluated based on three different frameworks chosen by three authors, who selected them because their research was based on and endorsed by organisations specialising in formulating information system security policy frameworks. Though researchers have discussed different elements of the information system security policy framework, some common elements can still be found in a cross-cut (Table 2.1).

The reviewed empirical studies identified several frameworks proposed or evaluated for developing information systems security policies in public higher learning institutions in Tanzania. These frameworks encompass various components, including risk assessment methodologies, access controls, incident response planning, security awareness and training programs, policy enforcement mechanisms, and integrating industry standards and best practices such as ISO 27001 and NIST Cybersecurity Framework.
The findings emphasise the importance of customising these frameworks to address the specific needs, challenges, and context of public higher learning institutions in Tanzania. Researchers recognised the significance of stakeholder involvement in developing and implementing these frameworks, emphasising the engagement of administrators, faculty, IT professionals, and students. Additionally, studies emphasised the importance of regular reviews and updates to ensure alignment with emerging security threats and changes in the institutional landscape. 

2.3.5 [bookmark: _Toc210911347]Information System Security Pillars and Challenges
Information systems security policies must be applied when in storage or transit with a clear focus on confidentiality, integrity, and availability (Mubarak., 2016). Quintero1et al. (2019). All the challenges of information security begin with the need to meet the objectives of these three pillars.  Table 2.3 presents the challenges facing the need to meet these security objectives.
[bookmark: _Toc97533201][bookmark: _Toc140129347]
[bookmark: _Toc210913408]Table 2.3: Information System Security Pillars and Respective Security Challenges
	Information System Security Pillars
	Respective Security Challenges
	References 

	Confidentiality
	·  Phishing attack
· Zero-Day vulnerability
	Kitheka (2011), Nguyen, Rosoff, and John (2017), Chawla and Chouhan (2014) Broadhurs, Skinner, Sifniotis, Matamoros-Macia, and Ipsen (2019), Lohani (2019). Vaisla1 and Saini (2014). Kaur and Singh (2014)

	Integrity 
	· Social engineering attacks
	Biene and Strous (1999), Kitheka (2011), Lohani (2019), Salahdine and Kaabouch (2019). 

	Availability
	· Supply chain attacks
· IoT and infrastructure attacks
	 Kitheka (2011).  Pal and Alam (2017), Tawfik, Ali, and Alharbi (2017).


Source (Research Data, 2021)
2.3.5.1 [bookmark: _Toc179980004][bookmark: _Toc210911348]Phishing Attacks
Phishing attacks are a common and significant security challenge for information systems. They involve using deceptive techniques, such as fraudulent emails or websites, to trick individuals into tightfitting sensitive information or performing malicious actions (Nguyen et al., 2017). Phishing attacks target confidentiality by attempting to gain unauthorised access to sensitive data, such as login identifications, financial information, or personal details (Chawla & Chouhan, 2014). Successful phishing attacks can lead to data fissures, identity theft, and illegal access to systems or accounts. Organisations can implement robust email filtering and spam detection systems to control phishing attacks, provide cybersecurity awareness training to users, employ multi-factor authentication, and regularly update and patch software vulnerabilities to minimise potential entry points for attackers (Broadhurst et al., 2019).

2.3.5.2 [bookmark: _Toc179980005][bookmark: _Toc210911349]Zero-day Vulnerabilities
Zero-day vulnerabilities refer to software vulnerabilities unknown to the vendor and for which no patch or fix is available (Vaisla1 & Saini, 2014). Exploiting these vulnerabilities can provide attackers with unauthorised access to systems, compromising confidentiality and integrity. Zero-day vulnerabilities can lead to data breaches, unauthorised system manipulation, and the installation of malware or backdoors. To control zero-day vulnerabilities, organisations should prioritise proactive security measures such as regular vulnerability scanning and patch management, utilising intrusion detection and prevention systems, and engaging in responsible disclosure and collaboration with software vendors and security researchers (Kaur & Singh, 2014). 
 
2.3.5.3 [bookmark: _Toc179980006][bookmark: _Toc210911350]Social Engineering Attacks
Social engineering attacks exploit human psychology and manipulate individuals into performing actions that may compromise security. These attacks can involve impersonation, deception, or manipulation of trust to gain unauthorised access to systems or information sites (Lohani, 2019). Social engineering attacks target the pillars of confidentiality, integrity, and availability. For example, attackers may trick users into divulging confidential information, modifying or deleting data, or disrupting critical systems. Mitigating social engineering attacks requires user education and awareness programs, strict access controls, robust authentication mechanisms, and regular security awareness training to help individuals recognise and respond appropriately to potential social engineering attempts (Salahdine & Kaabouch, 2019). 
Cybercriminals continue their endeavours by using sophisticated tools and machines, including artificial intelligence, to search for information organisations and employees post on social networking sites (Lohani, 2019). This information can be used as a threat against these organisations and their employees to gain access to their systems. Here, criminals have found a way of playing with people's psychology instead of just technical know-how (Salahdine & Kaabouch, 2019). 

2.3.5.4 [bookmark: _Toc179980007][bookmark: _Toc210911351]Supply Chain Attacks
Supply chain attacks involve targeting and compromising trusted vendors or suppliers to gain unauthorised access to systems or insert malicious code into software or hardware components (Pal & Alam, 2017). Cybercriminals are getting increasingly suspicious by using sophisticated tools. While organisations seek more intense ways to increase their information security, criminals look at vulnerabilities in the supply chain where risk is not fully understood (Pal & Alam, 2017). Vendors of all IT tools (physical tools) can be counted as the organisation’s own vulnerability, and criminals will use the information shared with vendors as access to gain critical information about the organisation.

These attacks pose a significant risk to the integrity and confidentiality of information systems. By compromising a trusted supply chain, attackers can distribute compromised software or hardware to unsuspecting organisations, leading to unauthorised access, data breaches, or system manipulation. Controlling supply chain attacks involves rigorous vendor management processes, conducting security audits and assessments of suppliers, implementing secure coding practices, and regularly monitoring and verifying the integrity of software and hardware components throughout the supply chain. 

2.3.5.5 [bookmark: _Toc179980008][bookmark: _Toc210911352]Internet of Things (IoT) and Infrastructure Attacks
Attacks on Internet of Things (IoT) devices and critical infrastructure pose significant risks to the availability and integrity of information systems (Tawfik et al., 2017). When insecurely deployed or configured, IoT devices can become entry points for attackers to gain unauthorised access to networks, disrupt services, or compromise data. Infrastructure attacks, such as Distributed Denial of Service (DDoS), can overwhelm networks and systems, cause service disruptions and impacting availability. Controlling IoT and infrastructure attacks involves implementing robust security measures for IoT devices, such as strong authentication, encryption, and regular firmware updates. Additionally, organisations need to employ network segmentation, traffic monitoring, and mitigation techniques to identify and mitigate DDoS attacks, ensuring the availability and integrity of critical infrastructure.

Each information system security challenge affects confidentiality, integrity, and availability. Addressing these challenges requires a multi-layered approach involving a combination of technical controls, user awareness and education, proactive vulnerability management, and collaboration with vendors and supply chain partners. It is crucial for organisations to continuously assess their systems, stay updated on emerging threats, and implement appropriate controls to mitigate the risks associated with these challenges.

Establishment of Study Variables
The variables used in this study were established through a review of existing theories and empirical studies on information systems security policy compliance. Previous models such as the Technology Acceptance Model (Davis, 1989), Institutional Theory (Scott, 2001), and the IS Security Compliance Model (Herath & Rao, 2009) have consistently highlighted factors such as awareness, management support, and enforcement mechanisms as critical to compliance behaviour. Empirical studies in higher education and developing-country contexts further emphasised the importance of training, technical capacity, and policy quality (Ifinedo, 2012; Bulgurcu et al., 2010). Drawing from this literature, the current study identified key variables including user awareness, policy quality, enforcement, and institutional support. These variables were synthesised into the study’s conceptual framework (see Section 2.5), providing both theoretical grounding and contextual relevance for Tanzanian public higher learning institutions.

2.4 [bookmark: _Toc210911353]Research Gap Identified   
Despite the considerable attention given to information system security policies in various organisational settings, there is a noticeable research gap in understanding the specific challenges and dynamics related to Information System Security Policy within higher learning institutions. While some studies have explored this topic, there remains a need for more focused research that investigates the unique context, requirements, and complexities of information system security policies in higher learning institutions in Tanzania (Semlambo et al., 2022).

One key research gap is the limited empirical research specifically examining the development, implementation, and effectiveness of Information System Security Policies in higher learning institutions in Tanzania. Existing studies primarily rely on case studies or general surveys, offering limited insights into the specific challenges, best practices, and contextual factors that shape these policies (Semlambo et al., 2022).
Additionally, more research is needed on the factors influencing the adoption and compliance with information system security policies in higher learning institutions in Tanzania. Expanding on this aspect would shed light on the effectiveness of policies, the role of training and awareness programs, and the barriers employees and administrators face in adhering to these policies (Hina & Dominic, 2018).
Moreover, as technology and security threats evolve, a research gap exists concerning the adaptation and responsiveness of information system security policies in higher learning institutions in Tanzania. Investigating the agility and flexibility of policies in addressing emerging security risks, integrating new technologies, and aligning with evolving legal and regulatory requirements would provide valuable insights (Maple, 2017).

These research gaps highlight the need for further empirical studies focusing on the development, implementation, effectiveness, and adaptability of Information System Security Policies in higher learning institutions in Tanzania. Addressing these gaps would contribute to a deeper understanding of the unique challenges, best practices, and strategies for enhancing information system security policies in the higher learning context.

2.5 [bookmark: _Toc210911354]Conceptualisation of the Study. 
The conceptual framework of this study is built upon the Socio-Technical System (STS) theory, which emphasises the interdependence between technological systems and human actors within an organisation. STS is especially relevant for studying compliance with information system security policies in higher learning institutions (HLI), where both human behaviour and technology play critical roles in ensuring compliance. STS theory enables this study to explore not only technical security controls but also human and organisational factors that influence compliance behaviour (Zoto et al., 2018). The complexity of security compliance in HLIs, particularly in the context of Tanzania, highlights the need for an integrated approach where socio-technical components are addressed simultaneously (Chaula, 2006). By using STS, this study seeks to develop a comprehensive understanding of how institutional policies, user engagement, and technology interact to affect security compliance

Dependent Variable: Compliance with Information Systems Security Policies: The dependent variable in this study is compliance with information systems security policies, which refers to the adherence to protocols and practices designed to safeguard organisational information systems. Compliance encompasses following mandatory security practices, utilising security software, reporting security incidents, and adhering to data encryption standards. High levels of compliance indicate the effective implementation of security policies, which is crucial for mitigating risks associated with cyber threats and data breaches (Sa'diah & Sulaiman, 2021). Measuring compliance allows for assessing the organisation's security posture and identifying areas for improvement (Lubua & Pretorius, 2019).

Independent Variables: Demographic Factors, Work Environment, Information Systems Security Policy Management Factors, and Human Factors: Demographic factors such as age, work experience, and education level significantly predict compliance with information systems security policies. Studies have shown that these factors influence users' perceptions and behaviours regarding security practices. For instance, younger employees might be more tech-savvy and more prone to risky online behaviours, while more experienced employees might better understand the importance of security protocols (Chua, 2018; Lubis, 2020). Education level also plays a crucial role, with higher levels of education generally associated with better compliance due to increased awareness and understanding of security policies (Mittal, 2019).

The work environment includes management support, resource allocation, and organisational culture. A supportive work environment, where management actively promotes and resources information security initiatives, can significantly enhance compliance (Assefa, 2021; Liu, 2020). Conversely, a lack of support and resources can hinder the effective implementation of security measures, leading to increased vulnerabilities (Goo, 2013; Shashidhar, 2014).

Management factors involve the planning, implementation, and monitoring of information security policies. These factors include the frequency and quality of training programs, regular audits, and clear accountability measures for non-compliance. Effective management of these factors ensures that employees are well-informed and capable of adhering to security protocols, thus reducing the risk of security incidents (Isaacs et al., 2018; Sa'diah & Sulaiman, 2021).

Human factors encompass individual behaviours, errors, and attitudes towards information security. These factors are critical as human error significantly contributes to security breaches. Increasing security awareness, providing relevant and helpful training, and engaging users in developing ICT policies are essential strategies for improving compliance (Lynn, 2018; Sa'diah & Sulaiman, 2021). Addressing human factors involves creating a security-conscious culture and implementing policies promoting responsible user behaviours (Al-Janabi & Al-Shourbaji, 2016).
This conceptual framework integrates the socio-technical approach and recognises the interconnectedness of social and technical elements in achieving robust information systems security. It highlights the need for a holistic approach that considers demographic variations, the work environment, policy management practices, and human factors to enhance compliance and secure organisational information systems effectively.

The alignment of variables in this study is grounded in the socio-technical system approach, where each variable contributes to either the technical or social side of the system. For example, variables such as management support and work environment represent the organisational (social) context that affects user behaviour and security compliance (Fischer & Herrmann, 2011). On the technical side, policy management practices and security protocols align with the technical measures of the system, which include tools, guidelines, and infrastructure designed to ensure information security (Zoto et al., 2018).

By aligning the study variables with STS theory, the research captures the dynamic interaction between these components. The theory provides a framework to examine how technological factors (e.g., ICT infrastructure and policy design) must be supported by social factors (e.g., training, engagement, and organisational culture) to foster a security-conscious environment (Charitoudi & Blyth, 2013). This alignment is critical for understanding the complex interplay between people, processes, and technology in ensuring compliance with security policies.

Variables and Criteria for Inclusion: The study variables were established through a 
systematic review of theoretical models and empirical studies on information systems security policy compliance. Factors such as user awareness, management support, enforcement mechanisms, and policy quality were consistently emphasised in models such as the IS Security Compliance Model (Herath & Rao, 2009), the Technology Acceptance Model (Davis, 1989), and Institutional Theory (Scott, 2001). Empirical evidence from higher education contexts (Ifinedo, 2012; Bulgurcu et al., 2010) further supported the inclusion of these factors. The criteria for inclusion of variables in Figure 2.1 were: (i) consistent appearance in multiple theoretical or empirical studies; (ii) relevance to institutional environments in developing countries; and (iii) applicability to the higher education sector. Factors that appeared in literature but did not meet these criteria for example, those requiring longitudinal behavioural data or technical infrastructure assessment were excluded to maintain the scope of this policy-focused study. The final set of variables shown in Figure 2.1 therefore reflects a synthesis of theory, empirical evidence, and contextual relevance.
[bookmark: _Toc113685654]Work environment
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Figure 2.1: Conceptual Framework
Source (Researcher, 2022)
The conceptual framework of this study is grounded in the Socio-Technical System (STS) theory, which is particularly relevant for analysing information security in higher learning institutions. STS theory highlights the interaction between human actors (social systems) and technological elements (technical systems), emphasising that effective security policies depend on the alignment of both components (Charitoudi & Blyth, 2013). In the context of this study, the framework aims to understand how compliance with information security policies is influenced not only by technical controls but also by human behaviour, institutional culture, and management support. This holistic approach is essential because technological solutions alone cannot ensure policy compliance if human factors, such as awareness and engagement, are not addressed (Zoto et al., 2018).

By using STS theory, the framework recognises that both users and the organisation (the socio and technical elements) must be aligned to achieve successful compliance. The technical systems, such as security protocols and ICT policies, must be compatible with the human side user behaviour, awareness, and engagement with these systems. Thus, the justification for this framework lies in the necessity to treat information security as a socio-technical problem, where the failure to integrate social aspects with technical measures results in ineffective policy compliance (Zoto et al., 2018).

2.6 [bookmark: _Toc210911355]Summary  
The chapter analysed issues related to a literature review of the problem, starting with the main concept of information system security. Different theories that support this study have been examined and discussed, where socio-technical system theories were adopted from three analysed theories based on the fact that human factors are always left behind when planning for an organisation's information system security policy. Information system security is mostly viewed from a technical aspect, while the human factor is an essential element that should not be left out. The empirical literature review evaluated the determinants of information system security and information system security challenges in organisations. This resulted in formulating the research gap to show what is missing from other research associated with this study. Next, the study's conceptualisation was discussed, showing the relationship between independent and dependent variables. 


[bookmark: _Toc210911356]CHAPTER THREE
[bookmark: _Toc210911357] RESEARCH METHODOLOGY

3.1 [bookmark: _Toc210911358]Overview     
The chapter consists of six sections, which present different methods and techniques applied by this study. The sections start with descriptions of the research paradigm, then the research design adopted for this study, then a description of the study area followed by survey population and sampling, sampling procedure, methods used for data collection, methods for data processing and analysis and end with expected results of the study. 

3.2 [bookmark: _Toc210911359]Research Paradigm 
In the context of this study, the research paradigm was shaped by positivist and constructivist paradigms. This is because the study aimed to quantify the relationship between variables and how they affect information system users with security compliance. Also, the study wanted to understand the subjective meaning and interpretation that employees attach to their behaviour and compliance with security policies. A research paradigm refers to a set of assumptions, beliefs, and principles that guide the researcher's understanding of reality, knowledge acquisition, and the overall conduct of the research (Kivunja & Kuyini, 2017). The paradigm identifies the problems that the field of study faces, offers illuminating hypotheses, and establishes standards for research methodology (Rana, et al., 2022). Ontology and epistemology are two crucial components of the research paradigm.
3.2.1 [bookmark: _Toc210911360]Ontology
The ontological stance refers to the researcher's perspective on the nature of reality and how they view the existence of entities and phenomena (Reyes-Pe˜na & Tovar-Vidal, 2018). In the context of this study, a social constructionist ontological stance is adopted. This ontological stance posits that reality is socially constructed through interactions, interpretations, and social contexts (Camargo-Borges & Rasera, 2013). 
Complex Social Phenomenon: The social constructionist ontological stance aligns with the understanding that information systems are not objective entities but are constructed and shaped by human interactions, interpretations, and social practices (Nemeslaki, 2018). Information system security in public higher learning institutions involves interactions among stakeholders, including IT administrators, faculty, students, and institutional management. These interactions give rise to diverse perspectives, interpretations, and behaviours concerning security practices. A social constructivist perspective enables a nuanced exploration of the underlying social dynamics and contextual factors influencing security practices (Creswell, 2009). Information systems in higher learning institutions are shaped by the beliefs, values, and actions of various stakeholders involved in their creation, usage, maintenance, and security.

Multiple Realities: Within a higher learning institution, individuals and groups may hold different understandings of information system security based on their experiences and roles. By adopting a social constructivist stance, the study recognises the existence of multiple realities and aims to understand the diversity of perspectives related to information systems security within the institution (Denzin & Yvonna S, 1994).

Policy Implementation Challenges: Information security policies are not implemented in a vacuum; they are influenced by the beliefs, attitudes, and norms prevalent in the institution's culture. Social constructivism allows researchers to explore how social interactions and institutional context shape policy implementation and adherence (Burr, 1995).

Contextual Understanding: The study occurs in Tanzanian public higher learning institutions with unique cultural and organisational contexts. By embracing social constructivism, the researchers can acknowledge and appreciate the importance of the Tanzanian context in shaping information security practices.

The ontological stance of social constructivism aligns well with the research objectives of exploring perceptions, experiences, and challenges related to information system security in public higher learning institutions in Tanzania. By recognising the socially constructed nature of reality, this study can better understand the complexities surrounding ICT policy implementation and its impact on safeguarding information systems.

3.2.2 [bookmark: _Toc210911361]Epistemology
Epistemology refers to the philosophical beliefs about the nature of knowledge and how it is acquired (Creswell, 2009). It includes the researcher's assumptions about how knowledge is generated, the role of the researcher in this process, and the criteria for determining validity and reliability (Crotty, 1998; Denscombe, 2014; Bryman, 2016). For this study, a pragmatic epistemological stance is adopted.

Pragmatism: Pragmatism focuses on the practical application of research methods, integrating both objective and subjective approaches to answer the research question (Zanke et al., 2024). Pragmatists believe that knowledge is best understood through a combination of different methods, depending on what works to address the research problem. This allows flexibility in using both quantitative and qualitative methods in the same study. In this research, the pragmatic approach justifies the use of structured questionnaires to collect empirical data, providing measurable insights into how demographic factors, work environments, and human factors influence compliance with ICT policies in public higher learning institutions. It also supports the qualitative phase, where interviews and discussions are used to capture in-depth, subjective experiences of stakeholders regarding information security policies.

The pragmatic stance is useful in this study as it combines the strengths of different research methods. The quantitative phase allows for objective measurement and statistical analysis, providing a broad view of trends and relationships between variables like compliance behaviour, demographic factors, and management factors. Simultaneously, the qualitative phase adds depth by capturing the perspectives and experiences of participants, which are essential for understanding the nuances of security management practices and challenges faced in Tanzanian institutions.
This integration of quantitative and qualitative methods aligns with the pragmatic view that research should focus on the problem at hand using the most effective tools available. The findings of this mixed-methods approach are expected to offer practical insights into improving ICT policy effectiveness and enhancing information system security. This will provide value to policymakers and institutional stakeholders by delivering both statistical evidence and context-specific recommendations tailored to the local needs of public higher learning institutions in Tanzania.

In summary, the pragmatic epistemological stance used in this study ensures a comprehensive investigation of IS security policy compliance and security management by accommodating both quantitative and qualitative methods. This approach allows for a well-rounded understanding of the challenges and opportunities to safeguard information systems within the unique Tanzanian context.

3.3 [bookmark: _Toc210911362]Research Design and Approach
The research design for this study was a descriptive design with a mixed-method approach, combining quantitative and qualitative research methods. This approach allows for a comprehensive and holistic analysis of the research topic, providing numerical and descriptive insights (Creswell, 2009). Using a mixed-method design, the researcher gathered a wide range of data to understand better safeguarding information systems through ICT policies in public higher learning institutions in Tanzania.

The quantitative component of the research approach involved the distribution of a structured questionnaire to all employees within the selected public higher learning institutions, including teaching staff, librarians and other supporting staff. The questionnaire was designed to elicit information related to ICT policies, security measures, challenges faced, and the impact of these policies on information system security (Kumar R. , 2011). Using a structured questionnaire allowed for standardised data collection, enabling the researcher to compare and analyse responses across different institutions. This quantitative data was analysed using statistical software (SPSS Version 20) to generate descriptive statistics, frequencies, percentages, and inferential statistics to establish relationships between variables (Saunders et al., 2019).

On the other hand, the qualitative component of the research approach involved conducting in-depth interviews with key personnel, including technicians, administrators, committee members and managers. These interviews provided rich qualitative data, allowing the researcher to gain insights into participants' perspectives, experiences, and interpretations of ICT policies and information system security. This design also involved conducting a policy review to determine the quality of ICT-related policies in safeguarding the security of information systems in public higher learning institutions in Tanzania. The thematic analysis method was used to analyse the qualitative data obtained from the interviews. The transcripts were coded and categorised into themes and sub-themes, allowing a deeper understanding of the topics under investigation (Creswell, 2009). Using qualitative data analysis techniques provided valuable insights into the complexities and nuances of ICT policies and their impact on information system security in public higher learning institutions.
This study adopted a mixed-methods approach based on the complex nature of the research problem, which involves both measurable user behaviours and nuanced organisational practices. Quantitative methods, including structured questionnaires and statistical modeling (PLS-SEM), were essential for identifying the strength of relationships among variables like education, awareness, and compliance. Qualitative methods, including document reviews and expert interviews, were required to explore policy interpretation, managerial perspectives, and institutional context areas not easily quantified. Therefore, the combination was not arbitrary but based on the dual need to measure and interpret the effectiveness of ICT policies in safeguarding information systems.

The combination of quantitative and qualitative data enabled the researcher to triangulate the findings, enhancing the validity and reliability of the research. Using multiple methods, the researcher compared and contrasted the results from both approaches, identifying areas of convergence or divergence. This convergence of evidence strengthens the research findings and provides a more comprehensive understanding of the research topic.

3.4 [bookmark: _Toc210911363]Description of Study Area 
A survey is conducted in the research area, which can be easily improved through a literature review (Kumar R. , 2011). The population of this study was selected to be employees of public higher learning institutions in Tanzania offering bachelor's degrees and above. This represents all public higher learning institutions with insufficient funds to invest in reliable information system security regardless of whether they use Information and Communication Technology (ICT) infrastructure in their daily activities (Pima, Odetayoet al., 2016). Big organisations have enough funds to invest in any information system security strategy. The same cannot be said for public higher learning institutions (Pekin, 2020). Research shows that funds for public higher learning institutions keep dropping annually (Mgaiwa, 2018). 

Of the total number of higher learning institutions in Tanzania, there are 582, of which only 212 are public higher learning institutions (The National Council for Technical Education (NACTE), 2020). Only 32 public higher learning institutions offer bachelor's degrees and above (The National Council for Technical Education (NACTE), 2020; Tanzania Commission for Universities, 2019). This category of public higher learning institutions was selected for this study because of their similarities in the use of ICT infrastructures and the insufficient knowledge and proper training in managing these infrastructures. Also, the use of similar centralised information systems and internet service providers. They are all forced to use Tanzania Telecommunication Company Limited (TTCL) as public organisations. Other public higher learning institutions could not be included in this study because they are small and differ in ICT infrastructure from those mentioned above. These differences can be seen in the use of centralised information systems, such as the use of servers. Also, domains connect office computers and organisation websites, portals, and other information system services. 

3.5 [bookmark: _Toc210911364]Survey Population and Sampling
The survey population for this study includes all employees of public higher learning 
institutions in Tanzania that provide bachelor's degrees and above. That includes ICT staff (technicians and administrators), management and other relevant stakeholders in public higher learning institutions in Tanzania (like librarians, teaching staff and other supporting staff). ICT department staff members play a crucial role in the development and implementation of ICT policies, as well as the management of information systems within the institutions. Other stakeholders, such as administrators and faculty members, may also provide valuable insights into the challenges and experiences related to information system security and the impact of ICT policies.

The survey population was selected using a stratified random sampling technique. The population was stratified based on Tanzania's different public higher learning institutions. This stratification ensures that the sample is representative of the different institutions and allows for easier comparison and analysis of results across institutions.
Appropriate statistical formulas and saturations were used to determine the sample size from the survey population, considering the desired level of precision and confidence (Creswell, 2009). The sample size aimed to balance achieving statistical rigour and practical feasibility. The study involved 32 public higher learning institutions providing bachelor's degrees and above, 8 of which were selected as the sample frame, and 2727 employees were used as the population for this study. 

3.5.1 [bookmark: _Toc210911365]Sampling Techniques and Sample Frame
A sample frame of 8 public higher learning institutions providing bachelor degrees and above was selected. These institutions were selected based on their similarities in using centralised information systems and the same internet service provider. Creating an accurate and representative sampling frame is crucial for ensuring the external validity and generalisability of the research findings. It should include all public higher learning institutions in Tanzania to capture the diversity and variation within this population. This sample frame was used to identify and select potential participants or units for inclusion in the research sample. In the context of this study, the sampling frame would consist of a comprehensive list of all eligible institutions. A more detailed explanation of each technique used in each sampling method is described in the next subsections.; 

3.5.1.1 [bookmark: _Ref100653719][bookmark: _Toc179980022][bookmark: _Toc210911366]Convenience Sampling
This is a sampling method used in qualitative research to select participants who are easily accessible and convenient for the researcher. It frequently depends on the geographic location and resources that make it easy for participant recruitment (Etikan et al., 2016). As elaborated by Leiner (2014), convenience sampling is a method of choice for most researchers in social science studies. The researcher conducted the research in the SoSci panel through email and a web-based survey in a large, convenient pool. The Sosci panel is free for non-commercial academic research projects that comply with the panel’s terms. Workman et al. (2008) show that organisations' information security is vulnerable even to modest and uninspired security attacks. Researchers used the convenience sampling to avoid fear and vulnerability among employees who have been victims of information security attacks by providing them with the required training and knowledge. This study used this sampling method to acquire participants easily accessible to the researcher for focused group discussions.
3.5.1.2 [bookmark: _Ref100653715][bookmark: _Toc179980023][bookmark: _Toc210911367]Purposive Sampling
Purposive, purposeful, or selective sampling is used in qualitative research to recruit participants who can provide in-depth and detailed information about the phenomenon under study. To qualify for the study, participants must meet specific criteria set by the researcher. Barratt et al. (2014) emphasise using purposive sampling for a population that seems too general or large and a population that is hard to reach. 

This sampling technique was also used to select key informants for interviews in the expert evaluation process of the developed framework. These participants were chosen based on their pivotal roles in information system management and policy formulation within public higher learning institutions in Tanzania. The decision to include individuals with diverse responsibilities ensures a comprehensive evaluation, capturing insights from key decision-makers actively involved in addressing the intricacies of information security. This strategic selection aims to enhance the proposed framework's relevance and effectiveness in meeting such institutions' specific needs and challenges.

3.5.1.3 [bookmark: _Ref100999238][bookmark: _Toc179980024][bookmark: _Toc210911368]Simple Random Sampling
Simple random sampling is an unexpected way of picking a sample in which any element or combination of elements in the population has an equal chance of being chosen as a sample member (Showkat & Parveen, 2017). This approach is a fair way to pick a sample since it is one of the simplest kinds of random sampling. (Taherdoost, 2016). Various strategies may be used to do simple random sampling, including lottery sampling, as selected for this study. 
3.5.1.4 [bookmark: _Toc179980025][bookmark: _Toc210911369]Lottery Sampling
The lottery method of simple random sampling is one of the sampling procedures in probability sampling. A researcher can create a simple random sample based on several methods. With lottery sampling, each member of the population is assigned a number, after which a number is selected randomly (Gill, 2020). This study used this sampling technique to select 8 public higher learning institutions out of all public institutions that provide bachelor's degrees and above in Tanzania, which were       32(3.5 ). 

[bookmark: _Toc210911370]3.5.1.5 Stratified Sampling
Stratified sampling is a probability sampling technique used to ensure that subgroups within a population are adequately represented in the sample. In this study, stratified sampling was employed to enhance the representativeness and reliability of the findings by ensuring that all key categories of respondent’s administrators, ICT personnel, and system users were proportionately included from each selected institution.

The rationale for using stratified sampling lies in its ability to reduce sampling bias and increase the precision of population estimates (Creswell, 2014). Given the heterogeneity of staff roles and their varying responsibilities in relation to ICT policy implementation and compliance, stratification allowed for meaningful comparisons across demographic and professional categories. Each stratum was defined based on respondent characteristics relevant to information system security compliance, such as job function and institutional affiliation, thereby ensuring alignment with the study’s analytical goals (Saunders, Lewis, & Thornhill, 2019).

The sampling frame was divided into homogeneous strata drawn from eight public higher learning institutions across Tanzania. From each stratum, respondents were selected through proportionate random sampling, where the number of participants in each subgroup was determined in proportion to their actual size in the population (Kothari, 2004). This approach is especially effective when subgroup variability is expected, as it controls for underrepresentation or overrepresentation of particular respondent categories (Sekaran & Bougie, 2016).

Stratified sampling was thus appropriate for this research as it enabled the researcher to generalise findings across the broader institutional population while maintaining internal validity by capturing the perspectives of diverse user groups.

3.6 [bookmark: _Toc210911371][bookmark: samplesize]Sample Size
The sample size is a term used in research to mean the number of subjects included in the research, a group of subjects selected from the general population. It is considered the representation of the total population for the study (Oribhabor & Anyanwu, 2019). The population of this study is all public higher learning institutions in Tanzania that provide bachelor's degrees and above, which is a total of thirty-two (32) as reflected in APPENDIX V. The sample size or representation of this group can be obtained through the use of the Kothari formula as presented below (Kothar, 2004); 

· n = required sample size
· N= Total population (32 public higher learning institutions)
· e= Marginal error that is 0.05, considering that the significance level of confidence is 95%.
Hence;
Population (n) sample =    32/ [1 + 32(0.05) ^2]
=32/4.2
=7.6190 =>8

Thus, eight (8) public higher learning institutions (Table 3.1) are the acceptable representation of all 32 public higher learning institutions of Tanzania that provide bachelor's degrees and above. 

[bookmark: _Toc97521391][bookmark: _Toc97521552][bookmark: _Toc97533221][bookmark: _Toc210913448]Table 3.1:	List of Public Higher Learning Institutions Selected as Sample Frame, Methods of Data Collection Used and Total Number of Employees. 
	SN
	Questionnaire
	No of Employees

	01
	Ardhi University (ARU) 
	242

	02
	College of Business Education (CBE)
	223

	03
	Eastern and Southern African Management Institute (ESAMI)
	111

	04
	Arusha Technical College (ATC)
	465

	05
	The Open University of Tanzania (OUT)
	603

	06
	University of Dar es Salaam (UDSM) 
	570

	07
	Institute of Finance Management (IFM)
	308

	08
	Institute of Accountancy Arusha (IAA)
	205

	
	Total 2
	2727


Source (Research Data 2021)

A sample of 8 public higher learning institutions was selected for this research. The ICT-related policies of all 8 institutions were involved in a qualitative document review to determine the quality of information system security policies, with 2727 employees in total. 

Then, respondents were grouped into subgroups of three (3) to ten (10) respondents for focus group discussion, as proposed by Eeuwijk and Angehrn (2017). Through these subgroups, data was collected until the desired saturation level was reached. The technique is also supported by Burgess (2010), who used focus group discussion in information system research to develop a cyber security awareness strategy. Ahmad et al. (2012) also highly endorsed this approach as they researched the perception of cyber terrorism. Hence, the process can be adapted to obtain a sample size for information systems users’ compliance with security policies in public higher learning institutions.  

Table 3.1 shows the total number of employees in institutions selected for the study. This is the entire population for which only an acceptable sample size can be obtained, as it is impossible to reach the whole population (Kothar, 2004). Thus, through saturation, the study obtained a sample of 80 participants for focused group discussions and 8 participants for key informant interviews; as used before, the Kothari formula can be used again to obtain an acceptable sample size from the population. 

(Kothar, 2004)
· n = required sample size
· N= Total population (ARU, CBE, ESAMI, ATC, OUT & UDSM)
· e= Marginal error that is 0.05, considering that the significance level of confidence is 95%.
· Therefore; N= 242 + 223 + 111 + 465 + 603 + 570 + 308 + 205 = 2727
· 2727 – 88 (deducted for qualitative data through saturation) = 2639
Hence;
n=N/1+N€2
Given
n=?
N=2639
E=0.05
Solution
Population (n) sample =    2639/ [2639+1(0.05) ^2]
n=2639/1+2639(0.05)2
n=2639/1+2639 (0.0025)
=2639/1+6.5975
=2639/7.5975
n= 347.83
n=348

Hence, this makes the total population of this study equal to the total number of employees of all eight (8) public higher learning institutions in Tanzania selected as a sample frame for this study, which was 2727. As elaborated above, the Kothari formula was used to obtain a sample size of 348 from 2727 employees of 8 institutions selected for the study. A sample size of 88 was acquired through saturation. Thus, a total sample size of 436 participants was used for this study. Table 3.2 shows sample distribution across the selected institutions. 

The sample size was divided into 3 strata of ICT technicians, Administrators and users (teaching staffs, librarians and other supporting staffs)

Table 3.2: Sample Size Distribution by Respondent Category (Strata)
	Stratum (Respondent Category)
	Number of Respondents
	Percentage of Total Sample (%)

	ICT Technicians
	122
	28.0%

	System Users
	202
	46.3%

	Administrators
	112
	25.7%

	Total
	436
	100%






[bookmark: _Toc210913449]Table 3.3: Sample Size Distribution
	SN
	Institution Name
	No. of Employees
	Qualitative sample
	Remaining Employees
	Quantitative sample

	01
	Ardhi University (ARU)
	242
	11
	233
	30

	02
	College of Business Education (CBE)
	223
	11
	214
	28

	03
	Eastern and Southern11African Management Institute (ESAMI)
	111
	11
	102
	13

	04
	Arusha Technical College (ATC)
	465
	11
	456
	60

	05
	The Open University of Tanzania (OUT)
	603
	11
	594
	78

	06
	University of Dar es Salaam (UDSM)
	570
	11
	561
	74

	07
	Institute of Finance Management (IFM)
	308
	11
	299
	39

	08
	Institute of Accountancy Arusha (IAA)
	205
	11
	196
	26

	Total
	All Institutions
	2727
	88
	2639
	348


Source (Research Data, 2021)



3.7 [bookmark: _Toc210911373]Data Collection Methods 
Data aggregation is collecting information from all the relevant sources to obtain responses to the research problem, test the hypothesis, and analyse the results. Data collection methods can be divided into two categories: primary and secondary data collection methods (Kabir, 2016).  The study employed primary data in the field through structured interviews, focus group discussions, in-depth interviews, and non-participant observant methods. Primary data were collected from respondents using closed-ended questionnaires to test information system user compliance with security policies in public higher learning institutions in Tanzania. A five-point Likert scale questionnaire was adopted. with 1=strongly disagree (SD), 2=disagree (D), 3=neutral (N), 4=agree (A), and 5=strongly agree (SA). Secondary data was obtained from published and unpublished reports on public higher learning institutions' information system security policies and through reviewing existing ICT policies. Secondary data was used to assess the quality of existing ICT and Information Systems security policies. The items for all the constructs adapted in this study are from previous literature, such as Sarmoen, Khalid, Siti, Rasid and Basiruddin (2019) and Lubua and Pretorius (2019). For reasons of parsimony, the indicators are formulated to suit public higher learning institutions. 

The questionnaires were distributed manually to employees across the selected public higher learning institutions. To ensure a high response rate, the research assistants conducted face-to-face follow-ups. These follow-ups took place during institutional meetings, office hours, and scheduled events, providing respondents with the opportunity to complete and return the questionnaires in person. This method allowed for direct engagement with participants, ensuring that any questions or clarifications regarding the survey were addressed promptly, contributing to the high rate of questionnaire return

3.7.1 [bookmark: _Toc210911374]Primary Data Collection
Quantitative and qualitative data were collected to answer the study's objectives. The study used the following techniques to obtain primary data: questionnaires, focused group discussions, key informant interviews, and non-participant observation. Details on the relevance of each technique are provided in the next part. 

3.7.1.1 [bookmark: _Toc210911375]Questionnaire 
Questionnaires were employed as a crucial data collection tool, designed with closed and open-ended questions. 348 questionnaires were disseminated across all eight institutions chosen through simple random sampling,

The rationale for employing questionnaires as a data collection method was further supported by existing literature, particularly a study by Velki et al. (2014), which attests to the efficacy of questionnaires in gathering data on user awareness regarding information system security. The formulation of the questions within the questionnaire was grounded in the theories and frameworks of the study. 

3.7.1.2 [bookmark: _Toc179980030][bookmark: _Toc210911376]Focus Group Discussion
Focus group discussions were incorporated into the research design to understand the nuances surrounding information system security policies comprehensively. These discussions aimed to provide an invaluable lens into participants' attitudes, beliefs, and experiences. The primary objective was to directly address Research Questions i and ii, which relate to the factors affecting information system security user compliance to security policies in public higher learning institutions in Tanzania. This qualitative method is supported by past research, offering a platform for open dialogue (Yunos et al., 2016; Ahmad et al., 2012).

For the focus group discussions, 80 participants were involved across eight selected institutions. The participant selection employed purposive sampling to ensure that the individuals involved had relevant experience and insight into the subject matter. While literature typically suggests focus groups should consist of 6-8 participants (Eeuwijk and Angehrn, 2017), the focus groups in this study involved 10 participants. This intentional deviation was based on the availability and the richness of expertise among potential participants. The discussions continued until a point of data saturation was reached, which ensured comprehensive data collection.

Prior research endorsed thematic and narrative analysis methods to analyse the data gathered from these focus groups (Yunos et al., 2016; Ahmad et al., 2012). Individuals were assigned identification numbers to encourage candid discussions and maintain participant anonymity. Research assistants took detailed notes during the discussions, and recordings were also made to ensure the accuracy and richness of the data collected.

3.7.1.3 [bookmark: _Toc179980031][bookmark: _Toc210911377]Key Informant Interview
In-depth interviews were conducted to evaluate the established framework and gather insight into the relevance of each element involved. A structured interview guide was used to keep the discussions focused, consistent, and aligned with the study's objectives. This approach is endorsed by Eeuwijk and Angehrn (2017), who argue that a well-designed interview guide can offer invaluable assistance in capturing insights from varied respondents while maintaining focus during the interview.

For statistical context, 8 in-depth interviews were conducted. These interviews, coupled with the 80 participants in the focus group discussions, made a cumulative total of 88 participants for the qualitative data collection segment of the study.

3.7.1.4 [bookmark: _Toc179980032][bookmark: _Toc210911378]Non-Participant Observation
Observational research served as a third methodological approach in this study, aimed at capturing discrepancies between reported and actual behaviours concerning information system security in public higher learning institutions. Specifically, the objective was to address both Research Questions i and ii, delving into factors affecting security compliance and assessing the effectiveness of existing policies. The method involves a purposeful and systematic way of watching, listening to, and recording interactions as they occur (Ciesielska et al., 2018). The observational method allowed the researchers to reconcile reported awareness and actual behaviour, providing a more comprehensive understanding of these institutions' information system security landscape.

The findings from the observations were telling. Despite the common claim among respondents that they used unique login credentials, it was observed that some employees accessed their work computers without using any. Moreover, while many participants verbalised an awareness of security challenges and claimed to adhere to best practices, their actions suggested otherwise. For instance, some were observed sharing USB drives between personal and institute computers, thereby risking the spread of malware.

Narrative analysis was employed to sift through the observational data, aligning closely with the study's qualitative approach. This analysis revealed gaps in existing policies and identified areas that require immediate attention to bolster the effectiveness of the new information system security policy framework. These insights are invaluable for administrators and policy-makers seeking to improve institutional security measures. 

3.7.2 [bookmark: _Toc210911379]Secondary Data Collection
Secondary data was an integral part of this study and served a multi-faceted role, targeting Research Questions I, ii, and especially iii, which focused on reviewing existing policies and frameworks and developing suitable information system security policies for public higher learning institutions in Tanzania.

Contrary to the broad utilisation of secondary data in some studies (Martins et al., 2018), this research exercised due diligence in selecting secondary data. Priority was given to highly relevant sources, including government reports on information security, policy documents, academic journals, and literature on public higher learning institutions in Tanzania. These were carefully chosen to be contemporary and rigorous, providing a comprehensive and reliable foundation for the study's theoretical framework.

The secondary data was critical in offering a contextual understanding that complements the primary data. For instance, government reports and academic literature aided in identifying the administrative and practical challenges of implementing security measures, thereby contributing to Research Questions I and ii. Importantly, this study used secondary data to address Research Question iii directly. It involved thoroughly reviewing existing policies and frameworks to develop a customised information system security policy suitable for public higher learning institutions in Tanzania.

Secondary data was used to validate or challenge the findings from primary data collection methods like questionnaires, interviews, and observations to substantiate the research. This triangulation of data sources heightened the reliability and robustness of the study's findings, especially in developing new policy frameworks that could be adapted to the unique conditions and challenges faced by higher learning institutions in Tanzania. 

3.7.2.1 [bookmark: _Toc179980034][bookmark: _Toc210911380]Document Review
As an essential aspect of this study, ICT security-related policy documents were collected from each of the eight selected public higher education institutions. These documents provided in-depth insights, primarily addressing Research Questions III and IV.
For Research Question III, which aims to assess the quality of existing information system security policies in mitigating security challenges, multiple focus areas within the collected documents were scrutinised. This comprehensive review helped identify gaps, redundancies, and inconsistencies in existing policies, answering research question II on policy quality.

Research Question IV, which concentrates on evaluating the developed information system security policy framework, was also addressed through this document review. The focus shifted towards hardware and software management and information handling, including data ownership and security classification rules. Each of these areas and their sub-areas like software installations, system updates, and administrative concerns provided a base for assessing the newly developed policy framework, including its feasibility, comprehensiveness, and relevance to the unique challenges faced by public higher education institutions.

The comprehensive nature of this document review ensures a thorough and multi-faceted evaluation. This is crucial for understanding the current state of ICT security policies in the selected institutions and assessing the robustness and effectiveness of the newly developed policy framework. Thus, the document review is a vital methodological tool for achieving Research Questions ii and iii.

Systematic Formulation of the Questionnaire: The questionnaire used in this study was formulated through a systematic process to ensure both theoretical grounding and contextual relevance. First, variables identified in the literature review (see Section 2.3) guided the definition of questionnaire domains, including policy quality, awareness, enforcement, and compliance behaviour. Established scales and items from prior studies on information systems security compliance (e.g., Bulgurcu et al., 2010; Ifinedo, 2012; Herath & Rao, 2009) were reviewed and adapted where applicable. Second, items were refined to reflect the higher learning institution context in Tanzania, with particular attention to institutional governance structures and ICT policy practices. Third, the initial draft was subjected to expert review by ICT specialists, academic administrators, and research supervisors to ensure clarity, relevance, and face validity. Fourth, a pilot test was conducted with a small group of staff (n=89) in one institution, and feedback was incorporated to improve item wording, sequence, and response options. Finally, reliability was tested using Cronbach’s Alpha, and constructs met the recommended threshold of 0.7 and above. This systematic process ensured that the questionnaire was both reliable and contextually appropriate for the study.

3.8 [bookmark: _Toc210911381]Data Processing and Analysis
Data analysis is the linchpin in research, converting raw information into actionable insights (Ibrahim, 2015; Sutton, 2018). This study employed a deductive approach, systematically moving from general principles to specific conclusions (Sutton, 2018). The analysis unfolded in two primary wings: qualitative and quantitative.

3.8.1 [bookmark: _Toc210911382]Qualitative Data Analysis
In line with the guidance provided by Lester and Lester (2020), the first step was the organisation and transcription of the data gathered from focus group discussions and observations. The study delved into strategic and operational challenges in public higher learning institutions using frameworks and constructs developed from previous research (Cassol et al., 2018; Cho et al., 2016). Coding was followed by thematic analysis, which allowed for identifying and addressing the effectiveness and adequacy of existing information system security policies (Basit, 2003), answering Research Questions I and ii. 

Furthermore, a qualitative documentary review was strategically conducted to address Research Question iii, and thematic analysis was used to discuss the findings. This method involved an in-depth analysis of existing ICT and Information System Security policies and a comprehensive review of relevant literature. The goal was to critique these policies and garner valuable insights that could be integrated into a new, more effective Information System Security Policy framework. This ensured the framework was built on a foundation of pre-existing knowledge while incorporating new perspectives and findings to improve current practices.

In addition, Qualitative Document Analysis (QDA) was also utilised as a specialised method to answer Research Questions ii and iv. The study transitioned into an evaluation phase after completing the framework development process. Experts in the field were consulted to critique the newly developed framework. The QDA allowed for a rigorous examination of the framework's effectiveness, robustness, and applicability. It provided a structured mechanism for analysing textual data, enabling the researchers to pinpoint strengths, weaknesses, and areas for potential improvement in the framework.
By employing these specialised qualitative methods, the study ensured a multifaceted approach to answering the research questions, thereby elevating the quality and comprehensiveness of the overall research.

3.8.2 [bookmark: _Toc210911383]Quantitative Data Analysis
Descriptive statistics was used to assess the level of compliance, while Automatic Linear Modelling (ALM) was used to assess the effects of security compliance. In contrast, partial least square structural equation modelling (PLS-SEM) was used to examine the work environment, information system security policy management factors, and human factors related to security compliance by testing the recommended hypotheses from research question i. Numerous scholarly works argue that PLS-SEM would perform effectively within certain circumstances or situations (Al-Emran et al, 2018; Sabol et al., 2023). PLS-SEM is recommended as a useful and suitable analytical tool when the recommended model involves higher-order latent variables (Al-Emran et al., 2018; Sabol, Hair et al., 2023). The descriptive analysis allowed the study to categorically examine challenges facing information systems' security, fulfilling Research Questions i. Coding and indexing were vital steps for quantitative data. The coding scale ranged from 1 for "strongly disagree" to 5 for "strongly agree." This coded data was later grouped into meaningful categories to facilitate the analysis.
By integrating qualitative and quantitative data, the study provided a rounded perspective on the security challenges in public higher learning institutions in Tanzania. It also developed and proposed a new information systems security policy framework for all public higher learning institutions, and it evaluated the framework through experts. Each method uniquely answered the research questions, resulting in a comprehensive understanding that laid the foundation for effective policy recommendations.

3.9 [bookmark: _Toc210911384]Variables Measurements 
Respondents were asked on a five-point Likert scale ranging from 1= strongly disagree to 5= strongly agree while 2, 3 and 4 are scaled as disagree, neutral agree, respectively.  




[bookmark: _Toc210913450]Table 3.4: Definition of Variables
	Variable
	Symbol 
	Definition
	Measurements 
	Citations

	Dependent variable

	Information Systems Security policy compliance
	COM
PLNC
	information system security policy compliance in higher education is defined as the adherence of universities and colleges to both external regulatory mandates and internal norms and values that govern the protection of sensitive information.
	5-point Likert scale

Focused Group Discussions
	(Kam, Katerattanakul, Gogolin, & Hong, 2023)

	Dependent Variables

	Work Environment
	WE
	the work environment in the context of information security policy compliance is characterized by the interactions between security technologies, and user behaviour compliance.
	5-point Likert scale


Focused Group Discussions
	(Kurowski, Fähnrich, & Roßnagel, 2018)

	Information System Security Policy Management Factors
	ISCM
	Information system security policy management factor refers to the formal and structured efforts within an organisation to develop, implement, enforce, and review security policies and procedures that protect the organisation's information assets
	5-point Likert scale



Focused Group Discussions
	(Kam, Katerattanakul, Gogolin, & Hong, 2023)

	Human Factors
	HF
	The research defines human factors in information security as the elements related to behaviours, awareness, understanding of laws and policies, and managerial roles within an organisation, which collectively influence safeguarding confidential information.
	5-point Likert scale




Focused Group Discussions
	(Sarmoen, Khalid, Siti, Rasid & Basiruddin, 2019)


Source: Researcher (2023)

Table 3.3 defines key variables measured in the study, focusing on factors influencing compliance with information system security policies in higher education institutions. The dependent variable, Information Systems Security Policy Compliance (COMPLNC), is measured through adherence to security regulations and internal guidelines, assessed using a 5-point Likert scale. Independent variables include Work Environment (WE), which examines the interaction between security technologies and user compliance behaviours; Information System Security Policy Management Factors (ISCM), representing the formal efforts to develop and enforce security policies; and Human Factors (HF), encompassing the behaviours and awareness that affect information security practices. 

The study utilised Partial Least Squares Structural Equation Modeling (PLS-SEM) due to its suitability for analysing complex models with multiple latent variables. PLS-SEM is particularly useful for exploratory research, as it allows for the estimation of relationships between constructs when theoretical knowledge is still developing (Sabol et al., 2023). Additionally, PLS-SEM was chosen because it accommodates smaller sample sizes, making it appropriate for the 436 respondents in this study. Given that the study aims to predict factors influencing information systems security policy compliance, PLS-SEM provides the most appropriate analytical tool for capturing the relationships between the independent variables (work environment, information system security policy management factors, and human factors) and the dependent variable (policy compliance).

Another important reason for choosing PLS-SEM is its ability to handle multicollinearity issues, which arise when independent variables are highly correlated. Multicollinearity can distort the results of traditional regression models by inflating standard errors and making it difficult to isolate the unique contribution of each variable (Leong et al., 2024). PLS-SEM mitigates these effects by prioritising variance explanation over model fit, thus providing more reliable estimates where multicollinearity exists. 

3.10 [bookmark: _Toc210911385]Estimates Procedures for SEM
Structural Equation Modeling (SEM) in this study is implemented using SmartPLS 4.0, following a systematic process encompassing several key stages: model specification, identification, parameter estimation, model evaluation, and model modification, in line with methodologies described by (Al-Emran et al., 2018). Initially, the conceptual framework of the hypothesised theoretical model is established, ensuring each construct and the proposed relationships are clearly defined and grounded in the literature (Sabol et al, 2023). A well-structured questionnaire is then designed to collect data pertinent to the constructs involved accurately. The appropriate sampling method is applied to select a representative sample. Confirmatory factor analysis (CFA) is conducted to evaluate the loadings of indicator variables on their respective latent factors, ensuring the measurement model's integrity through convergent and discriminant validity assessments. Following this, the structural model is analysed to verify the quality of the model and its fit with the actual data collected. This includes testing the relationships between constructs and assessing potential mediation effects. Preliminary data analysis is performed using SPSS version 20.0, where data screening, descriptive statistics, and normality tests are carried out to prepare the data for SEM. Finally, SEM allows for the examination of mediation and moderation effects among the constructs such as compliance behaviour, human factors (HF), information system security management (ISCM), and work environment (WE), ensuring a comprehensive understanding of the dynamics within the model.

3.11 [bookmark: _Toc137796012][bookmark: _Toc210911386]Research Validity and Reliability
[bookmark: _Toc137796013]For this research, the validity of the measurement model is critically assessed to ensure the accuracy and appropriateness of the constructs used. Two key indicators are employed to establish convergent validity, which confirms that all construct items converge to measure the same concept: factor loadings and the average variance extracted (AVE). According to Santos and Cirillo (2021), items with factor loadings of 0.7 or higher significantly contribute to the construct, while an AVE of 0.5 or higher indicates that the construct accounts for a majority of the variance in the items.

Discriminant validity, which assesses whether a construct is genuinely distinct from other constructs by more than similar ones, is evaluated using the heterotrait-monotrait (HTMT) ratio of correlations criterion. A threshold value less than 0.90 for the HTMT ratio is generally considered indicative of adequate discriminant validity, as it confirms that constructs are more dissimilar than similar.

These methods ensure that the measurement model not only reliably measures the constructs but also that these measurements are balanced with other variables in the study. By meticulously applying these criteria, the study upholds the rigorous standards necessary for scientific validity, thus reinforcing the credibility of the findings.

In this research, the reliability of the data is crucial for ensuring consistent measurement under the same conditions, as highlighted by (Babu & Kohli, 2023). Confirmatory Factor Analysis (CFA) was conducted to evaluate the reliability of the measurement model. CFA aids in confirming the adequacy of the measures used in the study, assessing whether the items demonstrate sufficient reliability to represent the constructs accurately.

Composite Reliability (CR) and Cronbach's Alpha were utilised to ascertain the internal consistency of the data. Cronbach's Alpha is a standard measure of internal consistency reliability, with a coefficient value of 0.7 or above generally accepted as indicating good reliability (Robertson & Evans, 2020). Composite Reliability, similar in purpose to Cronbach's Alpha but providing a more accurate measure, also supports the assessment of each construct's internal consistency within the model.

Further, the reliability assessment includes examining factor loadings and cross-loadings of the items across different constructs. According to Kerschbaumer (2016), item loadings on their respective constructs should be 0.5 or higher to confirm that they are adequate reflections of the construct and contribute meaningfully to the reliability of the measurement model. This rigorous approach ensures that each construct within the model is measured with high reliability, enhancing the robustness and credibility of the study's findings.
In addition to assessing the validity and reliability of the measurement model, this study used partial Least Squares Structural Equation Modeling (PLS-SEM) to estimate both the outer (measurement) and inner (structural) models. The PLS-SEM approach was selected due to its flexibility in handling complex models with multiple latent variables and its ability to work efficiently with smaller sample sizes (Hair et al., 2011).
Outer Model: The measurement model was evaluated by examining the outer loadings of the observed indicators on their respective latent variables. Items with outer loadings below 0.5 were considered for removal, following the guidelines for indicator reliability

Inner Model: The structural model was assessed through path coefficients, which were calculated to determine the strength and direction of relationships between the independent and dependent variables.
Bootstrapping: To ensure the significance of the path coefficients, a bootstrapping procedure with 5,000 resamples was employed. This allowed for the calculation of standard errors and confidence intervals, providing robust estimates for hypothesis testing.

3.12 [bookmark: _Toc210911387]Research Ethics    
Privacy and confidentiality were observed in undertaking research, and research clearance was obtained (Appendix I: Research Clearance). Before the interview, each participant's consent was obtained, and the purpose of the research was clearly explained to the respondents. For one reason or another, those not ready to participate in the interview were excused from the study. 
The research involved the entire population of public higher learning institutions, including administrative staff, technicians, and users. To avoid cases of subordinate staff not being free to express their experiences and challenges in front of their supervisors, clear separation of the groups was observed to provide confidence for self-expression of experience and opinions. 

3.13 [bookmark: _Toc137795993][bookmark: _Toc210911388]Expected results of the study 
The study was designed to determine the quality of information system security policy in safeguarding public higher learning institutions' assets and its quality in addressing information security challenges. The study is expected to examine factors that affect the security of information systems in public higher learning institutions in Tanzania due to vulnerabilities in ICT/Information System Security policies. Secondarily, it was to examine the quality of information system security policies in addressing modern information security challenges in public higher learning institutions in Tanzania. 

After the factors have been analysed and the policies have been examined, the new proposed information system security policy can be formulated based on the examined weaknesses and by abiding by the standards set by the government and other international standards organisations. This new framework is expected to help policymakers and information system security policy experts identify all the requirements for the best information system security policies before making any. It is also expected to help the government have all the necessary information before proposing a new policy for the information system security of any organisation.

[bookmark: _Toc210911389]CHAPTER FOUR
[bookmark: _Toc210911390]RESULTS AND DISCUSSIONS

4.1 [bookmark: _Toc210911391]Overview 
This chapter presents the analysis and results of the study, starting with descriptive statistics to illustrate the basic characteristics of the data. Results are meticulously organised in tables for clarity, with thorough analyses conducted before and after presenting each table to enhance understanding of the findings. The chapter progresses by assessing the validity and reliability of the measurement model to ensure an accurate representation of constructs. The structural model is then evaluated to analyse the relationships among variables. Finally, the results of the hypotheses testing are detailed and discussed in comparison with findings from previous studies, providing a comprehensive overview of the study's outcomes. The chapter is divided into 4.2 Demographic Profile of Respondents, 4.3 Factors Affecting Information System User Compliance to Security Policies, 4.4 Measurement Model, 4.5 The Quality of Information System Security Policy Owned by Selected Public Higher Learning Institutions, 4.6 Information System Security Policy Framework for Public Higher Learning Institutions, 4.7 the expert evaluation process and 4.8-chapter summary.

4.2 [bookmark: _Toc210911392]Descriptive Statistics Analysis
4.2.1 [bookmark: _Toc147827190][bookmark: _Toc210911393]Response Rate
The study distributed 348 (100%) questionnaires for the respondents, and 339 (97.13%) questionnaires were filled and returned. Therefore, 339 useable questionnaires were returned, giving a response rate of 97.13 percent, which was considered satisfactory for subsequent analysis.

The study population was comprised of all employees of selected higher-learning institutions offering bachelor's degrees and above programs in Tanzania. The response rates are presented in Table 4.1.

The response rate in this study was exceptionally high, with 339 out of 348 questionnaires returned, resulting in a 97% response rate. This is significantly higher than typical response rates in survey-based research, which often range between 16.5-50% (Lund. 2023). Several factors contributed to this high response rate. First, the manual distribution of questionnaires ensured that they were personally handed to the respondents, which increased engagement. Second, face-to-face follow-ups were conducted to collect the completed surveys, providing a direct reminder to participants and minimising the likelihood of non-response. Lastly, the relevance of the study to employees, combined with support from institutional leadership encouraging participation, played a crucial role in securing such a high level of response. 

4.2.2 [bookmark: _Toc210911394]Demographic Profile of Respondents
The demographic profile of respondents in this study primarily comprises mid-career professionals, with significant representation from the 31-40 age group (45.7%) and the 41-50 age group (41.3%). In contrast, younger (10.6%) and older participants (2.4%) are less represented. In terms of work experience, a substantial number have more than 11 years (35.7%), contributing to a depth of workplace insights, followed by those with 3-5 years (26.5%) and 6-10 years (22.1%), indicating a broad range of experience levels. Educationally, the sample is highly qualified, with the majority holding a Master’s Degree (73.2%) and a significant number possessing a PhD (13.6%), suggesting that a sophisticated understanding of information security issues likely informs the responses. 

This demographic composition (Table 4.1) underscores a mature and well-educated cohort, which might influence the survey responses towards more strategic views on information system security and potentially limit perspectives from younger entrants and those with practical rather than theoretical orientations.

[bookmark: _Toc210913421]Table 4.1: Respondents’ Profile
	Variable
	Groups
	Frequency
	Parcentage

	Age
	20-30
	36
	10.6%

	
	31-40
	155
	45.7%

	
	41-50
	140
	41.3%

	
	51 and above
	8
	2.4%

	
	
	
	

	Work experience 
	0-2
	53
	15,6%

	
	3-5
	90
	26.5%

	
	6-10
	75
	22.1%

	
	11 and above
	121
	35.7%

	
	
	
	

	Education level;
	PhD
	46
	13.6%

	
	Master Degree
	248
	73.2%

	
	Bachelor Degree
	30
	8.8%

	
	Diploma 
	15
	4.4%

	
	
	
	


Source: Researcher (2020)

4.3 [bookmark: _Toc210911395]Factors Affecting Information Systems User’s Compliance with Security Policies
[bookmark: _Hlk148967860]This part presents the results of the factors affecting the compliance of users of information systems with security policies in public higher learning institutions in Tanzania. These factors are critical in understanding the challenges and opportunities of implementing robust information systems security policies, as stated by Lubua and Pretorius (2019).  The study identified eight (8) policy requirements suggested by studies such as Muller and Lind (2020) and Alzahrani (2021) to determine users' compliance with information systems security guidelines. The policy requirements include Policy Compliance, Policy Awareness, Safety Belief, Training Participation, Security Reporting, Values Alignment, Consequence Awareness, and Responsibility Awareness. The descriptive information for each variable is presented in Table 4.2.

The section aims to test four hypotheses generated from the literature. Hypothesis 1 (H1): A significant relationship exists between demographic factors (age, work experience, education level) and compliance with information systems security policies (section 4.3.1).  Hypothesis 2 (H2): The work environment, characterised by management support and resource allocation, significantly influences compliance with information systems security policies (section 4.3.2). Hypothesis 3 (H3): Information system security policy management factors, such as the frequency and comprehensiveness of training and regularity of audits, significantly affect compliance with information systems security policies (4.3.3). Hypothesis 4 (H4): Human factors, including awareness of policies, perceived training relevance, and engagement in policy development, are significant predictors of compliance with information systems security policies (4.3.4). 

[bookmark: _Toc210913422]Table 4.2: Descriptive Statistics of Information Systems Security Policy Compliance
	The information systems security policy compliance
	SD
	D
	A/D
	A
	SA
	Mean

	I regularly follow mandatory security practices, such as changing passwords and locking computers when away from my desk.
	27(8.5%)
	59(17.4%)
	78(23.0%)
	111(32.7%)
	54(18.9%)
	3.37

	I always comply with data encryption standards when transferring sensitive information.
	29(8.6%)
	69(20.4%)
	88(26.0%)
	108(31.3%)
	47(13.9%)
	3.22

	I promptly report any security incidents that I encounter or notice.
	52(15.3%)
	59(17.4%)
	78(23.0%)
	94(27.4%)
	56(16.5%)
	3.13

	I frequently communicate about potential security threats or anomalies with the IT/security department.
	30(8.8%)
	48(14.2%)
	84(24.8%)
	119(35.1%)
	58(17.4%)
	3.37

	I consistently use the security software assigned to me, such as VPNs and antivirus programs.
	16(4.7%)
	54(15.9%)
	106(31.3%)
	121(35.7%)
	42(12.4%)
	3.35

	I adhere to the required updates and patches for security applications as soon as they are available.
	28(8.3%)
	46(13.6%)
	107(31.6%)
	127(37.5%)
	31(9.1%)
	3.25

	I try to avoid any infractions or lapses that might be identified during security audits.
	42(12.4%)
	57(16.8%)
	87(25.7%)
	130(38.3%)
	23(6.8%)
	3.10

	I regularly follow mandatory security practices, such as changing passwords and locking computers when away from my desk.
	27(8.5%)
	59(17.4%)
	78(23.0%)
	111(32.7%)
	54(18.9%)
	3.37


Source (Researcher, 2020)

Overall, the data in Table 4.2 suggest that while there is a strong foundation of compliance with basic security practices, there are areas, particularly in proactive behaviours like reporting incidents (Mean = 3.13) and responding to audit findings (mean = 3.10), where further training or policy reinforcement may be beneficial. This analysis highlights the importance of having robust security policies in place and ensuring that these policies are well-communicated and integrated into the daily practices of all employees.

These findings resonate strongly with the Socio-Technical System Theory, which emphasises the interdependence of social and technical aspects within organisational settings (Zoto et al., 2018; Charitoudi & Blyth, 2013). The theory posits that effective security policies require technical solutions and must also account for human factors, a viewpoint supported by the observed discrepancies in compliance levels, especially in areas such as data encryption standards and incident reporting. This aligns with the empirical literature, which suggests that more than technical measures are required if they are supported by a corresponding awareness and engagement among users (Hoyle, 2011; Kline, 2010). The gaps in prompt incident reporting and data encryption adherence underscore the need to integrate these technical policies with more robust social mechanisms, such as training and management engagement, to foster an organisation's comprehensive security culture.

Based on the theoretical implications of the findings and the principles of the Socio-Technical System Theory, public higher learning institutions should focus on enhancing the socio-technical alignment within organisational information security practices. While the descriptive findings highlight areas such as training and communication, further inferential analysis is needed to explore how these factors influence compliance. Nonetheless, there is a critical need to bolster training programs on the technical aspects of security, emphasising the importance of compliance and each employee's role. Management should actively participate in these training sessions to underscore their importance and model secure behaviour. Regular audits and feedback mechanisms should also be established to ensure ongoing compliance and promptly identify areas for improvement. Enhancing communication channels between IT departments and other staff can facilitate more timely and effective handling of security threats and incidents. These actions can ultimately foster a proactive security culture that aligns with the best practices recommended in the literature and supported by Socio-Technical System Theory.

4.3.1 [bookmark: _Toc210911396]Demographic Factors
This section establishes whether demographic factors influence users' compliance with information systems security policy guidelines in public higher learning institutions in Tanzania. The demographic parameters chosen are age, education level, and work experience. These parameters were selected because they were observed to impact attitudes and behaviours toward using information systems, as observed in studies such as Alotaibi, Furnell, and Clarke (2016). Table 4.3 provide details of the analysis.
[bookmark: _Toc165037901]

[bookmark: _Toc210913423]Table 4.3: 	Comparison of Demographics Statistics with Information System User Compliance to Security Policies 
	Categories
	Groups
	Mean (st dev)
	Median 
	ANOVA 

	Age groups
	20-30
	3.0799 (1.1695)
	3.5
	χ2=0.630
P–Value = 0.382

	
	31-40
	3.246 (0.94917)
	3.0
	

	
	41-50
	3.1098 (0.971)
	3.0
	

	
	51 and above 
	3.0313 (1.137)
	3.5
	

	Work Experience 
	0-2
	3.3184 (1.00)
	4.0
	χ2=1.025
P–Value = 0.596

	
	3-6
	3.0708 (1.156)
	3.0
	

	
	6-10
	3.2583 (0.8028)
	3.0
	

	
	11 and above
	3.1157 (0.9575)
	3.0
	

	Education Level
	PhD
	3.1658 (0.89445)
	3.00
	χ2=0.030
P–Value = 0.993

	
	Master degree
	3.1739 (100)
	3.00
	

	
	Bachelor Degree
	3.1167 (1.04785)
	3.00
	

	
	Diploma
	3.1583 (0.93358)
	3.00
	


Source: Researcher (2020)

This study evaluates the adherence to information security policies among different demographic groups of Information System users (Table 4.3). The study focused on three main demographic factors: age, work experience, and education level. The compliance scores were measured on a scale, and the significance of differences across these groups was assessed using statistical tests, including ANOVA and Chi-square. Data was collected from information system users and categorised based on age, work experience, and education level. The mean compliance scores were calculated for each category, and differences in compliance were tested for statistical significance.

Age Groups: Users were segmented into age brackets: 20-30, 31-40, 41-50, and 51 and above. The mean compliance scores varied slightly from 3.0313 to 3.246, with the 31-40 age group showing the highest mean. However, statistical analysis indicated no significant difference in compliance across age groups (Chi-square = 0.630, p-value = 0.382).
Work Experience: Experience levels were categorised into 0-2 years, 3-6 years, 6-10 years, and 11 years and above. The group with 0-2 years of experience had the highest mean score of 3.3184. Again, the differences in compliance were not statistically significant (Chi-square = 1.025, p-value = 0.596).

Education Level: Participants were classified by educational attainment: PhD, Master's degree, Bachelor's Degree, and Diploma. Compliance scores were closely grouped, with means ranging from 3.1167 to 3.1739, and no significant differences were found (Chi-square = 0.030, p-value = 0.993).

The lack of significant differences across the demographic categories suggests that age, work experience, and education level do not substantially impact studies sample's compliance with information security policies. This outcome contrasts with other studies where demographic factors showed significant differences in compliance, indicating that other variables, such as industry type or personal security attitudes, might influence compliance behaviours. The absence of solid demographic influences on compliance supports the Socio-Technical System Theory, which emphasises an integrated approach to organisational security (Ada et al., 2009; Chaula, 2006). This perspective suggests that individual demographics are less predictive of security compliance than the organisational environment and systemic interactions. The literature mirrors this notion, underscoring the primacy of a holistic security culture and robust management engagement (Alhogail et al., 2015; Alhogail, 2015).

Given the limited impact of demographic attributes on security policy compliance, investing in organisational strategies that promote effective socio-technical synergy is imperative. As empirical studies (Alwi & Fan, 2010; Chen & He, 2013) suggest, future initiatives should cultivate an organisational culture that prioritises information security as a collective responsibility, irrespective of individual demographic characteristics. Focusing on nurturing a supportive environment that aligns technical security measures with organisational behaviour and practices will likely yield more significant improvements in compliance rates.

4.3.2 [bookmark: _Toc210911397]The Effects of Demographic Factors on Information System Security Compliance 
To explore the relationship between demographic factors and compliance with information systems security policies, Automatic Linear Modelling (ALM) was employed. This statistical technique was chosen for its ability to handle complex predictive modelling and its efficacy in identifying significant predictors within the data.

[bookmark: _Toc210913424]Table 4.4: Effects of Demographic Factors on Information System Security Compliance
	Model term 
	Coefficient
	P-value
	Important

	Work experience 
	0.075
	0.145
	0.07-

	Age 
	-0.543
	<0.001
	0.436

	Education level 
	0.203
	<0.001
	0.493


Source: Researcher (2020)

The ALM analysis focused on predicting the Compliance mean score (Table 4.4), utilising demographic variables such as age, level of education, and work experience. The results identified age and education level as significant predictors of compliance, whereas work experience did not show a statistically significant impact. This suggests that factors like maturity and educational background play a crucial role in adherence to security protocols, potentially due to increased awareness and understanding of non-compliance risks.

4.3.2.1 [bookmark: _Toc210911398]Model Outcomes
Adjusted R² for the Model: The model explained 8.9% of the variance in the Compliance mean score, indicating a modest level of predictability.

Significance of Predictors:
Age: Exhibited a strong negative relationship with Compliance, where older individuals were more likely to comply with information security policies. The coefficient for age was -0.543, with a p-value of less than 0.001, accounting for approximately 43.6% of the predictability in the model.

Education Level: A positive coefficient of 0.203, with a p-value of less than 0.001, suggesting that higher education levels correlate with better compliance, accounting for about 49.3% of the predictability.

Work Experience: Although included in the analysis, work experience had a coefficient of 0.075 and a p-value of 0.145, indicating that it was not a significant predictor of compliance within this study context.
[image: ]
[bookmark: _Toc179980317]Figure 4.1: Predictor Importance
Source: Researcher (2020)

The bar chart (Figure 4.1) supplements the analysis provided in Table 4.3 by visually depicting the relative importance of demographic factors employees' work experience, age group, and education level on Compliance with information system security). This visual representation clearly illustrates that the level of education holds the greatest influence on compliance, substantially outweighing the contributions of age and work experience. Specifically, education level emerges as the most significant predictor, nearly reaching the 0.6 mark on the importance scale, indicating a robust correlation between higher compliance and better compliance with security practices. In contrast, work experience shows minimal impact, only slightly surpassing the 0.1 mark, suggesting its lesser relevance in predicting security compliance outcomes. This chart effectively highlights the differential effects of each demographic factor, reinforcing the findings from the statistical analysis that education level and age are critical determinants in shaping compliance behaviours with security policies within organisations. At the same time, the length of work experience contributes far less.
4.3.3 [bookmark: _Toc210911399]Work Environment
[bookmark: mangsup]This section delves into how the work environment shapes employees’ compliance with information system security policies. The study used a linear regression model to determine the impact of the work environment on policy compliance. The results of the analysis are presented in Table 4.5. 

[bookmark: _Toc210913425]Table 4.5: Descriptive Statistics for Work Environment 
	Work Environment 
	SD
	D
	A/D
	A
	SA
	Mean

	Our top management visibly supports information security initiatives.
	19(5.6%)
	51(15.0%)
	131(38.6%)
	99(29.2%)
	39(11.5%)
	3.26

	Management allocates sufficient resources (budget, tools, personnel) to ensure information security.
	45(13.3%)
	70(20.6%)
	116(34.2%)
	90(26.5%)
	18(5.3%)
	2.90

	Our organisation regularly conducts training sessions on information security practices.
	23(6.8%)
	66(19.5%)
	132(38.9%)
	89(26.3%)
	29(8.6%)
	3.10


Source: Researcher (2020)

The work environment's influence on information systems security compliance is quantitatively assessed through respondent perceptions of management support, resource allocation, and security training frequency. Responses indicate varying degrees of agreement with key organisational support aspects, with mean scores ranging from 2.90 to 3.26, suggesting differential satisfaction among respondents regarding the work environment's contribution to information security.
Quantitative data reveals that visible top management support for information security initiatives received a moderate mean rating of 3.26, signalling room for improvement. The allocation of resources is perceived as less than adequate, with the lowest mean score of 2.90, indicating concerns over whether enough budget, tools, and personnel are dedicated to ensuring information security. Regularity in training sessions holds a mean score of 3.10, pointing to a recognised but possibly inconsistent approach to training within organisations.

Focused group discussion findings are substantiated by respondent quotations, with one participant noting, "While management seems to endorse security initiatives, their presence is often missing from the actual conversation." Another adds, "We're always a step behind in resources – there's more we could do with better tools at our disposal." Reflecting on training, a respondent remarked, "The sessions are helpful when they happen, but they're too sporadic to keep up with the evolving threats."

These findings align with the Socio-Technical System Theory, which underscores the significance of harmonising social aspects, such as leadership and training, with technical systems for effective security management (Zoto et al., 2018; Charitoudi & Blyth, 2013). This synergy is reflected in the literature that advocates for robust management support and resource allocation to foster a resilient information security environment (Alhogail et al., 2015).

Considering the findings, enhancing managerial visibility in security initiatives, ensuring resource availability, and regularising training programs should be prioritised. A robust approach would entail top management demonstrating their commitment to security initiatives, possibly through increased participation in training and policy development sessions. Additionally, organisations must critically assess and address any resource gaps and establish a more systematic training schedule aligned with the latest security practices and threats, as identified in the socio-technical theory and empirical studies (Alhogail, 2015; Kruger, 2016). This proactive engagement at various organisational levels will likely lead to a strengthened security posture.

4.3.4 [bookmark: _Hlk164097242][bookmark: _Toc210911400][bookmark: inDsecpol]Information System Security Policy Management Factors
In the realm of Information System Security Policy Management Factors, the efficacy of an organisation's security policy lies at the core of its ability to protect vital information assets. This policy serves as a guiding framework, delineating responsibilities and procedures to safeguard against various security threats. Its seamless integration with broader ICT policies is integral to its effectiveness, ensuring alignment with organisational objectives and regulatory requirements. 

[bookmark: _Toc210913426]Table 4.6: Descriptive Information on Information System Security Policy Management Factors 
	Information Systems Security Policy Management Factors
	SD
	D
	A/D
	A
	SA
	Mean

	I receive regular and comprehensive training on information security policies and procedures.
	17(5.0%)
	52(15.3%)
	105(31.0%)
	140(41.3%)
	25(7.4%)
	3.31

	My information security training prepares me adequately to handle security challenges.
	57(16.8%)
	38(11.2%)
	94(27.7%)
	117(34.5%)
	33(9.7%)
	3.09

	Employees are accountable for not following information security policies, with clear consequences.
	11(3.2%)
	59(17.4%)
	118(34.8%)
	114(33.6%)
	37(10.9%)
	3.32

	Our organisation conducts regular audits to ensure compliance with information security policies.
	49(14.5%)
	37(10.9%)
	100(29.5%)
	122(36.0%)
	31(9.1%)
	3.14


Source: Researcher (2020)


Table 4.6 illuminates’ organisations' perceived effectiveness of information system security policy management factors. The factors assessed include the regularity and comprehensiveness of information security training, preparedness to handle security challenges, accountability for policy non-compliance, and the frequency of compliance audits. Mean scores across these elements range from 3.09 to 3.32, indicating a moderate level of satisfaction among respondents with their organisation's information security management practices.

Study findings seem to be moderately content with the training received, as shown by a mean score of 3.31, though only 7.4% strongly agree that it is both regular and comprehensive. There's a recognised need for improved training quality to better prepare employees for security challenges, evidenced by the lower mean score of 3.09. The sense of accountability for not following policies appears more robust, with a mean of 3.32. Still, the perceived frequency and effectiveness of audits score a mean of 3.14, pointing towards potential improvements in audit practices.

Qualitative feedback complements these findings. One respondent stated, "The training we get is decent, but it feels like we are just checking a box rather than truly understanding the policies." Regarding readiness, another notes, "When a real threat appears, I sometimes question if we are truly ready." On accountability, an employee shares, "There are rules, but enforcement feels inconsistent. Some infractions slip through the cracks. A participant comments, "Audits are regular but could be more thorough. It is too routine and predictable."

These responses echo the principles of the Socio-Technical System Theory, which stresses the importance of integrating systematic training and strict compliance measures within the technical infrastructure for effective security governance (Zoto et al., 2018; Charitoudi & Blyth, 2013). Empirical research supports this correlation, highlighting the critical role of continuous education and clear accountability in fostering a secure organizational environment (Alhogail, 2015; Metalidou et al., 2014).
Therefore, organisations should bolster the efficacy of security training programs, ensuring they are both regular, deeply informative and engaging, enabling employees to tackle security challenges confidently. There must be a clearer and more consistent application of consequences for non-compliance to maintain a robust security culture. Additionally, audits should be dynamic and comprehensive, moving beyond routine checks to a more strategic approach that aligns with the ever-evolving nature of cybersecurity threats. Implementing these enhancements can help build a more resilient socio-technical ecosystem within higher learning institutions, which is crucial for safeguarding information systems.

4.3.5 [bookmark: _Toc210911401]Human Factors
The subsection assesses the human factors influencing organisations' information system security policy compliance. This includes awareness of security policies, the relevance and helpfulness of information security training, user engagement in developing ICT policies, and management participation in security audits and reviews. These factors are critical in understanding how individuals within an organisation interact with the technical aspects of information security.

[bookmark: _Toc210913427]Table 4.7: Descriptive Statistics of Human Factors
	Human Factors
	SD
	D
	A/D
	A
	SA
	Mean

	I am aware of the information security policies at my organisation.
	42(12.4%)
	101(29.8%)
	115(33.9%)
	60(17.7%)
	21(6.2%)
	2.76

	The information security training provided by my organisation is relevant and helpful.
	29(8.6%)
	113(33.3%)
	118(34.8%)
	45(13.3)
	34(10.0%)
	2.83

	To what extent do you agree that the management engages users in developing ICT policies within your organisation
	43(12.7%)
	53(15.6%)
	103(30.4%)
	117(34.5%)
	23(6.8%)
	3.07

	To what extent do you agree that your institute's management actively participates in security audits and reviews of information system practices
	19(5.6%)
	38(11.2%)
	131(38.6%)
	116(34.2%)
	35(10.3%)
	3.32


Source: Researcher (2020)

The findings in Table 4.7 depict varying degrees of engagement with information security protocols among respondents. Awareness of security policies appears to be an area for growth, as indicated by the mean score of 2.76. Similarly, the perceived relevance and helpfulness of security training are modest (mean 2.83), suggesting potential gaps in training effectiveness or content. However, the scores improve when assessing management's role, with user engagement in policy development (mean 3.07) and active management participation in security audits (mean 3.32) rating higher, indicating better performance in these areas.

The quantitative data indicates a need for improved awareness and training, with nearly 42% of respondents being dissatisfied with their understanding of security policies. Similarly, 41.9% expressed dissatisfaction with the training provided. In contrast, 41.1% of respondents felt positive about management's engagement in developing ICT policies, and 44.5% viewed management's participation in security audits favourably.

The numbers are echoed in participant feedback. One respondent expressed, "I know we have policies, but their specifics are somewhat hazy." Regarding training, another mentioned, "The sessions we have are too generic to be truly useful." In contrast, for management engagement, a respondent observed, "It's encouraging to see our suggestions being considered in policy-making." Another added, "Management's direct involvement in audits reassures us that security is taken seriously here."

These insights align with the Socio-Technical System Theory, which emphasises balancing technical mechanisms with an organisation's human elements (Zoto et al., 2018; Charitoudi & Blyth, 2013). The importance of management's active role is a recurring theme in both theory and empirical studies, which advocate for leadership involvement and comprehensive training as fundamental to fostering an effective security culture (Alhogail et al., 2015).

The findings of this study confirm that the central challenge in Tanzanian public higher learning institutions is not the absence of ICT security policies, but rather the weakness of their implementation and enforcement. While policies were found to exist in most institutions, their quality, scope, and practical application were inadequate, leading to low compliance levels. This distinction is critical: it shifts the debate from simply drafting new policies to ensuring that existing ones are actionable, enforced, and supported by institutional capacity. Furthermore, the study acknowledges that policy implementation in higher education is shaped by broader factors such as political will, national development agendas, and resource allocation priorities, which may constrain or enable institutional security efforts. Recognising these influences highlights the need for multi-level alignment between institutional frameworks and national ICT governance strategies.

To enhance information security compliance, organisations should focus on increasing the clarity and accessibility of security policies for all employees and expanding the depth and relevance of training programs. Management's Greater involvement in policy development and auditing can also solidify the security culture. Initiatives should be directed towards creating a socio-technical environment where technical security measures are supported by an informed and engaged workforce, as recommended by the Socio-Technical System Theory and supported by empirical evidence.

4.4 [bookmark: _Toc210911402]Measurement Model 
4.4.1 [bookmark: _Toc88574651][bookmark: _Toc88574012][bookmark: _Toc210911403]Confirmatory Factor Analysis (CFA)
This study conducted Confirmatory Factor Analysis (CFA) to validate the measurement model by assessing the constructs' adequacy, reliability, and validity. The study ensured convergent validity through factor loadings above the recommended threshold of 0.5, average variance extracted (AVE) greater than 0.5, and composite reliability (CR) values exceeding 0.7, following the guidelines by Selifanov, Zvyagintseva, Isaeva and Goldobina (2020). Additionally, Cronbach's alpha was used to measure internal consistency, with a value of 0.7 or higher as the accepted standard, confirming data reliability and the measurement model's integrity. These steps ensured that the survey items were reliable and valid measures of the underlying constructs they were intended to represent (Selifanov et al., 2020; Alanen et al., 2017). Figure 4.2 shows the factor and cross-loadings from different constructs and composite reliability for other constructs. Loadings of all items exceeded the recommended value of 0.5.

[image: ]
[bookmark: _Toc179980318]Figure 4.2: Factor Loadings and Cross-Loadings from Different Constructs and Composite Reliability for Different Constructs
Source: Researcher (2020)

Figure 4.2 and Table 4.8 illustrate the results of the measurement model assessment, displaying factor loadings and cross-loadings for different constructs along with their respective composite reliabilities. Adhering to the benchmark set by (Selifanov et al., 2020), all item loadings surpass the recommended threshold of 0.5, validating their inclusion in the study.

The elimination of items with loadings under 0.5 has led to an enhancement in both composite reliability and average variance extracted (AVE), solidifying the measurement model's robustness. The outer loadings for each latent construct range from 0.596 to 0.864, and with t-values all exceeding 1.96, there's a statistically significant indication that the indicators substantially explain the constructs. The high correlation between items and their respective factors, higher than with items from other constructs, confirms discriminant validity, aligning with the standards set by Ab (Selifanov et al., 2020; Alanen et al., 2017). Moreover, the scales’ internal consistency is reinforced by Cronbach's alpha values between 0.705 and 0.893 and composite reliability exceeding 0.8. These findings substantiate that the research instrument employed has met the necessary criteria for validity and reliability, thus providing a reliable foundation for subsequent analyses in the study.

[bookmark: _Toc210913428]Table 4.8: Factor loading for constructs and Composite Reliability
	
	Loadings
	T statistics (|O/STDEV|)
	crotch alpha
	VIF

	COMPLNC1
	0.792
	34.595
	0.893
	2.065

	COMPLNC2
	0.788
	28.333
	
	2.363

	COMPLNC3
	0.81
	32.464
	
	2.439

	COMPLNC4
	0.773
	26.13
	
	2.021

	COMPLNC5
	0.753
	26.382
	
	1.983

	COMPLNC6
	0.779
	28.722
	
	2.278

	COMPLNC7
	0.766
	29.825
	
	2.174

	HF1
	0.705
	15.32
	0.759
	2.643

	HF2
	0.697
	14.315
	
	2.765

	HF6
	0.779
	25.564
	
	1.623

	HF7
	0.706
	19.157
	
	1.483

	ISCM1
	0.864
	50.003
	0.863
	1.408

	ISCM2
	0.843
	38.671
	
	2.322

	ISCM3
	0.845
	47.552
	
	2.069

	ISCM4
	0.817
	35.49
	
	2.105

	WE1
	0.825
	30.221
	
	1.928

	WE2
	0.78
	23.198
	0.705
	1.473

	WE3
	0.773
	23.148
	
	1.297

	
	
	
	
	1.408


Source: Researcher (2020)

4.4.2 [bookmark: _Toc210911404]Convergent and Discriminant Validity: Fornell –Larcker Criterion
The assessment of convergent and discriminant validity is crucial in ensuring that the constructs within the study accurately represent the phenomena they are intended to measure. Following the guidelines established by Hamid and Sami (2017), this stage begins with the evaluation of discriminant validity to determine the extent to which the constructs are distinct and measure different concepts. To achieve this, the square root of all Average Variance Extracted (AVE) for each construct is compared against the correlations with other constructs, adhering to the Fornell-Larcker criterion.

The analysis revealed that all constructs demonstrated AVE values above 0.5, ranging from 0.524 to 0.709, indicating that the indicators account for most of the variance within each construct. This confirms strong convergent validity as the constructs capture more than half of the variance of their indicators. Composite reliability (CR) scores, ranging from 0.68 to 0.878, surpass the threshold of 0.74 recommended by Fornell and Larcker, further substantiating the reliability and internal consistency of the constructs (Hamid & Sami, 2017).

Discriminant validity is confirmed as the diagonal elements (square root of AVE) in Table 4.9 are greater than the off-diagonal elements, which are the correlations between different constructs. This indicates that each construct shares more variance with its indicators than other constructs, thereby meeting the Fornell-Larcker criterion for discriminant validity.

[bookmark: _Toc88574159][bookmark: _Toc210913429]Table 4.9: 	Composite Reliability (CR), the Square Root of the Average Variance Extracted (AVE) (in bold) and Correlations Between Constructs (off-diagonal)
	Construct convergent and Validity
	Discriminant validity  

	
	Cronbach's alpha
	Composite reliability (rho_a)
	Composite reliability (rho_c)
	Average variance extracted (AVE)
	COMPLNC
	HF
	ISCM
	WE

	COMPLNC
	0.893
	0.894
	0.916
	0.609
	0.78
	
	
	

	HF
	0.716
	0.741
	0.814
	0.524
	0.679
	0.724
	
	

	ISCM
	0.863
	0.866
	0.907
	0.709
	0.727
	0.673
	0.842
	

	WE
	0.705
	0.708
	0.835
	0.628
	0.497
	0.504
	0.56
	0.793


Source: Researcher (2020)

In conclusion, the constructs used in this research are validated for both convergent and discriminant validity, ensuring they are reliable and accurately reflect the distinct concepts they are meant to measure. This validation allows for further testing of the structural model with confidence that the measures are valid and reliable.

4.4.3 [bookmark: _Toc210911405]Discriminant Validity: Heterotrait-monotrait (HTMT) Criterion
Discriminant validity is a critical aspect of model validation in Partial Least Squares Structural Equation Modeling (PLS-SEM), and the Heterotrait-Monotrait (HTMT) ratio of correlations is an innovative approach to assessing this validity. The HTMT method involves calculating the ratio of the correlations between measures of theoretically different constructs (heterotrait) to correlations of measures of the same construct (monotrait).

The HTMT criterion is applied as both a threshold comparison and a statistical test. If the HTMT values are below a certain threshold, it suggests sufficient discriminant validity between the constructs. The choice of threshold can vary depending on the closeness of the constructs in theory; for instance, for constructs that are conceptually closer, such as Work Environment, Information System Security Management (ISCM), Human Factors (HF), and their impact on Compliance behaviour, a lower threshold of less than 0.90 is often recommended (Hamid & Sami, 2017). Some sources argue for a more stringent cutoff of 0.80 to ensure clearer discriminant validity (Kline, 2011).


[bookmark: _Toc210913430]Table 4.10: HTMT Analysis 
	
	COMPLIANCE
	HF
	ISCM
	WE

	COMPLNC
	
	
	
	

	HF
	0.726
	
	
	

	ISCM
	0.823
	0.743
	
	

	WE
	0.622
	0.667
	0.71
	


Source: Researcher (2020)


The values presented in Table 4.10 show that all HTMT ratios are below the conservative threshold of 0.85, indicating good discriminant validity among the constructs studied. This result implies that the constructs are distinct and measure different dimensions as theorised, thus confirming no significant collinearity issue among the latent variables. This finding not only strengthens the reliability of the measurement model but also enhances the robustness of the structural model by clearly distinguishing between different theoretical constructs within the study.

4.4.4 [bookmark: _Toc210911406]Evaluation of Structural Model
This study follows a ﬁve-step approach suggested by Sabol et al. (2023) to measure the structural model. These steps are (1) collinearity assessment among the constructs, (2) structural model path coefficients, (3) coefficients of determination (R2 value), (4) effect size f2, and (5) predictive relevance Q2 and blindfolding. The details of each step appear below. First, the study examines each set of predictors in the structural model for possible collinearity. The collinearity test demonstrated, in Table 4.8, that the variance inﬂation factor (VIF) values for all predictor constructs in the structural model are between 1.478 and 2.166, which is below the recommended threshold value of 5.0. Therefore, there is no issue of collinearity in the model. After validating the measurement model via convergent and discriminant validity, the PLS bootstrapping (BT) algorithm was run to find the t values to investigate the relationship between the accepted independent and dependent variables. Figures 4.2 and 4.3 show the path coefficients and t-scores over the arrows while showing significant and non-significant relations. Also, the total variance information is shown near the latent variables code.
[bookmark: _Toc88574084][image: ]
[bookmark: _Toc179980319]Figure 4.3: The Structural Model. Bootstrapping (T-Statistics and the Path Coefficient)
Source: Researcher (2020)

In assessing the quality of the structural model, the study employed key statistical metrics such as the coefficient of determination (R²), predictive relevance (Q²), and effect size (f²), all of which provide crucial insights into the explanatory power and practical significance of the model. The R² value shows the proportion of variance in the dependent variable (compliance with security policies) that is explained by the independent variables, including human factors (HF), information system security policy management (ISCM), and work environment (WE). A higher R² indicates a stronger model fit (Cheung, 2014).
The Q² statistic, calculated using cross-validated redundancy, evaluates the predictive relevance of the model, ensuring that the independent variables predict the dependent variable more effectively than a simple mean-based prediction (Astakhova, 2016). Additionally, the f² values provide insights into the effect size of each independent variable, helping to assess the practical significance of individual predictors within the model (Alhassana & Adjei-Quaye, 2017).

The results from the field data are presented in Table 4.11, which shows the values of R², Q², and f² for the independent variables and their impact on compliance (COMPLNC).

[bookmark: _Toc172736364][bookmark: _Toc173827959][bookmark: _Toc210913431]Table 4.11: R-Square and Q-Square to Assess the Quality of Structure Model
	
	R2
	Q2
	                                       f2

	
	
	
	HF
	ISCM
	WE
	

	COMPLNC
	0.598
	0.583
	0.143
	0.260
	0.008
	


Source: Researcher (2020)


Results from Table 4.11 show that the study provides key insights into the quality of the structural model through the inclusion of R², Q², and f² values. The R² value of 0.598 indicates that the independent variables (human factors, information system policy management factors, and work environment) collectively explain approximately 59.8% of the variance in compliance behaviour (COMPLNC). This suggests that these factors have a strong predictive ability. The Q² value of 0.583 further demonstrates the predictive relevance of the model, showing that the independent variables are good predictors of compliance. In terms of effect size, human factors (f² = 0.143) and information system policy management factors (f² = 0.260) have medium-to-large effects, whereas the work environment (f² = 0.008) shows a negligible effect. These findings underline the importance of human and policy management factors in driving compliance with security policies, while the work environment plays a less prominent role. 

4.4.5 [bookmark: _Toc88574016][bookmark: _Toc88574655][bookmark: _Toc210911407]Structure Model for Testing Hypothesis 
This sub-section presents the findings from the structural model used to test the research hypotheses concerning the influences of work environment (WE), information system security management (ISCM), and human factors (HF) on compliance (COMPLNC). The results, summarised in Table 4.12, are derived from PLS Bootstrapping to ascertain the significance and strength of these relationships. All t-statistics will be significant at p < 0.001. The null hypothesis is rejected if the probability value (p-value) is less than the significance level. If the T value is greater than 1.96, then the path is significant at p<0.05. T value between 2.63 and 1.96 is substantial at p<0.05. Likewise, a T value below 1.96 is unimportant (P<0.01). Results from Table 4.12 indicate the summary of the hypothesis results of the research model. In this study, 3 hypotheses were developed, and PLS Bootstrapping was run to test the hypotheses.

[bookmark: _Toc88574162][bookmark: _Toc210913432]Table 4.12: Summary of Hypothesis Test Results
	SN
	
	Original sample (O)
	Sample mean (M)
	Standard deviation (STDEV)
	T statistics (|O/STDEV|)
	P values
	DECISION

	H2
	WE -> COMPLNC
	0.06
	0.062
	0.054
	1.126
	0.26
	REJECTED 

	H3
	ISCM -> COMPLNC
	0.51
	0.506
	0.048
	10.631
	0.001
	SUPPORTED

	H4
	HF -> COMPLNC
	0.285
	0.292
	0.046
	6.222
	0.001
	SUPPORTED


Source: Researcher (2020)
Table 4.12 summarises the statistical testing of three hypotheses (H2, H3, H4) concerning the impact of different predictors on compliance (COMPLNC). The predictors tested are WE (work environment), ISCM (information system security policy management factors), and HF (human factor).

Hypothesis H2 (WE -> COMPLNC): The analysis shows that β=0.06, p=0.26 > 0.05, and t=1.126 < 1.96, which indicates that the impact of the work environment on compliance is positive but statistically insignificant. As a result, this hypothesis is rejected. While the hypothesis suggested that the work environment significantly influences compliance, the path coefficient is relatively low at 0.06, and the P-value of 0.26 exceeds the 0.05 significance threshold. Additionally, the T-value of 1.126 is below the critical value of 1.96, further confirming that there is no statistically significant relationship between the work environment and compliance. Therefore, the hypothesis is not supported, indicating that the influence of work environment factors like management support and resource allocation on compliance is weaker than expected.

Hypothesis H3 (ISCM -> COMPLNC): The results presented in Table 4.12 and Figure 2 reveal that (β=0.51; p= 0.00<0.05 and t=10.631 >1.96). The influence of Information System Security Management on compliance is strongly supported, indicated by a high path coefficient of 0.51. The T-value of 10.631 and a P-value less than 0.001 demonstrate a robust statistical significance, suggesting that practices like regular audits and comprehensive training are critical drivers of compliance.
Hypothesis H4 (HF -> COMPLNC): is positively associated with the COMPLIANCE of The findings derived from Table 4.12 and Figure 2 demonstrate a significant relationship (β=0.2380; p=0.001<0.05 and t=6.222>1.96), supporting hypothesis H3. The hypothesis that human factors positively affect compliance is supported, with a path coefficient of 0.285. The consistency of effect is confirmed by a T-value of 6.222 and a P-value less than 0.001, highlighting the importance of human factors such as awareness and engagement in policy development in enhancing compliance behaviours.

The results from this hypothesis testing reveal significant insights into the factors influencing compliance with information security policies. The strong impact of ISCM and HF indicates that enhancing management practices and focusing on human-centric approaches can significantly improve compliance levels. Meanwhile, the weaker impact of WE suggest that further investigation into specific elements within the work environment could yield more nuanced understandings. These findings underscore the need for organisations to bolster their security management practices and engage more deeply with their human resources to foster a more compliant and secure operational environment.

4.5 [bookmark: _Toc210911408][bookmark: qltyofISs]The Quality of Information Systems Security Policies Owed by Selected Public Higher Learning Institutions in Tanzania.  
[bookmark: plycreteria]In this section, the study evaluated the quality of information system security policies within selected public higher learning institutions in Tanzania. This analysis aims to assess how these policies address the various challenges of information system security, as previously discussed in the preceding sections. The study employed a mixed methodology, incorporating qualitative document review, Qualitative Document Analysis (QDA), and statistical analysis to comprehensively examine existing Information and Communication Technology (ICT) policies.

The examination primarily focuses on information system security policies, which are typically integrated as a section within broader ICT policies. It's worth noting that the study has uncovered variations among public higher learning institutions in terms of formalised ICT policies. Some institutions need these policies, while others have integrated different categories of information system security policies within their ICT policies. However, findings reveal that the quality of these policies needs to be improved to protect information systems adequately.

Recent technological advancements have introduced new challenges within the sector, and it's imperative for policies to address these evolving issues. An effective information system security policy should enable the organisation to achieve its security objectives. Drawing from prior research, several essential components emerge as key indicators of high-quality information system security policies. These components encompass data security, control over internet and network services, guidelines for using company-owned devices, physical equipment safety, incident handling and reporting procedures, monitoring and compliance mechanisms, and policy administration.

This section has amalgamated these critical components identified in various studies to provide a comprehensive benchmark for evaluating the quality of information system security policies within Tanzanian higher education institutions. The ensuing tables outline the evaluation components and the selected case institutions, along with the year of ICT/information system security policy adoption and the last review dates of these policies.

The forthcoming analysis delved into these evaluation components, examining how each institution's policies address the multifaceted challenges of information system security. The study assessed the alignment of their policies with the identified quality elements and provided insights into their effectiveness in safeguarding information systems.

The evaluation of Information Systems (IS) security policies within public higher learning institutions (PHLIs) in Tanzania was conducted by examining not only the ICT security policies but also relevant external guidelines, including the e-Government Authority (eGA) guidelines, the National ICT Policy (NICTP), and the ICT Acceptable Use Policy. These documents, however, are not uniformly adopted by the institutions. Rather, Public Higher Learning Institutions tend to selectively incorporate sections from these frameworks to develop their unique ICT policies, leading to significant variability across institutions.

The Information Systems security policies are often scattered throughout these broader ICT policies rather than being standalone documents. The current study focuses on evaluating the quality of IS security guidelines as they exist within the broader ICT policies of PHLIs. The evaluation criteria presented in Table 4.13 were developed by considering all relevant guidelines, including the eGA guidelines, NICTP, ICT Acceptable Use Policy, and cybersecurity frameworks such as Lubua and Pretorius' Cybersecurity Framework. This comprehensive approach ensures that the evaluation captures the quality of IS security guidelines within the diverse and fragmented ICT policy landscape of Tanzanian higher learning institutions.

[bookmark: _Toc150752909][bookmark: _Toc210913433]Table 4.13: Information System Security Policy Quality Evaluation Aspects
	IS Security Policy Focus Areas
	Sub Areas

	Password Management
	Locking workstation when idle

	
	 Privacy in password use

	
	Password strength

	
	Extended use of default passwords

	Email Use Principles
	Attachments management

	
	Dealing with forwarded emails

	
	IT department’s level of responsibility in email management

	
	Managing access to external websites

	
	Guidelines on acceptable use of the internet

	
	Managing social media use

	
	Guidelines on how to use own devices for official purpose

	Disaster Handling and Recovery
	Guidelines on offsite backup

	
	Guideline on how to manage disasters

	Hardware and Software Management
	Software licence management 

	
	Guidelines for upgrading system software and Hardware

	
	Managing software installation

	
	Guidelines on administrative issues

	Information Handling
	Guidance on data ownership

	
	Guidance on Information sensitivity and classification

	
	Guidance on how to dispose of data and information


Source (Research Data, 2022)

The first step of the data collection process was to obtain the information security policy documents for all eight sample institutions. This was followed by reviewing the documents while relating them to sub-areas established in Table 1 for coding purposes. The information extracted was whether or not the element was found in the policy. Table 4.13 presents the summary of data extracts. If the element is found, it is coded as “yes”, if not, it is coded as “no” 

[bookmark: _Toc150752910][bookmark: _Toc210913434]Table 4.14: Information System Security Policy Quality Evaluation Aspects  
	IS Security Policy focus areas
	Sub Areas
	Code: Yes or No

	Password management
	Locking workstation when idle
	YES

	
	Privacy in password use
	YES

	
	Password strength
	NO

	
	Password use period
	YES

	
	Extended use of password
	NO

	Email and internet use principles
	Attachments management
	YES

	
	Dealing with forwarded emails
	YES

	
	ICT department's level of responsibility in email management
	YES

	
	Managing access to external websites
	YES

	
	Guidelines on acceptable use of the Internet
	YES

	
	Managing social media use
	YES

	
	Guidelines on how to use own devices for official purposes
	YES

	Disaster handling and recovery
	Guidelines on offsite backup
	YES

	
	 Guideline on how to manage disasters
	YES

	Hardware and Software Management
	Software licence management 
	YES

	
	Guidelines for upgrading system software and hardware
	YES

	
	Managing software installation
	YES

	
	Guidelines on administrative issues
	YES

	Information handling
	Guidance on data ownership
	YES

	
	Guidance on Information sensitivity and classification
	YES

	
	Guidance on how to dispose of data and information
	


Source: Researchers (2023) 

[bookmark: _Toc150752911][bookmark: _Toc210913435]Table 4.15: Cases for Study
	No 
	Institution Name 
	Websites  
	Year of policy Adoption  
	Yea of last 
Policy review 

	01 
	Ardhi University (ARU) 
	https://www.aru.ac.tz  
	2019 
	2019 

	02 
	Arusha Technical College (ATC) 
	https://www.atc.ac.tz  
	 
	 

	03 
	College of Business Education (CBE) 
	https://www.cbe.ac.tz  
	2020 
	2020 

	04 
	Eastern and Southern African 
Management Institute (ESAMI) 
	https://www.esamiafrica.org  
	 
	 

	05 
	Institute of Accountancy Arusha (IAA) 
	https://iaa.ac.tz  
	2018 
	2022 

	06 
	Institute of Finance Management (IFM) 
	https://ifm.ac.tz  
	2012 
	2017 

	07 
	The Open University of Tanzania (OUT) 
	https://www.out.ac.tz  
	2014 
	2019 

	08 
	University of Dar es Salaam (UDSM)  
	https://www.udsm.ac.
tz  
	2005 
	2019 


Source (Research Data, 2022)

Table 4.14 assesses the quality of Information System Security Policies in Tanzanian public higher learning institutions, using various sub-areas to evaluate key focus areas such as password management, email use, disaster recovery, and hardware/software management. It checks whether these sub-areas are covered adequately in institutional policies, with items coded "Yes" or "No" based on presence. Table 4.15 lists the institution's case for study, its policy adoption years, and review dates, offering a comparison of policy timelines across institutions. This highlights gaps in updates and adoption processes that could impact policy effectiveness​​.

Table 4.15 provides a detailed comparison of ICT security policies across public higher learning institutions, assessing their adherence to key standards outlined by eGA guidelines and other frameworks. This table serves as a critical reference for identifying institutional weaknesses in current ICT security practices, helping to pinpoint areas where improvements are needed.

4.5.1 [bookmark: _Toc210911409]Password Management
In this study, password management is one of the variables utilised to assess the effectiveness of information system security measures. Accidental password disclosure violates privacy standards when data is stored or communicated. This variable advises on appropriate password strength, ensuring password privacy, locking the workstation while not in use, and guiding password longevity. Table 4.16 briefly lists the evaluation's descriptive findings.

[bookmark: _Toc150752912][bookmark: _Toc210913436]Table 4.16: Evaluation of Password Management
	Variable
	Compliance Issues
	No. of Non- Compliance Issues
	Total

	
	Freq.
	Perc.
	Freq.
	Perc.
	Freq.
	Perc.

	Locking workstation when idle
	1
	12.5
	7
	87.5
	8
	100

	Privacy in password use
	2
	25
	6
	75
	8
	100

	Password strength
	0
	0
	8
	100
	8
	100

	Extended use of default passwords
	0
	0
	8
	100
	8
	100


Source (Research Data, 2022)


Locking workstation when idle: Findings indicate that most policies do not sufficiently address the issue of locking workstations when they are idle. Out of eight policies, only one (1) complies. Thus, computers are unprotected because unauthorised users are unlikely to access them, even within the organisation. According to Alghamdi (2020), there is a variety of locking techniques that can be used to lock a workstation or lock its screen, including passwords (PIN), biometric scanners like face, finger, or voice recognition, virtual keys, temporal keys, remote access, and others. The only institution that met the requirements for this subcategory was a reputable institution with an ICT policy in place since 2012, and last updated in 2017. Their policy emphasises that users must lock out of or lock the screen of their workstation when they are away from their desk for any period.

Privacy in Password Use: Two (2) out of the eight (8) policies address password privacy. As a result, just 25% of all the policies selected for the study's instance comply with password privacy. If the organisation's ICT facilities are not effectively safeguarded through secure passwords, this could lead to information system security vulnerabilities. Only one account across the two policies—where both rules forbid users from disclosing personal passwords—shares commonalities regarding password privacy. The other policy is more in-depth and reiterates the following: password-protected access to institutions' ICT resources; unique usernames and passwords; institute-issued passwords automatically generated; and prohibitions against the unauthorised bypass of passwords using tools like password breakers. Both rules come from institutions; one was founded in 2018 and evaluated in 2022, while the other was founded in 2012 and reviewed in 2017. Although these two institutions have policies that address password privacy, the emphasis is insufficient because several crucial aspects of password privacy are overlooked. For instance, Yldrm and Mackie (2019) and Charoen (2014) discussed using software to analyse password strength. They also emphasised the need for password memorability to prevent writing it down on paper, which unauthorised users could uncover and use as a security breach, with the password's owner bearing sole responsibility.

Password Strength: Password strength is another characteristic of a password used to safeguard information system security in an organisation. This subcategory was present in none of the policies selected for the study's example, leading to 0% compliance. Researchers emphasise the importance of password strength, which can include but is not limited to using a "password strength metre" that determines the strength of a password depending on its length (M. Yıldırım & I. Mackie, 2019). According to Simon and Cheung (2014), passwords generated using a password strength metre have been determined to be more secure than regular passwords, improving the security of an organisation's information systems. For various security reasons, the requirement that ICT users in a learning environment have dependable and secure passwords keeps growing (IAU, 2020). 

Extended Use of Default Password: This subcategory has 0% compliance because the selected case for the study did not reflect this subcategory in any policies. Applications are developed to reduce setup time and provide users with the most significant experience, primarily if the administrator installs the application on numerous devices sequentially. The default passwords chosen in this study, which are convenient to remember and functional on a variety of devices, serve as an illustration of this. For instance, most programs use "password," "admin," "dba," etc. as their default passwords. Many programs allow passwords and user names to contain only characters. Although special characters and total character counts are frequently not required, users may use the simplest, most practical credential option (Knierem, Zhang et al., 2018). Because all users know the default passwords and unauthorised people can use them to get private company information and data, using them for a long time can weaken the information system's security.

4.5.2 [bookmark: _Toc210911410]E-Mail Use Principles 
According to the framework in Table 4.13, email use principles are one of the critical factors for assessing the effectiveness of information system security policy. Attachment management, dealing with forwarded emails, the IT department's level of responsibility in email management, managing access to external websites, rules for acceptable internet use, managing social media use, and rules for using one's own devices for work are some of the categories that help explain this variable. Table 4.17 summarises the assessment's findings.
[bookmark: _Toc150752913]
[bookmark: _Toc210913437]Table 4.17: Evaluation of E-Mail Use Principles 
	Variable
	Compliance Issues
	No. of Non- compliance Issues
	Total

	
	Freq.
	Perc.
	Freq.
	Perc.
	Freq.
	Perc.

	Attachments management
	2
	25
	6
	75
	8
	100

	Dealing with forwarded e-mails
	1
	12.5
	7
	87.5
	8
	100

	IT department’s level of responsibility in e-mail management
	6
	75
	2
	25
	8
	100

	Managing access to external websites
	1
	12.5
	7
	87.5
	8
	100

	Guidelines on acceptable use of the Internet
	5
	62.5
	3
	37.5
	8
	100

	Managing social media use
	1
	12.5
	7
	87.5
	8
	100

	Guidelines on how to use own devices for official purposes
	1
	12.5
	7
	87.5
	8
	100


Source (Research Data, 2022)


Attachments Management: Based on Table 4.17, Only two (2) of the eight (8) policies in this subcategory contained remarks about attachment management, earning a compliance rate of 25%. According to both institutions' policies, the size of emails with attachments that can be sent and received via the institution's exchange servers should not exceed 100MB in reducing network traffic. In contrast to the other, which was formed in 2012 and reviewed in 2017, the first policy was created in 2018 and evaluated again in 2022. Other researchers, including Broadhurst et al. (2018), Chaudhry et al. (2016), and Gupta et al. (2018), have emphasised the importance of limiting the size of emails and attachments that can be shared via emails to prevent information system security incidents like phishing attacks, where malicious people attach links and other attachments in emails to compromise organisation information systems. 
Dealing with Forwarded Emails: Out of eight policies (8), only one (1) contained this subcategory (Table 4.17). The policy describes the institute's right to review, keep an eye on, and make public any email that is made, sent, received, or forwarded using the institute's computer network or email services. This policy was created in 2012 and reviewed in 2017. Forwarded email can be used as a source of an attack on an organisation's information system. Broadhurst et al. (2018), Chaudhry et al. (2016), and Gupta et al. (2017) all emphasised that they may result in phishing attempts.

IT department’s level of responsibility in email management: This subcategory had greater compliance (65%) (Table 4.17). The emphasis placed by the compliant institutions on the IT department's responsiveness in email handling, however, varies in their policies. Of the six (6) institutions that have complied, four (4) solely refer to the need for all office communications to be managed via the institution's internal e-mail services, including spam emails and attachment size restrictions. But only two organisations have gotten most of the important parts of email management right, such as email content to prevent sending and receiving offensive emails at work; restrictions on forwarding junk and spam emails, restrictions on using another email account and data files; restrictions on using email to send text, images, or videos that are considered illegal or indecent, such as pornographic content; and restrictions on sending emails that contain offensive language.

These two institutions' assessment of email management is consistent with other researchers' findings from studies by Broadhurst et al. (2018), Chaudhry et al. (2016), and Gupta et al. (2017). The policies created in 2012 and renewed in 2017 are the same as those created in 2012 and restored in 2017, as well as those created in 2018 and renewed in 2022. Information system security problems in learning environments are less likely when the IT department manages email correctly and in line with established policies.

Managing Access to External Websites: Table 4.17 showed that, with only one (1) policy out of eight (8) policies containing notes on controlling access to external websites, this subcategory had a compliance rate of 12.5%. 2012 the compliance policy was created, and in 2017, it was revised. The policy letter emphasised the need not to use the institute's offered internet to log into other systems or websites without permission. The remaining policies did not mention anything related to visiting external websites and solely discussed websites regarding the institution's website. Precise management of accessing external websites must be covered by an information system security policy to maintain good information system security in institutions. Phishing, social engineering, viruses, and ransomware can all be utilised to enter the institution's system through these websites (Chaudhry et al., 2016; Gupta et al., 2018), 

Guidelines on Acceptable Use of the Internet: This subcategory had a compliance rate of 62.5 per cent (Table 4.17), with notes about appropriate internet use included in five out of eight policies. Almost all of these five institutions could relate to these notes on proper internet usage. They talk about internet service providers, where they are all compelled to utilise public ones because they are public institutions. The amount of data that can be accessed daily via the institution's internet, the services that can be used there, and the limitations on what can and cannot be used while using private internet, such as internet coffee. There are also restrictions on what can be sent and received via the institution's internet, what can be broadcast on the institution's internet, and what devices can access the institution's internet. Other researchers, like Apuke and Iyendo (2018)., have also covered these legal applications of the Internet. To prevent incidents involving information system security, policies of public higher education institutions should include sufficient instructions on how to use the institution's internet safely and appropriately to avoid information system security vulnerabilities.

Managing Social Media Use: Out of eight (8) policies, only one (1) complied with this subcategory (Table 4.17). The policy for the university was created in 2014 and reviewed in 2019. Two points are highlighted in the policy notes: using social media to inform the public about university services and using it to get user feedback on how to improve university services. Despite being the only policy with a note on controlling social media use, the notice is not sufficiently explicit about how to manage social media to safeguard the security of the university's information system. For instance, Mitra and Gilbert (2012) discussed the effects of office gossip and issues on social media and how these issues can impair productivity and the safety of an organisation's information system. Additionally, viruses, spam, fraud, phishing, identity theft, information leakage (deliberate or unintentional), reputation risk, and reputation control were all mentioned by Väyrynen et al. (2012) as implications of social media on workers and organisations (Error! Reference source not found.Majid and Kouser (2019) cited the factors that increase danger on social media, such as failing to log out, checking in on untrusted websites, clicking on alluring advertisements, utilising third-party apps, using common passwords, clicking on malicious links, and utilising virtual private networks (VPN). An organisation's policy should clarify how social media use will be handled if it wants good information system security.

Despite the benefits social networking sites can provide students and facilitators in learning environments, there are also certain drawbacks (Lubua et al., 2017). According to Awolusi (2012), social networking sites might reduce productivity at work if they are not effectively controlled since users spend more time on them than working on the main goals of their organisations. According to Eliringia (2017), if social networking site use is not adequately controlled through information system security policies, it will lead to issues like time wastage, low productivity, decreased job concentration, the dissemination of false information, a lack of confidentiality, and miscommunication at work. Information system security policies for public higher education institutions must cover using social networking sites correctly and limit some that can hurt an organisation's primary goals.

Guidelines on How to Use Own Devices for Official Purposes: Of eight policies in the Bring Your Own Device (BYOD) category, just one (1) covered using personal devices for work-related reasons. The policy for the institution was developed in 2018 and revisited in 2022. According to the policy notes, device owners are personally responsible for preventing data theft and loss, maintaining the confidentiality of the information when necessary, preserving the integrity of the data and information, and accepting liability for any software they use or download to their devices. Giving users temporary identity cards (ID) or log-in information so they can access the institute's internet and network connection is one of the constraints placed on how BYOD practices can be handled to address their risks. This study discovered that none of the policies selected for the case study addressed this issue (Sánchez et al., 2017). According to other researchers like Tinmaz and Lee (2019), as well as Retnowardhani et al. (2019), this raises the likelihood of information system security vulnerabilities (4.3.3. Information System Security Policy Management Factors).

The institution's ICT policies must analyse a variety of processes and procedures, including online assessment and examination systems, mobile learning technologies, and the installation of video conferencing facilities, to facilitate online learning (Semlambo et al., 2022; Semlambo et al., 2022). Aspects of mobile computing have been wholly ignored in some institutions' ICT policies. Despite the potential of mobile learning environments, higher education institutions' ICT policies must outline the security precautions that will be taken to safeguard users and the institution from any risks associated with connecting personal hardwires (mobile phones, tablets, and laptops) to the institution's network. Examples of these precautions include Bring Your Own Device (BYOD) restrictions. While some institutions have explicitly excluded BYOD from their rules, others have policies that clarify the BYOD restrictions. The risk of allowing users to connect their own devices to the institution's network is high because most employee devices have malware on them from accessing dubious websites and programs (Jahanbakhsh et al., 2020). Public higher education institutions' ICT/information system security policies must clearly and thoroughly tell users how to protect themselves from these risks.

4.5.3 [bookmark: _Toc210911411]Disaster Handling and Recovery 
According to the framework in Table 4.18, disaster handling and recovery are among the main criteria for determining the effectiveness of information system security policies. Guidelines for offsite backups and disaster management procedures are some of the categories that explain this variable. Table 4.18 summarises the evaluation's findings.

[bookmark: _Toc150752914][bookmark: _Toc210913438]Table 4.18: Evaluation of Disaster Handling and Recovery
	Variable
	Compliance Issue
	No. of Non- compliance Issues
	Total

	
	Freq.
	Perc.
	Freq.
	Perc.
	Freq.
	Perc.

	Guidelines on offsite backup
	2
	25
	6
	75
	8
	100

	Guideline on how to manage disasters
	1
	12.5
	7
	87.5
	8
	75


Source (Research Data, 2022)
Guidelines on Offsite Back-up: Backup and restoration policies provide secure storage for the institute's critical data and a mechanism to recover the data in case of a system breakdown. In the case of a catastrophe or system failure, it also permits the quick restoration of saved data. Only two (2) out of eight (8) policies in this subcategory have notes on offsite backup (Table 4.18), resulting in a compliance rate of 25%. According to the regulations, specific data backups should be performed daily, while others should be performed every other week. Other backup methods covered by policies include who is in charge of doing backups, where to keep backup media, how to mark it, and how to get rid of extra backup media. Institutional data must be regularly and reliably backed up offsite using the right processes and procedures, which must be clearly outlined in policies to prevent information system security incidents. This is necessary to ensure institutional data's confidentiality, integrity, and availability. Sharma and Singh (2012), among other researchers, concur. According to the findings of this study, the significance of routine offsite backups to protect data from the various types of disasters that may occur in an institution has received very little attention, which may result in information system security vulnerabilities. 

Guideline on how to Manage Disasters: Out of the eight policies considered for the study, only one (1) contained information on handling the crisis (Table 4.18). In 2014, the compliance policy was created, and in 2019, it was reviewed. A disaster recovery plan, onsite and offsite data backup, physical and logical security for all university ICT infrastructures, the usability of ICT devices with appropriate authentication and power backup, and fire extinguishing are the only topics covered in the university policy emphasising managing disasters. There is no explanation or reason in specific policies regarding how any disaster to ICT infrastructure can be managed. Information system security policies should specify how disasters brought on by human activity or natural events can be managed and their specific procedures (Hina & Dominic, 2018). These tragedies should be well-documented and thoroughly investigated so that they don't happen again and that other institutions can learn from them and ensure they don't run into the same problems (Asgary, 2016).

4.5.4 [bookmark: _Toc210911412]Hardware and Software Management
According to the framework in Table 4.13, hardware and software management is an essential factor for assessing the effectiveness of information system security policies. This variable is explained by managing software licences, updating system software and hardware, managing software installation, and administrative concerns. Table 4.19 summarises the assessment's findings.

[bookmark: _Toc150752915][bookmark: _Toc210913439]Table 4.19: Evaluation of Hardware and Software Management 
	Variable
	Compliance Issue
	No. of Non- compliance Issues
	Total

	
	Freq.
	Perc.
	Freq.
	Perc.
	Freq.
	Perc.

	Software licence management 
	5
	62.5
	3
	37.5
	8
	100

	Guidelines for upgrading system software and Hardware
	5
	62.5
	3
	37.5
	8
	100

	Managing software installation
	5
	62.5
	3
	37.5
	8
	100

	Guidelines on administrative issues
	5
	62.5
	3
	37.5
	8
	100


Source: Research Data 2022


Software Licence Management: This subcategory had a compliance rate of 62.5 per cent (table 4.19), with notes on software licence management included in five out of eight institutional policies. The compliance regulations prioritise using open-source software and focus on using legally licenced software while restricting pirated software. They also call for continuous software updates to keep up with technological changes and the business environment. Public higher education institutions are employing outdated software like Windows XP and MS Office 2007, which are no longer supported by their manufacturer (Microsoft). As a result, it might lead to information system security vulnerabilities. Some software lacks a licence, preventing the user from fully utilising all the functions, possibly resulting in information system security flaws. Software might be used as a point of entry into an organisation's infrastructure, jeopardising the security of its information system. Proper notes on institutions' information system security policies are required for the software licence problem (Yang et al., 2021),

Guidelines for Upgrading System Software and Hardware: System software and hardware must be updated frequently to stay current with technology changes and maintain corporate competitiveness (Yang et al., 2021). Out of the eight policies addressed regarding upgrading system software and hardware, five (5) were complied with to 62.5 per cent (Table 4.18). Some policy notes were overly limited, covering standard compliance when buying new hardware and software. Other regulations included a few more details, like conformity with national and international standards, certificates of warranty, and guarantees valid for at least one (1) year after purchasing new hardware and software. Other researchers focused on user requirements, user feedback, user recommendations, guidelines for annual maintenance, system architecture and design schemes in platforms with new hardware, storage and indexing techniques in platforms with new hardware, query processing and optimisation in platforms with new hardware, and transaction processing in platforms with new hardware (Wei Pan et al., 2018).

According to this report, most public higher education policies lack adequate direction on how to use hardware, which leads most public higher education policies to lack adequate direction on how to use hardware, leading to institutions adopting out-of-date equipment like PENTIUM computers that are incompatible with the majority of current software. The Public Procurement Act (410), 2013, which states that hardware should not be utilised for more than 10 years, conflicts with most institutions' use policies by allowing the use of ICT infrastructure for more than ten (10) years, is against government procurement standards. Public higher education institutions' information system security policies should clarify how hardware and software should be managed so that ICT infrastructures can be used properly. Training and awareness programmes should also be emphasised before new hardware or software is brought into the organisation. 

This subcategory had a compliance rate of 62.5 per cent (Table 4.18), with notes on the administration of software installation appearing in five (5) of the eight (8) policies. The compliant policies covered issues such as who is in charge of installing and upgrading software and limitations on installing unlicensed software. They also covered institutional standards for software installation and national and international standards. According to Yang et al. (2021), institutional policies must make clear and well-defined notes on who will be in charge of software installation, when and where, brands of software, use of open-source software, and other restrictions on software installation to maintain institutional information system security.

Guidelines on Administrative Issues: This subcategory had a compliance rate of 62.5 per cent (Table 419), with five (6) out of eight (8) policies containing guidelines on administrative matters like who is responsible for buying software and hardware, how to comply with various national, international, and institute standards; how to comply with user requirements; and how to authorise the use of licenced software. The study found that managers are commonly excluded from committees that create information system security policies because of centralised working culture and various organisational structures (United Nations, 2016). Even the IT main office rarely held primary ownership of the information system security policy in Tanzania's public higher education institutions, except the chosen few who created it in the ICT policy committee. The results of this study showed that there is very little employee input into the development of an institution's information system security policy 

4.5.5 [bookmark: _Toc210911413]Information Handling 
According to the framework in Table 4.13, information management is one of the critical factors for assessing the effectiveness of information system security policies. Guidance on data ownership, guidance on the sensitivity and classification of information, and guidance on how to dispose of data and information are some of the categories used to explain this variable. Table 4.20 summarises the assessment's findings.

[bookmark: _Toc150752916][bookmark: _Toc210913440]Table 4.20: Evaluation of Information Handling
	Variable
	Compliance Issue
	No. of Non- compliance Issues
	Total

	
	Freq.
	Perc.
	Freq.
	Perc.
	Freq.
	Perc.

	Guidance on data ownership
	4
	50
	4
	50
	8
	100

	Guidance on Information sensitivity and classification
	1
	12.5
	7
	75
	8
	100

	Guidance on how to dispose of data and information
	1
	12.5
	7
	75
	8
	100


Source (Research Data 2022)


Guidance on Data Ownership: The subcategory of data ownership had a compliance score of 50% (Table 4.20), with remarks on data ownership included in four of the eight policies examined for the study. Only a few notes on data ownership were included in the policies under this subcategory, such as the need for onsite and offsite backups, regular reviews and audits of information systems to make sure they are safe, accessible, and simple to use, and that they meet the standards for appropriate interoperability and data exchange mechanisms. According to some researchers, these remarks did not cover all the necessary ownership and responsibility of institutional information systems and data (Al-Khouri, 2002; Fadler & Legner, 2022). To keep the information system secure, the policies of public higher education institutions must be clear about who owns the institution's data and the personal information that is stored in the institution's information systems.

Guidance on Information Sensitivity and Classification: Of the eight reviewed policies, only one (1) contained remarks on information sensitivity and categorisation (Table 4.20). Although they just explained data classification to regulate access in a shared institution network, the notes in this policy were far too brief. According to this report, few policies specify how to categorise information into public, protected, and secret categories. Due to this, ICT users neglect who should know specific details and where they should be communicated, such as when they discuss work-related topics in WhatsApp groups. Based on the fact that public higher education institutions only minimally manage information. The management of public higher education institutions must prioritise information system security according to information system security policies. This results from its delicate nature and the everyday usage of ICT resources to accomplish organisational goals. By classifying information as secret, restricted, or public, the management of these institutions must maintain sound information system security policies and information security. Furthermore, it's critical to thoroughly understand who has access to what information inside and outside the organisation (Lamp, 2011).

Guidance on How to Dispose of Data and Information: Only one (1) institution out of the eight (8) institutions used in this study had notes on how to dispose of institute data and information, giving this subcategory a compliance rate of 12.5% (Table 4.20). To ensure that no institutional data is left on the device if sold to a third party, the compliance procedures concentrate on disposing of data and information under governmental laws, rules, and regulations. According to the survey, few policies address eliminating office and work-related records. Additionally, there is no indication of how frequently this must be done or instructions on how to get rid of both physical and digital data. Employees from all departments, including management and other supporting staff, regularly clean their offices and discard office-related paperwork as they see fit, regardless of the risks to information system security they pose to themselves and their organisations. When considering data disposal techniques, the institution should focus on data anonymisation, deletion, crypto shredding, degaussing, and destruction (Kablawi, 2022). 

4.6 [bookmark: _Toc210911414]Information Systems Security Policy Framework for Public Higher Learning Institutions in Tanzania
This section intends to formulate a new harmonised information system security policy framework for public higher learning institutions in Tanzania. This is after reviewing different factors that affect information systems user compliance with security policies in public higher learning institutions in Tanzania in section 4.2. and finding out that the existing ICT-related policies, including information system security policies, do not have the required quality against different information system security threats and vulnerabilities, as explained in section 4.3. In this section, the study aims to develop a new information system security policy framework for all public higher learning institutions in Tanzania. The sections include Subsection 4.4.1, the Need for Information System Security Policy Framework, subsection 4.4.2, The Relevance of the Procedures for Formulating and Updating Information System Security Policy, Subsection 4.4.3 Information System Security Policy Framework, section 4.4.4 The expert evaluation process and 4.4.5 formalisation of information system security policy. 

4.6.1 [bookmark: _Toc210911415]The Need for Information System Security Policy Framework
This study observed that information system security policies in Tanzanian public higher learning institutions (PHLIs) are currently integrated into sections within broader ICT policies. While this approach provides a basic level of security oversight, it is insufficient to address the specific needs and peculiar challenges that PHLIs face. These unique challenges highlight the urgent need for a separate and dedicated information system security framework.

One of the most significant reasons for this need is the nature of the data managed by PHLIs. These institutions handle highly sensitive information, including student records, intellectual property, research data, and financial information. Unlike other public institutions, PHLIs are major repositories of academic research and intellectual property, which are particularly attractive targets for cybercriminals. A generic ICT policy does not adequately address the complexities involved in safeguarding such critical assets. Without a dedicated IS security framework, these institutions are left vulnerable to data breaches, theft of intellectual property, and other cyber threats (Lubua & Pretorius, 2019).

Additionally, the diverse user base of PHLIs, including students, academic staff, administrative personnel, and external collaborators, requires more granular and targeted security measures. Users have varying levels of technological proficiency, and this diversity increases the risk of inadvertent security breaches due to human error, phishing attacks, and poor password hygiene (Alavi et al., 2013; Lubua & Pretorius, 2019). A standalone IS security framework can offer more specialised training and guidelines that are tailored to the needs of different user groups, something a general ICT policy cannot provide in sufficient detail. A dedicated framework would also allow for more frequent updates and revisions, which are essential in an environment where cyber threats are continually evolving.
Moreover, PHLIs face specific resource constraints. Many institutions lack sufficient IT staff and infrastructure to manage modern cybersecurity challenges effectively (Omar & Twum, 2016). A separate IS security framework would include provisions for resource allocation and support mechanisms tailored to the academic environment. For example, it would prioritise the procurement of necessary cybersecurity tools and allocate funds specifically for regular security audits and updates, addressing the budgetary challenges faced by PHLIs.

Furthermore, the current integration of IS security within ICT policies leads to inconsistent implementation of security protocols across institutions. Since ICT policies are often written broadly, they fail to address the particular vulnerabilities of academic institutions. This has resulted in non-compliance with both local and international information security standards, leaving institutions exposed to significant risks. A dedicated IS security framework would provide clear guidelines that ensure compliance not only with internal institutional policies but also with international standards like ISO 27001 (Koloseni et al., 2018). This would help improve both the overall security posture of the institutions and their ability to respond to emerging threats.

Thus, the special needs and peculiar challenges of PHLIs, such as handling highly sensitive academic data, managing a diverse user base, operating under resource constraints, and the shortcomings of generic ICT policies, necessitate a standalone IS security framework. Such a framework would provide more focused and tailored security protocols, ensuring better compliance, stronger protection of critical assets, and a more secure academic environment overall.

4.6.2 [bookmark: _Toc210911416]The Relevance of the Procedure for Formulating and Updating Information System Security Policy
Technological changes and advancements in information and communication technology (ICT) are a never-ending process across the globe (Dawson, 2018). The emergence of new technologies is not without new threats and the need for new methods of dealing with them (Thakur et al., 2015). Thus, updating an information system security policy must be a never-ending process to accommodate all necessary security changes whenever they arise. This might result from changes in local and international technological regulatory bodies and technology (Heeks & Stanforth, 2015). Some countries and organisations across the globe agree on a specific period before reviewing and updating information system security policies. For public higher learning institutions in Tanzania, ICT/information system security policy review and updating are not considered relevant, hence the increase in security incidences (Heeks & Stanforth, 2015). 

Lubua and Maharaj (2021) proposed two (2) years for reviewing and updating security policies in their research. However, challenges of funds, management support, and lack of knowledge have been acknowledged to hinder this process. Generally, not just one principle governs the formulation and updating process of information system security policy. Bandara (2014) and Aiafi (2017) had their study emphasise issues like policy intervention, agreed-on policy terms, consultation of stakeholders, and the due process of validating the policy and adopting and reviewing (figure 4.4). Hence, these are the key concepts (Aiafi, 2017; Shojaie, 2018). 
[bookmark: _Toc83658386][bookmark: _Toc137796095][image: ]
[bookmark: _Toc179980320]Figure 4.4: Policy Model for Information System Security in Higher Learning Institutions 
Source: (Bandara, 2014)

The quality of a good information system security policy partly depends on its adherence to procedures and processes for formulating it. Stakeholder involvement is the key to crafting an information system security policy. Some organisations develop information system security policy inputs based on an expert’s knowledge and experience. In contrast, others use internal stakeholders. Using external expertise without involving internal stakeholders limits the inputs to the information system security policy (Lu et al., 2015). These inputs are essential as inadequate inputs will result in an inadequate information system security policy. All public higher learning institutions in Tanzania use internal experts (policy development committees) for policy development based on their experience within the organisation. Using internal expertise or stakeholders is a good practice as they better understand the organisation's environment, the nature of security, and the risks involved. One of the key informants in the study argued that. 

"Using internal expertise/stakeholder is meant to reduce costs as public higher learning institutions have limited funds directed to ICT infrastructure."
Using an external expert’s knowledge and experience leaves behind a vast wealth of knowledge and information that can be obtained from them (Dawson, 2018; Shojaie, 2018).

Some of the institutions out of the total population of eight public higher learning institutions selected for the study (which can’t be named due to security issues) agreed on having and using ICT/information system security policies that are not formalised. Utilising ICT facilities without formalised policies puts the institutions in a vulnerable security position. Moreover, institutions with formalised ICT/information system security policies often stay put without reviewing and updating these policies. Studies show that organisations that have policies with guidelines on how information system security policies should be carried out, when and who will be responsible for the formalisation process and make operationalisation easy (Flowerday & Tuyikeze, 2016; Bendovschi, 2015). Furthermore, these studies show that an adequate information system security policy should have provisions to accommodate new technological changes whenever they arise. 

Based on the focus group discussions and interviews, most respondents agreed it would take three years to review and update the information system security policy. Studies from other researchers, such as Bendovschi (2015) and Saunders (2017), also support this timeline for reviewing and updating information system security policies. The survey found that almost all institutions selected for this study comply with this fact only in writing. Still, practically all institutions chosen for this study stay long without policy updating and review. Interview respondents admit that the main reason is the lack of guidelines on when and who is responsible for initiating policy updating and review. Most respondents agreed that their ICT policies are inadequate against modern security challenges and that information system security policy is just a section within their ICT policies. This put their institutions in a compromised security position.

4.6.3 [bookmark: _Toc210911417]Information System Security Policy Framework 
This sub-section focused on developing an information system security policy suitable for public higher learning institutions in Tanzania. The study found a gap in the information system security policy framework for learning environments. Thus, the study selected the three frameworks in Table 2.1 as a guideline based on the factors that affect the security of information systems in learning environments in Tanzania. First, the study identified the necessary framework that can be used to derive the new information system security policy through a Google search. These frameworks were selected because they were developed based on research and supported by organisations specialising in information system security and cyber security policy development. The study grouped common elements into the same category. Five (7) features were developed, as presented in Table 4.20, which includes the categories of their framework and their entries. The process evaluated the information system security policy framework, existing policies, literature and interviews with experts, as presented below;

Inputs from the Information System Security Policy Framework
This study selected Lubua’s Cyber Security Policy Framework as the starting point for creating a new information security policy framework for public higher education institutions in Tanzania. This is because it is the most recent framework focusing on African institutions. In addition, the Lubua Framework emerged due to challenging the previous three frameworks and going through the validation process, as Lubua and Pretorius (2019) reported. Table 4.21 presents key elements of Lubua’s framework. 

[bookmark: _Toc150752917][bookmark: _Toc210913441]Table 4.21: Lubua and Pretorius (2019) Cyber Security Policy Framework 
	Input
	Description 

	Data Security
	Every aspect of information security that will affect data on storage of transit

	Internet and Network Services Governance
	All aspects of the internet and network Governance

	Use of Company Own Devices 
	All guidelines on the acceptable use of corporate ICT asset

All guidelines on how own devices are to be integrated into corporate LAN

	Physical Security
	Guidelines on how to ensure the physical security of Information Systems 

	Incidence Handling and Reporting, 
	Guidelines on how to handle and report incidents that would impact the business continuity

	Monitoring and Compliance
	Guidelines for using monitoring and control as a tool for ensuring business continuity

	Policy Administration 
	Guidelines for administering the Information Security policy


Source; (Lubua & Pretorius, 2019)
Table 4.21 evaluates the key elements of Lubua’s cyber security policy framework. The elements were presented to experts for discussions on their relevance and what is currently missing in existing ICT-related and information system security policies of public higher education institutions in Tanzania. The goal was to find relevant and common elements to the group, as Lubua and Pretorius (2019) suggested was essential when creating a security policy framework.

The proposed policy framework was developed directly from the data reality gathered across eight Tanzanian public higher learning institutions. This included institutional policy documents, user practices, awareness levels, and expert feedback. The design reflects the operational gaps and compliance barriers observed during the study. As such, the framework is not theoretical in nature, but an implementable tool tailored to the specific challenges and capabilities within the context it seeks to serve.

Inputs from Review of the Existing Policies: In this study, we reviewed policies from eight organisations based in Tanzania to understand what they propose as the key components. We also determined whether they have a new element to be added to the Lubua and Pretorius elements presented in Table 4.21. The key components of each policy are shown in Table 4.22.

[bookmark: _Toc150752918][bookmark: _Toc210913442]Table 4.22: Inputs from Review of Existing Policies
	Institution 
	Components of the Policy 
	Input to the Proposed Framework

	Ardhi University (AU)
	· Internet and email usage
· Disaster management and training centre
· recovery mechanisms such as backups
· ICT hardware procurement guidelines
· Software development and acquisition
· Information management
	· Internet and network services governance 

	Arusha Technical College (ATC)
	· No input
	· No input

	College of Business Education (CBE)
	· The presence of comprehensive policies (like CBE Corporate Strategic Plan, CBE IT Strategic Plan, College’s Business Continuity and Disaster Recovery Plan, College’s ICT-related policies and Guidelines, etc.)
· Hardware and Software management guidelines. 
	· No input 

	Eastern and Southern Africa Management Institute (ESAMI)
	· No input
	· No input

	The Institute of Accountancy Arusha (IAA)
	· Password management
· Email use principles
· Disaster recovery plan
· Hardware and software management
· Information handling 
	· Data and Information security 

	The Institute of Finance Management (IFM)
	· Password Policy
· Email use principles
· Disaster recovery procedures 
· Hardware and software management
· Information handling 
	· Data and Information security

	The Open University of Tanzania (OUT)
	· Disaster recovery for ICT services
· Hardware and software management 
· Information handling 
	· Data and Information security 

	University of Dar es Salaam (UDSM)
	· Disaster recovery plan for continuity of business in case of a cyber-attack
· Hardware and software management
· Information handling. 
	· Data and Information security


Source: Research Data 2022

According to Table 4.22, most elements of the examined policies are similar to those in the Lubua and Pretorius frameworks, except for a few. For example, at Ardhi University, two components are added: ICT hardware procurement guidelines and software development and acquisition. Since both components suggest acquiring ICT hardware or components, this study combines them to form one element for the proposed framework. The new component is Acquiring hardware and software.  On the other hand, the Institute of Accountancy Arusha, the Institute of Finance Management and the University of Dar Es Salaam had a common new component known as Information handling. In this regard, the study combines information handling and data security of Lubua’s framework to form a new component called Data and Information security. In addition, the study observed that Eastern and Southern Africa and Arusha Technical College had no ICT policy with tangible components.  Because of the input from these policies, Table 4.23 presents the new framework structure.

[bookmark: _Toc150752919][bookmark: _Toc210913443]Table 4.23: New Framework Structure – Version 1
	Input
	Description 

	Data and Information handling
	Every aspect of data and information security

	Internet and Network Services Governance
	All aspects of the internet and network Governance

	Use of Company Own Devices
	All guidelines on the acceptable use of corporate ICT asset
All guidelines on how to own devices are to be integrated into corporate 

	Physical Security
	Guidelines on how to ensure the physical security of Information Systems 

	Acquiring hardware and software
	All guidelines on how to acquire new hardware or software. It includes procurement or system development.

	Incidence Handling and Reporting, 
	Guidelines on how to handle and report incidents that would impact the business continuity

	Monitoring and Compliance
	Guidelines for using monitoring and control as a tool for ensuring business continuity

	Policy Administration 
	Guidelines for administering the Information Security policy


Source: (Research data, 2022)
Inputs from Review of the Literature: The study analysed the literature to understand the gap in the framework resulting from Table 4.23.   The input presented in Table 4.24 was extracted from the literature in the analysis.  

[bookmark: _Toc150752920][bookmark: _Toc210913444]Table 4.24: Inputs from Review of Relevant Literature.
	Author(s)
	Components of the Policy not in Table 4.21 and 4.22

	(Lubua & Pretorius, Cyber-security Policy Framework and Procedural Compliance in Public Organisations, 2019),
(Semlambo, Almasi, Liechuka., 2022), (Semlambo, Leichuka & Almasi, 2022), (Hina & Dominic, Information Security Policies’ Compliance: a Perspective for Higher Education Institutions, 2018), (Mitra & Gilbert, 2012), (Patrick, Niekerk, & Fields, 2018)
	· Policy review
· Regular awareness
· The involvement of stakeholders in policy creation
· The adequacy of the information system security policies

	Patrick, Niekerk, & Fields, 201), (Semlambo, Almasi, Liechuka., 2022), (Semlambo, Leichuka & Almasi, 2022),
	· Regular awareness and training programs on newly adopted e-learning systems 
· Regular training and awareness programmes on newly adopted ICT facilities (both hardware and software) 

	(Rajaonah, 2017), (Sapronov, 2020), (Mitra & Gilbert, 2012), (Patrick, Niekerk, & Fields, 2018), (Fouad, 2021)
	· Awareness and training on trust issues among employees. 
· Awareness programmes about the careless tendency among employees 
· Facilitate professional certifications for IT experts (Technicians). 


Source: Research Data 2022

[bookmark: _Hlk125368479]Inputs in Table 4.24 point to ICT policies as found in other literature. Nonetheless, all are already covered in Table 4.23. For example, all elements pointing to awareness and knowledge are administrative. Therefore, the literature did not offer a new input to the framework. Thus, Table 4.25 provides the new framework together with associated subtopics. 
[bookmark: _Toc150752921]
[bookmark: _Toc210913445]Table 4.25: Resulting Information Security Policy Framework
	Input
	Description 
	Subtopics 

	Data and Information handling
	Every aspect of data and information security
	· Information categorisation (public, protected and confidential).
· Access control.
· Locking of the workstation when idle.
· Privacy in password use.
· Password strength.
· Extended use of default passwords.

	Internet and Network Services Governance
	All aspects of the internet and network Governance
	· Attachments management.
· Dealing with forwarded e-mails.
· IT department's level of responsibility in e-mail management.
· Managing access to external websites.
· Guidelines on acceptable use of the internet.
· Managing social media use.

	Use of Company Own Devices 
	All guidelines on the acceptable use of corporate ICT asset
All guidelines on how to own devices are to be integrated into corporate LAN
	· Guidelines on how to use your own devices for official purposes.
· Guidelines for upgrading system software and hardware.
· Software licence management.
· Managing software installation.

	Physical Security
	Guidelines on how to ensure the physical security of Information Systems 
	· Security of all physical ICT facilities, including computers, servers, switchers, routers, cables, etc. 

	Acquiring hardware and software
	All guidelines on how to acquire new hardware or software. It includes procurement or system development.
	· Guideline on procedures for acquiring ICT-related facilities (Hardware and Software) 

	Incidence Handling and Reporting, 
	Guidelines on how to handle and report incidents that would impact the business continuity
	· Guidelines on offsite back-up
· guideline on how to manage disasters
· incidence response time and responsibilities.
· Formalising incidences, reporting, detection and prevention measures.

	Monitoring and Compliance
	Guidelines for using monitoring and control as a tool for ensuring business continuity
	· guidelines on compliance with existing policies (local and international)

	Policy Administration 
	Guidelines for administering the Information Security policy
	· Guidelines on administrative issues
· Policy review
· Awareness and training programmes.


Source: Research Data 2022



According to Table 4.25, the key elements of the resulting framework are data and information security, internet and network services governance, use of company-owned devices, physical security, acquiring new hardware and software, incident handling and reporting, monitoring and compliance, and policy administration. These elements resulted from a review of the Lubua and Pritorious framework, existing policies, and literature. 

4.7 [bookmark: _Toc210911418]The Expert Evaluation Process
Qualitative methodology was used to carry out the expert evaluation process for the information system security policy framework for public higher learning institutions in Tanzania through interviews. Descriptive analysis was used to analyse the gathered data. This process involved interviewing eight respondents who are information systems and information security experts from within and outside the selected public higher learning institutions. The concept of security evaluation originated in the government of the United States (US) Department of Defence with the Trusted Computer Systems Evaluation Criterion (TCSEC), famously known as The Orange Book, published in 1985 (US Department of Defence, 1985). For many years, the book was used as the guideline for assessing information system security risks before significant changes took place in the computing industries. There have been numerous attempts since 1985 to develop standard security evaluation criteria, such as the Information Technology Security Evaluation Criteria (ITSEC) developed by France, the United Kingdom, Germany, and the Netherlands. Also, in 1991, ISO/SC27 WG3 began work on evaluation criteria to be used in the quality assurance of products. In 1993, Canadians came up with Canadian Trusted Computer Product Evaluation Criteria (CTCPEC). Finally, the United States, Canada, France, Netherlands, and Germany began working together to develop Common Criteria for Information Technology Security Evaluation (CC) (Overbeek, 1995).

These security evaluation standards pay attention to both the development process and the evaluation of finished items. To make it easier for nations to recognise each other's evaluation results, the CC method combines the finest elements of TCSEC and ITSEC. Each approach has the drawback of narrowly focusing on the product and its development rather than the entire context in which it will be used. Therefore, even if the product has a high-security standard, it might be used in a company that has a security policy that is poor, misapplied, or even non-existent (Maynard & Ruighaver, 2002).

This conclusion stems from different evaluation processes applied similarly to information systems security in public higher learning institutions in Tanzania, where there is no standard framework for all institutions. The method used in developing ICT-related policies in Tanzania is compliance with both the government and international standard organisations, disregarding the institutions' security environments and culture. 

[bookmark: _Toc117744855][bookmark: _Toc150752922]

[bookmark: _Toc210913446]Table 4.26:	Guidelines for ICT-Related Policies in Public Higher Learning Institutions in Tanzania
	S/N
	Guidelines
	Gap in Information System Security Guidelines. 

	01
	National ICT policy 
	It covers all the rules and regulations for proper ICT facility usage by individuals and organisations (both private and public). However, it’s not specifically focused on public higher learning institutions, so important variables that address information system security policies of public higher learning institutions are not well addressed. 

	
	Different government policies that govern the use of ICT facilities
	Computer Emergency Response Team (CERT) - their policies and procedures focus on dealing with all computer-related emergencies and how to resolve them. However, they are not focused on issues related to the information system security of public higher learning institutions. Incidents keep occurring without proper documentation, sharing, or communication with other institutions to prevent the reoccurrence of such incidents. 

	
	
	The eGovernment Authority (eGA) security reference architecture framework was not specifically developed for public higher learning institutions in Tanzania but for all public organisations. Hence, important key variables concerning information system security are not well covered.

	
	
	Other eGovernment Authority (eGA) ICT-related guidelines - the remaining guidelines from this authority are not fully addressed to the security of information systems of public higher learning institutions, but rather to all public organisations where security culture and security environment differ, as do threats associated with the use of ICT facilities. 

	02
	Public higher Learning Institutions policies
	Most of these policies govern normal institutional operations, and very little is discussed about the proper use of ICT-related policies. Even fewer notes on information system security policies rather than encouraging continued use of ICT-related facilities for academic and administrative issues.

	03
	Different international policies from international organisations such as ISO 27100 and ISO/IEC27001
	Most of these policies are for developed countries and big companies that can invest billions of dollars in information system security. As discussed in the literature, this is not the same as funds available in public higher learning institutions in Tanzania that can be used for information system security policies. 


Source (Research Data, 2022)
Based on the findings in Table 4.26, all of the guidelines that public higher learning institutions use to develop ICT-related policies, such as ICT policy and information system security policy, do not provide reliable input concerning information system security policy. For this reason, the study proposed the adoption of the three frameworks presented in Table 2.1 for developing an adequate information system security policy framework for public higher learning institutions in Tanzania, presented in Table 4.25.

The framework presented in Table 4.25 as the new proposed information system security policy framework for all public higher learning institutions in Tanzania has undergone expert evaluation through key informant interviews. The interviews comprised eight (8) experts in information system security from public higher learning institutions and other organisations. Their opinion on each input to the information system security policy for public higher learning institutions in Tanzania is presented in Table 4.27. 
[bookmark: _Toc150752923]

[bookmark: _Toc210913447]Table 4.27:	Result of the Information System Security Policy Framework Evaluation
	Input from Framework
	Expert evaluation 

	Data and Information handling 
	Status in Tanzania Public Higher Learning Institutions ICT-related Policies
	The existing ICT policies of public higher learning institutions have fewer notes on data and information security. The existing guidelines do not provide the required data and information security for the current threats.

	
	Gap 
	Lack of adequate information and guidelines for data and information protection. 

	
	Recommendations
	The relevant category should have enough notes and guidelines to cover all data and information security issues concerning the existing information system security challenges in the learning environment.

	Internet and Network Services Governance
	Status in Tanzania Public Higher Learning Institutions ICT-related Policies
	policies have enough notes consigning the use of the internet, website, Porto and different online learning tools, 

	
	Gap 
	The security guidelines for information systems when using these online tools are inadequate.

	
	Recommendations
	This category is essential and should have enough notes on safely utilising all internet and network facilities in a learning environment.

	Use of Company Own Devices
	Status in Tanzania Public Higher Learning Institutions ICT-related policies
	Very few notes regarding the physical security of ICT facilities are available in the existing ICT-related policies of public higher learning institutions. In contrast, other policies have completely ignored this category. 

	
	Gap 
	· With the advantages of BYOD, few policies have security guidelines regarding the issue.

	
	Recommendations
	The category is essential in addressing information system security issues in association with physical ICT facilities both owned by the institutions and owned by employees and used for office operation or connected to the office network.

	Physical Security
	Status in Tanzania Public Higher Learning Institutions ICT-related policies
	Very few notes regarding the physical security of ICT facilities are available in the existing ICT-related policies of public higher learning institutions. At the same time, other policies have entirely left this category behind.

	
	Gap 
	Poor guidelines on how to ensure the physical security of information systems. 

	
	Recommendations
	This category is of great importance and should be considered with enough notes on the physical security of information system infrastructures in public higher learning institutions.

	Acquiring Hardware and Software. 
	Status in Tanzania Public Higher Learning Institutions ICT-related policies
	Existing information system security policies of public higher learning institutions lack detailed information on how to acquire new hardware or software. It includes procurement or system development.

	
	Gap 
	Poor guidelines on procedures for acquiring ICT-related facilities (Hardware and Software)
ICT policies do not adhere to the Public Procurement Act, which states that ICT-related facilities should not be used for more than 10 years before being replaced.

	
	Recommendations
	This input is important as it covers all the aspects of adequately acquiring information system facilities while adhering to the public procurement guidelines. 

	Incidence Handling and Reporting
	Status in Tanzania Public Higher Learning Institutions
	Fewer notes are available in the existing ICT-related policies of public higher learning institutions regarding how to report information system-related incidents and how and who is responsible for reporting and handling them. 

	
	Gap 
	-Emergency ICT incidents don't get enough attention and are not formally documented and communicated to other institutions. This results in prevention failure and reoccurring incidences. 
- lack of proper guidelines in the incident documenting the process to learn from them and avoid re-occurring.
- poor information system security emergence response guidelines in existing policies.

	
	Recommendations
	The criteria are of great value and should have all the necessary notes covering the issue adequately.

	Monitoring and Compliance
	Status in Tanzania Public Higher Learning Institutions
	Existing policies have fewer notes on monitoring information systems facilities and less on compliance with local and international guidelines. 

	
	Gap 
	- poor adoption of standards and guidelines concerning existing information system security policies in public higher learning institutions.

	
	Recommendations
	Any ICT-related policies, especially information systems, must be compiled using guidelines from the government and other international organisations, such as ISO. 

	Policy Administration 
	Status in Tanzania Public Higher Learning Institutions ICT-related Policies
	Fewer notes are available in the existing ICT-related policies of public higher learning institutions in Tanzania.

	
	Gap 
	· Lack of proper guidelines on identification of the part responsible for enforcing the policy.
· The policy review process is minimal or non-existent for some institutions.
· Lack of proper guidelines on the responsibilities of the information system security policy committee. 

	
	Recommendations
	The output is essential and should contain clear notes regarding all policy administration issues, policy review and updating procedures, and regular awareness and training programmes for all employees about ICT-related policies.


Source (Research Data, 2022). 

The evaluation process of the framework confirms the findings in the subsection.  4.5. The Quality of Information Systems Security Policies Owed by Selected Public Higher Learning Institutions in Tanzania.  

Respondents agreed that the existing ICT-related policies do not adequately address the information system security challenges faced by public higher learning institutions in Tanzania. Also, respondents agreed with all the input in the new information system security policy framework for public higher learning institutions in Tanzania, as presented in Table 4.27. in compliance with the newly developed framework, different experts from the conducted interviews had more to say about the existing policies as described below; 
i) The administrative structure is acknowledged in most policies. Still, it is not mentioned in the policy, and the role of administrators is not clearly defined, making policy implementation difficult in these institutions. The administrative positions recognised by the policy must correspond to those in use.
ii) The Information Security Policy Committee assesses and approves new information security policy amendments. This is a violation of the information system audit assurance guidelines. The policy is reviewed and approved by the board of directors (top management in government settings). The board of directors' approval instils a sense of accountability in all employees, especially those in top management. Furthermore, before the policy can be approved, it must be inspected by appropriate government bodies.
iii) The policy empowers the ICT Manager/Director to establish rules and guidelines for using ICT infrastructures. This study contradicts this assumption, arguing that the policy should be a foundational document for all laws and regulations, requiring approval from the board of directors or top management. Users may become confused if there are multiple instructions for using ICT infrastructure.
iv) The study's cases illustrate that these regulations have successfully identified areas for security considerations. However, most of these rules lack detailed instructions on dealing with typical security issues, such as updating or changing user credentials, rather than just advising users to change their passwords after a certain time for security reasons.
v) Tanzania's public higher learning institutions do not have an information system security policy as a separate document but as a section inside the ICT policy. Because information security is only a section, it is impossible to fully expand and elaborate on all the vital security concerns that should be considered in a learning environment. As a result, there is no guarantee of data confidentiality, integrity, or availability. This removes the user's crucial information rights and jeopardises their social and economic status.
vi) Policies lack sufficient guidance on legally documenting incidents to learn from them and ensure that they do not repeat in the future. They also allow other institutions to learn from them and take preventative measures to avoid similar incidents.
vii) This study also discovered that relevant government entities only impose restrictions on establishing ICT/Information system security policies after they have been developed. Once the internal review procedure has been completed, these documents are never examined again for approval. This allows these institutions to design policies only to ensure compliance rather than for their environments' information system security requirements. Furthermore, the researchers discovered that several public higher learning institutions now operate without a formalised ICT/Information system security policy, even though they use ICT infrastructures for daily operations. This puts the government, institutions, and users in jeopardy.

The expert evaluation aligns with the findings in subsection 4.3, where respondents acknowledged the inadequacy of existing ICT-related policies in addressing information system security challenges in public higher learning institutions. The new Information System Security Policy Framework, supported by expert evaluation, emphasises the need for comprehensive guidelines and notes in various policy categories to enhance these institutions' security posture.

4.7.1 [bookmark: _Toc210911419]Formalisation of Information System Security Policy
Research shows that before 2010, most organisations operated without proper information system security policies or cyber security policies (Lubual & Maharaj, 2012). Meanwhile, things have changed, and most African organisations operate with appropriate cyber security and information system security policies. Using ICT infrastructure without proper guidance endangers users, organisations, and associated organisations (Lu et al., 2015; Lubual & Maharaj, 2012). Concerning ISO 27001, none of the sub-Saharan African countries are named among the top 30 countries in the world with a certificate of compliance. In contrast, Tanzania has 0.02% of the population of 15,982,380 people (Shojaie, 2018). This is considered a meagre standard of compliance given by ISO. Any organisation's adequate information system security policy is a criterion for ISO 27001 certification. Professional bodies advise on information system security policies to draw legitimacy from their stakeholders but with the approval of the organisation’s top management or body of directors (Wismen & Keller, 2017). 
 
An information system security policy is a formal document providing guidelines on utilising ICT facilities concerning security features. During the formalisation and formulation process, the information system security policy is supposed to follow a systematic procedure to ensure all stakeholders' inputs are being accommodated. This is to ensure that the formulated policy has the mandate to guide all the security aspects of the organisation (Korhonen et al., 2012). This study found that some public higher learning institutions in Tanzania formulate and use these policies without the board of directors' approval. However, the highest authority must approve information system security policies before use (Korhonen et al., 2012; Alqahtani, 2017). Accepting the policy from the highest authority available in the organisation equips the policy with the proper mandate to be enforced at all levels. Other researchers, such as Aiafi (2017) and Lubual and Maharaj (2012), have argued that policies must state and acknowledge who and when they must be reviewed and updated. 

Furthermore, apart from a few institutions using policies without formalising them, others formalise their policies and admit to having other forms of guidelines for information system security policy. During interviews, all respondents agreed to use oral guidelines as an intervention from the ICT department to protect their facilities from security issues due to the delay in the approval of policies from top management. (Korhonen et al., 2012). This study found that other institutions operated without formal information system security policies, relying on informal guidelines that provide pursual security to the organisations. These informal guidelines are ineffective as they do not draw their authority from the highest board of the organisation, nor do they follow any professional formulation and formalisation procedures. In focus group discussions, respondents argued that users do not abide by such policies as they emerged from a lesser mandated authority. Because most of these policies depend on additional informal guidelines, they do not adequately safeguard the organisation's information system security against security challenges. Relying on such policies will jeopardise the organisation’s information system security (Gagliardi et al., 2016). Hence, a new information system security policy framework is needed for adequate information system security at all public higher learning institutions in Tanzania. 

4.8 [bookmark: _Toc210911420]Summary 
This chapter analyses the research findings and discusses these findings concerning the literature and objectives that guided the research. The chapter started with the subsection that examines the factors that affect the security of information systems in public higher learning institutions in Tanzania. Based on the facts that currently, for most public higher learning institutions in Tanzania, information system security policies are just sections within ICT policies, the study has to analyse both ICT policies and the information system security policies (to some categories) found within these ICT policies. This helped determine which factors affect information system security within public higher learning institutions in Tanzania. Secondly, the quality of information system security policies in addressing various security challenges in public higher learning institutions in Tanzania. The study found that the existing ICT-related policies, including information systems security policies, do not meet the required quality based on the review conducted. Thus, the study moved to the next section, proposing and developing a harmonised information system security policy framework for all public higher learning institutions in Tanzania. This was achieved by reviewing three different information system security policy frameworks and methods used by public higher learning institutions in Tanzania to develop ICT-related policies. In finalising the chapter, research validity and reliability issues and research ethics were discussed.

[bookmark: _Toc210911421]CHAPTER FIVE
[bookmark: _Toc210911422]CONCLUSION AND RECOMMENDATIONS 
  
5.1 [bookmark: _Toc210911423]Overview
The general objective of this study was to safeguard the security of information systems through information and communication technology (ICT) policies in public higher learning institutions in Tanzania. The general objective was achieved by establishing four specific goals. The first objective was to examine factors affecting information systems user compliance with security policies in public higher learning institutions in Tanzania. The second objective was to investigate the quality of information system security policies in addressing information system security challenges in public higher learning institutions. The third objective was to establish a framework for developing information system security policies suitable for public higher learning institutions in Tanzania. The fourth objective was to evaluate the framework for developing information system security policies suitable for public higher learning institutions in Tanzania. Thus, this last chapter presents conclusions, recommendations, limitations, and suggestions for future studies. The chapter started by providing the conclusion of the study based on the research objectives and findings. The analysis proceeds by outlining the contribution, and finally, the recommendations for future studies are presented.

5.2 [bookmark: _Toc210911424] Conclusion
The study provides an in-depth analysis of the factors affecting information systems user compliance with security policies in public higher learning institutions in Tanzania. It showed how the information system security of public higher learning institutions in Tanzania could not provide security based on current security challenges. The study introduced and developed a new information system security policy framework as a solution to the problems found. Regarding the research objectives and findings, this study concluded the following:

This study's findings showed that the ICT policies (and information system security policies within them) of public higher learning institutions are inadequate against information system security challenges and need improvement in formulation and formalisation. The study found that the government provides general policy guidelines for all public and private organisations. To promote the transition from analogue to digital operations, all government organisations converted to using ICT infrastructure, adopting government-provided ICT policies and guidelines. The established framework is too general for all public organisations, and there are no specific guidelines for public higher learning institutions’ information system security environment. Public higher learning institutions in Tanzania use ICT, and information system security policies are just sections in these policies, diminishing their importance and relevance. 

The findings revealed that government agencies responsible for supervising the implementation of ICT infrastructures in the public sector are inadequate. This study found that these agencies only ensure that all public organisations have developed and used ICT policies based on the guidelines. The study has proven this untrue, as some public higher learning institutions operate without formalised ICT and information system security policies. Public higher learning institutions that develop and use these policies are primarily for compliance with these government guidelines as they do not provide the needed information system security for learning environments. 

The study findings revealed that public higher learning institutions with ICT and information system security policies go a long way without updating or reviewing their policies. This results in inadequate ICT and information system security policies as technology keeps changing and new information system security threats arise daily. Government agencies fail to provide control during the updating and renewing of these policies as public higher learning institutions keep developing inadequate policies. Therefore, despite having a Computer Emergency Response Team (CERT), information system security incidents in public higher learning institutions increase annually. This is because most incidents are not formally reported to such agencies. Of those that are reported to such agencies, these agencies fail to communicate them to all public higher learning institutions. Hence, they are bound to repeat regularly.
 
The results of this study suggest that public higher learning institutions fail to recognise their position and responsibilities concerning the security of information systems. Most administrators do not know if their institutions have ICT and information system policies; they do not know who is responsible for creating or implementing them; they don’t know the appropriate time frame for review and update; and who is responsible for that. Furthermore, administrators fail to provide regular training and awareness programmes about ICT and information system security policies. As a result of inadequate policies, technicians of public higher learning institutions, as part of ICT and information system security policy stakeholders, are not fully involved in creating, updating, and reviewing these policies. New technological equipment is bought and used without safety measures and training on how to use them as a result of an increase in security incidents due to these new facilities. Findings showed that most normal ICT users (teachers, secretaries, librarians, and other supporting staff) in public higher learning institutions in Tanzania are unaware of the existence and functionality of these policies as most of them are not involved in any policy creation process. Thus, public higher learning institutions in Tanzania will keep having ICT and information system security policies for compliance while security incidences keep raging. Unless otherwise, a new proposed harmonised information system security policy framework will be introduced and enforced on all public higher learning institutions in Tanzania. 

In addressing the specific research questions posed in Chapter One, the following conclusions can be drawn:

i) What factors affect information systems users’ compliance with security policies in public higher learning institutions in Tanzania?
The study concluded that while demographic factors such as age, education, and work experience were initially considered potential influences on compliance, they did not show a significant impact in this context. Instead, the most influential factors were related to the work environment and policy management practices. Strong management support and adequate resource allocation emerged as crucial elements that foster compliance with security policies. Regular training programs, frequent security audits, and active user engagement in policy development were also found to enhance compliance. Human factors, particularly users’ security awareness and proactive involvement in policy creation and implementation were identified as the key drivers of compliance. These findings suggest that improving organisational culture, offering continuous training, and ensuring management commitment are more critical than demographic factors in encouraging adherence to security policies.

ii) What is the quality of information system security policies in addressing security challenges facing higher learning institutions in Tanzania?
The research concluded that the quality of information system security policies in Tanzanian public higher learning institutions is varied, with significant gaps in comprehensiveness and regular updates. While most institutions have policies that address basic security elements like password management and network security, many policies lack specificity in addressing advanced security challenges such as email phishing, disaster recovery, and hardware management. Additionally, these policies often do not align fully with international security standards, such as ISO 27001. The lack of regular reviews and updates also means that these policies may become outdated, leaving institutions vulnerable to information system security threats. To improve the quality of these policies, institutions need to implement more comprehensive and regularly reviewed frameworks that consider modern security risks and ensure alignment with international standards.



iii) What are the mandatory components of the information systems security policy framework needed to address modern security challenges?
The study identified several mandatory components that are essential for an effective information systems security policy framework in public higher learning institutions. These components include a clear governance structure for policy implementation, regular security training, an active auditing process, and policies for secure data handling and disaster recovery. Additionally, security challenges require policies to address emerging threats such as phishing attacks, ransomware, and mobile device security. The integration of human factors into the framework through continuous security awareness programs ensures that users are consistently informed and vigilant. Furthermore, aligning the framework with national ICT policies and international security standards is crucial for maintaining a robust and up-to-date security posture. These components collectively form a solid foundation for institutions to protect their information systems effectively.

iv) Is the established framework suitable for developing information system security policies in public higher learning institutions in Tanzania?
The established framework proposed by the study is highly suitable for developing information system security policies in public higher learning institutions in Tanzania, as it addresses both the technical and human aspects of security. The framework emphasises regular updates and audits, which are critical for keeping policies aligned with evolving threats. It also ensures active user engagement, making it more likely that users will comply with security protocols. The proposed policy framework includes mandatory components such as disaster recovery, secure password management, and hardware/software management, which were found to be lacking in many institutions’ current policies. Moreover, it ensures alignment with international security standards like ISO 27001, ensuring a comprehensive approach to safeguarding sensitive academic and administrative data. By addressing both the technical infrastructure and the human elements, this framework is a step forward in enhancing the overall security posture of higher learning institutions.

This study contributes to the existing body of knowledge by proposing enhancements to the Socio-Technical System (STS) theory, specifically in the context of higher learning institutions in developing countries. By expanding STS to include institutional culture, resource constraints, and user participation in policy development, the study provides a more nuanced understanding of the factors influencing compliance with information system security policies. These theoretical enhancements are crucial for improving the applicability of STS in resource-limited and educational settings, offering a framework that can be adapted to similar institutions globally

5.3 [bookmark: _Toc210911425]Contribution of the Study
Based on the findings, this study contributes to theory, knowledge, policy, and managerial practices. 

5.3.1 [bookmark: _Toc210911426]Contribution to Theory 
Theoretically, this study stressed a need for an independent information system security policy harmonised across all public higher learning institutions in Tanzania. This is because public higher learning institutions face modern security challenges such as lack of information confidentiality, which includes challenges such as phishing attacks and zero-day vulnerabilities, lack of information integrity due to challenges such as social engineering attacks, and lack of information availability that faces challenges such as supply chain attacks and IoT and infrastructure attacks. With information system security policies being just a section within the ICT policies of public higher learning institutions in Tanzania, these challenges still need to be fully addressed by these policies. This study extends the application of socio-technical system theory to bridge the gap between society and technology by proposing a regular awareness and training programme for all employees of public higher learning institutions in Tanzania about the relevance of information system security in learning environments. 

Enhancements to Socio-Technical System Theory: This study applied the Socio-Technical System (STS) theory to the context of public higher learning institutions (HLIs) in Tanzania and identified several areas where STS does not fully capture the unique compliance challenges these institutions face. Specifically, the traditional STS framework lacks explicit consideration of institutional culture, resource constraints, and user participation in policy development.

To address these gaps, this study proposes several enhancements to Socio-Technical System Theory. First, institutional culture—encompassing leadership support, enforcement of policies, and academic freedom—is integrated into the social components of the model. This addition reflects the influence of organisational values and norms on compliance behaviour, as demonstrated in the findings (Lubua & Pretorius, 2019). Second, resource constraints, including limitations in technological infrastructure and training, are introduced as key technical barriers to compliance. These constraints are particularly relevant in resource-limited environments like Tanzanian HLIs (Pima et al., 2016). Third, this study highlights the importance of user participation in policy development as a critical factor influencing compliance. Involving users in policy creation ensures that policies are practical, accessible, and more likely to be followed (Wiafe et al., 2020).

By proposing these enhancements, the study expands STS theory to reflect better the socio-technical dynamics within HLIs, particularly in developing countries. These additions provide a more comprehensive framework for understanding how social, technical, and organisational factors interact to influence compliance with information system security policies.

5.3.2 [bookmark: _Toc210911427]Contribution to Knowledge 
This study contributes to the advancement of knowledge in the domain of information system security by addressing the persistent gap between ICT policy formulation and actual compliance in Tanzanian public higher learning institutions (PHLIs). While existing studies on ICT policy and compliance have largely focused on developed contexts or remained theoretical, this research provides empirically grounded evidence and proposes a context-specific framework tailored to the realities of developing-country institutions. The originality of the study lies not only in the framework itself but also in the methodological and empirical insights it brings to the body of literature.
The first major contribution is the development of a contextualised information system security policy compliance framework. Unlike generic ICT security policies that replicate international best practices without adaptation, this framework is rooted in the unique socio-organisational, infrastructural, and cultural realities of Tanzanian public higher learning institutions. It was constructed from empirical evidence collected through surveys, document reviews, and interviews, ensuring that its components reflect actual institutional challenges such as limited technical resources, fragmented enforcement, and low levels of user awareness. By tailoring the framework to this environment, the study demonstrates that effective compliance frameworks must be context-specific rather than universally transferable, thereby extending theoretical understanding of policy design in developing contexts.

The second contribution is the establishment of an empirical link between policy components and compliance behaviour. Through the application of Partial Least Squares Structural Equation Modelling (PLS-SEM), the study validated the relationships between user awareness, institutional support, management commitment, and compliance outcomes. While much of the literature assumes these factors are influential, few studies in African contexts have statistically quantified their effects. This study therefore advances compliance theory by showing that user awareness and consistent institutional backing play more decisive roles than the mere existence of documented policies, offering empirical clarity on which variables matter most in shaping secure behaviour.

The third contribution is the development of a policy quality evaluation tool. Derived 
from both international literature and field-based insights, this evaluative mechanism provides a structured way of diagnosing the strengths and weaknesses of institutional security policies. It assesses multiple dimensions, including policy structure, clarity of enforcement, coverage of technical safeguards such as disaster recovery and password management, and frequency of policy reviews. This tool not only allowed the study to systematically assess Tanzanian PHLI policies but also contributes a replicable instrument for auditing and benchmarking policy quality in other contexts. In doing so, it bridges a gap in the literature where policy effectiveness is often discussed abstractly without robust measurement instruments.

The fourth contribution is the generation of new insight into the role of stakeholder engagement in policy design. Evidence from expert evaluations and institutional stakeholders revealed that one of the key weaknesses of existing policies is not their mere existence but the lack of stakeholder involvement in their development and review. Policies that were developed without input from ICT officers, administrators, and end-users often suffered from weak adoption and limited enforcement. The study therefore contributes to IS security governance theory by highlighting that compliance is a socially embedded process requiring negotiation, ownership, and shared responsibility. The proposed framework embeds stakeholder engagement as a core pillar, demonstrating that policies designed with participatory approaches are more likely to be implementable and effective.

The fifth contribution is methodological, showing the value of extending mixed-methods approaches for IS security research in Africa. By integrating document reviews, questionnaires, statistical modelling, and expert evaluations, the study triangulated findings to produce a comprehensive understanding of policy compliance. This methodological choice addressed challenges of limited institutional reporting and record inconsistencies, which are common in developing-country settings. The study therefore extends the methodological toolkit for IS security research, demonstrating how robust, multidimensional insights can be achieved even in data-constrained environments. This not only strengthens the validity of the present study but also provides a model for future research in similar contexts.

Together, these contributions demonstrate originality in both theoretical and practical domains. The study advances scholarly understanding of ICT policy compliance in under-researched environments, offers a practical framework that is both contextually relevant and implementable, and provides methodological lessons for IS security researchers. In doing so, it offers a doctoral-level contribution to knowledge that is significant, robust, and impactful.

5.3.3 [bookmark: _Toc210911428]Contribution to Policy
The findings of this study have implications for policymakers. The government of Tanzania declared a development vision by 2025. This vision aspires to help a country achieve middle-income status by 2025. This can only be possible by staying competitive in the world market through technological changes using ICT infrastructures. Thus, by July 1st 2020, the World Bank updated Tanzania's economic status from lower-to-lower middle income. This is the first step towards developing a middle income by 2025. Meanwhile, technological development can have negative implications for the country as it has to accept and use new technologies to stay competitive in business, political, social, and academic terms. 

However, to achieve this vision in a competitive world and broader perspective, the government of Tanzania created a National ICT Policy in 2003, enacted in 2016 to promote security and safety when using ICT resources. This aims to motivate stakeholders to collaborate and contribute innovative technologies to ICT-related issues. The e-Government Authority (eGA) created a policy for all public organisations to provide a security reference architecture framework for information system security by advising organisations to have frameworks for coordinating and promoting security and safety. In addition, a Computer Emergency Response Team (CERT) was formed to deal with computer incidents. 

This research intends to provide new ideas to policymakers in formulating ICT policies and ensuring information systems' security and significance in public higher learning institutions in Tanzania. It brings forth new theories for analysts and intellectuals. It reveals new techniques for producing and implementing ICT policies to benefit higher learning institutions in combating information system security threats and exposures. Higher learning institutions may employ this product to test the significance of existing ICT and information system security policies and formulate ICT/information system security policies that best fit the needs of security mechanisms for various ICT-related activities. Governments and their information security experts may also utilise this work to establish ICT policies that significantly impact information security systems-related activities.
5.3.4 [bookmark: _Toc210911429]Contribution to Managerial Practise
This study's findings broadly affect the implementation of ICT and information system security policies for all public organisations. They can also be adopted by private organisations that use ICT infrastructures in daily operations and other ICT policies by regulatory and professional bodies. This study challenges the ICT/information system security policies of public higher learning institutions in Tanzania. The study has shown the need for a harmonised information system security policy for all public higher learning institutions in Tanzania. The result showed that having an information system security policy just as a section within ICT policies in a learning environment diminishes the importance and relevance of the information system security policy and results in security vulnerabilities. Also, the study findings showed that the existing ICT and information system security policies of public higher learning institutions in Tanzania are inadequate against security challenges. Hence, new incidents keep raging with no formal way of preventing them from repeating and giving other institutions chances to learn about and from such incidents. 

The study's findings suggest that the government should change the policy management of the learning environment by regularly reviewing the provided ICT and information system security policy framework. Furthermore, this study suggests that government agencies that regulate ICT and information system security policies in the learning environment extend their operation from ensuring these policies exist to verifying if they are being used. Also, these policies should be ensured that they are created based on the realistic environment of these organisations and that they are reviewed regularly. The management of these institutions provides regular training and awareness programmes to all employees. Furthermore, these policies should be created in compliance with local and international guidelines from international organisations such as the International Standards Organisation (ISO). 

5.3.5 [bookmark: _Toc210911430]Contributions to the Information Systems (IS) Research Community
This study contributes to the IS research community by extending understanding of information system security policy compliance in developing-country higher education contexts. First, it highlights the challenges of fragmented adoption of multiple frameworks, showing how resource constraints and contextual realities shape compliance behaviour, an area underrepresented in IS security literature. Second, by integrating policy quality evaluation with behavioural and organisational perspectives, the study demonstrates the value of a holistic approach to IS security, bridging the gap between technical standards and institutional realities. Third, the proposed harmonised framework offers a transferable model that other IS researchers can adapt, test, and refine in comparable higher education settings across Africa and other developing regions. Finally, the study’s methodological contribution combining PLS-SEM with expert validation illustrates a mixed-methods approach to framework development that may guide future IS research on compliance and governance.

5.4 [bookmark: _Toc210911431]Recommendations of the Study
The study's findings revealed that the ICT and information system security policies of public higher learning institutions in Tanzania are inadequate against modern security challenges. As a result, recommendations are made based on theoretical, empirical, policy, and managerial practices. 
5.4.1 [bookmark: _Toc210911432]Theoretical Recommendations
The study confirmed that socio-technical system theory is relevant to learning environments' ICT and information system security policies. Socio-technical system theory provides society with relevant knowledge concerning the technology in use. Previous studies confirmed a lack of theoretical development and applications in the ICT and information system security policy framework in the learning environment. Therefore, the study recommends that researchers and scholars apply socio-technical system theory in evaluating and developing information system security policies in learning environments.

5.4.2 [bookmark: _Toc210911433]Policy Recommendations
With policy implications, this study put forth the following recommendations. 
i) Increasing Policy Awareness and Security Training: Since human factors like awareness significantly influence compliance, institutions should implement ongoing, institution-wide training. This aligns with the objective of enhancing the quality of security policies by ensuring users understand and adhere to them effectively. Regular awareness programs will help build a security-conscious culture, making individuals more vigilant and responsible.
ii) Regular Policy Reviews and Updates: The study found that many policies were outdated or inadequate in addressing current threats. Aligning with the research objective of improving the quality of information system security policies, regular audits and reviews are recommended every four years. This ensures that security measures evolve with technological advancements and new risks, keeping the policies relevant and effective.
iii) Fostering Strong Management and Resource Allocation: Compliance is also linked to management support. Institutions should ensure top-level management actively supports policy implementation, providing the necessary financial and technical resources to maintain security. By addressing resource allocation and leadership involvement, institutions can enhance their readiness to combat cyber threats, meeting another core objective of the research.
iv) The government should ensure that its agencies dealing with policy regulations do not limit their operations to providing policy existence. These agencies should conduct follow-ups to ensure these policies are updated and reviewed regularly. They should also run appropriate training and awareness programmes regularly. Furthermore, these agencies should restrict the formalisation of these policies before they are used, significantly after they have been updated and reviewed, to ensure they comply with relevant local and international guidelines. 
v) The Management of Tanzania's public higher learning institutions should ensure that they develop and formalise ICT policies concerning local and international guiltiness to provide the necessary security for their environments. 
vi) The management of public higher learning institutions in Tanzania should ensure that they formulate and formalise information system security policies independently of ICT policy. This will give information system security policy its required importance and relevance.
vii) The Management of public higher learning institutions in Tanzania should ensure that information system security and ICT policies are regularly updated and reviewed, at a maximum of every four (4) years. 
viii) The government and management of public higher learning institutions in Tanzania should ensure that all stakeholders are involved and that their opinions are accommodated during policy formulation and formalisation processes. 

5.4.3 [bookmark: _Toc210911434]Managerial Recommendations
The current study revealed several issues with government ICT agencies such as the eGovernment and Computer Emergency Response Team (CERT). In this regard, the study recommends the following:

a) Recommendation to Government Agencies 
i) An eGovernment Authority should provide a harmonised information system security policy framework dedicated to public higher learning institutions in Tanzania. This study proposes using "Semlambo’s Information System Security Policy Framework.”
ii) An eGovernment Authority should provide training to the management of public higher learning institutions concerning ICT and information system security policy formulation and formalisation. This will help the management of public higher learning institutions understand the importance of these policies, which should be involved in their creation, and when and who is responsible for policy review and updating. 
iii) CERT should find a formal way of documenting all security incidents occurring in public higher learning institutions in Tanzania. These incidents should be communicated to all public higher learning institutions so that they can learn from them and prevent them from repeating. 
b) Recommendation to the Management of Public Higher learning Institutions
i) Management of public higher learning institutions should ensure they have 
ii) formulated and formalised ICT policies based on national and international guidelines.
iii) Management of public higher learning institutions should formulate and formalise information system security policies independently of ICT policies about national and international guidelines. 
iv) Public higher learning institutions' management should ensure all stakeholders' involvement during formulating and formalising the ICT and information system security policy.
v) Management of public higher learning institutions should ensure policy review and update after a maximum time of every four (4) years.
vi) Management of public higher learning institutions should provide regular awareness and training programmes about ICT and information system security policies to all their employees.

5.4.4 [bookmark: _Toc210911435]Recommendations for Further Studies 
The study recommended that future studies integrate network infrastructure assessments into ICT policy research in public higher learning institutions. A holistic approach that combines policy evaluation with infrastructure audits would provide deeper insight into the feasibility and enforceability of security frameworks. Such studies should examine whether institutional infrastructures — such as servers, intrusion detection systems, secure authentication mechanisms, disaster recovery capacity, and network resilience — align with and adequately support policy provisions. By doing so, future research will strengthen the link between strategic policy and operational capacity, ensuring that proposed frameworks are both contextually relevant and technically implementable in higher education institutions.

5.5 [bookmark: _Toc210911436]Limitations of the Study 
Despite the contribution made by the current study on ICT and information system security policies, a few limitations need proper attention. In most cases, these limitations offer room for further studies. 

The first limitation concerns the research setting; the study draws empirical evidence from a particular environment (Tanzania public higher learning institutions). Thus, compliance can be measured differently depending on the environmental settings, such as social, economic, geographical, physical, public, or private. Therefore, generalising its findings to public higher learning institutions' global and international information system security policies is not guaranteed. 

The second limitation is related to the unit of analysis. The research problem of the current study originated from public higher learning institutions in Tanzania. In this regard, employees of public higher learning institutions. The term information system security policy, as used in this study, is limited to registered and recognised public higher learning institutions in Tanzania as described by the National Council for Technical Education (NACTE) and the Tanzania Commission for Universities (TCU) (The National Council for Technical Education (NACTE), 2020). Thus, it does not include primary schools, secondary schools, private institutions, universities, and other government and non-government organisations; therefore, the current study excluded them from the unit of analysis. 

The third limitation concerns the information system security policy environment, where the study is dedicated to public higher learning institutions that provide bachelor's degrees and above. Regarding this, the generalisations of the study findings to the information system security policies of private institutions and small public higher learning institutions might not be possible. Public ICT and information system security policy guidelines might not govern private higher learning institutions. Thus, the findings and implications of this study might not necessarily be extended to the ICT and information system security policies of small public higher learning institutions and private higher learning institutions.  

Also, the study did not extend to the technical assessment of institutional network infrastructures. The scope of the research was confined to information system security policies, their quality, and their influence on compliance behaviour among stakeholders. While the study thoroughly examined policy documents, staff awareness, and institutional practices, it did not evaluate whether the existing network infrastructure including hardware, firewalls, bandwidth capacity, redundancy mechanisms, and monitoring systems adequately supports the implementation of security policies. The exclusion of this dimension was intentional to maintain focus on policy analysis; however, it is acknowledged that the absence of infrastructure assessment may restrict the comprehensiveness of the framework in capturing all the operational factors necessary for effective information system security.
A further limitation of this study relates to the nature of frameworks as research outputs. Gauging the long-term appropriateness and effectiveness of a proposed framework requires institutional adoption and observation over several years, which was not feasible within the timeframe of this doctoral research. As a result, the study could not track how the framework performs in real-world implementation over time. To mitigate this, the framework was validated through expert evaluation, where ICT officers, administrators, and academic stakeholders assessed its practicality, clarity, and contextual fit for Tanzanian public higher learning institutions. Moreover, the framework was deliberately designed to focus on specific compliance gaps identified in the study such as weak password policies, irregular security training, and limited audit practices rather than remaining abstract or overly general. While this strengthens its immediate relevance, the study acknowledges that a longitudinal follow-up study is required to fully confirm its effectiveness and appropriateness in practice.

Another limitation concerns the challenge of translating research findings into actionable policies. Although the proposed framework is grounded in empirical data and validated by experts, the process of policy adoption is influenced by political agendas, bureaucratic constraints, and competing institutional priorities. Policy-makers often prioritise short-term, visible interventions over preventive, long-term security strategies, which may hinder the adoption of comprehensive frameworks such as the one proposed in this study. Furthermore, research outputs are frequently framed in academic language rather than in “policy-speak,” which reduces their immediate usability by decision-makers. This limitation underscores the need for deliberate translation strategies, such as stakeholder workshops, policy briefs, and collaborative engagements between researchers and government agencies, to bridge the gap between academic contributions and practical adoption.

5.6 [bookmark: _Toc210911437]Suggestions for Further Research
The current study has limitations associated with the conceptual dimensions and methodological assumptions. Thus, these limitations allow further studies in ICT and information system security policies in learning and other environments.
i) The current study's findings are limited to public higher learning institutions in Tanzania that offer bachelor's degrees and higher, as described in chapter three (3) of this study. These institutions were selected based on their similarities in organisation structure, ICT infrastructure operation, and dependence on IT services in daily operations. Thus, further studies about ICT and information system security in smaller learning institutions, private higher learning institutions, and other learning environments might be required. 
ii) The current study draws empirical evidence on a particular environment (Tanzania's public higher learning institutions). Therefore, generalising its findings to public higher learning institutions' global and international information system security policies is not guaranteed. Different countries around the globe have their national ICT policies based on their technological advancements. Thus, ICT and information system security policy levels can be measured differently depending on the settings, such as social, cultural, geographical, physical, public, or private. Different results might be obtained if the same study were conducted in other settings. Therefore, further studies might be undertaken in the international, global, or regional environment. 
iii) The research problem of the current study was sourced from public higher learning institutions in Tanzania. In this regard, employees of public higher learning institutions formed the unit of analysis. The term information system security policy used in this study is limited to registered and recognised public higher learning institutions in Tanzania as described by the National Council for Technical Education (NACTE) and the Tanzania Commission for Universities (TCU). (The National Council for Technical Education (NACTE), 2020). Thus, it does not include primary schools, secondary schools, private institutions, universities, and other government and non-government organisations; thus, the current study excluded them from the unit of analysis. Further studies must be conducted to examine the security of information systems through ICT policies in these areas. 
iv) The current study is confirmed within public higher learning institutions that provide bachelor's degrees and above. The generalisation of the study findings to the information system security policies of private institutions and small public higher learning institutions might not be possible. Future studies might be extended to smaller higher learning institutions that provide technical certifications and diplomas and private higher learning institutions because little is known about the security of their information systems and the significance of their ICT policies. 
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My name is Mr. Adam Aloyce Semlambo, and I am a PhD candidate at the Open University of Tanzania (OUT). I am researching “Safeguarding the Security of Information Systems through ICT Policies in Higher Learning Institutions of Tanzania”. I would very much appreciate your participation in this research. The interview will take not more than 30 minutes to complete. And I hope you will participate in this study since your views are critical. 
At this time, do you want to ask me anything about this study?
Signature of interviewer…………………………………………………..
Respondent agreed to be interviewed ……………………………………
Respondent refused to be interviewed……………………………………
Date……………………………………………………………………….
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SECTION A: Respondent Characteristics
1. What is your age group?
a) 20-30
b) 31-40
c) 41-50
d) 51 and above

2. How long have you been in your current position (work experience)? 
a) 0-2
b) 3-5
c) 6-10
d) 11 and above

3. What is your education level?
a) PhD			[   ]
b) Master Degree		[   ]
c) Bachelor Degree	[   ]
d) Diploma		[   ]

SECTION B: Information About ICT Policy and Information Security Policy

	[bookmark: _Hlk165015591]
	Work Environment

	S/N
	Proposition
	Strongly disagree
	Disagree
	Neutral 
	Agree
	Strongly Agree

	01
	Our top management visibly supports information security initiatives.
	
	
	
	
	

	02
	Management allocates sufficient resources (budget, tools, personnel) to ensure information security.
	
	
	
	
	

	03
	Our organisation regularly conducts training sessions on information security practices.
	
	
	
	
	

	Information System Security Policy Management Factors 

	01
	I receive regular and comprehensive training on information security policies and procedures.
	

	
	
	
	

	02
	My information security training prepares me adequately to handle security challenges.
	
	
	
	
	

	03
	Employees are accountable for not following information security policies, with clear consequences.
	
	
	
	
	

	04
	Our organisation conducts regular audits to ensure compliance with information security policies.
	
	
	
	
	

	Human Factors 

	01
	I am aware of the information security policies at my organisation.
	
	
	
	
	

	02
	The information security training provided by my organisation is relevant and helpful.
	
	
	
	
	

	03
	To what extent do you agree that the management engages users in developing ICT policies within your organisation
	
	
	
	
	

	04
	To what extent do you agree that your institute's management actively participates in security audits and reviews of information system practices
	
	
	
	
	

	Information System Security Policy Compliance 

	01
	I regularly follow mandatory security practices, such as changing passwords and locking computers when away from my desk.
	
	
	
	
	

	02
	I always comply with data encryption standards when transferring sensitive information.
	
	
	
	
	

	03
	I promptly report any security incidents that I encounter or notice.
	
	
	
	
	

	04
	I frequently communicate about potential security threats or anomalies with the IT/security department.
	
	
	
	
	

	05
	I consistently use the security software assigned to me, such as VPNs and antivirus programs.
	
	
	
	
	

	06
	I adhere to the required updates and patches for security applications as soon as they are available.
	
	
	
	
	

	07
	I try to avoid any infractions or lapses that might be identified during security audits.
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1. Can you describe how the top management visibly supports information security initiatives at your institution?
2. In what ways does the management demonstrate its commitment to information security?
3. How does the management allocate resources such as budget, tools, and personnel for information security?
4. Can you provide examples of instances where additional resources were provided to enhance information security?
5. How often does your organisation conduct training sessions on information security practices?
6. Can you describe the content typically covered in these training sessions?
7. How frequently do you receive training on information security policies and procedures?
8. In what ways do you find the information security training prepares you to handle security challenges?
9. What measures are in place to hold employees accountable for not following information security policies?
10. How regularly does your organization conduct audits to ensure compliance with information security policies?
11. Can you describe the audit process? What areas do these audits typically focus on?
12. How aware are you of the information security policies at your organization?
13. How relevant and helpful do you find the information security training provided by your organization?
14. To what extent do you believe management engages users in developing ICT policies?
15. How actively does your institution's management participate in security audits and reviews of information system practices?
16. Can you discuss your adherence to mandatory security practices, such as changing passwords and securing your workstation?
17. How consistently do you comply with data encryption standards when transferring sensitive information?
18. How promptly do you report security incidents?
19. Can you provide examples of how you communicate about potential security threats with the IT/security department?
20. Discuss your compliance with using assigned security software, like VPNs and antivirus programs.
21. How do you manage the updates and patches for security applications?
22. How do you ensure that your actions do not lead to infractions or lapses that might be identified during security audits?
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[bookmark: _Toc179980096]Appendix IV: 	Public Higher Learning Institutions that Provide Bachelor's Degree and above
Public higher learning institutions provide post-secondary education and tertiary or third-level education. They include universities, vocational training, community colleges, liberals arts colleges, institutes of technology and collegiate-level institutions. (Kipesha & Msigwa, 2013). There are 582 registered and recognised higher learning institutions in Tanzania. (Tanzania Commission for Universities, 2019; The National Council for Technical Education (NACTE), 2020). Public higher learning institutions that provide bachelor's degree and above are 32, as listed below; 
	1. Ardhi University ARU – Dar Es Salaam

	2. Arusha Technical College – Arusha

	3. College of African Wildlife Management, Mweka – Moshi

	4. College of Business Education

	5. Dar es Salaam Institute of Technology

	6. Dar es Salaam Marine Institute

	7. Eastern Africa Statistical Training Centre - Dar-es-Salaam

	8. Eastern and Southern African Management Institute

	9. Institute of Accountancy Arusha (Iaa) – Arusha

	10. Institute of Adult Education - Dar-es-Salaam

	11. Institute of Finance Management - Dar Es Salaam

	12. Institute of Public Administration – Zanzibar

	13. Institute of Rural Development Planning – Dodoma

	14. Institute of Social Work

	15. Institute of Tax Administration Dar-es-Salaam

	16. Karume Institute of Science and Technology- Zanzibar

	17. Mbeya University of Science and Technology MUST – Mbeya

	18. Moshi Cooperative University Mocu – Moshi

	19. Muhimbili University of Health & Allied Sciences Muhas – Dar es Salaam

	20. Mwalimu Julius K. Nyerere University of Agriculture and Technology Mjnuat 

	21. Mzumbe University MU 

	22. National Institute of Transport (NIT)

	23. Nelson Mandela African Institute of Science and Technology NMAIST – Arusha

	24. Open University of Tanzania OUT – Dar es Salaam

	25. Sokoine University of Agriculture Sua – Morogoro

	26. State University of Zanzibar Suza – Zanzibar

	27. Tanzania Institute of Accountancy (TIA)

	28. Tanzania Public Service College - Dar Es Salaam

	29. Tengeru Institute of Community Development

	30. The Mwalimu Nyerere Memorial Academy - Dar es Salaam

	31. University of Dar Es Salaam Udsm – Dar Es Salaam

	32. University of Dodoma UDOM – Dodoma







Appendix V: Research Clearance Letters
a) Clearance for Institute of Accountancy Arusha
[bookmark: _Toc83703921][bookmark: _Toc116277875][bookmark: _Toc117744698][bookmark: _Toc131488929][bookmark: _Toc137796031][bookmark: _Toc140129244][bookmark: _Toc140129338][bookmark: _Toc150746371][bookmark: _Toc150752769][bookmark: _Toc159401675][bookmark: _Toc160692202][bookmark: _Toc165037651][bookmark: _Toc165608699][bookmark: _Toc165956385][bookmark: _Toc166638532][bookmark: _Toc166926497][bookmark: _Toc177533345][bookmark: _Toc178756741][bookmark: _Toc179980092][bookmark: _Toc210900544][bookmark: _Toc210911440][image: ]


b) Clearance for Arusha Technical College (ATC)
[image: ]


c) Clearance for Ardhi University (AU)
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d) Clearance for University of Dar es Salaam (UDSM)
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e) Clearance for College of Business Education (CBE)
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f) Clearance for Open University of Tanzania (OUT)
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g) Clearance for Institute of Finance Management (IFM)
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h) Clearance for Eastern and Southern Africa Management Institute (ESAMI)
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Ducctor of Postgraduate Studies
The Open Umversity of Tanzani
0. BOX 23409,

DARES SALAAM

Dear sn Madam

RE:

RMISSION FOR PhD CANDIDATE TO ACCESS DATA FROM INSTITUTE.

Refer 1o the caption above

Reference 15 made to your letter dated 06™ October, 2020. You are hereby mformed that
request has accepted for M1Adam Aloyce Semlambo, Reg. No. :P G2010802654 to collect
data at the Instite from November, 2020 to January, 2021, for Ius research titled
Safeguarding the Security of Information Systems through ICT Policies in Public Higher
Learning Institutions of Tanzanla. At your arrival please report to Director of Postgraduate
Studies (DPS).

We wish the candidate all the success with the research and hope that this collaboration will
fruitful for both parties.
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Ref.No:IAA/PF/526/18 231 November, 2020

Director of Postgraduate Studies, :
The Open University of Tanzania,

P.0. BOX 23409,

DAR ES SALAAM.

Dear sir/Madam

RE: PERMISSION FOR PhD CANDIDATE TO ACCESS DATA FROM INSTITUTE.
Refer to the caption above.

Reference is made to your letter dated 06 October, 2020. You are hereby informed that,
your request has been accepted for Mr. Adam Aloyce Semlambo,
Reg.No:PG2010802654 to collect data at the Institute from November, 2020 to January,
2021, for his research titled: Safeguarding the Security of Information Systems
through ICT Policies in Public Higher Learning Institutions of Tanzania . At your
arrival please report to Director of Postgraduate Studies (DPS).

After completion of data collection kindly leave your research copy to the Institute.
Sincerely.

INSTITUTE OF ACCOUNTANCY ARUSHA

Hakimu I, Ndatama
FOR RECTOR

Copy: Mr. Adam A. Semlambo

"ALL COMMUNICATION TO BE ADDRESSED TO THE RECTOR
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ARDHI UNIVERSITY

Observation Hill, Plot No.3, Block L, University Road.
P O Box 35176, Dar es Salaam, Tanzania.
Phone: (+255) - 738 357 310. Fax: (255-022)-2775391.

Email: aru@aru ac.tz

Ref No: ARU /PF/51621 1%™ November. 2020
Director of Postgraduate Studies.

The Open  University of

Tanzama, P.O. BOX 23409,

DAR ES SALAAM.

Dear Sir/Madam

RE: PERMISSION FOR A PhD CANDIDATE TO ACCESS INSTITUTE DATA.

Please to the heading above.

A reference has been made to your letter from October 06, October 2020. With pleasure. we
are Informing you that Mr Adam Aloyce Semlambo, Reg.No:PG2010802654. has been
authorized to collect data at the Institute for his research titled: Safeguarding the Security of
Information Systems through ICT Policies in Public Higher Learning Institutions of
Tanzzniz, which will take place between November 2020 and January 2021. Kindly let the
Director of Postgraduate Studies (DPS) know when you plan to arrive.

Upon completion of data collection. kindly send a copy of your research to the Institute.

With regards.

&

Dr Senkondo. Y

For Vice Chancellor

Copy: Mr. Adam A. Semlambo
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ARUSHA TECHNICAL COLLEGE vy,

Moshi - Arusha Junction and Nairobi Roads, P O Box 296. ~a; 5
Arusha, Tanzania, TC
Phone: 4255 27 297 0056, Email: rector@wate.ac.1z @ /i
Ref. No: ATC PF 326/18 27" November, 2020

Director of Postgraduate Studies,
The Open University of Tanzania,
P.O. BOX 23409,

DAR ES SALAAM.

Dear Sir Madam

Refer to the title above.

Reference is made to your letter dated 06® October 2020. You arc informed that your request has
been accepted for Mr Adam Aloyce Semlambo, Reg.No:PG2010802654 to collect data at the
Institute from November 2020 to January 2021, for his rescarch titled: Safeguarding the Sccurity of
Information Systems through ICT Policies in Public Higher Learning Institutions of Tanzania. Upon

you are arrival, please report to the Director of Postgraduate Studies (DPS).

After completion of data collection kindly leave your research copy to the Institute.

Regards.

Arusha Technical College

Naisujaki Sephania Lyimo

For Rector

Copy: Mr. Adam A. Semlambo,

ALL COMMUNICATIONS TO B £ ADDRESSED TO THE RECTOR
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COLLEGE OF BUSINESS EDUCATION

DIRECTORATE OF POSTGRADUATE STUDIES
P.O. Box 1968 Dar o5 Salaam, Tanzania
Tel: 425522 2150177, Fax: 25% 22 2150122, Mob:

+255 787 638269, 713 589795
Email: rector@cbe.actz; dirnpgs@che.ac.tz; Website: www.che.ac.tz

AUTHORISATION LETTER

Rel. No: CBE/PF/524/18 24th Novernber 2020

Director of Postgraduate Studies,
The Open University of Tanzania,
P.0. BOX 23409,
DAR ES SALAAM,

Dear Sir/Madam

RE: APPROVAL TO ACCESS INSTITUTE DATA AS A PHD APPLICANT.
Refer to the heading above.

Regarding your letter from October 6,2020 reference is made. We want to notify you that, your
request has been granted for Mr Adam Aloyce Semlambo, Reg.No:PG2010802654 to collect data at
the Institute for his research titled: Safeguarding the Security of Information Systems through ICT
Policies in Public Higher Learning Institutions of Tanzania between November 2020 to January
2021. Please report to the Director of Postgraduate Studies (DPS) upon arrival.

Please give the Institute your research copy after data collection is completed.

Sincerely.

................................................

Dr. Ubaldus Tumaini

For Rector

Copy: Mr. Adam A. Semlambo

ALL COMMUNICATIONS TO B £ ADDRESSED TO THE RECTOR
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UNITED REPUBLIC OF TANZANIA
MINISTRY OF EDUCATION, SCIENCE AND TECHNOLOGY

UNIVERSITY OF DAR ES SALAAM
! OFFICE OF THE DEPUTY VICE CHANCELLOR

‘s\ .

Ref. No. UDSMPF/G0121 Date: 23" Dec 2020

Director of Postgraduate Studies,
The Open University of Tanzania,
P.0. BOX 23409,

DAR ES SALAAM.

Dear Sir/Madam

RE: PERMISSION FOR PhD CANDIDATE TO ACCESS DATA FROM INSTITUTE.

Refer to the caption above.

Reference is made to your letter dated 06th October, 2020. You are hereby
informed that, your request has been accepted for Mr. Adam Aloyce Semlambo,
Reg. No: PG2010802654 to collect data at the Institute from December, 2020 to
February 2021, for his research titled: Safeguarding the Security of
Information Systems through ICT Policies in Public Higher Learning
Institutions of Tanzania. At your arrival please report to Director of Postgraduate

Studies (DPS).

Sincerely:

Prof. Donatha Tibuhwa
FOR: DEPUTY VICE CHANCELLOR
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