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This research is on evaluation of legal framework for consumer protection in Tanzania’s digital economy. The key legal problem is the vulnerability of e-consumers in Tanzania due to the lack of satisfactory legal frameworks, for they are fragmented and scattered in different pieces of status.   There is need for an inclusive stand-alone legal framework for consumers in digital economy in Tanzania.  Consequently, the lack of specific legal mechanisms in the existing legal frameworks has not guaranteed consumers’ protection. This implies that the legal frameworks must be in place in Tanzania for a healthy digital economy. Considering the rapid technological advancements and serious legal challenges, risks including cross-border issues, consumers must build trust and confidence in digital commerce. However, the primary goal for this study was to assess the adequacy of the existing laws in Tanzania meant to safeguard contemporary or e-Consumers’ concerns in cases of online frauds, unfair contract terms and conditions, data privacy, security, and digital divide to mention a few. This has necessitated re-examination of the current laws by using doctrinal and comparative legal methodologys. Foreign laws are also scrutinized to identify key legal gaps and shortcomings making the work a hybrid. The key findings are that consumer protection legal frameworks are not satisfactory enough. In conclusion therefore, there is an absolute need for equitable, stand-alone, comprehensive and enforceable legal frameworks for both E-Commerce and consumer protection for a dynamic digital economy in Tanzania. 
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CHAPTER ONE TC "CHAPTER ONE" \f C \l "1" 
INTRODUCTION AND BACKGROUND TO THE STUDY TC "INTRODUCTION AND BACKGROUND TO THE STUDY" \f C \l "1" 
1.1
Introduction TC "1.1 Introduction" \f C \l "1" 
The unprecedented acceleration of Information and Communication Technologies (ICTs) worldwide, alongside the rapid emergence and adoption of Artificial Intelligence (AI), has fundamentally transformed the structure, operations, and dynamics of the global digital economy. These technological innovations have created a dual impact, producing significant opportunities for economic growth, financial inclusion, and social development, while simultaneously introducing complex challenges that affect both global and local contexts, including Tanzania.
 In the Tanzanian context, the digital economy has acted as a catalyst for innovation, enhancing access to financial services, e-commerce, digital government services, and knowledge dissemination. Mobile money platforms, online marketplaces, and AI-driven solutions have increased efficiency, reduced transactional costs, and broadened access to services for previously underserved populations. These advancements have the potential to significantly accelerate economic development and bridge socio-economic gaps.

However, alongside these opportunities, the digital transformation has generated significant legal and regulatory challenges, particularly concerning the protection of consumer rights. The proliferation of digital platforms, automated decision-making systems, and cross-border transactions has exposed consumers to risks such as privacy breaches, data misuse, unfair business practices, algorithmic discrimination, and limited access to redress mechanisms. These challenges highlight that while ICTs and AI serve as engines of progress, they simultaneously require robust legal frameworks to safeguard consumer interests and ensure equitable participation in the digital economy.

Consequently, the Tanzanian experience illustrates a broader global phenomenon: technological advancement is double-edged, offering unprecedented growth potential while creating vulnerabilities that must be addressed through adaptive legal, regulatory, and policy measures. Strengthening consumer protection within the digital economy is therefore not merely a legal necessity but a critical component of ensuring that technological progress translates into inclusive and sustainable development.
  
1.2
Background to the Problem TC "1.2
Background to the Problem" \f C \l "1" 
As one navigates consumer protection in Tanzania’s digital economy background problems, it would be very difficult to eliminate historic background events that slowed and affected the adaption of Information and Communication Technologies (ICTs) in Tanzania. It is also common knowledge that rapid growth of Tanzania’s digital economy using digital commerce has transformed the way businesses and trades are operated and also the way goods and services are provided and consumed. Hence, the need to examine the background problems traditionally and currently. 
Earlier Tanzania was known as Tanganyika before the union of 1964 with Zanzibar.  She was colonized by British until her independence on 09/12/1961, hence the use of common legal system in the country adapted on the reception date 22nd July, 1920.  Later on when Tanganyika and Zanzibar got united on 26th April 1964, after Zanzibar’s independence on 12th December 1963, and later became to be known as Tanzania or The United Republic of Tanzania (URT).  Despite her being autonomous since then, she still continued using Common Laws which had not been tuned for the colonized people and neither for technologies.  
It was not until 1965, (45 years of common laws use) when the laws had to be revised in Tanzania.
  These laws were reviewed again in 2002, and the objectives were to incorporate the amendments to various statutes, organize the statutes Book in order of Chapters or Acts and at the same time to correct printing and other obvious errors,
 but not for ICT phenomenon.  During this period e-laws were not pre-occupying lawmakers’ minds as such, hence giving ICT very little attention in the reviews.  
Nevertheless, it is argued that Britain had very strong economic interests in her colonies even after their independence.
 Hence, when she came up with the present E-Consumer Protection Act, 1987, No. c 43,
 it was used extensively by the East Africa Countries of Kenya, Uganda and Tanzania.  They relied on it heavily, making them lame ducks; slow in taking initiatives to enact their own specific e-laws including both E-consumer protection and E-Commerce frameworks and this was a big flaw.

Another grave obstacle was from late 1960s to early 1980s, when Tanzania was led by the principles of Ujamaa
 which President Julius Nyerere called African Socialism or Nyerere’s philosophy of man-centralism,
 despite being a foreign principle borrowed from eastern countries such as China and Vietnam.
  This made the central government to be the sole provider of goods and services making her to have the monopoly over every trade, business including the welfare of the consumers and paid very little attention to them.
  Ujamaa (“familyhood” in Kiswahili) era was another period of delay in enacting consumer protection legislation in e-commerce including other fields.  This made the country to go back to the maxim of “Caveat Emptor”
 which required buyers to be aware, as they did their transactions as there were no protective measures for consumers in the market and this was not satisfactory.
Thereafter, in 1992, came the adoption of multiparty rule in Tanzania which shade light on to almost every environment that existed during Tanzania single party rule, (Chama cha Mapinduzi – CCM) socialism system included.  Nonetheless, the checks and balances principle in a multiparty system had to be hosted.
  Unfortunately, the poverty space that people were experiencing during socialism system and the lack of public decision making on technology, ICT connectivity and infrastructure that had not been developed efficiently led the country into a pathetic situation that had to be corrected through rule of law.  However, at this stage, developments took a very slow speed in the country including ICT.
Unfortunately, the government had also imposed a ban on importation of computers and other digital gargets such as televisions and handsets.  To revive this order of things, the Fair Trade and Practices Act of 1994 was enacted, but unfortunately, it was not adequate to change the status of the consumers’ protection which was a huge drawback. 
 This resulted in the Act being replaced with the Fair Competition Act, 2003 [Cap.285, R.E. 2002], that nonetheless, did not turn to be effective enough as expected.  It was more for offline purposes.  It focused more on offline protection without being very specific to safeguard the online consumers.
 It was based more on information providers and their appliances, manufacturers and suppliers.  Despite having the Tanzania Fair Competition Act, 2003, (FCA) and other e-enactments, consumer protection concerns are not specifically or uniquely provided for nationally.  The Fair Competition Act, 2003, alone does not create a fair market or ground for the economic justice in terms of giving fair deal to consumer protection especially in the e-transaction fields.  It is clear that this principal law for consumers did not adequately protect digital commerce consumers.  This digital revolution has created enormous opportunities for economic growth, innovations and financial inclusion.  It has also exposed consumers to new vulnerabilities, creating very significant challenges in ensuring adequate consumer protection in the digital arena.  Hence, the need for current e-legal frameworks.
Later on came the awaited for Electronic and Postal Communications Act of 2010, followed by the Electronic Transactions Act of 2015 and the Cybercrimes Act of 2015 in the same year.  All these statutes partially regulated issues of the digital consumers leaving them exposed to new vulnerabilities of bad practices through unfair traders and businesses.  Therefore, there has been great demand for strong, unique, effective, comprehensive and enforceable legal framework for consumer protection in Tanzania’s digital economy. Both EC and Consumer Protection legal frameworks have been in great demand including their appropriate measures for effective enforcements and implementations that are required for proper developments in digital economy.   Consumer protection rights have to be upheld and so are awareness, dispute resolution and redress mechanisms. 
With the increase of internet penetration and mobile smartphones including the rise of their financial platforms such as M-Pesa, Tigo Pesa, Airtel Money and Zantel Money, consumers are faced with many legal challenges such as personal misuse of their data information, identity theft, security, substandard goods including services and cross border issues.  Additionally, the digital divide has worsened the situation in the rural areas while urban areas enjoy relatively better internet access and digital literacy to navigate the digital economy safely.  These disparities leave many rural people more vulnerable to exploitation, such as inflated transactions costs, frauds and misinformation and bait advertisements that make them take the wrong decisions or make improper choices.
Unfortunately, most of the Tanzanian statutes are designed to handle traditional markets and are ill equipped to handle complicated digital transactions including cross-border disputes, while regulatory bodies are not well organized to give directives and assist consumers in case of problems.  The different political phases Tanzanians have been going through have left consumers at the mercy of the traders and business people using old physical laws.  This can be seen through Tenga’s seminar where he opined that institutionalizing consumer protection law in Tanzania is the only solution that would safeguard Tanzania from the legal shortcomings of consumer protection legislation, hence this study.
 

Since 1980s, Information and Communication Technologies have been playing a very crucial and important role in the lives of people worldwide economically, politically, democratically, culturally and socially, besides many other potentials and opportunities.  Driven by the Internet revolution that has transformed the world, electronic commerce is intensely expanding and ushering in radical changes.   The innovations of computer, internet and worldwide webs have significantly made the global reach to be referred to as a global village.
  There are no boundaries in a global village and all problems become so intimate.”
  Meaning that, the world is being viewed, as “a community” in which “distance and isolation have been dramatically reduced by electronic media” of computer services of internet and television. This situation has destructed the laws as it encompasses a wide spectrum of electronic activities creating a new field of e-laws and e-crimes globally; a situation that requires serious consideration and enactments of e-legal frameworks that cater for cross-border issues.
However, as e-commerce explodes globally, consumers’ issues on e-transactions, privacy, security, malfeasance of credit cards and misinformation just to mention a few are increasing very rapidly leaving huge legal gaps unattended.  The concern is that lawmakers and stakeholders are not coping with this new and rapid technology speed which is demanding for legal changes and good practices to fill in the legal vacuum immediately.  This situation is a very serious problem.  Even the Constitution of the United Republic of Tanzania of 1977 incorporated in 1984, Human Rights Articles 12 – 24 are just basic rights and do not fit all consumer protection purposes.  Hence, the need for a new Constitution, that has been a huge cry for the whole nation.
Tanzania is emerging into economic growth leading to technology industrialization, but unfortunately, the cross-border trading is not equally regulated or legally harmonized.  ICT laws should have equilibrium, harmonization and uniformity as to deal with the rest of the world to run EC and Consumer protection properly.  This situation should be addressed as consumers interact and transact within the regions and the rest of the world internationally because of the “unscrupulous traders operating at a distance across borders.”
  It should be remembered that the ICT legal issues are no longer a national problem due to the cross borders nature of e-commerce and the huge national impact of consumer protection responsibilities.  Just as the President, J.F. Kennedy of the United States of America put it; 
“of all the market players in e-commerce; government, manufacturers, businessmen and consumers, it is consumer group that is the largest, yet the weakest and least catered for in terms of its actual market bargaining power and without statutory protection.”

The importance of a customer who is also a consumer was also emphasized by Mahatma Gandhi who said:
 “A customer is the most important visitor on our premises.  He is not dependent on us.  We are dependent on him.    He is not an interruption of our work.  He is the purpose of it.  He is not an outsider to our business.  He is part of it.  We are not doing him a favour by serving him.  He is doing us a favour by giving us the opportunity to do so.”

Also Tenga commented on this during his seminar mentioned earlier:
 “consumers’ power cannot be felt in the market without an organized consumer base,” - (segmentation), and so are the products, especially their standard quality.  The organized base of consumers is lacking in Tanzania and “market views have constantly noted this weakness,”

and not much has been done appropriately, resulting into numerous constraints in the nation and among citizens.    His point of view is also meant to redress these lacunae and the government to put in place mechanism to provide advisory bodies, the basis on which such consumer base could be cultivated upon, but unfortunately, this is not the case.  The Tanzania Voice of Consumers (TAVOCO) and other bodies such as Tanzania Consumer Advocacy Society (TCAS) are not dynamic enough posing problems such as making Tanzania internal and external markets lack protection, resulting into no trust and no confidence in EC.  Hence, this will result into failure of extending her market globally and comfortably.
The ICT norms in pursuant with the new trends of technology advancements have to have guiding legal measures.  Hence, this research will attempt to compare different conceptual theories, foreign jurisdictions, legal instruments and practices so as to be able to scrutinize, investigate and explore the present legal frameworks for consumer protection in digital economy in Tanzania.
1.3
Statement of the Problems TC "1.3
Statement of the Problems" \f C \l "1" 
Tanzania lacks a comprehensive, standalone legislation dedicated to consumer protection. Instead, consumer protection provisions are dispersed across multiple legal instruments, including the Constitution of the United Republic of Tanzania, 1977 (Articles 11, 14, and 18), the Fair Competition Act, 2003 (Part III, Sections 15(1) and 21), the National Payment Systems Act, 2015, the Cybercrimes Act, 2015, the Electronic Transactions Act, 2015, the Personal Data Protection Act, 2022, and the Electronic and Postal Communications Act, 2015, among others. While these laws collectively provide a degree of consumer protection, they are fragmented, lack coherence, and are not sufficiently responsive to the complexities of emerging technologies.

The inadequacy of the current legal framework is particularly evident in the digital era, where cybercrimes and fraudulent activities are rampant in electronic transactions. Furthermore, the rapid advancement and integration of artificial intelligence (AI) into various sectors have introduced new consumer risks and regulatory challenges. AI systems rely heavily on the collection and processing of vast amounts of personal data, raising profound concerns regarding privacy, data security, and the potential misuse of sensitive information. Existing laws do not adequately address these emerging issues, leaving consumers vulnerable to exploitation and abuse.

Consequently, the absence of a comprehensive consumer protection framework in Tanzania undermines consumer confidence in digital platforms and AI-powered services. This regulatory gap threatens not only individual rights and privacy but also the broader goals of economic stability, technological innovation, and public trust in the digital economy.
1.4
Objectives of the Study TC "1.4
Objectives of the Study" \f C \l "1" 
The Objectives are divided into two groups or types that are General Objectives and Specific ones as seen herein below. 
1.4.1
The General Objective TC "1.4.1
The General Objective" \f C \l "1"  
To critically examine the adequacy and effectiveness of the legal and institutional framework for consumer protection in Tanzania’s digital economy, with the aim to identify legal and regulatory gaps and shortcomings by proposing enforceable legal framework.

1.4.2
The Specific Objectives of the Study TC "1.4.2
The Specific Objectives of the Study" \f C \l "1" 
This study was guided by the following three specific objectives:

i. To identify, examine and analyze the existing legal and institutional legislations in order to identify the gaps and shortcomings surrounding consumer protection under the current relevant Tanzania digital commerce legislation and regulations for deeper insights. 
ii. Evaluate the international and regional legal instruments on e-consumer protection as reference or benchmarks in the digital world by assessing the legislative developments, handling of cross-border issues and specifying lessons learned.
iii. To propose reforms for the amendments and enactments of new law that will regulate e-commerce and consumer rights in order to promote Tanzania’s digital economy.  
1.5   
Research Questions TC "1.5
Research Questions" \f C \l "1" 

1.5.1
This Research Will be Guided by the Following Specific Questions TC "1.5.1
This Research Will be Guided by the Following Specific Questions:" \f C \l "1" 
What are the existing legal gaps or lacunae and shortcomings in laws surrounding consumer protection in Tanzania’s digital economy?
i. What are the relevant international and regional legal instruments that give best practices for consumers’ protection and what lessons can be learned from these benchmarks that could promote Tanzania’s digital economy and also solve cross boarder issues?
ii. What are the necessary reforms needed for amendments or enactments that will be helpful to regulate consumer rights in Tanzania’s digital economy in digital commerce? 
1.6
Literature Review TC "1.6
Literature Review" \f C \l "1" 
Electronic Consumer Protection in E-Commerce has globally received a lot of attention from many scholars and researchers; through written, oral research reports (seminars and workshops reports), internet, Theses and Dissertations, text books, social media channels such as Twitter, Instagram, WhatsApp, LinkedIn, Facebook, TVs, radio broadcasts, newspapers, journals and other related electronic devices just to mention a few.  However, the review of this research literature has depended on very few publications in form of textbooks from Tanzania and East African countries.  There is an observation that there is immense literature on Information and Communications Technology, e-commerce and e-consumer protection but mostly from other global jurisdictions such as The United States of America, The United Kingdom, Australia, European Union countries (mostly on Directives), the United Nations Organizations such as UNCITRAL and UNCTAD Model Laws, including the Organization for Economic Cooperation and Development, the World Trade Organization, South Africa, Nigeria, Rwanda and Kenya just to mention a few.  However, there are some four books that were identified such as the ICT Law Book that was exhaustively analyzed.  The Electronic Transactions and the Law of Evidence principles in Tanzania and The Information Technology in General and The Economy and Freedom of Communication in Tanzania.

Nevertheless, the above-mentioned jurisdictions, will give essential and good references and insights to this work.  Hence, at this juncture, more reliance and highlights will be on Tanzanian authors and a few from other jurisdictions of interest.  This is because of the unique nature of this research and limitations.

Nevertheless, most of the literature review in this research will be based on legal approaches that demand for proper strategies, policies and statutes in effectively protecting consumers.  The rights of consumers are founded in natural law as stipulated in the Constitutions of many countries, in the provisions preserving the Bill of rights.
  Unfortunately, in most African countries this supreme law of the land is outdated and in most cases it is not respected by rulers.
  Simply because many politicians do not want to adhere to the rule of law or listen to the voice of the people where it distresses their interests or financially handicaps them.
  For example, up to date the majority of citizens in Tanzania are seriously demanding for Tanzania New Constitution especially the opposition parties and people of goodwill in particular the Academicians.  However, on 14th February 2023, Mpina M.; member of Tanzania Parliament and a CCM ruling party member, insisted on enacting New Constitution.  The government has been quiet giving no direction to what is happening, yet on the other hand money is being stolen through bad contracts like that one of SGR, Tabora section to Kigoma
 and the current DP World Contract between Tanzania and Dubai, that has provoked numerous and serious legal issues, discourses and bitterness.
   

Since 1980s there are numerous changes which have occurred in the Information and Communications Technology arena and other areas of law such as criminal law (where the Penal Code is very silent on issues arising from cyberspace – cybercrimes),
 Intellectual Property Law, Company Law, Law of Contract
 and the list could go on.  Therefore, the Constitution of Tanzania of 1977, being the “mother law”, should be revised, incorporating all necessary amendments therein and also add all new and necessary e-legal issues and rights, including initiatives on ICT and the prominent digital economy that is changing the world.  All these issues are part and parcel of the national interests.  Nevertheless, the above-mentioned legislation will have to be re-examined seriously to see how well they could accommodate, re-address and redress e-legal aspects, in order to correct and put in place the technological advances and consumer protection in e-commerce particularly e-legal issues.  EC is the wheel for digital economy in a nation that leads to proper prosperity and developments and Tanzania has to recognize this fact. 
However, in the case of Tanzania, review of literature enactments such as the Fair Competition Act, 2003, that is supposed to cater for e-consumer protection, is long lived.  It has been more for offline consumers rather than online consumers as discussed by Mambi,
Mwenegoha
 and Abdallah
in their theses.
For instance, Mambi recognized the need for consumer protection in e-commerce by having a legal framework that will provide mandatory requirements for the e-consumers; the most important players, in order to protect them from problems such as card issuers reimbursements in case of frauds, need for security and privacy, proper control of unfair contract terms and conditions, misleading information and advertisements just to mention a few.  In general, he also recognized lack of updated laws addressing legal issues of information technology.  He saw the need to review and amend or enact new legislation because of the new changes in law introduced by the ICTs challenges particularly in EC.   ICT brought challenges practically in every field, be it in law of contracts, intellectual property law, company law, labour law, banking law and many other areas of law had been affected by cyberspace challenges.  All these e-changes and challenges including risks have been ushered in by online commerce that has distorted the established offline laws too and this fact cannot be denied.  Unfortunately, Mambi did not address e-consumer protection in e-commerce in his book.   Therefore, for not addressing e-consumer protection in e-commerce, this author did not try to foresee the legal crisis therein especially in the developing countries such as Tanzania.  There are the legal gaps to be filled in this research.  Hence, his book is an excellent reference. 
However, Mwenegoha T. research work discussed very many issues concerning consumers in general but put more emphasis on e-consumer protection as key players in the field of e-commerce which is very right.  He recognized the legal issues in both consumer and e-consumer protection.  He also recognized them as the key role players in EC, but with lack of dispute resolution and redress mechanisms that require legal framework including the new integration of M-Commerce and social networks.  His work is an excellent piece of work for references.  However, the author did not coordinate well the implementations of laws and dispute resolutions and redress mechanisms fully.
Though, implementations of the e-legal framework are very vital during this information age, it is very common even in the developed and developing counties to fail in doing so.  For example, in Africa there is South Africa. She is regarded to have the best e-consumer protection legal framework, but its implementation has not been very successful.  A country may have very good rules and regulations frameworks, but if they are not implemented fully, the purposes or fruits may not be realized fully, and this is what has occurred in this author’s work.  Therefore, suggestions in implementation of rules and regulations is very crucial.   Mwenegoha in his work said: 
 “It is vital to have this new and independent initiative(s) for e-consumer protection because the current system is ineffective and renders little protection to consumers.  It needs drastic measures and possibly an overhaul of the laws, procedures and its implementations”

Unfortunately, he did not go further which is a shortcoming and should be filled as a gap in implementation procedures.  This idea could be applicable in South Africa where legal protection is available.  However, in a country like Tanzania where legal system for protecting the rights of consumers have not been enacted efficiently into effective and enforceable legal framework, it remains to be problematic. 
Mwenegoha, also suggested having private watchdogs who are independent to facilitate, regulate, adjudicate and act in coordination with the government on the new frameworks.  Nevertheless, what he forgot is that these watchdogs have been there, but their contribution has been minute and unsatisfactory. Some of these bodies especially those led by government have not been active enough and others are vested with a lot of powers, duties and responsibilities and others are not committed fully.  These are the points that make them weak.  These arguments will be seen later in this work in chapter five.  This was also mentioned in Ndumbaro’s work where he stated that:

 “regulatory agencies responsible for the administration of consumer protection law are not capable of properly discharging their functions due to a lack of coordination, lack of expertise, lack of governmental commitment and budgetary constraints.

Others are toothless as their decisions in litigations are not binding such as the TCAS.  Also an institution such as TCRA is overloaded with responsibilities of consumer protection in EC in Tanzania, while the same TCAS and TAVOCO are not strong enough to represent the consumers.  FCC and FCT are there but their performance is undesirable.  Hence, their failure in representing the consumers satisfactorily in the country.  Through Ndumbaro’s research work he also established that private representatives could be very expensive.  They tend to be slow and ineffective.   This is very true. Hence it is not a solution to many and should not be given a lot of weight as it discourages consumers.  
Therefore, Mwenegoha and Ndumbaro works are very insightful and will help in this research study.  Although Ndumbaro’s work focused more on food safety and children, he also discussed about lack of laws to protection consumers such as law of contract, criminal law and law of torts and said that they are not adequate to protect consumers and this is correct   As a whole Ndumbaro’s research work converges with this study in the idea that there is weakness in the regulatory framework concerning the rights of e-consumer protection.  Somehow, he did not emphasize in re-examining the legal crisis without new electronic enactments.  This is a legal gap to fill in this study.  His work remains to be a useful literature for this study as he tried to pinpoint lack of laws, lack of consumer protection laws in general, food safety and safety of the children.  He gave a good ground for this study but he did not insist on scrutinizing the current laws established for the institutions and legal fields, in order to help the consumers when they lack the aid to resolve their problems.  He also did not discuss about e-consumer protection in digital economy.  These are the missing issues meant to be discussed in this study.  
Abdallah A. discussed about consumer protection for unbanked and banked and so was Lukumay Z.  They revealed the many problems including consumers’ exploitation by these banking institutions through very high fees or charges, bad contract terms and conditions, lack of infrastructure governing the E-Systems of payments and those long distances and lack of communication that are affecting the e-consumers in Tanzania.  Both Abdallah and Lukumay agreed on having effective and enforceable legal framework for e-banking.  This is also in agreement with the researcher.  Unfortunately, Lukumay was preoccupied with consumer protection in general under these banking institutions and did not focus in identifying e-consumers concerns that they face in e-payments through e-banking and mobile phones, a gap to be filled in this study. However, Abdallah, saw the problems from different perspectives.  Hence, his saying that despite government’s soft approach so as to attract financial inclusion and innovations, this has ushered in more challenges of money laundering, consumer protection rights, data protection, online contracts, interoperability, deposit insurance and e-taxation just to name a few.
  He also stated that since the introduction of the mobile banking services in 2008, in Tanzania there has not been in place proper law to guide and regulate the M-Money services until year, 2018 and this law is insufficient.  It requires review for better reforms.  Therefore, Abdallah’s work and so is Swai’s work below are of great assistance and references to this thesis.
The studies by Abdallah and Lukumay are relevant to this study and they converge with the current study in the idea that the legal framework for the consumer protection is inefficient in Tanzania.  In addition, these authors have provided legal crisis facing e-consumers in e-banking.  However, the need to re-examine appropriate legal system of e-commerce have not been their huge concern in their discussions.  Unfortunately, the issues of e-banking dig deeper in the whole system of e-payments and EC and not only in e-banking.  The loopholes that were not covered in their works will be part of this study.
Abdallah and Mwenegoha works once again are of great importance to this study as they attempt to integrate e-commerce, mobile commerce and e-banking and engineered the need for consumer protection legislation. The authors suggest that the mobile payment services have brought in place various legal and regulatory challenges and risks in many countries including Tanzania.   The lack of rules and regulations to accommodate e-commerce and e-consumer protection cross borders transactions have resulted into many legal crises.  The Legislation such as EPOCA, 2010, The Cybercrimes Act, 2015, The Law of Contract Act, and the Sales of goods Act are incomplete and outdated for technological advancements which are changing every day.  This is why the Law Review Commission of Tanzania (LRCT) was established and recommended for an overhaul of the laws.
  The views of the authors converge with the current study in the idea that failure to have comprehensive legal framework has resulted into a number of e-payments loopholes and disputes in e-consumer protection.  The weaknesses in the existing legal framework for e-consumer protection suggests the need for a new comprehensive legal framework for e-consumer protection, e-banking, dispute resolution and redress mechanisms.
However, in examining some foreign regimes, they will help in pinpointing the weaknesses and loopholes of the rules and regulations in Tanzania as exposed by the abovementioned authors’ studies.  Mwenegoha exposed lack of discourse on issues of contracts, measures taken, dispute resolutions and welfare of the consumers when transacting in e-commerce in Tanzania.  This point should be considered as consumers transact.  He also opined that there are also other issues which have not been legally addressed sufficiently in Tanzania, particularly, the issues of credit cards (privacy and security), mobile commerce and mobile money transfers just to mention a few. As mentioned above.  His work is an excellent piece of research work and has covered a lot on consumer protection in Tanzania particularly on C2C contracts.  Unfortunately, he did not integrate fully the problems of the region so as to come out with stronger and wider views, as to give many suggestions to cover the cross border illegal transactions with the neighboring countries and beyond, in particular on mobile money transfers, as to having a stronger cyber-crime law, as was suggested by Villasenor J. in his paper on “Smartphones” in order to avoid money laundering and terrorists funding.  However, he continues to acknowledge that e-commerce is no longer a national problem and his opinion is very correct.  Regional and international best practices should be integrated or incorporated where necessary in the national statutes due to the nature of businesses and social norms. 

When consumers lack their protection in one country, this has an impact on other countries,
 hence, the need for regulatory framework.  There are many cybercrimes that could be committed as monies are transferred through mobile phones and credit and debit cards.  This is one area that was left out, as far as regulatory enactments are concerned.  Hence, this research is going to shade more light and fill in the gaps for better harmonization and uniformity that would enhance the region and the rest of the world with excellent e-commerce practices.  The offline protection offered in the present rules and regulations are not enough to fill the vacuum and violation gaps of online issues globally.  E-commerce has not been effectively dealt with fully.  His work will be a very good reference and it is also insightful. 

Lukumay’s work discussed lack of regulatory legal framework in the ICT arena in Tanzania particularly in e-banking.
 In his work he also acknowledged that the banking law in Tanzania does not cover most of the legal aspects in electronic banking, making consumers undergo a lot of problems such as loss of funds through frauds and theft,
 lack of access to their funds through technical problems and errors,
 unauthorized e-transactions,
 lack of confidence and privacy
 and lack of dispute resolution mechanism.
 However, he did not cover much on e-consumer protection in e-commerce.  Hence, his shortcomings are going to be covered in this study as his work was extensively done on E-banking challenges and risks concerning consumers in general as they practice e-banking without effective legal framework.
Chahe (2006) conducted a study on perception of e-banking services in Tanzania and confirmed that they are used by individuals in some rural and urban areas.  Consumers at this banking level meet a lot of challenges which are difficult to redress.  This was also opined by Abdallah and Maghali.   One of their challenges is when a problem arises how to solve and who to approach about it takes ages.  Most of the consumers give up because of the frustrations they face.  For example, there is writer’s personal case, that she experienced some almost four years ago. She lost her phones and cash through robbery of more than one million and five hundred thousand Tanzanian shillings after her small bag was stolen in a Rapid Bus Services (DRT – Dar es Salaam Rapid Transport).  The money was withdrawn from her phones’ Accounts.  She had never revealed or shared her pin numbers with anybody.  She contacted the telephone operators, Vodacom and Halotel immediately, through visits to their offices followed by several writings but all in vain. Reported the case to police and TCRA and it was the same behaviour of avoiding the responsibilities.  She was sent back to the companies by TCRA who were not willing to help.  She also lost a lot of time in their offices waiting for the bosses to work on it but all in vain. Unfortunately, it was during COVID 19 and most of the bosses worked from their homes.  Up today she never got anything back and was frustrated to the point of giving up. 
There are many cases of this nature in Tanzania where clients or consumers are left helpless.  There are no pro-active bodies or Agents to assist consumers as such as seen above.  However, as customers transact, performance in contracts could be problematic and complex especially with some institutions such as banks.  Nditi discusses of contracts which have bad terms and difficult to perform making consumers fall prey to forgers or fraudster because of unavoidable contracts or void agreements.
 Contract terms should define the rights and duties of the parties bound by them.  E-Payments should also be made easy and accurate. Unfortunately, this ground has not been regulated properly.  His work is a good reference and it will be useful in this study as terms and conditions of contracts are discussed.
Swai F.A. discussed mobile phone payment system involving many stakeholders such as mobile network operators, banks, merchants and consumers.  This supply chain should be well coordinated to ensure service quality.  Hence, great care should be taken and that mobile payment system to remain ease to use for consumers.
  Therefore, there is need for rule of law through enactments as mobile phones transact as there could be many loopholes for controlling purposes.  All these issues should be addressed with clear and comprehensive legal framework for consumer protection purposes and use.  Swai’s argument converges with the current study on the idea that e-consumer require comprehensive legal framework in order to protect the legal rights for consumers.  However, the author did not identify the weaknesses of the current legal framework in protecting the rights of the consumers especially the e-consumers.  In addition, he concentrated more on mobile phones system while ignoring other fields of e-commerce payments.  Therefore, the study looked at the problem partially.   Hence, his study needed wide coverage beyond mobile payments to cover the field entirely.   This study however, provides a relevant background on issues concerning e-commerce payments, and therefore, it is relevant for this research.

Furthermore, as was seen through Gatt’s conducted study, on e-consumers, he found that consumers do not read the terms and conditions of e-commerce transactions properly; 90% of consumers never read the whole agreement and 64% of consumers always click “agree”, and 55% of consumers do not believe that in clicking “agree” on a website they are entering into an e-contract which is legally binding.
  At this juncture consumers need protection, education, awareness, clear terms and binding conditions.  In particular, where small or inconspicuous prints are used.  Another scholar such as Sovern in his study revealed that firms tend to increase costs by omitting or hiding important terms especially when they put them at the back or at the end of a document which could be very serious and humiliating to consumers in a contract.
 Unfortunately, the above mentioned authors did not put emphasis on undeveloped countries such as Tanzania that lacks sufficient means to address both local and cross-border or global e-transactions disputes when contracts terms are not clear and reading is problematic.  There should be mechanism and regulations of solving the problems herein mentioned and gaps in law should be filled in this research, hence offering good reference.
Arguably, most of the consumer protection enactments such as the Trade and Consumer Credit Act, 2006 and the ones mentioned earlier lack specific e-commerce regulatory framework.  At this juncture, there is need to mention Mambi, once again who recognized the lack of “consumer trust and confidence because of lack of effective legal framework in the medium and the questions of standards and quality of the goods and services as barriers to e-commerce.”
  These are issues which have also pre-occupied many scholars such as Winn, J. K., Rubin, E., and Traynor, M. according to Mambi.  However, some works from Mambi on both e-commerce and consumer protection have been outdated since they were written more than thirteen years ago, and technology is changing very fast and so often.  This study intends to attempt to update his work by filling in the gaps in laws being experienced currently, especially on e-consumer protection, including dispute resolution and redress mechanisms.  In order to fill in these legal gaps, the study attempts to make comparative studies and investigations between a few regional and international model laws in different countries, in chapter five of this research, in order to have proper insights.   

Policies on consumer protection are as vital as the legislation and regulations in a country since they control anti-competitive behaviour, conducts and unfair market practices.  They also instill government’s initiatives in intervening and giving guidelines where necessary.  This is where Kisyombe M. works comes in when she discussed her work at a high level UNCTAD working group in Geneva.
  She discussed about policies, competitions in e-commerce and e-consumers including challenges thereto.  She highlighted about consumer protection and other areas of tensions.  She also discussed about emerging issues exposed to consumers in EC including policies and regulations that should be reviewed so as to have efficient and enforceable legal framework.  Although her work did not contribute a lot, it is a good reference as it discussed the general consumer protection system in Tanzania and that the country was not coping well with the changes and emerging issues in the digital arena.  Hence, it is a good reference as it contains insights to this study.
Nevertheless, it is important to note that policies aim at bridging the gaps of information asymmetry between consumers and sellers, from imperfect markets.   This helps to reduce the burden imposed on consumers as switching costs are missing.
  Therefore, the National Information and Communications Technologies Policies of 2003, 2005 and Tanzania Vision 2025 and many others were meant to provide framework that would enable ICT to contribute a lot in achieving national development goals of transforming Tanzania into a knowledgeable society, as to be able to accommodate the convergences of ICT especially in the Telecommunication Sectors are concerned, as Fungameza put it.  They were meant to create awareness, liberalize the markets and other related matters so as to bear good fruits but unfortunately, they did not cover all vital areas of consumer protection with specific policies and legislation.
 Hence, leaving a lot to be desired and these are the gaps in law intended to be filled in this research.

However, when discussing about competition in Tanzania one should remember that competition in Tanzania could be traced way back in 1980s, when the country opened doors to free market economy.  This was through economic reforms and trade liberalization.  Citizens had to break from the yokes of centrally planned mode of production to free market economy production mode that demanded for laws and policies to control anti-competition in the markets and to protect consumers.  Hence, the enactment of The Fair Competition Act of 2003.  The principal legislation for consumer protection.  Unfortunately, this Act was more for offline consumer protection among many others such as the Fair Competition Commission (FCC) of Tanzania which was established under the Fair Competition Act, 2003, No. 8 of 2003, and that it is meant to promote and effectively protect competition in trade and commerce as well as the consumers.  These Acts as expressed by majority of authors in this study are also intended to protect consumers from unfair and misleading markets,
 but unfortunately, they have shortcomings as far as rules, regulations and policies in particular for e-consumer protection legal framework in EC are concerned.  Hence, the need for reforms to adequately cover EC arena properly and protect e-consumers appropriately during this digital economy and this is where the current study come in. 
Also Skouma in his study revealed that there is lack of interest in consumers to track enforcement mechanisms and more often than not to lodge their complaints because of lack of resolution mechanism and Institutions,
 an opinion shared by Tenga, which is a concern of this research. According to Tenga, consumer protection is a phenomenon that is much associated with growth of markets as the medium for economic growth during this digital era, which has recently generated a worldwide enactments to systemize competition oversights all over the world as well as creating mechanisms to deal with legal issues.
  As Tenga put it, it is necessary to institutionalize consumers’ groups because of the market imbalances and legal challenges.  
Most reliance has been placed on the review and evolution of laws in particular the Telecommunication Sector so as to pinpoint the shortcomings in legal field a study done by Fungameza.  Therefore, Tenga’s study rendered great insights and is also relevant to this research.   Hence, the need to fill in the statutory gaps which the above mentioned authors missed to foresee in order to enact effective and enforceable framework. Fortunately, the authors put emphasis on consumer protection as a new phenomenon that is much associated with growth of markets in this digital era, which has recently generated worldwide enactments to systemize competition oversights all over the world as well as creating mechanisms to deal with legal issues. This is where the authors’ idea converges with the demands of the current study.  The authors also saw the need to institutionalize consumers’ groups because of the market imbalances and legal challenges.  Therefore, there is need to review and revolutionize laws in e-commerce as well as e-consumer protection legal framework.  However, their study falls short of other fields demanding specific legislation that should preoccupy many researchers’ minds in particular the consumer protection who are the majority yet least protected in e-commerce.  He should have created the best ways to establish such bodies and legal enforcements in their support, but unfortunately, this was not the case.  He was silent on the best ways to resolve the legal issues.   Despite these weaknesses, Tenga’s and Skouma works remain to be useful literature for this study.

According to Mambi and Kisyombe works, Legislation of any properly ruled people or country go well with the concerned when the context of the society is put to test.  The International enactments may not reflect the local needs causing more uncertainties and constrains.  For example, Mambi did not try to integrate well the international legal instruments such as UNCITRAL Model Law, the UNCTAD Model Law, the Commonwealth Model Law and the Organization for Economic Cooperation Developments with the practices in Tanzania which are quite unique – amalgamation of money-mobile (m-mobile) and mobile commerce (m-commerce).  He just opined that the country should borrow a leaf from them and other jurisdictions such as the U.K., the USA and Australia,
a gap intended to be filled in this research.  However, the above mentioned works may not be enough or able to cover most of the concerns that Tanzanians face while practicing e-commerce, particularly for e-consumers because of social and cultural comportments and e-environments. 
The authors suggest the need for harmonizing and integrating legal frameworks across the world on issues related to the protection of e-consumer rights. This idea of integrating the domestic legal framework with other international frameworks is intended to meet the legal needs across the globe.  This is the point where the two studies converge with the current study.   However, as Lukumay put it, there is need to draw initiatives made so far at the international, regional and other jurisdictions in order to have the best legal practices for better legal framework.  This may necessitate reviews and re-examinations of the existing domestic laws and international legal frameworks in order to formulate appropriate legal framework for Tanzania. In so doing the works of these authors provide background and useful insights on how local legal systems could be integrated with international issues related to consumer protection in EC as Mwenegoha suggested in his work.  Therefore, the works of Mambi, Mwenegoha and Kisyombe are useful literature for this study.

A study by Makulilo was conducted on the lack of legislation and regulatory framework in the area of Protection of Personal Data in sub-Sahara Africa which is a part or a component of consumer protection rights.  It is common knowledge that data contains personal information, and it is collected where sales are transacted through credit cards or records (private data) such as in insurance, banks, hospitals, schools, taxes or telephone simcards just to mention a few. The author highlighted his research by stating that in Tanzania there is no specific “data privacy legislation”
 which tally with lack of specific consumer protection and e-commerce legal framework or laws which are the focus of this study.  
Similarly, Yatindra, contended that data protection most of the time contains personal information.  It is collected automatically where sales are transacted through credit cards and perhaps in the future all sales will be through credit cards.
  Personal data is also recorded in different records; it could be related to insurance, bank, hospital, schools, tax, credit history, telephone et la.
Unfortunately, there are many loop holes which have not been covered by the present legislation as Makulilo put it and TCRA through their mandatory practices and other private institutions such as telephone companies are using their positions and powers to manipulate consumers in Tanzania.
  They can intercept or disclose any information as they have all in the personal data.
 These issues require proper and specific laws for proper consumer protection especially when creating large databanks for various purposes.  
This may result not to be very inducing practice in particular where cross border transactions or trans-border data flows (TBDF) are concerned,
 thus lowering the level of performance in cross border businesses.  The literature has noted that digital trade in cross-border data flows and the protection that have not been properly regulated even by the WTO as they play a very major and important role in the formulation of a secure, predictable and trustworthy global regulatory framework for digital trade.  Therefore, Makulilo’s argument converge with the demand of this study on the need for reform in a timely and meaningful manner to support the growth of the digital economy.  This types of barriers to digital trade as well as addressing new regulatory issues pertaining to digital trade such as cross-border data flows, data protection, cyber security and online consumer protection.  Although Makulilo’s work is an excellent study and very insightful for this study, it was more on personal privacy security, giving his work some limitations.  Makulilo’s work is worthy considering as it helps in enacting laws.
According to Makulilo, since data protection is part and parcel of the protection rights of the e-consumers, this was supported by Bill Gates when he wrote in his book titled - “The Road Ahead”, that stated:  

 “The loss of privacy is another major worry where the network is concerned. 
 The potential problem is not the mere existence of information.  It is the abuse that makes me worry.”

This suggests that through cyberspace transactions experienced by e-consumers stand many risks and frauds and future changes.  For example, India has managed to formulate the legal framework in 2008,
 so as to redress the problems and properly safeguard data protection for consumers.  However, there is a limitation in borrowing all from India because Tanzania requires unique statutes for herself as she has different environment, culture, and context.  Makulilo however, did not suggest the need for integrating our local legal system with international frameworks in order to harmonize the legal frameworks and resolve legal issues worldwide but perhaps this was because of the nature of his study.  He actually separated the local issues and the universal ones. Despite this Makulilo’s work remains to be useful literature for the current study.
In conclusion, although e-consumer protection in e-commerce has globally received a lot of attention especially from many western scholars, there are very few publications from Tanzania and East Africa as a whole.  Therefore, literature reviewed on e-commerce and e-consumer protection is mostly from western jurisdictions and international organizations or model laws that have given very inducing insights.  For instance, despite the existing of numerous changes in the Information and Communications Technology arena and other areas of law such as criminal law, the Penal Code is silent on issues arising from cybercrimes
 and how to address them. This does not make ICT well incorporated in the constitution or in stand-alone legal framework with regard to ensuring proper e-consumer protection in EC in Tanzania. 
Some rules and regulations in other jurisdictions, as revealed by most authors seem to lack legal protection regarding contracts, dispute resolutions and welfare of the consumers when transacting in e-commerce and are not well addressed. Unfortunately, some of these studies, however, could not integrate fully given the unique problems of the African region or continent towards finding legal solutions to the economical digital problems. Most studies have failed to identify the good practices from the international laws that could be relevantly applicable to protect e-consumers and to promote e-commerce legal practices for Tanzania in the digital world.   Therefore, most of the literature that was examined hereinabove, indicated that Tanzania has no specific EC legal framework as well as E-Consumer protection that is effective and enforceable legal framework.  Unfortunately, this lack of legal frameworks includes other areas such as cross-border transactions, dispute resolutions and redress mechanisms, contract law that has many legal issues and taxation just to name a few.  This confirms the urgency of completing this research study as it is meant to shade more light and fill in the legal and knowledge gaps.

1.7
Method and Methodologies  TC "1.7
Method and Methodology" \f C \l "1" 
1.7.1
Principal Methodologies TC "1.7.1
Principal Methodologies" \f C \l "1" 
This research will be guided by two different methodologies.  That is doctrinal legal methodology and comparative legal methodologies 
1.7.2
Doctrinal Legal Research Methodology TC "1.7.2
Doctrinal Legal Research Method" \f C \l "1" 
Doctrinal legal research methodology will be at play in this research since this study is a legal research.  It is the core and the most used methodology employed by researchers undertaking law research since time immemorial.  This methodology is very useful in this research as it will reveal the legal initiatives being taken to govern e-commerce in this new technological era and in particular e-consumer protection phenomenon which is the main concern of this research.  It is a legal methodology  that focuses on what the law is and not what it ought to be.
 Nonetheless, it is a black-letter research which is pure theoretical that asks what the law is in a particular field (McConville, M. and Chui, W.H., 2007).
 In this case, it will normally focus on e-commerce and e-consumer protection legislation that are missing and what has been in use.  Hence, this research, however, will use the existing laws or legislation both primary (statutes, rules, regulations and case laws), and secondary sources which are more diverse (law reports, law reviews, journal articles, legal encyclopedia and digests articles, textbooks, reference materials such as newspapers articles, reports and other forms of publications or documented data and other observations).  It will try to peruse other sources such as case laws, policies, legal research studies, treaties and International Instruments/regimes in order to shade more light on the missing e-laws, using pure legal logic and theory legal reasoning so as to analyze and evaluate available e-consumer measures being taken and how they can be adopted to address the concerns being faced by Tanzanians as they perform their online transactions.  
It is concerned with analysis of the legal doctrine and how it has been developed and applied.  For example, there is need to examine the Fair Competition Act, 2003, The Cybercrimes Act, 2015, The Electronic Transactions Act, 2015 and Payment Act, 2018, just to mention a few; in order to perceive their potential opportunities that they offer and their lacunae or gaps in them so as to get the right solutions by producing effective and enforceable legal framework at the end of this research.  The major assumption is that doctrinal research is derived from law itself and there is need to be specific as far as national jurisdictions are concerned when enacting up-to-date laws in e-commerce and in particular e-consumer protection in the new digital environment that is so much needed.

Therefore, this methodology has been used because it has proved to cover most legal aspects of the research as it contributes to the development of laws, continuity, consistency and certainty of laws.
  It also expands the knowledge of legal processes, improves understanding of specific legal problems and how law could be studied, producing findings of significance value for society queries and also sets out questions and answers which are necessary for the researcher to give, in a research like this one.
  It also helps to show how to go about the emerging challenges and risks by identifying e-consumer legal problems by using other different jurisdictions of diverse regions and regimes while engaging in e-commerce that require consumer protection.  This methodology also promotes innovations and developments of the converging services in the field of Information Technology through legal interpretations.

However, in this research the measures of law which would be examined and analyzed should be categorized in three groups; national, regional and international. This will help in discovering the shortcomings, weaknesses and effectiveness at national, regional and international levels.   At national level there could be limitations because of lack of specific e-consumer protection measures and insufficient offline measures too which may not be accommodative for the online commerce.  At regional level the demands may not be fully or specifically covered because of different culture, environment and introduction of cross-border issues that may turn to be different.  Also at international level the characteristics, features, practices and universal problems may fail to meet the demands of an individual country such as Tanzania as mentioned by Mwenegoha and Yatindra Singh.  Fortunately, they do give guidelines which may have specific set of material facts in view of resolving legal problems.
On the other hand, legal data analysis mentioned above in doctrinal methodology, the information collected or gathered raw data is processed and examined, in order to discover patterns and insights from it.  The word Data according to the Black Dictionary, means organized information collected for specific purpose.
  However, when data is legally analyzed, it means using factual legal works (data scrutiny or data study) to make decisions about respective study or legal affairs to reach into meaningful conclusions.
 In this case best practices of other jurisdictions and unique needs for Tanzania will be exposed.  The question will remain to see whether they could be adopted for effective and enforceable legal framework for consumer protection.  This is very crucial in legal research as it helps a lot in reaching a conclusion.
With this in mind, it should be noted that doctrinal legal methodology alone is incapable of being used for legal analysis as such.  It analyses law with rigidity, inflexibility, and intellectuality.  It also has an inward-looking approach of understanding law and the operations of the legal system.  It should also be remembered that this methodology is only applicable where interpretation of existing laws or at least a Bill is required.
  Hence, the need to intertwine both doctrinal research analysis and comparative legal methodology which may also be limited leading to other theoretical opinions.  Therefore, as comparisons of different jurisdictions and legislation are made in this study, legal initiatives and inconspicuous shortcomings will be discovered. 

1.7.3
Comparative Legal Research TC "1.7.3
Comparative Legal Research" \f C \l "1" 
This study will also use comparative legal research methodology in order to study the legislative developments, jurisprudence and legal doctrines of foreign laws for the sake of comparing and instilling awareness of the legal framework needed in Tanzania.  This will help in gaining insights and lessons that could help in addressing the challenges and risks.  It will also provide insights concerning these challenges facing e-consumers’ and their protection in e-commerce in Tanzania, in order to have a clear legal framework for the nation. This kind of comparison also provides enlightenment to the ways such challenges could be tackled through the knowledge obtained from different countries of this study.  This type of research crosses traditional categories of law by integrating public and private international law with domestic law, European law and the comparative methodology  which help the understanding of the operations of International Law and legal systems and their impact on the formulation of public policy in an era of global interdependence.

Since its adoption in the 20th Century, comparative laws have played very important and significant role in the science of legal interpretation in courts bringing legal reforms as well as unification and harmonization of laws.
  The fundamental nature of comparative law is the act of comparing law of one country to another.  It could be at regional or international levels.  Hence the comparison of Tanzania and other hand-picked countries especially the East African Countries in this study.  This is supposed to be an eye opener to help an individual to see the differences of the laws in question so as to adapt the paramount laws and best practices at the same time, giving considerable insights to the different environments, culture and workability. 
This may be on various grounds of law, and it is meant to facilitate the understanding of different rules, regulations and principles of law in play.  It also involves the exploration of detailed knowledge of law of other nations such as court precedents that may assist in filling in the gaps of law – across different jurisdictions, modify them, make amendments and introduce changes missing in another system or country.   This methodology is very useful in legal fields for the new developments, hence its application in this research.  It provides ideas and views for future legal developments or enactments, and this is the position of this study.

In conclusion, this research seeks to assess the provisions of law in other nations in order to determine whether they are adequately protecting the consumers well, and if they do not what needs to be done especially where the comparison of these laws are meant to assist Tanzania which does not have the above mentioned law.  With the doctrinal methodology, the researcher is expected to examine how the constitution as one of the most important socio-economic legislations for consumer protection.  It is assumed that any consumer protection law should seek to protect consumer rights inter alia accurate marketing, sufficient and adequate information, acceptable quality and fair trading practices without exploitation. Therefore, with this methodology it will be necessary to work with given laws to see the shortcomings and meet the comparative challenges. 
The methodology on comparative laws will be used to study the statutes developments, jurisprudence and legal doctrines of foreign laws for the purpose of comparing and stimulating awareness of the legal framework and to gain insights that could be considered useful in addressing the challenges, risks and to enable mitigating the consumer protection challenges. Such methodology has been very useful in this research due to its potential in contributing to the development, continuity, consistency and certainty of laws.  It will also help to analyze existing laws in e-commerce and e-consumer protection.

Again as mentioned herein above laws need to be analyzed as to perceive differences and objectives used so as to see the shortcomings in a country such as Tanzania in order to achieve her unique needs and the right goals.  Of course, each country whether advanced or not, the environments are different, situations like digital economic adoption, social and cultural life too.  Hence this kind of analysis will help to describe or summarize quantitative or qualitative according to the data/information learned from different jurisdictions following the surveys done since they could give the right predictions and insights.
1.8
Significance of the Study TC "1.8
Significance of the Study" \f C \l "1" 
The lack of legal protection regarding e-commerce in Tanzania has made legal decision making and practices complicated. As a result, this study is expected to examine and unearth the limitations in electronic consumer protection issues on e-commerce in Tanzania where there is no specific legal protection.  This suggests that legal enactments and their implementations are obligatory for filling in the existing gaps regarding legal framework towards promoting e-commerce and protecting the consumers in the country. Comparative methodology will enable researcher to identify possible commonalities and disparities regarding legal challenges on e-consumers in Tanzania in order to maximize the commonalities for adoption of relevant laws. An attempt to fill in the legal gaps will enable Tanzania to promote online transactions when people practice e-commerce through appropriate legal framework for protection. 
This will finally enable policy makers to offer new legal framework in Tanzania regarding e-commerce. Consequently, this will improve the warfare of the consumers by providing their legal protection in the country boosting initiatives, confidence and trust that are missing in conducting e-commerce.

1.9
Scope of the Study TC "1.9
Scope of the Study" \f C \l "1" 
The study focusses on consumer protection in Tanzania as people transact online.  However, if one goes with the way internet operates; there will be need to touch other jurisdictions and compare them in particular neighbouring countries and some developed countries and institutions, so as to acquire best practices and proper insights of other regimes which will serve as eye opener.  E-commerce encompasses a very wide range of transactions but for the purpose of this research, only consumer protection rights will be covered as consumers do electronic commerce in Tanzania’s digital economy.  There will also be need to include the integration of mobile-commerce a model so much needed and often practiced in Tanzania and across other countries such as Kenya, Rwanda and Uganda (such payments by M-Pesa and online transactions).  Therefore, this study will concentrate more on e-consumer protection because of the many issues ushered in by the technology or digital environment across diverse jurisdictions in order to be able to see what is not legally and efficiently covered in Tanzania.  The study also took on board international and regional instruments including other experienced jurisdictions for comparison purposes.
1.10
Justification TC "1.10
Justification" \f C \l "1" 
This research is very important as it is meant to explore, examine, analyze and unearth the missing consumer protection laws in e-commerce in Tanzania through existing current legislation.  Both environments require specific, enforceable and effective legal frameworks for proper integration of e-commerce locally and internationally.  Henceforth, this study will help to examine the factors that have hindered specific legal enactments which should also be implemented for proper and positive commercial impacts, especially for consumer protection.  It is certain that there exist gaps in laws particularly in e-laws for e-commerce for that matter, and e-consumer protection in this digital era.  Therefore, this research is meant to come up with specific, enforceable and effective consumer protection framework in e-commerce for Tanzania’s digital economy. 
This will be appraised through comparative analysis of developed nations and institutions that should be used as benchmarks as they already have their e-laws in both environments in place.  As long as there are no specific statutes for consumer protection, Tanzania’s efforts in e-commerce during digital era will not be fruitful.  Legal enactments and their implementations are obligatory for reviewing and amending the existing legal gaps or legal lacunae and loopholes.  This research is very imperative and useful as it will finally conclude by giving findings, resolutions/suggestions to the problems and recommendations in order to amend the existing laws and also be able to enact effective and enforceable legal framework where required.  Hence, it will open venues for future researchers and engineer lawmakers to act in good time. 

1.11
Organization of the Research Work TC "1.11
Organization of the Research Work" \f C \l "1" 
This study was organized in six Chapters as follows:  Chapter One shows how the work was structured contextually.  Chapter two is on concepts and theories including theoretical frameworks of the study on consumer protection in e-commerce in Tanzania’s digital economy.  This includes analyses of the definitions, rationales, concepts and theories used, so as to understand their objectives and meanings in this study.  Chapter three reviewed International and Regional Instruments.  This helped in discovering the legal gaps and shortcomings in consumer protection through different jurisdictions and instruments that are considered as benchmarks.  
Most of these loopholes were discovered through different types of business models discussed in this chapter.  Herein, most of the questions asked were answered and the objectives of the research were clear.  The four chapter investigated the experiences from other individual countries’ jurisdictions.  The fifth Chapter explored the legal aspects and instruments that might need to be considered seriously in developing legal framework for consumer protection in Tanzania.  This was done by scrutinizing some of the Tanzania provisions so as to see the shortcomings and lacunae, comparing with international and regional instruments. The sixth Chapter is on the summary findings of the research, recommendations that lead to future further studies and the conclusion of the study.
CHAPTER TWO
THE CONCEPTS AND THEORIES TC "CHAPTER TWO" \f C \l "1" 
2.1
Introduction TC "2.1
Introduction" \f C \l "1" 
Consumer protection in digital economy is paramount and it is also a very critical component of a well-organized economic system, that should be guided by comprehensive and enforceable legal framework to ensure fairness, accountability and equity in transactions between consumers and suppliers of goods, and services in Tanzania.  Although consumer protection has been there for ages, the new marketplace introduced by technological advancements lack new and effective electronic laws.  The offline regulations that have been in use, are outdated or have not been tuned for technological advances and changes as Mambi put it in his book.
  Online transactions in digital economy require different or reformed and amended laws for safeguarding the rights and interests of electronic consumers in Tanzania and the technological world at large.  It is important to note that the rapid growth of Tanzania’s digital economy, besides presenting immense opportunities, it also has numerous challenges and risks for consumers.  
As Tanzania embraces digital transformation ensuring robust consumer protection mechanisms, it becomes imperative to address the unique needs, challenges and risks posed by electronic commerce in the digital economy transactions and interactions.  Hence, consumer protection in the digital economy is a crucial concern as more transactions, interactions and services are done online daily over 24/7.  In order to make things work properly, there should be a thriving and inclusive digital marketplace guided by very strong, effective and enforceable legal framework.  This framework is very essential and must be grounded in a clear understanding of the unique risks and vulnerabilities associated with digital transactions while also recognizing the broader economic and social benefits of well-functioning digital ecosystem.  Hence, the need for rationales for consumer protection in Tanzania and the whole world to be considered, in order to work in harmony.  However, Tanzania consumer protection is governed by comprehensive legal frameworks designed to promote transparency, safeguarding consumer rights and regulate market conduct but unfortunately, they are scattered in different statutes.  
These statutory provisions, found in the principle law for consumer protection; the Fair Competition Act of 2003 are not enough.  The institutional mechanisms such as of Tanzania Communication Regulatory Authority, Tanzania Bureau of Standards (TBS) and The Fair Competition Tribunal and other policies (2002, 2005 and 2025) aimed at balancing the businesses, and fostering trust in the marketplace, should meet consumers’ expectations.  However, they are not efficiently implemented.  Also consumer advocacy organizations do not contribute enough to raise awareness, and do not empower consumers seeking dispute resolutions and redress.  Therefore, it is necessary to address these gaps so as to have a strong consumer protection regime protecting consumers but also promoting a sustainable economic growth and a fair marketplace. 
This Chapter of study therefore, focuses on various definitions on e-commerce, consumers, rationales, concepts and theories which are the underlying reasoning or justification behind implementing measures and enactments to safeguard the rights and interests of consumers promote, fair competition, integrity and efficiency of the marketplace.  Digital economy encompasses the fundamental principles and objectives for formulating and enacting rules, regulations and policies that aim at creating a level playground, enhancing consumer trust and fostering sustainable economic growth within the marketplace during this digital era.  Hence, the need of analysing the concepts and theories including rationales.  Unfortunately, there will be limitations in this study in order to narrow the field and cover the unique needs and legal gaps in Tanzania to meet the objectives and answer the questions of the study.
2.2
Various Definitions on E-Commerce, Consumer and E-Consumer in digital economy Protection TC "2.2
Various Definitions on E-Commerce, Consumer and E-Consumer in digital economy Protection" \f C \l "1"  
Electronic commerce has numerous definitions but only a few will be discussed.  There are also different concepts, rationales and theories that will be examined in ICT adoption so as to establish this field considerably well.  Here below are some definitions:  

2.2.1
Broad and Narrow Definitions on Electronic Commerce TC "2.2.1
Broad and Narrow Definitions on Electronic Commerce" \f C \l "1" 
Electronic commerce can be defined narrowly or broadly.  The broader sense includes –

“any kind of transaction that is made using digital technology, including open networks, the internet, and closed networks such as electronic data interchange (EDI) and debit or credit cards.”

Still in a more comprehensive definition by the European Commission, which captures the multifaceted nature of E-Commerce provides:

 “EC is about doing business electronically.  It is based on the electronic processing and transmission of data, including text, sound and video.  It encompasses many diverse activities including electronic trading of goods and services, online delivery of digital content, electronic fund transfers, electronic share trading, electronic bill of lading, commercial auctions, collaborative design and engineering, online sourcing, public procurement, direct consumer marketing, and after-sales service.  It involves both products (e.g. Consumer goods, specialized medical equipment) and services (e.g. Information services, financial and legal services), traditional activities (e.g. Health care, education) and new activities (e.g. virtual malls).”
  

The narrow definition simply restricts electronic commerce to include:
“only transactions using Transmission Control Protocol/Internet Protocol (TCP/IP) whereby electronic commerce is seen simply as an internet application or otherwise internet-based electronic commerce.”

If one compares these definitions, it is clear that the narrow definition does not elaborate what is considered as digital commerce fully as it involves a wide range of legal aspects.  From the wider meaning, it is clear that e-Commerce is very wide as it extends beyond all electronically mediated transactions relating to mere buying and selling, to encompass presale and post-sale activities.  EC may not only relate to commerce over just the internet but also may be extended to other computer networks.
  It is also easy to say; electronic commerce is a style of doing business and this has emanated from the development of computers and other related devices of technologies such as radio broadcasting, faxes, Television services and Telecommunications and at this point it includes the use of Internet and Electronic Data Interchange (EDI).
  However, electronic commerce (E.C.) or E-Commerce in short is –

 “Is the process of buying, selling, transferring, or exchanging products, services and/or information via computer networks, including the Internet and via other online services.
  

This is another way of putting it and it is good, short and clear.  According to Laudon and Traver, they say that:

 “it is the use of the Internet and Web to transact business.  More formally, digitally enabled commercial transactions between and among organizations and individuals.”
 

Mambi, A.J. also agrees that e-Commerce is an area with various and multi-dimensional definitions which might even change as technology changes, a point shared by Laudon and Traver.  Despite these definitions, the term e-Commerce can simply be defined as;

 “a commercial exchange system, which makes use of computers, and communication network advances.  It is the use of information in electronic forms instead of paper, for business or government operations---------- This means use of technological advances to promote everything involving the exchange of business information among computers and humans or traders and customers.”

Herein above definitions are quite good but the researcher picked another one which is more comprehensive as it covers this new revolutionary business phenomenon better and it is short. 

 “E-Commerce is the use of Electronic Communication and digital information processing technology in business transactions to create, transform and redefine relationships for value creation between or among organizations and between organizations and individuals.”

Fortunately, this definition covers both E-Commerce and E-Business.  It continues by adding both internet and web to transact businesses.   However, the one definition given by ‘management guru’ - Peter Drucker won the researcher’s heart as he puts it: 
“E-Commerce is the truly revolutionary impact of Internet Revolution which is just beginning to be felt.  But, it is not “information” that fuels this impact.  It is not “artificial intelligence”.  It is not the effect of computers and data processing on decision making, policy making or strategy. It is something that practically no one foresaw or indeed even talked about 10 or 15 years ago; “E-Commerce is the explosive emergence of the Internet as a major perhaps eventually the major worldwide distribution channel for goods, for service and surprisingly, for managerial and professional jobs.” This is profoundly changing economies, markets and industry structures, products and services and their flow; consumer segmentation, consumer values and consumer behaviour, jobs, and labour markets.  But the impact may be even greater on societies and politics and above all, on the way we see the world and ourselves in it, (Drucker 2002, pp. 3-4).
 

This definition includes e-commerce and e-business also and both are interchangeable. Nevertheless, it is only fair to have a quick glance on e-business and see how these two relate with each other.

There have been debates among consultants and academics about the meaning of limitations of both E-Commerce and E-Business. Some argue that E-Commerce encompasses the entire world of electronically based organizational activities that support a firm’s market exchanges – including a firm’s entire information system’s infrastructure.
  Others argue, on the other hand, that e-business encompasses the entire world of internal and external electronically based activities, including e-commerce.
  In other words, 

 “E-Business is the digital enabling of transactions and processes within a firm, involving information systems under the control of the firm.”

 In reality, E-Business and E-Commerce are two different phenomena, hence, the interchangeable use of the two terms as people do business.  However, in E-business ICT is used to enhance the business and this includes any process that a business organization conducts over a computer mediated network.  Therefore, a more comprehensive definition of e-business is: 
“The transformation of an organization’s processes to deliver additional customer value through the application of technologies, philosophies and computing paradigm of the new economy,”
or new business order.

This means that production processes, customer-focused processes and internal management processes are highly considered in the information systems under the control of the firm.  An example, of this is the company’s online inventory control mechanisms.
E-Commerce is a number of commercial transactions involving exchange of value across organizational boundaries for revenue generating.  But at the same time, however, E-Business firm’s infrastructure and skills do provide support for online E-Commerce exchanges.  Quite often than not, E-Commerce and E-Business are systems that blur together at the business firm boundary, at the point where internal business systems link up with suppliers or customers (external business).  Therefore, E-Business applications turn into E-Commerce precisely when an exchange of value occurs.
 

At this juncture it is necessary to define who is a consumer and understand what consumer protection is all about, as people practice both e-commerce and e-businesses and their adoption.

2.2.2
Various Definitions on Consumer Protection TC "2.2.2
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The concept of consumer protection is a comparatively modern one.  Yet, the Laws which attempted to enforce fair trading have a very long history as they tried to prevent monopoly and discriminatory pricing.  The motivation behind such laws was the legitimate desire of the honest trader to be protected from dishonest practices operated by competing traders.”
  For example in the Magna Carta (1215) mentioned below, it was stated that there should be one measure for wines, ale and corn, and one width for cloths and this was for the sake of consumers’ protection.
At this point one can see that consumer protection has shifted from honest traders to vulnerable consumers of products and services who encounter many legal violations as they transact in commerce.  Consequently, it should be in the interest of governments or regulators and other stakeholders to come up with initiatives that will ensure that both ordinary consumers and e-consumers are safeguarded legally as they do their businesses especially during this era of Internet technologies, from these competing traders.  Therefore, it is necessary to know who is a consumer by perusing through different definitions used in this digital world and why consumers should be protected nationally before extending to other jurisdictions. 

When it comes to giving definition for a consumer there is need for consensus as different countries and regimes have different definitions, and this has also been observed in EC definitions.  Henceforth, it is a straightforward understanding that consumers have to consume what they want at a reasonable price, without danger, inconveniences or below standards of products and services.
   Unfortunately, in Tanzania principal law, the Fair Competition Act, 2003, there is no definition for a consumer protection. Otherwise a consumer according to the Black’s Law Dictionary means –

“one who consumes: Individual who purchase, use, maintain, and dispose of products and services.  A member of that broad class of people who are affected by pricing policies, financing practicing, quality of goods and services, credit reporting, debt collection, and other trade practices for which state and federal consumer protection laws are enacted. Consumers are to be distinguished from manufacturers (who produce goods), and wholesalers or retailers (who sell goods).”

Nonetheless, consumers as they consume goods from manufacturers through retailers, require protection from these people as they are powerful and they can override the ultimate, small and weak groups of consumers.  Hence, the need for enactments to control them.  Therefore, the consumer protection laws are defined to mean:
“The sum total of the ways in which a state constitutes, defines and intervenes in markets for the purpose of protection the ultimate consumer of good and service.”
  

Starting with national enactments; the Fair Competition Act, 2003 (Cap. 285) of Tanzania: 

A “consumer is any person who purchases or offers to purchase goods or services otherwise than for the purpose of resale but does not include a person who purchases any goods or services for the purpose of using them in the production or manufacture of any goods or articles for sale.”

However, after examining this legislation consumer protection is not provided for; a reason strong enough to influence review of consumer laws in Tanzania.

In the Electronic and Postal Communication Act, 2018, No. 17 (CAP. 306) of Tanzania;

“a consumer means any person who uses electronic communications or postal products or services.”

In the Electronic Transaction Act, 2015, No.13 of Tanzania at s. 3 states that a; 

 “Consumer” means any person who enters or intends to enter into an electronic transaction,"
 (with a supplier as the end user of goods or services offered by the supplier).
The above given definitions are almost the same.  They lack protection of the end user which is very unfortunate.  For example, the two groups of businesses; small and medium-sized enterprises who become resellers.  In developed countries such as Australia, East African Community block and South Africa where end user is covered or protected.  Unfortunately, the postal provision only puts more emphasis on postal products and services and not much on consumer protection generally.  This is a gap that should be filled while enacting laws.

However, while these consumers or purchasers and users of services are doing transactions, they all need protection from dishonest traders, malpractices and sub-standards products or services. Consumers or buyers of products and services need to be protected against inferior merchandise and misleading advertisements.
 The present consumer protection law should concentrate more on e-consumers in e-commerce because of many changes and styles of doing businesses and trades, such as frauds, risks and challenges they meet as they use technological advances.  It should be remembered that consumers are the biggest group as President Kennedy was quoted as he talked of e-commerce to the U.S.A. Congress, hence their importance in protecting them publicly and privately as mentioned above.

However, there is no doubt that consumers in Tanzania are protected but unluckily they are protected in different pieces of enactments that are not solely tuned to full technological changes.
  At this point it is necessary to have a quick look at a few definitions given by other jurisdictions which are from fast developing or are already developed countries.  

For example, according to Black Law Dictionary, as quoted earlier means that:
 “a Consumer is one who consumes.  Individuals who purchase, use, maintain, and dispose of products and services.  A member of that broad class of people who are affected by pricing policies, financing practices, quality of goods and services, credit reporting, debt collection, and other trade practices for which state and federal consumer protection laws are enacted.   Consumers are to be distinguished from manufacturers (who produce goods) and wholesalers or retailers (who sell goods).”

In the New Encyclopaedia Britannica: Micropedia Vol. 111
,
“consumer protection, are efforts to protect buyers against inferior merchandise and misleading advertising.” 

Unfortunately, the term consumer has not been defined in this Encyclopaedia but instead it has talked of consumerism that is defined as;
 “a movement or policies aimed at regulating the methodology and standards of manufacturers, sellers, and advertisers in the interest of the buyer“
(who impliedly is the consumer emphasis mine).

In another volume consumerism has been broadly elaborated as a widespread interest and concern about consumer protection and the growth of organizations whose objectives are to disseminate information about products and to persuade industry to provide better quality goods and services.
 These included proscriptions against selling short-weight or adulterated goods, medieval concepts of a “just a price,” and laws against usury and the manipulation of markets, as mentioned above in the Magna Carta, although earlier they were largely taken as marginal abuses.
 

In the Consumer Protection Act of Kenya 2012, No. 46,
 it is stated that: 

A “consumer is a person to whom particular goods or services are marketed in the ordinary course of the supplier’s business” or “a person who has entered into a transaction with a supplier in the ordinary course of the supplier’s business, unless the transaction is exempt from the application of the abovementioned Act.
 

According to the same Act

a “consumer protection” is a system that seeks to protect consumers from unfair trade practices such as false representation, unconscionable representation; and to assist the consumer in areas such as renegotiation of price using possession of goods among other practices.  The Act also provides for rescission of an agreement and rights that accrue to ensure restitution in integrum.”

The two Kenyan definitions given above are more elaborated than those ones of Tanzania.  In order to put Tanzania in the right footing, there is need to peruse other countries laws on consumer protection, in order to protect the consumers competently by enhancing deeper into the initiatives of other jurisdictions.  This will help the purchasers or consumers who change their positions and become resellers adequately (C2C).  It is clear that the definitions herein mentioned do exclude those who acquired goods for resale or reproduction and manufacturing.

2.2.3
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During this digital era, where online transactions have become common, there is need to ensure that consumer protection in the e-marketplace is in place for it is paramount.  This necessitates the establishment of a comprehensive legal framework tailored to the unique challenges and opportunities presented by Electronic Commerce (EC). 

At this stage it is only necessary to start with the national statute such as Electronic Transactions of 2015 that states:

 “any person who enters or intends to enter into an electronic transaction with a supplier as the end user of goods or services offered by the supplier.”
 
In the East African Community countries their definition in the East African Community Competition Act, 2006, No. 2:
 states that: 

 “a “consumer” is any person who purchases goods or services from an undertaking for consumption and includes any person who uses such goods or services with the approval of the buyer irrespective of whether the purchase or use is for personal or commercial use.”

This definition elaborates more by not exclude commercial use and unlike the Fair Competition Act, 2003 of Tanzania (Cap. 285 R.E. of 2002).  Unfortunately, the same E.A.C. Act has not given the definition on consumer protection leave alone electronic consumer protection.  This is clear indication that this subject was never given enough legal consideration by lawmakers in such a huge institution and big Union with cross border legal issues, hence the present cross border issues within the partner states still remain problematic.  All the same, this definition is better than the one from Fair Competition Act of Tanzania, 2003 and so it has something that could be borrowed to fill the gap in Tanzania legislation.

In the famous UK Consumer Protection Act, 1987, it only covers situations where damage is caused from the private use of products. It does not cover damage to property used commercially in a business, occupation or profession.  Therefore, it only gives rights to a consumer to claim for compensation. This law may also not cover well Consumers in Tanzania especially consumer to consumer (C2C) during this era of online transactions.
In countries like Australia that cover the key areas of guarantees, unfair contract provisions and product liability could be of great assistance as new enactments are put in place in Tanzania.
  Also in India under the new Consumer Protection Act of 2019,
 that defines a “Consumer” as a person who “buys any goods” and “hires or avails of any service” for consideration but does not include a person who obtains goods for resale or goods or service for any commercial purpose is just as narrow as the U.K. one for they exclude some groups of consumers like C2C who may buy and sell.

Nonetheless, the only legislation that has won distinction from many including the researcher of this work is the South African one of 2008, referred to as CPA (The Consumer Protection Act, 2008) as it encompasses different groups of consumers giving broader definition stating as follows:
i. a person to whom those particular goods or services are marketed in the ordinary course of the supplier’s business.
ii. a person who has entered into a transaction with a supplier in the ordinary course of the supplier’s business, unless the transaction is exempt from the application of this Act - (S.A. CPA).
iii. a user of those particular goods or a recipient or beneficiary of those particular services, irrespective of whether that user, recipient or beneficiary was a party to a transaction concerning the supply of those particular goods or services; and

iv. a franchisee in terms of a franchise agreement, to the extent applicable in terms of section 5(6)9b) to (e)
  

Hence, this CPA definition of South Africa applies to almost every transaction that involves a supplier of goods or services to a consumer unless there is an exemption.  This could be from manufacturer or business to suppliers (B2B). It may also be supplier to consumers (B2C) or consumer to consumer (C2C).  At this point even beneficiaries of such purchases or services could be protected and this is lacking in many laws in particular the Fair Competition of Tanzania, 2003.  This is a leaf from the S. African Act that could be borrowed by Tanzania and other developing countries world over.  Hence, the need to include it in the recommendations later in Chapter seven of this thesis.
However, at international level if one considers the UNCTAD ‘Manual on Consumer Protection’
 one is referred to the Guideline 3 - UNGCP that set out a conventional definition while recognizing the need for flexibility and stated that: 

 “the term Consumer generally refers to a natural person regardless of nationality, acting primarily for personal, family or household purposes, while recognizing that Member States may adopt differing definitions to address specific domestic needs.”
  

Hence, the cry that Tanzania should come up with her specific or stand-alone enactment for consumer protection because of her unique environment after scrutinizing all different definitions.  It is the point of view of the UNCTAD that Consumer Protection Act should address disparities found in the Consumer supplier relationship which include bargaining power, knowledge and resources.  Unfortunately, the Tanzania principle enactment, the Fair Competition Act of 2003 does not pinpoint these disparities and neither does it in other laws.

On the other hand, some typical definitions have been similar to those of other countries such as Malaysian Consumer Protection Act, 1999, which defines the –
 “consumer as a person who acquires or uses goods beyond the realms of the personal.” 
This is also found in quite a number of other countries such as Chile, Panama, Peru, Guatemala and other Latin American jurisdictions that extend Consumer Protection to small artisans like in Costa Rica or micro-enterprises of Mexico.

In Europe the most recent EU Consumer Protection Rights Directive that became effective in June 2014, defines the Consumer in Article 21, as

“any natural person who is acting for purposes which are outside his trade, business, craft or profession.” 

However, in the same Directive at the preamble it has been elaborated that;

 “where the contract is concluded for purposes partly within and partly outside the person’s trade and the trade purpose is so limited as not to be predominant in the overall context of the contract, that person should also be considered as a consumer.”

But in the case of Tweddle vs. Atkinson,
 Wightman J. said that it was established that 

“no stranger to the consideration can take advantage of the contract though made for his benefit.” 

This principle may not always exist in consumer transactions.  It is common for a consumer to purchase goods and services to be consumed by his family and the consumer protection regime renders protection to all of them.

On 15th March, 1962, in his special message to the Congress of the United States of America on protecting the consumer interest he said:  

 “Consumers, by definition, include us all. They are the largest economic group in the economy, affecting and affected by almost every public and private economic decision.”

Therefore, these definitions have given insights to distinguish who is a consumer and who should be protected against unfair trade practices and unequal bargaining power among many other reasons in electronic commerce.  It has also been made clear that consumer protection is a public intervention in private market
as it will be seen later in this study.  Hence, the governments, their agencies and activists should be preoccupied in promoting new enactments, implementation and enforcement mechanisms of these laws to safeguard the welfare of the consumers as they transact electronically.  Otherwise, in e-commerce by setting out limitations as to know who is to be protected keeping in mind the obligations and rights to be bestowed to consumers would be difficult, since consumers may also be sellers and it may make government intervention difficult.

Government agencies are established and operated by laws and regulations.  Hence, e-government initiatives involving a variety of agencies, require legislative reforms to redefine many issues such as data protection, data sharing and ownership, agencies’ responsibilities, privacy and security.  All these issues are governed by rules and regulations and are essential for promoting electronic commerce and e-consumers who transact electronically in this business world. This includes Mobile Commerce, social media, social networks, forums and blogs.  The term consumer can comfortably be used to mean a buyer or a seller since at some stage they may both exchange positions.  Hence, the need for clear and articulate regulations. 

However, there will be need to have a quick look at the overview of consumer protection in Tanzania, in order to scrutinize what is missing or legal gaps in law in Tanzania’s regulatory system, role and deeper insights of concepts and theories in this study.
2.3
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The consumer protection is not new a phenomenon as such.  The first consumer protection rules date back to 50 BCE during the Lex Julia de Annona in Rome preventing monopoly and discriminatory pricing that is covered in the Fair Competition of 2003 in Tanzania.
  Consumer protection has a very long history but it has been dragging behind in many countries.  Simply, because the businesses are stronger than the consumers as President Kennedy put it in his speech to the U.S.A. Congress.
  However, as time moved on, more people and even governments and institutions took initiatives to protect consumers against harmful products, monopoly and fraudulent traders.  The urge to protect consumers became stronger than ever before starting in the early 20th century in countries such as the United Kingdom, Australia, and the United States of America with people such as journalists and activists like Upton Sinclair who published his book, The Jungle in 1906.  In his work, he criticized the poor conditions on the meat-packing market.  This made the President of the United States, Theodore Roosevelt to order an inspection of meat-packing businesses and as a result of the findings the Pure Food and Drug Act and the Meat Inspection Act were enacted; the first federal laws aimed at ensuring consumer protection.
 In Tanzania there is Tanzania Bureau of Standards (TBS) Act established in 1975 and so one can see that is very recent compared to the USA.  
This was followed by the Silent Spring by biologist Rachel Carson, who attacked chemical companies as she campaigned for food safety because of the use of dichlorodiphenyltrichloroethane (DDT) and other pesticides which contaminate food.
  Others followed such as Ralph Nader, a Lawyer who wrote a book on ‘Unsafe at any Speed’ which shook the auto-world by indicating the faulty design of automobiles.  The book led to a series of landmark laws that prevented multiple motor vehicle accidents, thus curbing deaths and injuries.  More than 50 years ago, cars did not have airbags, antilock and seatbelts, leading to a Federal Law; the National Highway Traffic Safety Administration Act, 1970.
  He revolutionized consumer protection in the U.S.A.

There were other activists such a Stuart Chase and Schlink Frederick. J. (1927) who did a study on the waste of the consumer’s dollar and came up with a non- fiction book on ‘Your Money’s worth.’ It became popular enough to initiate a consumer protection movement that founded consumers’ research, an organization which employed the founders of Consumers Union in the USA which later embraced President Kennedy’s ideologies on consumers
.  Another activist was Arthur Kallett who together with F.J. Schlink mentioned above in 1933, they wrote a book on 100,000,000 Guinea Pigs that pinpointed the dangers in everyday foods, drugs and cosmetics.
 Earlier some consumer protection measures had already been taken in England in the late 19th Century such as enactment on Adulteration of Food and Drinks Act.  In the USA, Federal Trade Commission (US FTC) enactment had already been in use; a main body of Consumer protection by 1914.
 This was later strengthened by President Kennedy of the United States of America in 1960s and his efforts have been reflected in several governments of the world.  On 15thMarch 1962, in his special message to the Congress of the United States of America on protecting the consumer interest he said: 

 “Consumers, by definition, include us all. They are the largest economic group in the economy, affecting and affected by almost every public and private economic decision.  Two thirds of all spending in the economy is by consumers.  But they are the only important group in the economy and who are not effectively organized, whose views are often not heard ………..  We cannot afford waste in consumption any more than we can afford inefficiency in business or government.  If consumers are offered inferior products, if prices are exorbitant, if drugs are unsafe or worthless, if consumer[s are] unable to choose on an informed basis, then [their] dollars are wasted, [their] health and safety may be threatened, and the national interest suffers.”

This was followed by other individual governments and universal organizations enactments such as the Organization for Economic Co-operation and Development (OECD) 1961, the United Nations Conference on Trade for Development (UNCTAD) 1964, the United Nations Commission on International Trade (UNCITRAL) 1966, the United Nations Guidelines for Consumer Protection (UNGCP) 1985,
 the World Trade Organization (1995) – WTO, the General Usage for International Digitally Ensured Commerce (GUIDEC) 1997,
 the Commonwealth Model Law on Consumer Protection 1999, and The European Union Directives on both EC and Consumer Protection just to mention a few.  All these model laws, regulations and policies have been developed so as to see how well consumers could be competently promoted and be protected in purchases, sales, services, for economic efficiency, individual rights, distributive justice and right to development as they are all complementary.  From there on every country and individual interested in EC realized the need to forge ahead in enacting online laws whether part of private or public enactments, that meant to apply measures that seek to protect the rights of consumers from manufacturers, suppliers, service providers and individuals practicing unscrupulous sales tactics.

Needless to say the present laws in Tanzania, both offline and online are not very satisfactory in protecting consumers or doing online transactions.  Hence further efforts and initiatives covering consumer protection should be addressed because of the new wave of consumer protection concerns that are emerging everyday as a result of E-Commerce and E-Consumer protection factors.  If the rationales, concepts and theories indicated herein below would be used, the outcome of a robust framework would be evident.  Conversely, the existing initiatives do not sufficiently answer or cover all concerns being raised in E-Commerce that changes with new and fast technology innovations.   

 “There are no specific laws (Frameworks) which address e-commerce and e-consumer protection and the available traditional initiatives are insufficient.  Moreover, there are insufficient and irrelevant methodologys of enforcement when dealing with e-commerce and e-consumer concerns.”

Therefore, the questions to be answered in this study are: whether the present e-laws in Tanzania are enough to see that consumers are soundly protected and well informed so as to reach proper decision before transacting for their purchases and services offered.  They have to be properly informed, products to be of good standards and fit for human consumption. Also consumer privacy and private data have to be efficiently protected.  The privacy and security issues should be given ultimate consideration especially when using credit or debit cards for payments of goods and services, transfer of electronic funds particularly in cross-border transactions, mobile payments and banking by mobile phones in Mobile Commerce.  As well as electronic data and other communication messages are concerned, such as e-mail and contractual information that are increasingly facilitating transactions protection.  
 “Consumer information has to pass through several hands so security and privacy of the information are a major concern. The safety and security of a customer’s personal information lies within the hands of the business.  Therefore, businesses have to give the customer first their guarantee, and second peace of mind that the information passed over is of no risk to any invading eyes” 

Hence, the need to peruse and examine properly the Tanzanian existing laws so as to identify the gaps in both laws; electronic consumer protection and electronic commerce leaving no stone unturned.

This study, therefore, is going to indicate the long path Tanzania has taken since the introduction of Technological advances that has not been easy to develop.

“It is only of recent when Tanzania government was seen to take serious initiatives in the field of IT, to include training, supply of IT tools and legal regulations of IT transactions.  (This is the reason why Tanzania was and is still) running a risk of not being able to compete with those who have fully utilized IT as an industry.”

Unfortunately, the government of Tanzania seemed to start ICT technologies in commerce using the wrong speed and footing.  She was slow in adopting ICT and EC at their nascent by prohibition of things such as TVs and importations of Information technology items in 1974, and late e-law enactments that should have started as early as 1965 when technology was introduced in the country.  Hence, the use of Diffusion of Innovation Theory in Tanzania is needed.

It has to be remembered that the first computer in Tanzania was received in 1965 and was installed in the Ministry of Finance for accounting purposes but later in 1974, the government came up with the abovementioned legislation to ban all computers and related items in the country.
  Hence, the Internet, the EC and Internet Service Providers (ISPs) to mention a few were non-existent.  It was not until 1980s when computers were allowed in the country under the supervision of the Advisory Committee who had to grant licences to the private companies wishing to import them.  By this time many advanced nations had far developed technologies and e-commerce had become the mode and platform for doing businesses and other trades, especially with the inclusion of Internet in 1990s
 .  Therefore, in Tanzania most of the e-laws were enacted hurriedly later in mid-2000s, almost 40 years later from the introduction of computers trying to cope with e-commerce including e-Consumers in the world.  In late 1990s Telecommunication and Communications Sector started enacting laws as the most advanced institution in ICT in Tanzania of the time.
 

Unfortunately, by this time consumer protection had not been foreseen.  The harms and risks experienced by consumers had not been conceived by lawmakers and stakeholders.  It was not until early 2000s when Electronic Commerce including consumer protection were taken seriously.  Hence, the enactment of The Fair Competition Act of 2003 that came to govern the market by establishing other legislation such as The Fair Competition Commission Act that came to enforce regulations to safeguard consumer rights and interests in Tanzania.  Unfortunately, even the Electronic Commerce legal framework was none existence, and so was general consumer protection law leave alone the e-consumer protection legislation.  Later on came The Fair Competition Tribunal that came to help in quasi-judicial issues. 

Computers are tools that have transformed or revolutionized the marketplace that has ushered in many new issues in the electronic commerce and consumer protection arenas.  Internet connections in a computer and other electronic devices are very crucial to date.  As Mambi wrote in his book:


“In the 19th Century the world witnessed the development of railways which improved commerce in reducing the costs of shipping a ton of goods tenfold when compared to transportation by wagon or canal barge.” 

During this Industrial Revolution production and consumption practices changed creating new challenges and risks for the consumer protection especially in the legal field.   Hence, the need for the Technology Acceptance Theory (TAT) so as to clasp properly the technologies.  Thus enactment for antitrust and anti-monopoly rules and discriminations are crucially needed.   This is what is happening in the developed countries such as in the United States of America, United Kingdom, Europe and Australia just to name a few.  These laws were meant to address unethical pricing and food purity and safety.
  In other countries such as the United Kingdom, they were busy enacting the Fair Trading Act, 1973 which was meant to protect consumers’ economic interests such as manufacturers’ liabilities, mass communication restrictions, cosmetics, new products testing and consumer’s credit, issues.
  This also led to enacting the Consumer Protection Act, of 1987 amending the abovementioned law, making it more comprehensive in protecting consumer rights.  
While In the European Union countries, consumer protection are found in the directives such as Directive 2005/29/EC on Unfair Commercial Practices which aim to boost consumers’ confidence and facilitating cross-border trade as well as forbidding misleading and aggressive marketing and exploitation of vulnerable consumers such as children.
  Also in Europe they have been very particular on enforcing the privacy law on consumers. Hence, the need for consumer protection advocacy to oversee that e-commerce and e-consumers were well protected through rules and regulations including Tanzania during this technology era.  The governments and stakeholders have to try and ensure that consumer protection in digital economy, interventions and implementations of laws, regulations, policies and ethics are in place, under the rationales of implementation of competition laws, in order to perform online shopping or transactions without fear or worries because the government is also supportive.  Proper transparency, guarantees in payment methodologys, trust and privacy should be observed.

The abovementioned related devices which have become e-commerce platforms have introduced fundamental changes in both e-commerce, and e-consumer protection including laws in today’s legal arena.  The way e-businesses, communications, collaborations, electronic learning, e-government, e-transactions and e-contracts are performed, have affected the rules of the game such as old postal rules and regulations, replacing it with Internet Communications (IC) or EDI rules.
  E-Commerce has enlarged the scope of the market, by offering wider choices and comparisons in prices, lowering the operating costs, information opportunities extended to global reach, interaction, variety of uses and the resourcefulness and rapid growth of its supporting infrastructures.  It is borderless and it has improved efficiency in e-transactions and has numerous potential business changes.
  E-Commerce revolution is as profound as the change that accompanied the Industrial Revolution.
  The electronic style of doing things has brought fundamental changes and speeds, to small enterprises and has made them grow into huge corporations and for the already huge and well established ones, the sky has become the limit such as the search engines; Google, Yahoo and MSN (Microsoft Networks by Bill Gates).  ICT has enabled competitions.
  Unfortunately, through these competitions issues of data privacy, fair practices, consumer education, dispute resolutions, products safety, accessibility, legal framework, cross-border and international cooperation and other emerging issues of technological advances are huge concerns that should be attended without delays.

However, with the abovementioned changes in E-Commerce and consumer protection, there has to be rule of law.  This could be resolved by having effective and enforceable legal framework that covers the constraint measures against predatory pricing, abusive business practices, unfair business practices, fraud and misrepresentation earlier mentioned.  All these could only be regulated by legislation, codes of conduct and guarantees.
  Consumer protection has also to address the fundamental disparities found in the consumer-supplier relationship, including bargaining power, knowledge and other resources such as transparency and dispute settlements including redress. 
The exponentials of the Internet and online activities have raised various issues on regulatory legal questions that have to be answered in this study and the above mentioned concerns.  The manufacturers of products or goods, suppliers as well as business people offering services have to be regulated through new rules and regulations to serve internet communication services and purposes.  Hence, the great need for articulated, robust, comprehensive and enforceable cyber laws and other e-laws in particular, and ICT issues of privacy and security in Tanzania and the whole world.  This should include cross border transactions.  They need to be put on the right path by regulating them in stand-alone legal frameworks and not in fragmented statutes.  Hence, the use of rationales, concepts and theories herein below.  They would help in ICT adoption in Tanzania and come up with comprehensive and enforceable legal framework. 
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This part of study will explore the rationales behind consumer protection in the digital economy.  It will highlight the significance of regulatory frameworks because of the technological advancements and the evolving nature of consumer behaviour especially in Tanzania context.  Hence, the need to understand what rationales are through some definitions before proceeding further.  Rationales are:

“discussions of the reasons behind how a decision was made,”

either by lawmakers or a consumer in most cases giving direction and leading to enactments and policies as guides.  Hence,
“rationalism is the philosophical view that regards reason as the chief source and test of knowledge.”

Another way of defining rationale in the protection of a marketplace is the underlying reasoning or justification behind implementing measures to safeguard the rights and interests of consumers, promote fair competition and ensure the integrity and efficiency of market transactions that encompass the fundamental principles and objectives driving regulatory actions, policies and legal frameworks aimed at creating a level playing field.  They enhance consumer trust and confidence that foster sustainable economic growth within marketplace leading to great developments.  At this juncture it will be necessary to examine some common rationales that give direction to this study. 
2.4.1
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It is important to know that Consumer Protection in a competing world is necessary in the new computer revolution.  Consumers’ rights have to be protected from fundamental disparities found in the manufacturers and suppliers-consumer, advertisements and this should include bargaining power, knowledge and other resources.  In order to correct these imbalances there should be rules, regulations and policies clearly articulated and laws enacted as indicated above.  This kind of reaction was given emphasizes in a landmark speech by President J. F. Kennedy on 15th March, 1962 in his special message to the Congress of the United States of America on protecting the consumer interests as stated earlier.
  
“asserted that legislative and administrative actions were required if the Government was to meet its responsibility to consumers in the exercise of their rights, namely:  the right to safety, the right to be informed, the right to choose and the right to be heard.”

He was also of the opinion that laws protecting consumers should be strengthened in order to promote competition and prohibit monopolies.  He President Kennedy’s declaration of rights was well grasped upon by consumers’ campaigners, nations and institutions including the General Assembly of the United Nations that unanimously adopted the United Nations Guidelines for Consumer Protection (UNGCP) and even decided to celebrate Consumer Day worldwide on 15th March every year up to date.
 “The UNGCP are an internationally recognized set of minimum objectives for consumer protection, which have become a baseline for consumers’ entitlements worldwide.  The best-known section of the guidelines, which sets out the ‘legitimate needs’ of consumers, has become a checklist which has brought about widespread recognition of consumer rights” 
This includes economic efficiency, distributive justice and the right to development.  This kind of state intervention has premised on the needs to provide consumer protection on the abovementioned grounds.
Therefore, fair competition in digital economy has the potentials to disrupt traditional market structures and empower small businesses and entrepreneurs on online transactions.  However, without adequate consumer protection measures and laws, dominant players may engage in anti-competition practices that stifle innovations and limits consumer choices.  By promoting fair competition and preventing monopolistic behaviour consumer protection regulations can foster a dynamic and vibrant digital marketplace.  Hence, many nations throughout the world have enacted laws including newly drafted national constitutions to recognize these rights.
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At a marketplace as Bakos (1998) put it, markets play a central role in the economy.  They facilitate the exchange of information, goods, services and payments creating value for buyers, sellers, market intermediaries and for society at large.  In this situation, it should be remembered that markets have three functions: Matching buyers and sellers, facilitating the exchange of information, goods, services and payments associated with market transactions, and providing an institutional infrastructure, such as establishing a body that deals with proper trade or commerce.   For instance, the Fair Competition Commission of Tanzania or a legal and regulatory framework that enables the efficiency and effective function of the market (Zwass 2003).
 The market has to be run smoothly and it has also to be perfect.  Therefore, when examining why there are rationales for intervention in the consumer marketplace to protect consumers, it is imperative to think of the so-called “Perfect Market” as a starting point.  In the marketplace, there are numerous buyers and sellers in the market, such that the activities of any one economic actor will only have only a minimal impact on the output or price of the market.  There is free entry into and exit from market making it a “free market.”  Free market economic theory which suggests that if the characteristics of a perfect market could be created, there would be no need for regulations but this is not the case.  Hence, the governments have to try to combat market inequities through rules, regulations, taxation and subsidies.  Moreover, this is the reason why governments have to intervene in markets to promote general economic fairness and consumer welfare.  In one of the leading studies, rationales for intervention in the consumer market place, Ramsay identifies the characteristics of the ‘perfect market’ as follows:

i. There are numerous buyers and sellers in the market such that the activities of such one economic actor will only have a minimal impact on the output or price of the market.
ii. There is free entry into and exit from market.
iii. The commodity sold in the market is homogeneous that is essentially the same product is sold by each seller in the particular market.
iv. All economic actors in the market have perfect information about the nature and value of the commodity traded.
v. All the costs of producing the commodity are borne by the producer and all the benefits of a commodity accrue to the consumer meaning that there are no externalities.

Maximizing social welfare is one of the most common and best understood reasons for government intervention.  Government in the free market has to maintain her role and this is what is lacking in Tanzania.  To domesticate laws takes too long time and lawmakers are not flexible and when they do it they cover small areas and slow in implementing them.  Hence, having scattered e-laws in different statutes does not serve EC and E-Consumer satisfactorily.  Although free market economics is frequently associated with rolling back the frontiers of the state this does not mean that the free market requires the state to lose its role in all areas.
 Checks and balances of the traders, producers and suppliers of the products should be mandatory.  Products have to be of good quality and of right value for consumers so that after being well informed, they will make choices in accordance with their wishes.  Consumers send signals to traders and if they do not respond to these wishes, they will lose customers and ultimately, be forced to exit the market.  The consumer is therefore sovereign,
and Governments ought to know this.  Compliance and enforcements of laws, monitoring businesses and imposing sanctions for violations of laws are government responsibilities and by doing so it strengthens a culture of accountability and deterrence fostering consumer protection and EC.  
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A common view to day is that all levels of government be it central, regional or local is and must be important participants in the production and consumption of decisions of a modern economy.
 The Consumers in this kind of economic environment have to be protected in the new market systems so that they are not denied their rights such as to be heard, to make their choices, to be informed, to be able to have redress to problems when needed and to have safety.  Consumer rights are part of a range of rights that individuals are entitled to claim in a modern society.   Such rights, often of an aspirational nature, have been enshrined in national constitutions, the Millennium Development Goals (MDGs) and the Sustainable Development Goals (SDGs), although they are not labelled as consumer rights.  But nevertheless, have great importance for consumer welfare.
  Hence, consumer protection measures contribute to equity and  social justice through enhancing bargaining equality between consumer and producer interests and alleviating the problems of those who are particularly vulnerable in the marketplace such a children, the poor and illiterate and those with particular needs such as persons with disabilities which is part of consumer protection..
 This involves adherence to accessibility standards and design principles.  
There should be policy measures for all these socially vulnerable and disadvantaged class.  This can be done by improving information accessibility, promote basic infrastructure and cultural spread for accessibility of information, enhancement of ICT literacy , reinforcement of the legal requirements and promoting of the public relations (PR) on increasing social awareness about ensuring access to information of these vulnerable groups and giving certificates and guarantees where required just to mention a few.
 They also require access to redress for disputes. Therefore, there should be comprehensive laws for proper guidance for the marketplace to be a level ground for all participants in the Electronic Commerce.
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According to Black’s law dictionary behaviour means carriage of one’s self, with respect to propriety and morals.
 In consumer protection, consumers are considered collectively as they are influenced by the same things/merchandise or services as well as the environment.
  Hence, the use of collective behavior as campaigners and activists fight for their rights.  Collective behavior is a sociological term referring to the ways in which people behave together in crowds, panics, fads, fashions, crazes, publics, cults, following reforms and revolutionary social movements and other similar groupings.
  In today’s life technology is grouping people behavior.  For example in majority of cases consumers have a collective behaviour which is influenced by environmental preferable products, companies’ reputations, the labelling of products, the way the products are packaged to discern if a product is environmentally preferable and they also look for specific symbols and terms that are identified as being effective in conveying the message.

E-Commerce transactions have made consumers’ issues constantly increase along with its growth, a greater demand for consumer protection requirement.  For example, if consumers experience dissatisfaction with products or services and are unable to obtain satisfaction solutions from sellers or manufacturers, they may turn for help to various consumer protection institutions or agents.  This would be third party intervention rather than the offended or wronged person, who at times may be an individual who may give up or get too frustrated or they are denied their rights because of poor mechanism of solving disputes.  Consumer’s withdraw may have very little impact resulting into failure of solving the issues.  But when it is an agent or institutional efforts, this may produce more effective results than from a single consumer.  
Therefore, there is great need for strong governmental bodies, agencies and campaigners to fight for the consumer rights and the need for enactments through lawmakers.  Consumer complaints may be correlated with demand for more government regulations and intervention in the market place as complains represent potential and valuable information in guiding marketing strategies.  Hence relation between intention and action can be seen as the goals and plans that guide behaviour (Ajzen 1985).  Therefore, in businesses especially in E-Commerce, there should be no attempts to restrict consumers’ ability to make negative reviews, dispute charges, or consult or file complaints with government agencies and other complaint bodies.
 As a result this will control the alleged behaviour.  Unfortunately, here in Tanzania such institutions are limited and so are the rules and regulations, including policies. The TCRA is the only institution that deals with disparities, disputes and redress mechanisms and other issues making the whole process too slow and inadequate as will be seen herein below in chapter five.
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Transparency in EC involves many things such as providing clear and accurate information about products, prices, terms and conditions of sale including seller’s identity.  All these elements help consumers to make informed decisions and reduces the risks of misunderstanding or disputes and where there are disputes be offered redress mechanism through comprehensive legal framework.

2.4.6
Consumer Privacy and Security in Marketplace TC "2.5.6
Consumer Privacy and Security in Marketplace" \f C \l "1" 
These are very important elements in a marketplace as far as Electronic Commerce and consumer protection are concerned.  It is for this reason that they should be protected legally.  Hence, the need for a comprehensive legal framework.  Consumer privacy is very essential in EC and so is the security.  It deals with safeguarding personal information collected during transactions.
 This collected information has to be used only for the purposes disclosed for to the consumer and not for anything else.  Hence, the need for a comprehensive legal framework on privacy and security matters.  Fortunately, currently there is the Personal Data Protection Act of 2022.  However, it does not address the security issues comprehensively.
  
When a consumer experiences problems in purchasing, it becomes a drawback and so are privacy and security.  Hence, accurate information, safety of products and descriptions should be clearly articulated or indicated and well understood to a consumer since problems recognition to post and pre-purchase when they occur they usher in misunderstanding and may have very discouraging impacts and poor results.
Nevertheless, security for consumers require assurance that whatever transpires from their transactions and interactions remain confidential.  Measures such as encryption, secure payments, cyber-security protocols and other technological methodologys are crucial for helping in building trust and confidence among consumers at marketplace.  This could be done through trustworthy institutions or gateways including legal framework that will help in safeguarding against breaches and frauds. Hence, Security and privacy in e-commerce platforms should be implemented through robust legal framework so as to have a thriving marketplace for a better digital economy.  Good measures to protect consumers especially when it comes to financial information and preventing unauthorized accesses or frauds is paramount.  Therefore, personalization and customization should be tailored to enhance consumer satisfaction, trust, confidence and loyalty.
Nevertheless, Tanzania laws have been evolving for many years, through numerous reviews and amendments. They have tried to establish legal and institutional frameworks for the sake of protecting consumers’ rights, interests and other areas requiring legal frameworks. There are factors that undermine consumer protection in Tanzania such as lack of proper organization and enactments of laws which should not be in different pieces of statutes.  Hence, it is necessary to have comprehensive legal framework in EC for Consumer protection.  Law implementations to guard and produce worthy competition in e-commerce are vital.  Governments and other concerned agencies should realize the need for government interventions in this field.  Therefore, this unsatisfactory situation calls for reforms of the country’s consumer protection legal and institutional frameworks.
 
After going through the above mentioned rationales, which pinpointed weaknesses and gaps in law, there is need for e-law reforms, their implementations, government interventions, and monitoring.  Authorities’ follow ups are very crucial in digital economy.  Hence, it is only fair at this juncture to see how concepts and theories mentioned above could also play their part in this thesis in coalition with the abovementioned rationales in ICT adoption.
2.5
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In the digital arena where online transactions have become the order of the day, there is need to ensure that there is consumer protection legal framework in the e-marketplace as laws are paramount in governing this arena.   These laws should be given priority while enacting them, in order to succeed in the digital economy.  Their legal frameworks should be effective, stand-alone, comprehensive and enforceable.  This is very crucial in Tanzania’s unique context in order to have a strong economy.  The conceptualization of such legal framework involves various approaches that would help in integrating legal principles, technological advancements, including consumer rights and interests’ advocacy.  The conceptual framework should embody the principles of fairness, safety, transparency, accountability, accessibility including international corporation just to name a few.  
These foundational principles serve as guides for formulating legislation and regulatory measures that safeguard consumers’ rights in the digital realm.  Moreover, they should demonstrate the importance of balancing the interests of consumers with the needs of businesses to foster a thriving and sustainable EC ecosystem.  The central concern of the conceptual framework is the recognition of the digital consumer as a vulnerable stakeholder in the online marketplace, and unlike in traditional brick-and-mortar or paperwork transactions.  EC introduces unique risks such as data privacy breaches, fraudulent practices and digital security vulnerabilities.  Therefore, the legal framework must empower consumers with the necessary skills and protections in order to be able to navigate these risks efficiently and carry on with businesses without hesitation, the objective of this research.
Therefore, this piece of study is going to discuss a few principles of a distinct, effective and enforceable legal framework for e-consumer protection in digital arena.

2.5.1
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Conceptual legal framework in e-Commerce as Kotler and Keller (2006) put it;
“is a set of concepts and principles that guide e-marketing decisions and   actions,” in marketplace.

Conceptual Framework in this study, starts with concept formation which is a process by which one learns to sort specific experiences into general rules or classes.  It includes one or more formal theories as well as other concepts and empirical findings from the literature.
  
Conceptual legal framework is also a comprehensive structure of principles, rules and regulations designed to address a specific area of law or policy.
  It provides a foundation for understanding, interpreting and implementing legal standards within a particular context.  This framework typically encompasses key concepts, definitions, rights, obligations and mechanisms for enforcement serving as a guide for policymakers, legislators, legal professionals and stakeholders involved in the relevant field.  It aims to ensure clarity consistency and fairness in the application of law and protection of individual’s rights and interests.  Therefore, conceptual legal framework as a whole is a set of concepts and principles that guide e-marketing decisions and actions in a marketplace.  It is necessary to see some of these principles how they work so as to have proper insights for the study and to fill in the gaps in law.
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Ensuring consumer protection in EC in Tanzania involves several key concepts and principles such as:
1. Fairness: Consumers should be treated fairly in all aspects of EC including giving accurate prices which should be clearly displayed without hidden costs or taxes, advertising and product descriptions.  Fair practices ensuring that consumers are not misled or deceived by sellers or businessmen.
2. Transparency:  In E-Commerce, transparency is very important.  It involves providing clear and accurate information about products, prices, terms and conditions of sale and the seller’s identity.  This helps consumers make informed decisions and reduces the risks of misunderstanding and disputes

3. Accountability:  Retailers, sellers and service providers in EC should be held accountable for their actions and the quality of their products or services.  This includes honouring warranties, guarantees, providing refunds or replacements for defective products, and resolving disputes in a timely and fair manner.
4. Accessibility:  It should be ensured that digital services are accessible to all, including people with disabilities as they are part of the society concerned with consumer protection.  This involves adherence to standards, design principles and access to dispute resolution and redress mechanisms.
5. Safety of products:  In the case of digital goods and services, ensuring safety may involve quality standards, content, moderation and protection against harmful or inappropriate content that could provoke a lot of misunderstanding and disputes that would require proper access for redress mechanism.
6. Privacy and Security:  These two issues are very important in digital economy.  Protecting consumer privacy is essential and so is security in EC.  This means safeguarding personal information collected during transactions and it should be kept safe for the purposes meant to serve.  For security, it requires excellent measures for protecting consumers especially with financial information and prevent unauthorized access or fraud.  There should be very secure payment systems and plans including encryption and other technology methodologys so as to help in building trust and confidence among consumers that would also improve digital economy in the country.
7. International Cooperation:  This gives the global nature of the digital economy.  International cooperation is very essential where agreements, conventions and standards facilitate cross-border transactions while also addressing jurisdictional challenges.
Therefore, by upholding these principles, policymakers or lawmakers, businesses and other stakeholders would help create a safer and more trustworthy environment for EC to benefit all and foster a very strong digital economy.  It is also worthy to note that by aligning with these principles for legal framework, EC businesses can ensure compliances with Tanzania laws and promote consumer trust and confidence in online transactions.  There is need for a thriving and healthy marketplace in Tanzania and the whole world.  Hence, the need for international corporation principle integration in the national laws, the objectives of this study.
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Several theories may be used in the digital arena, in order to help in legal formulation, but only a few that are going to be discussed in this study.  These are Consumerism theory, Technology Acceptance Model, The Free Market Economy, Planned Behaviour, Unified Theory of acceptance and Use of Technology and Diffusion of Innovation, as they are paramount in the digital realm.   These theories help in formulating the theoretical legal framework that solves the underlying structures and legal aspects and analysis related to consumer protection in online transactions.  In a country such as Tanzania these theories are vital in sorting issues for an enforceable and comprehensive legal framework in the digital market arena.  Tanzania faces dual challenges in fostering e-commerce growth; need for dynamic regulatory systems and on the other hand safeguarding the interests and rights of consumers within a rapidly evolving digital marketplace.  Hence, it is only imperative to enact dynamic, comprehensive and enforceable legal framework in this field in Tanzania, in order to be successful in digital economy.  Therefore, there is need to go through these theories abovementioned to give light to this study.  
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According to the Encyclopedia Britannica: 

“Consumerism is a movement or policies aimed at regulating the methodology and standards of manufacturers, sellers, and advertisers in the interests of the buyer.  It may be embodied in a voluntary code accepted by a particular industry or it may result more indirectly from the influence of consumer organizations.”

In an economic sense, it is related to the predominantly Keynesian idea that consumer spending is the key driver of the economy and that encouraging consumers to spend, is a major policy goal.
  From this point of view consumerism is a positive phenomenon that fuels economic growth produced in a never-ending cycle.
 People spend more on goods and services thus increasing production and employment that lead to more consumption and economic growth including living standards of people.
  Consumerism is the theory that individual who consume goods and services in large quantities will be better off, and their spending stimulates production and economic growth.
  It regulates the methodology and standards of manufacturers, suppliers/sellers and advertisers in the interests of the buyer/consumer.
It expresses the need for e-enactments that shape the business practices, control the markets and prioritize the interests and rights of consumers. Hence, it provides a room to have a level ground for digital commerce for all actors and fair competition.  Today Electronic Commerce is increasing in traffic but also generating cybercrimes and risks to network security.
 Hence, the need for e-enactments to control the markets that are overloaded with information and unnecessary numerous advertisements. E-Consumer protection should be for both national and international phenomena, so that consumers are not left to the mercies of Common Law; maxim caveat emptor (let the buyer beware) or the capitalism principles of laissez-faire that the buyer is served best by free competition between sellers.

However, this theory has been criticized for its economic, social, environmental psychological consequences.  Nevertheless, there should be improvement of standards of living and also have an economic policy that prioritize the interests of consumers.  If properly practiced it would increase the gross domestic product (GDP) and it should boost consumer spending and this is seen as the most effective way to steel the economy toward growth.  Hence, the demand for good policies and legislations to have a level ground for e-commerce and for all other actors.  Planned obsolescence of consumer goods can displace competition among producers to make more durable products.  Marketing and advertising can become focused on creating consumer demands for new products rather than informing consumers.  

Therefore, consumerism theory helps businesses to grow by improving lives of people.  It helps people to cope with new changes of technology for it allows large variety of goods and services hence the competition.  Where there is economic growth even the welfare of consumers, businesses and employment of people including national wealth are realized.
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Technology Acceptance Model (TAM) is based on the theory of reasoned action attributed to Davis Fred.
  This model is structured to foresee how users are going to accept and apply new technology like Marangunic and Granic, 2015 put it.
  It is one of the Models that information technology (IT) and information system (IS) researchers have used to predict and explain the underlying factors that motivate users to accept and adopt new information technology systems.
  The model suggests that a number of factors influence the decision about how and when users will adopt a new technology.  For example, perceived usefulness (PU) being the degree to which a person believes that using a particular system would enhance their job performance and perceived case of use (PEOU) as a degree to which a person believes that using a particular system would be free from effort according to Davis.
 However, TAM has been found to exclude some important sources of variance and does not consider challenges such as time or money constraints as factors that would prevent an individual from using an information system and this could be proved by using poor nations.  In addition, TAM has failed to provide meaningful information about the user acceptance of a particular technology due to its generality (Venkatesh, 2000).
 However, Davis et al (1989) compared the theory of TRA and TAM to predict and explain the acceptance and rejection by users of the voluntary usage of computer based technology.  Thereafter, both Venkatesh and Davis (2000) came up with TAM2 that explained perceived usefulness and usage intentions with the help of social influence and cognitive instrumental processes.

2.6.3
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Theory of free market economy by Adam Smith aims at connecting ethics to economics.
  Smith came to his philosophy of economic behavior described in his first book “The Wealth of Nations.”  He analyses that people have to depart from “Greed” uncontrolled self-dealing for the good of society.
   Smith had a diagnosis for this; he called such promoters of excessive risk in search of profits “prodigals” and “projectors,” an appropriate description of many of the promoters.
   Unmitigated greed is not what Smith had in mind in writing “Sentiments”.  His main aim was ethical behaviour that cannot be legislated. It comes from within and a desire to do what is right for society and not to act solely in one’s own self-interest.  These kinds of initiatives are missing in Tanzania (self- observation and this is the reason why corruption in the country is growing very steadily and laws are being re-enacted or enacted very slowly such as the United Republic of Tanzania Constitution of 1977 (the current Tanzanians’ cries).
It is generally well-known that free market economy is a system based on supply and demand with little or no government control, but it requires a legal structure to function effectively.
  The structures must operate at the legislative, the administrative and the judicial levels.
  Without adequate legal structures to support economic activities, a country will always remain poor.  Practically, in all fields especially the new technological phenomenon and in particular the electronic commerce requires the guarantee of laws and protection of the weakest actors such as the consumers.  This will safeguard the businesses, investments and the growth with increased prosperity for all people.  This theory aims at making markets to grow and thrive in a system where property rights are well protected, and capitalists have an incentive to pursue profits - 
 without “Greed”.  Greed is not a good thing as proclaimed by the character Gordon Gecko in the original movie, Wall Street.
Hence the need for consumer protection rights.
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The Theory of planned behaviour (TPB) is a psychological theory that links beliefs to behaviour.  The theory maintains that there are three core components; namely, attitude, subjective norms and perceived behavioural and when controlled together, they shape an individual’s behavioural intentions.
  These three components together predict an individual’s intention to engage in a behaviour making him/her turn to technologies.  Intention in turn is considered the most immediate predictor of behaviour.  This theory started as the Theory of Reasoned Action (TRA), hence it could be regarded as an extension of the TRA by Fishbein and Ajzen in 1980 to predict an individual’s intention to engage in a behaviour at a specific time and place.  However, in addition to considering attitudes, norms and intentions, the TPB takes perceived behavioural control (PBC) into account. PBC can be associated to what Albert Bandura termed self-efficacy and is defined as the perceived ease or difficulty of successfully performing a behaviour which can be influenced by past experience, modelling, expected support and potential obstacles.  The theory states that attitude toward behaviour, subjective norms and perceived behaviour control together shape an individual’s behavioural intention and behaviours.

The theory of planned behaviour holds that only specific attitudes towards the behaviour in question can be expected to predict that behaviour.  In addition to measuring attitudes toward the behaviour, one needs also to measure the subjective norms, for example their belief about how people they care about it and this will help them view the behaviour in question.

Ajzen developed the theory of planned behaviour (TPB) from theory of Reasoned Action to further consider the mandatory situation that adds a new construct of perceived behaviour control.  The Perceived Behaviour Control (PBC) is defined as the perceived ease or difficulty of performing the behaviour.  The theory states that attitude toward behaviour, subjective norms and perceived behaviour control together shape an individual’s behaviour intentions and behaviours.

Therefore, Fishbein and Ajzen’s work has been influential in various fields such as psychology, health, behaviour and marketing, as it provides a robust framework for understanding and predicting human behaviour.  The TPB suggests that enhancing attitudes toward a behaviour, aligning subjective norms and improving perceived behaviour control can effectively influence intentions and actual behaviours.  Therefore, this theory has been influential to marketing field when formulating effective e-laws for digital and consumer protection for a successful digital economy.  It considers issues of safety, user friendly, data usage and dispute resolution including redress and accessible tools for digital commerce, hence, its importance in this research study. 
2.6.5
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UTAUT was developed by a combination of different theories based on psychology and sociology to explain technology acceptance and use from consumers’ point of view (Venkatesh, Morris and Davis et al - 2003).
  This was after going through eight theories that explained ICT usage.  The development of UTAUT intended to defeat the challenges faced by researchers in choosing suitable theories available in determining factors affecting behavioural intention to adopt a technology that provided a unified view of user’s acceptance of a technology.
 The different theories worked upon were Technology Acceptance Theory (TAM) by Davis (1989), Theory of Reasoned Action (TRA) by Fishbein and Ajzen (1975), Theory of planned behaviour (TPB) by Ajzen (1991), the Motivational Model (MM) by Davis et al (1992), a combination of TAM and TPB (C-TAM-TPB) by Taylor and Todd (1993), Model of Personal Computer Utilization MPCU) by Thompson et al (1991) that was adjusted from the theory of attitudes and behaviour by Triandis (1980) to perfect the Computer Usage Behaviour, Diffusion of Innovation Theory (DOI) that was initially developed by Rogers in 1960s (Rogers, 2003 updates).  This was again modified by Moore and Benbasat in 1991 that focused on information technology system.  This model also included Social Cognitive Theory (SCT) by Bandura in 1986 and was polished by Compeau et al. in (1995) for use in adoption of information technology.
  The purpose of UTAUT is to explain a user’s intention to use ICT and the subsequent user behaviour.  The model considers four constructs as direct determinants or factors of user acceptance and usage behaviour; namely performance expectancy, effort expectancy, social influence and facilitating conditions within four key moderating variables of gender, age, experience and voluntariness of use.

UTAUT also provides a tool for managers to assess the likelihood of success of technology introduction and to understand the drivers of acceptance in order to design interventions which include things like training or marketing approaches in offering services and in production of merchandises.
 
All the same, both Public and Private Institutions need information systems that facilitate management to generate documents during business processes on a digital platform. This causes the emergence transfers of Electronic Documents in a Management System (EDMS).
  This system has many benefits such as improvement of efficiency and productivity, reduction of errors, increase in quality of service and reduction of costs.  On the other hand, it has also made it imperative to adopt the new technological system.  

Later on UTAUT was examined and developed by Venkatesh et al (2012) into UTAUT 2 Model in the adoption of mobile payment services and this has become very handy in Tanzania particularly in electronic commerce.
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Diffusion of Innovation Theory by Everett Rogers (1983) is a general theory of how new ideas are spread and adopted in a community.  It indicates how new ideas, products and technologies are spread and adopted through social systems.  People possess different degrees of willingness and awareness to adopt innovations. This theory originated in communication to explain how, over time, an idea or product gains momentum and diffuses or spreads through a specific population or social system.  In enacting laws, it is necessary to consider speed of adoption, the environment and the number of adopters, in a society.  Rogers started developing this social science theory as early as 1962, seeking to explain how Communication Channels and opinion leaders shape adoption.  Therefore, stakeholders have to see that innovations are communicated through the right channels over time and within a particular social system where individuals are seen as possessing different degrees of willingness to adopt innovations.  Thus it is generally observed that the portion of the population adopting an innovation is approximately and normally distributed over time.
The theory also aims at analysing the characteristics of technology adopters.  It relates to the image, relative advantage, compatibility, complexity, visibility, results demonstrability, voluntariness of use of the innovation.
  DOI is also a theory that seeks to know how, why and at what rate new ideas and technology spread through cultures, operating at the individual and firm level.  For public institutions or e-government portals are significantly influenced by other aspects that include information and system quality, accuracy, relevancy, completeness, timeliness and precision and efficiency being the most significant factors as seen in UTAUT 2.
  The theory helps in fast accessibility to innovations and rapid dissemination of information that should be influential in rates of adoption.  Hence, the importance of reducing risks through observability and trialability by allowing user review, rating and demonstrations.
However, innovators are segregated into four groups, that is, the early adopters, early majority, late majority and laggards. Taking consideration of demographic characteristics of citizens.  For example, they could go with age, sex, gender, education and social class to mention a few.  There are also imperative roles in explaining awareness and adoption of technology, including education.
  All have to build trust and usability that could be barriers to wide adoption as well as website navigability and aesthetics (Bwalya).  It also includes personalization, customization, loyalty, attitude-based, service quality-based and programs that are key strategies to attracting individuals to visit a website and e-government portals.
 
It is evident from the Theory of Reasoned Action and Theory of Acceptance on consumer adoption of the internet that perceived risk, perceived behavioural control, usefulness and perceived ease of use, fear of losing personal information count,  There is also fear of being monitored on the internet, impacting the adoption of ICT.
 However, in Public Institutions and Private sectors their ICT adoption depends very much on the political will, the availability and strengths of their human capital, the Telecommunications infrastructure and the existence of administrative priorities in adoption of diffusion and use of technology.  Nripendra et al noted that TAM was highly utilized in examining the issues related to public institutions together with diffusion of innovations (DOI) and so was Electronic Documents Management System (EDMS). However, all the theories analysed above are related to individuals’ behaviour and actions.  These theories serve to explain that new technology adoption are not automatically embraced by all persons at the same time, degree level or speed. Thus, different people embrace the use of information technology and new innovations based on their understanding and ease of use and usefulness.  DOI explains why some consumers are quicker to embrace e-commerce innovations.  The idea is very important and relevant in Tanzania where adoption of EC innovations and enactments of laws are slow. Therefore, DOI is very relevant to this study, as a foundational philosophy for crafting laws. It is also faster in accessibility to innovations and rapid dissemination of information needed to carefully guide influence and adoption.  It suggests observability and trialability of the good side of digital commerce innovations, in order to enact appropriate legislation.  Hence, its choice as one of the three key theories for this thesis.  The other two are theory of Planned Behaviour and theory of consumerism.
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The definitions herein have given some good insights to be able to understand what E-Commerce means and to differentiate between consumer and e-consumer who need protection in the adoption of digitalization.  The development changes mentioned hereinabove, affected traditional commercial rules and regulations.  It was necessary to highlight them, in order to pinpoint out the legal gaps.   In short, there are many legal aspects that have been introduced as new intakes such as challenges and risks, despite the numerous opportunities which are being tempered with significantly in the digital arena.  All these issues are demanding for new enactments that are efficient, effective and enforceable, in order to facilitate e-transactions, cross-border issues and protect e-consumer so as digital commerce to be safe and strong for national economy. 

Most of the theories explained the ICT usage and also showed the trends people and institutions are taking as they adopt ICT.  There are also a number of factors that influence the decisions about how and when users will adopt a new technology.  They make it easy to predict and to explain the underlying factors that motivate users to accept and adopt new information technology systems. For instance, mobile payments and mobile banking have been influenced significantly by social influence, perceived financial costs, performance expectancy and perceived credibility.  Hence, the examinations of rationales, concepts and theories which drive and pave ways for digital commerce, consumer protection and health digital economy.  They help in bridging the persistent digital divide between urban and rural areas, enhancing digital literacy, and creating a regulatory environment that fosters innovations. It also ensures that data privacy and security including effective equitable enactments and policies sustain socio-economic growth.  
Therefore, this study ended up picking three theories to guide the research; The theory of consumerism, the theory of planned behaviour (TPB) and the theory of diffusion of innovations (DOI), because they are very relevant to this research study.  The consumerism theory protects consumers’ rights and shapes fair markets and provides level ground for all actors in a marketplace.  The planned behaviour theory explains consumer attitudes and intentions and provides expectations as predicted.  The theory of diffusion of innovations (DOI), show how digital tools are adopted.  It also serves as a foundational philosophy for crafting statutes.  Hence, traditional current laws and even the scattered e-laws that are unsatisfactory require review, amendments and enactments as they leave a lot to be desired.  These rules have many flaws and require refurbishments for they cannot successfully or satisfactorily address e-consumer protection issues in digital commerce fully and so are cross-border issues including dispute resolution and redress mechanisms.  They have to allow competition and means to resolve disputes for proper and quick remedies.

However, after going through all abovementioned theories only three key theories were used in this study; the Theory of Consumerism, Theory of Planned Behaviour (TPB) and the theory of Diffusion of Innovation (DOI) because of their usefulness in the digital arena. 

CHAPTER THREE TC "CHAPTER THREE" \f C \l "1" 
INTERNATIONAL AND REGIONAL LEGAL INSTRUMENTS FOR CONSUMER PROTECTION IN E-COMMERCE TC "INTERNATIONAL AND REGIONAL LEGAL INSTRUMENTS FOR CONSUMER PROTECTION IN E-COMMERCE" \f C \l "1" 
3.1
Introduction TC "3.1
Introduction" \f C \l "1" 
This Chapter will be divided into two parts.  Part one will be on International Instruments and Part two will be on Regional Instruments for consumer protection in e-commerce.  This separation was done so as to put a clear demarcation on efforts made by the two regimes in different environments.  International and regional Instruments are sovereign or independent public law entities.  They normally intend to create rights and obligations between parties and are governed by international laws.
  In the rapid evolving field of digital economy, so many critical changes and challenges have become huge concerns for nations worldwide including Tanzania and her regional partners such as East African Community block and Southern Africa Development Community regions.  
Particularly, as digital transactions and electronic commerce become ubiquitous.  Hence, it is necessary to ensure that consumers’ rights and safety in this virtual marketplace is handled with ultimate care through digital commerce principles.  These principles are part and parcel of the legal frameworks that are very essential for fostering a predictable, secure and fair online environment.  They ensure that businesses and consumers can engage in e-transactions with confidence.  They also aim at harmonizing rules, reducing legal obstacles and promoting trust in the digital economy.  In this study, the international instruments or Model laws including regional Models are the frameworks that demand for individual countries or nations to enact their own unique laws such as consumer protection legislation according to their different environmental match;
 considering social life, economic situation, culture integration, language diversity and environment just to mention a few basics.  Hence, these instruments could be regarded as sources of laws and regulations or legal guidelines in electronic commerce phenomenon, if they could be properly adopted and implemented.  The challenges of electronic commerce are intensified by the virtual nature that internet is borderless and that it is able to break down the physical barriers or geographical borders.
  A good number of organizations and institutions have attempted to establish Model Laws which will be discussed in this chapter because of their yielded efforts of harmonizing, unifying, cooperating and coordinating the legal regimes by regulating e-commerce and e-consumer protection alike.  Here are some of the legislation in part one.  In part two they will be discussed herein later:

1. The United Nations Commission on International Trade Law (UNCITRAL) Model Law
2. The United Nations Conference on Trade and Development Model Law (UNCTAD).
3. The United Nations Uniform Rules of Conducts for EDI – UNCID Model Law

4. The Organization for Economic Cooperation and Development (OECD)
5. World Trade Organization (WTO)
This chapter has examined these model laws to see how well they promote consumer protection in electronic commerce especially in Tanzania, the country of this study.  They are the leading International Instruments that have given a lot of weight to consumer protection in EC, hence, their discussion.
3.2
Selected International Instrument TC "3.2
Selected International Instrument" \f C \l "1" 
3.2.1
United Nations Commission on International Trade law – UNCITRAL Model Law TC "3.2.1
United Nations Commission on International Trade law – UNCITRAL Model Law" \f C \l "1" 
The United Nations Commission on International Trade Law (UNCITRAL) was established by the core legal body; the General Assembly of UN in 1966 through resolution 2205(XX1) of 17th December 1966.
  UNCITRAL as an agent of this institution.  Her goal was to further the progress of harmonization, modernization, unification, increase coordination and cooperation on legal activities of international and regional organizations so as to promote trade through rule of law, putting into consideration the interests of all peoples and in particular, in developing countries aiming at extensive development internationally to alleviate many obstacles that were being experienced globally in electronic commerce.
  It also sought to enhance the legal certainty and commercial predictability of international electronic transactions by setting out a number of interpretive rules for electronic communications in electronic commerce in negotiating and forming contracts and establishing default standards for electronic transactions.
 Most developed countries are signatories to the Convention.  
However, for the last almost 30 years there has been a dramatic explosion in consumer protection laws.
   Most of these laws, rules and regulations came from the United Nations resolution guidelines such as UN Conventions, Treaties, Agreements and Commonwealth agents in reforming and enacting their laws and also from European Directives that have created e-legal instruments such as Directives which oblige member states to reform their laws to reflect these directives.
  All these guidelines and directives are meant to help the underdeveloped and developing countries which are slow in adopting new environment of e-trade and e-legislation in Electronic Commerce in particular consumer protection legislation which is the focus of this thesis.  The need to limit the discussion to this field does not mean that the excluded discussions are irrelevant to e-commerce and consumer protection, but rather there is a recognition that they could be addressed better under other branches of law as the concern for this study is on e-consumers’ protection in Tanzania during this digital era.   Therefore, more interests have been put on provisions which directly address e-consumer protection and rationale behind them in Tanzania.  This will help in pinpointing the potential measures which may be used to address the problems in Tanzania as she faces e-consumer protection in the digital economy environment.  

As far as The UNCITRAL Model Law is concerned, its adoption took place in 1996 to regulate electronic contracts in electronic commerce in a wide range of different jurisdictions, with a view of establishing a common legal framework among the United Nations in order to impart legal certainty as countries experienced numerous uncertainties by way of a flexible approach.
  
Also the “UNCITRAL Model Law adopted in 1996 was also meant to bring uniformity in the law of different countries for e-commerce by Resolution No. 51/162, dated 30th January, 1997, that recommended all the States to give favourable considerations to this Model Law when they enact or revise their laws,”
 to remedy most of the problems.  This was meant to provide for equal legal treatment of users of electronic communication and paper based communication.  Therefore, the core principles of the UNCITRAL Model Laws include functional equivalence of paper documents and electronic transactions that are treated equally by the law.  Technology neutrality, the law does not discriminate between different forms of technology which may be used in the formation of the contract.  
This allows the legal requirements of paper-based documents such as writing and signature to be readily translated into electronic equivalents.
  For example Article 8 of the UN Convention provide that communication shall not be denied validity or enforceability on the sole ground that it is in the form of electronic communication and in Article 9 it also emphasises that where the law requires that a communication or contract be in writing and requirement is met in an electronic communication form, it could be used and be regarded as accessible and usable for subsequent reference.
 All these ideal legal interpretations were meant to protect consumers.
Both UNCITRAL Model Law and Commonwealth Model Law attempted very hard to influence developing and undeveloped countries to reform their laws that were structured to suit more paper based environment that is holding many underdeveloped and developing countries such as Tanzania.  These Model Laws were designed to create and facilitate enactments for cyberspace effective laws and providing a suitable environment for e-commerce developments.
  UNCITRAL Model Law was the first legislative to adopt the fundamental principles of non-discrimination, technology neutrality and functional equivalent (such as in signatures, seals or stamps – for authentication mechanism) that are widely regarded as the founding modern e-Commerce law.

However, the major challenges which have accompanied e-commerce since its inception, is the task of regulating laws.  These laws have interfered with the whole physical system of doing trade and businesses through ICT.  Hence, various institutions and organizations such as UNCITRAL and Commonwealth with their Model Laws have been in the frontline in preparing guidelines for countries facing legal challenges introduced by the electronic commerce.  They have been trying to solve these challenges by creating regulatory frameworks to govern domestic and international e-commerce and in particular, consumer protection legal framework.
 This is the concern of this research. 

In line with UNCITRAL Model Law on Electronic Commerce, Uniform Rules of Conduct for Interchange of Trade Data (UNCID) by Tele-transmission also address EDI agreements,
 and also considered the e-signatures techniques to replace handwritten signatures that had to be replaced by electronic methodologys and still had to remain authentic.
 This is something that Tanzania need to adopt in her e-laws in particular in e-consumer protection law which is not sufficient for electronic commerce potentials.  For example, the UNCITRAL Model Laws on E-Commerce and Digital signatures might be of very great help when enacting Tanzania e-laws especially arts. 6, 7 and 8 on signatures despite that UNCITRAL laws that are not binding but they become handy when drafting cyber laws as they give way forward, in order to create more uniformity, flexibility and enforceability.

Through e-consumer protection, the principle of non-discrimination ensures that a document would not be denied legal effect, validity or enforceability solely on the grounds that it is an e-transaction.  The principle of technological neutrally mandates the adoption of provisions that are neutral with respect to technology used in light of the rapid technology advances - neutral rules which aim at accommodating any future development without further legislative works.  On the other hand, functional techniques do provide functional equivalence such as in handwritten signatures and other kinds of authentication mechanism used in paper based environment such as stamps and seals.
  

Therefore, the elements of discrimination, neutrality and functionality furtherance the mandate to promote the harmonization and unification of international trade law, as to remove unnecessary legal obstacles to international trade caused by inadequacies and divergences in the law affecting e-trade and e-businesses.
 
The UNCITRAL Model law also focused very much on the requirements of writing and signature for the purposes of validity and enforcement of a contract.  This law was also published along with a guide to its enactment with the objective that it would be used as an aid in its interpretation, to ensure a uniform approach.  It also established rules for the formation and validity of contracts concluded through electronic methodology for the attribution of data messages, for the acknowledgement of receipt and for the determination of time and place for the dispatch and receipt of data messages.

As Mambi put it in his book:

 “the main objective of the UNCITRAL Model Laws was to offer national legislators a set of internationally acceptable rules allowing a number of legal obstacles to be removed and creating a more secure legal environment created for e-commerce.”

   Also 
“Developing countries that use common law legal system can adopt and take on board these Model Laws in creating e-legal framework or cyber laws that will provide functional equivalence and uniform rules that reflect globalization and digital technology.

Therefore, this Model Law served as a basis of e-contracting legislation and consumer protection rules in a wide range of different jurisdictions that included many countries such as Australia, the United States of America, Canada, France, Hong Kong, Philippines, Singapore and the United Kingdom just to mention a few.
 It should be noted that Tanzania is not in this category.  Therefore, there is need to reflect on these Model Laws and see whether they could fill in the gaps of the missing e-laws in Tanzania for international digital commerce concerns.  This would be very handy for both EC and e-consumer protection, for the sake of harmonization, unification, coordination, cooperation and modernization of these legal activities for Tanzania. This nation should not live in isolation.  Hence, the need to borrow a leaf from this UNCITRAL Model Law and other benchmarks.
3.2.2
United Nations Conference on Trade and Development - UNCTAD Model Law on Consumer Protection TC "3.2.2
United Nations Conference on Trade and Development - UNCTAD Model Law on Consumer Protection" \f C \l "1" 
The United Nations Conference on Trade and Development (the UNCTAD Model Law) on Electronic Commerce and consumer protection was established by an act of the United Nations General Assembly in March – June, 1964, in Geneva, two years earlier than UNCITRAL Model Law.  UNCTAD is an intergovernmental organization, and its main functions includes the promotion of trade between countries in different stages of development and with different economic systems and problems, initiating action for the negotiation of trade agreements, and the formulation of international trade policies.
 Thus, its interests are more for the developing and underdeveloped countries in the world trade, making sure that they are catching up with the developed countries.
The United Nations Conference on Trade and Development (UNCTAD) plays a significant role in promoting e-commerce and consumer protection legislation globally.  UNCTAD is also interested in seeing implementations and enforcements of the regulations are done properly as they vary widely.  For example, most of the developed countries have a weakness of overlooking the challenges of domestic authorities in dealing with cross-border consumers’ safety issues.  Hence, new tools and instruments are required to tackle the challenges posed by the digital economy, making UNCTAD to have a duty of working on the improvement of cross-border cooperation in electronic commerce in order to improve their enforcements through national laws.  This would also ensure that consumer rights are respected regardless of where the supplier or provider is located.
 
However, despite all UNCTAD efforts made, most of the least developed countries still lag behind in cyber laws reforms including consumer protection law.  Unfortunately Tanzania is among them as she does not have a unique and comprehensive Consumer Protection Law, in spite of “the global growth in internet use being high.”
  For instance, an observation of Africa’s Commerce reveals that the continent has witnessed a phenomenal growth in her internet usage over the past decade.  As at 30th December, 2000, the population of Internet users in Africa was 4,514,400, but by mid-2012 – 30th June the population had shot up to 167,335,676.
 By the end of December, 2021 the figure had increased to 599,383,970.
 Tanzania has over 23,142,960 internet users according to the above mentioned statistics.
  Therefore, she requires urgent and comprehensive e-laws for her citizens to practice e-commerce comfortably, hence, their protection.
Therefore, Tanzania has to be more realistic and decide not to live in isolation from these international best practices regulations.  She has to compete with the rest of the world effectively without huddles.  For example, UNCTAD has been very busy with e-commerce and law reform project since 2002, which is a capacity-building programme that is meant to assist developing countries in Africa, Asia and Latin America in the development of Electronic Commerce legislation at both regional and national levels. Under this programme East African countries established a Task Force on Cyber laws in 2007, which prepared and endorsed two cyber-law frameworks.
 However, Tanzania has not been left behind as such in this field, although there are quite a good number of shortcomings which will be discussed later in chapter five of this thesis.

The Fair Competition Act of 2003 used a lot of its guides from UNCTAD Model Law.  For example, sections 8 and 9 on anti-competitive agreements are in conformity with the Model Law.  So is s. 10 that forbids dominance in trade or business and other sections on consumer rights such as s.93 on the right to be heard and to be informed so as to make an informed decision or choice, Parts V to VII on redress and Parts VIII – IX on safety of products and at work including obligations of sellers and buyers just to mention a few.

UNCTAD Guidelines for consumer protection (UNGCP) also deal with principles that set out the main characteristics of effective consumer protection legislation, law enforcement institutions and redress systems.  However, a country like Tanzania should be in a position to embrace these guidelines according to her environment.  They have been helping other countries, in formulating and enforcing domestic and regional laws, rules and regulations that are suitable to their own economic, social and environmental circumstances, as well as promoting international enforcement cooperation among Member States to encourage sharing of experiences and creating awareness in consumer protection.

Nonetheless, Tanzania has been working hard on her e-laws since early 1980s when she opened her doors to free market economy through economic reforms and trade liberalization.

“This is the era which marked the evolution of consumer protection in Tanzania, through the enactment of the Fair Competition Act, 2003 which is the main consumer protection law in Tanzania amongst others.  The change from centrally planned mode of production to market economy mode of production necessitated the need for laws to regulate trade liberalization, privatization and de-regulation process.  The laws and policies were vital in order to control anti-competitive behaviour, conduct and protect consumers from unfair market practices.”

As Prof. Christine Riefa – Belgrade exposed; there are two types of legislation; the vertical and horizontal legislation.  The vertical legislation are e-transactions, e-contracts, e-signatures, framing of intermediaries’ liability, consumer rights for distance sales, including information and right to withdraw just to mention a few, are the backbone of an efficient Electronic Commerce legal framework and this is the line Tanzania should be preoccupied with.  The questions to ask are:  Are Tanzanian e-laws catering for e-consumer protection well enough? However, this branch of laws does not cover all issues concerning online marketing issues. For example, there are cases of mobile phones payments in Tanzania which are regularly used by consumers.  The same questions in the horizontal legislation branch which are unfair contract terms, unfair commercial practices, misleading advertisements and comparative Advertisements, payments, data protection, market surveillance and enforcement, dispute resolution and conflicts of laws and jurisdictions and criminal sanctions, traditional measures many pre-dating electronic commerce after proper analysis leave shortcomings which need to be addressed as consumers are protected in Tanzania.  Therefore, there is need to consider this UNCTAD Model Law as reforms are acted upon.
3.2.3
The United Nations Uniform Rules of Conduct for EDI – UNCID Model Law TC "3.2.3
The United Nations Uniform Rules of Conduct for EDI – UNCID Model Law" \f C \l "1" 
The growth of internet-based commerce, since it is very beneficial and advancing very fast, it is likely to depend on among other things, good quality legal rules and enforcements in ensuring that transactions in e-commerce fall in line and that consumers are protected.  This is the reason why the United Nations Commission on International Trade Law and the Chamber of Commerce (ICC) had to introduce the Uniform Rules of Conduct for Interchange of Data.
 These UNCID rules aimed at facilitating the interchange of trade data by Tele-transmission in international trade was published by ICC to facilitate the use of Electronic Data Interchange (EDI) in International Trade.

The Tele-transmissions are a set of voluntary guidelines.  As early as 1984 UNCID being an intergovernmental body of the UNCITRAL took the job of reviewing the legal aspects of automatic data processing to the flow of International Trade and to examine implications of Electronic Data Interchange.
 EDI is a form of Electronic Commerce Teletransmissions which lends credence to the fact that the potentials of conducting businesses using computer technology is not a novel idea introduced by the internet revolution,
but yet more guidelines and enactments have to be put in place.  UNCID rules are also meant to provide a background for users of EDIFACT (Electronic Data Interchange for Administrative, Commerce and Transport) and other systems of e-Trade Data Interchange through computerization.
  It is widely expected that the impact of computerization will be as great as that of industrial revolution as they are providing all sorts of services at a high  speed and diminishing costs, adding value to goods despite being  insecure at some stage, complicated and growing.
  Computers are providing all sorts of services at accumulative and escalating speed.  They are secure, less complicated and the growth is great compared to paper documents and procedures that represent about 10% in benefits,
 while Electronic commerce has been improved by computers to a growth of over 50% in benefits and values.  This percentage is rising every day and very rapidly too.

The UNCID was a creation of agreed rules of conduct between parties engaged in transactions.
  The UNCID rules are relevant to this study due to the fact that it represents the oldest instrument created to regulate e-commerce including e-consumer protection.
  At this juncture, it is important therefore to examine the concept of EDI in order to facilitate a good understanding of this regulation.  It is also important to note that the focus of these rules is the creation of an enabling environment for data interchange and the content of such data falls outside the purview of this code of conduct.
  
It is also worth noting that legal values of computer records such as A/CN. 9/265 was for the purposes of reviewing the legal rules affecting the use of computer records as evidence in litigation in order to eliminate unnecessary obstacles to their admission and to make sure that the rules are consistent with the developments of technology.
  It was also essential to examine legality of written documents in certain trade transactions or trade even if they were electronically written, whether they had legal enforceability or the validity of the transactions or documents.
  For example if a document had to be submitted to a government in writing and signed, it was necessary to have it submitted in computer readable form to the administrative services for their credibility and authentication.
At the 17th Session of UNCID in 1984, it was realized that it was necessary to study the values and implications of EDI in International Trade, hence making it a priority item in their programme so as to regulate the previous enactments such as legal value of computer records (A/CN.9/265), (A/CN.9279) and (A/CN.9292) respectfully.  It was also necessary to review the legal values of computer records and also review the legal rules affecting the use of computer records such as evidence in litigation in order to eliminate unnecessary obstacles.  They were also concerned with security through automated data processing and so were formation of contracts as required by legal principles that would apply to the International Commercial Contracts by electronic means and particularly through the medium of visual display screens (A/CN.9/333).
For example while the sender is required to verify that each message is correct and complete before sending it, the recipient should also acknowledge receipt thereof especially where the sender stipulates it.
 Acknowledgement may be made through the tele-transmission techniques used or other means provided by TDI-AP concerned.
 In addition, the parties are required to include techniques for the verification of the relevant parties to their EDI transactions.
 

Furthermore, the recipient is required to confirm to the sender that the content of the data received appears to be correct in substance.  In addition, in the event that a party receives a message, which he is convinced was not intended for him, he must promptly delete it and inform the sender.  Moreover, the parties are expected to apply some measures of protection by way of encryption or some other means agreed upon to all or some of the data messages exchanged via electronic interchange.
 The UNCID mandates parties to maintain a data log of all sent and received data, in their actual state without modification.

Despite the patronizing ideals set out in the UNCID, it is essential to echo that the UNCID rules were specifically developed for closed networks, and it was inadequate to establish trust and reliability in open networks in which the internet operates.  In addition the UNCID rules also served as an open-ended guide in the sense that it laid down certain rules to afford the security of transactions, but left parties to adopt particular methodologys they deemed suitable for their particular transactions.

Therefore, the uniform rules of conduct for EDI are very specific and vital for consumer protection.  Hence, the need for developing countries to adopt them considering the environment in question and Tanzania is no exception.  Therefore, information in data form should be protected and secured from misuse,
and also be considered to be authentic worldwide (emphasis mine).  The identification problems and verification of consumers or even the supplier under cyberspace are difficult and they do raise legal issues and concerns as they transact.  It should be remembered that UNCID rules were specifically developed for closed networks, and it was inadequate to establish trust and reliability in open networks in which the internet operates.
 Nevertheless, the increased popularity of the internet and by extension of open network, e-commerce transactions served as an impetus for the ICC to undertake the publishing of international guidelines for e-commerce on the open network.  

3.2.4
The Organization for Economic Corporation and Development (OECD) Guidelines TC "3.2.4
The Organization for Economic Corporation and Development (OECD) Guidelines" \f C \l "1" 
A guideline is a piece of information intended to advise people on how something should be done or what something should be.
 The OECD Guidelines are international organization guidelines founded in 1961 to stimulate economic progress and world trade.
  OECD has been intended to promote policies, which improve the economic and social well-being of people around the world by providing a forum in which governments can work together to share experiences and seek solutions to common problems.   Therefore, OECD is a unique forum where governments work together to address the economic, social and environmental challenges of globalization.  The OECD is also at the forefront of efforts to understand and to help governments respond to new developments and concerns, such as corporate governance, the information economy and the challenges of an ageing population.  The Organization provides a setting where governments can compare policy experiences, seek answers to common problems, identify good practices and work to co-ordinate domestic and international policies. 

Thus the role of the governments is to streamline laws and practices of their countries to international best practices by using these guidelines.  Hence OECD has to work hand in hand with governments so as to understand what drives economic, social and environmental changes in order to help where necessary.  In a broader sense OECD was meant to represent an extension of the Organization for European Economic Cooperation, set up in 1948 to coordinate efforts to restore Europe’s economy under the ‘Marshall Plan.’
 One of its fundamental purposes was:

“to achieve the highest sustainable economic growth and employment and rising standard of living in member countries, while maintaining financial stability, and thus to contribute to the development of the world economy.”

This has been accomplished in part by liberalizing international trade, capital movements and coordination of economic aid to less developed countries.
 Tanzania as a developing country should have initiatives in OECD Guidelines especially in preparing legal and enforceable framework for consumer protection in electronic commerce, particularly in e-issues in trade and businesses, economic and financial status, social conditions, dispute resolution and redress for justice sake. 

The OECD member countries are: Australia, Austria, Belgium, Canada, Chile, the Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Israel, Italy, Japan, Korea, Luxembourg, Mexico, the Netherland, New Zealand, Norway, Poland, Portugal, the Slovak Republic, Slovenia, Spain, Sweden, Switzerland, Turkey, the United Kingdom and the United States.  The European Union takes part in the work of the OECD.
  

Due to the adoption of Information and Communication Technology (ICT) the conducting of businesses and trade has changed significantly.  The platforms offered for running trade or commercial transactions and commerce adopted internet, the websites, mobile devices all collectively regarded as electronic commerce as emails, faxes, e-government mechanisms are being used.  At this juncture most of the countries had not enacted e-laws despite their engagement in e-commerce activities without legal frameworks, giving room to cybercrimes and this is where a country such as Tanzania plunged into. Hence OECD had to come with suggestions and principles as guidelines for good trade practices in particular the issues of collection and management of data and personal information, protection of privacy and trans-border flows of personal data,
as people practiced e-Commerce.  
However, these guidelines were not intended for protection of e-consumers against personal handling.  Furthermore, the guidelines did not foresee issues that e-consumers could face in the future in the advances of technology, including other associated problems; and therefore, the guidelines alone are not sufficient in addressing e-consumer problems of personal information handling in a situation like that one of Tanzania but they could be of great help in enacting her laws.  However, OECD was essentially a consultative assemblage and her decisions are not legally binding but they provide a blue print for governments especially of member states, most of which are in Europe, except for some countries such as Canada, Japan, Iceland, The United Kingdom and The United States of America just to mention a few.

However, the fact to be noted is that electronic-commerce has been evolving dramatically since 1999, when the OECD Council adopted the first International Instrument for Consumer Protection in the context of EC.  The Council revised the instrument on 24th March, 2011, addressing new and emerging trends and challenges faced by consumers in everyday dynamic EC marketplace.  The 1999 electronic consumer protection instrument came up with the characteristics of borderless/global EC rights on fair and transparent business, advertising practices which must be clear and not misleading, enough information so as to take informed decision on business goods or services.
The OECD addresses a wide range of issues relevant for consumers, in particular through its Committee on Consumer Policy (CCP) and most of these are online efforts that seek to build international consensus on protection for consumers in Electronic Commerce such as after sale support that require consumers to be provided with right information before and after sale services, provisions prohibiting misleading information, quality of goods, standards of products and services including awareness of consumers, just to mention a few initiatives.  Therefore, OECD Guidelines for Consumer Protection in the context of EC came up with e-guidelines, to address the consumer protection schemes for online transactions.  OECD is also an observer of the ICPEN and its guidelines also cover relevant issues for protection of privacy and trans-border flows of personal data (1980).
 

However, the OECD together with its guidelines for consumer protection of 1999 provide a lot of essential provisions and principles which may enlighten a country such as Tanzania to come up with the right approach to what consumer protection act should contain and transmit as to have a unique and comprehensive legislation.  However, as Mwenegoha put it:

“The guidelines were not set with e-consumers in mind, it is necessary that when countries such as Tanzania adopt the principles, they should do so keeping their e-consumer concerns in mind,”
 and their environment too.
Hence, there is need for efforts to combat cross-border fraudulent, misleading Information and advertisements and unfair commercial conduct.  Thus there are needs to have judiciary, regulatory and law enforcement authorities including international networks to enter into bilateral and multilateral agreements and other arrangements necessary and appropriate to accomplish such cooperation.  Agreements should be clear and unambiguous.  Hence, partners or entities should operate with and not outside a legal framework.

In Chapter six of the guidelines of 1999, also discusses about applicable laws in dealing with issues of justice, by using the proper jurisdictions and redress without undue cost or burden to e-consumers especially where it is business to consumers (B2C).  Most businesses/businessmen are well to do people or advantaged group (manufacturers or suppliers), while majority of consumers may qualify as disadvantaged group or consumers (SME consumer group, aged, mentally or physically incapacitated, education, income, language or remote locations), like in many cases of Tanzania and other developing countries where they meet different and difficult situations in disputes resolutions or even redress.   It is important that e-consumers are availed with immediate means of resolution when aggrieved and be charged minimal fee or not at all.  
Therefore, there should be a legal framework resolving disputes in a timely manner, where they ensue and give advice to issues of disputes facing the reality of economic and social conditions of consumers in these countries to minimize the burden.  Disputes should be afforded legal framework that provide fairness to consumers and businesses, and it should also facilitate e-commerce, resulting into consumers’ having a level of protection not less than that afforded to other forms of commerce or documents.  Hence, the usefulness of OECD guidelines,
that Tanzania should be interested in adopting, but at the same time considering her environment, social conditions and culture for the sake of facilitating the availability of adjudicating laws for e-consumers.  However, these guidelines are general and do not set the standards for the laws and rules that all countries should use.  Hence countries should be left alone to set up laws that will facilitate dispute resolution,
and other areas of law considering global requirements.
Another area that was discussed under this OECD Guidelines was about redress under part B that should be facilitated by using Alternative Dispute Resolution (ADR).  This will encourage businesses, consumer representatives and governments to work together so as to continue being fair, have effective and transparent self-regulatory system and other policies and procedures that could assist in by using ADR mechanism to address consumer complaints and resolve consumer disputes arising from B2C e-commerce with special attention to cross border transactions.

However, the guidelines of 2008 were for eliminating some of the uncertainties that both consumers and businesses were encountering when buying and selling online and clarification of their rights and responsibilities.
  These guidelines were adopted at the height of growing of EC in the developed countries as e-transactions had proved to be very beneficial as identified in the preamble.
  Hence the e-consumers should be afforded effective protection just like the offline consumers.  Therefore, businesses should be fair, advertisements not misleading and marketing practices should be right, including lack of clear identification of advertisement and marketing strategies and business failure to substantiate any express or implied representation and lack of choice to refuse unsolicited commercial e-mail messages on the part of consumers.
  
Another guideline was on disclosures about business identity, the goods or services it offers and the terms and conditions of any transaction.  There should be no ambiguity, meaning that consumers should be offered ability to identify what they want and there should be modification if need be.  So that consumers can make the right and informed decision. 

Online disclosures should be clear, easily accessible and conspicuous so that consumers have information sufficient enough to make an informed decision regarding a transaction.  Such disclosures should be made in plain and easy-to-understand language, at a relevant time, and in a manner that enables consumers to retain a complete, accurate and durable record of such information.  The costs associated with the transaction should be known and the applicable currency, identification, dispute resolution and redress and full business legal address, location and legal status just to mention a few details that clear uncertainty embracing trust.

Another very important item in the guidelines is the payment mechanism.  They should be secure, easy to use and accompanied with information on the level of security and privacy.  All in all, when things go wrong there should be a procedure for dispute resolution and redress as mentioned above.   However, without a uniform legally enforceable methodology of resolving EC disputes both consumers and sellers online transactions are taking risks since jurisdictions and conflict of laws issues may render things very difficult to resolve.
 The above mentioned strategies and enactments should be considered by the law making authorities in Tanzania so as to improve consumer protection in e-commerce, leading to unique and comprehensive act for consumers. The TCRA dispute resolution mechanism is very complicated, tedious, slow and bureaucratic in processing and too long, making a lot of consumers give up their cause.  

3.2.5
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The World Trade Organization is a global trade organization that plays a very important role in global trade regulations and policies including those issues affecting consumer protection in Electronic Commerce.  It also ensures that legal frameworks are consistent with broader international trade and development goals.  WTO oversees several agreements and initiatives that impact e-commerce and consumer protection globally. Global or international trade transactions are extremely diverse and include the purchases and sales of consumer goods, hence the need for rules, regulations, agreements, policies and treaties since one of the characteristics is that transaction reaches across a national boundary,
 
WTO is concerned more in promoting high safety standards ensuring fair trade practices and enhancing international cooperation to address global trade issues that impact consumers.  Hence, the need of overseeing governmental regulations to run promptly the trades and economic developments, national defence in trade tariffs, and national participation and competition trade and Trademark laws including dispute resolution and redress mechanisms and payments that require self-sufficiency with no difficulties,  All these problems could be solved by having very comprehensive and enforceable legal frameworks for international trade, ensuring trade flows that are smooth, predictable and done freely including enforcing high standards that protect consumers globally.   This should happen in developing countries including Tanzania as a member of the organisation.  WTO also offer agreements that help in integrating other nations into global trading system, in order to promote economic growth and developments in this arena.  So a country like Tanzania should adhere to WTO standards and requirements to improve the quality and safety of her goods and services available to her consumers.  Hence, the huge demand for consumer protection legal framework in Tanzania.  This is particularly crucial in protecting consumers from sub-standard or hazardous products or services.  This will help a lot in imported/exported products for they are bound to meet international standards of safety and quality.  WTO also provides a platform for developing countries a chance to voice their concerns and negotiations, better trade terms and conditions which include strict consumer protection measures.  WTO is also involved in dispute resolution and redress mechanisms.  
This is very crucial so that countries facing these challenges of unfair trade practices that could harm their consumers and trade relationship including reputation with other nations.  All this is for enhancing consumer protection framework to ensure fair trade practices and foster international cooperation to address trade related consumer protection issues.  This contributes to a more robust reliable marketplace for consumers internationally if not regionally and nationally.
3.3
 The Regional Instruments TC "3.3
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3.3.1
Introduction TC "3.3.1
Introduction" \f C \l "1" 
In Africa and other parts of the world there are regional groupings or alliances for trade purposes or businesses, for economic or political reasons, including institutional research bodies. In the digital economic groupings, in particular, in consumer protection in Electronic Commerce, there are organizations such as the European Union (EU) with her Directives, Iberoamerican Forum of Consumer Protection (FLAGC), the Association of Southeast Asian Nations (ASEAN), Asia-Pacific Economic Cooperation (APEC), the Economic Community of West African States (ECOWAS), the South African Development Community (SADC) and the East African Community (EAC),
 just to name a few.    All these alliances have had different speeds of growth and approaches to the developments of e-laws or ICT laws as far as e-commerce and e-consumer protection arenas are concerned. 
These two areas of technology trade and businesses have been preoccupying institutions thinking because of their potential benefits and their being contemporary.  Some have addressed broadly these subjects, while others are still in discussions and implementation stages.  Nonetheless, East African Community has not been an exception and some few others which will be discussed herein below because of their dynamism and importance in the perspective regions or continents they are covering.  Therefore, it is important to know something about the EU Directives, then move to Asia where ASEAN Countries have been proper benchmark and conclude with African Continent.  At this stage three regions were picked for their important roles.  These are South Africa, Southern Africa Development Community and East African Community.
3.3.2
The European Union Directives on Consumer Protection in Electronic Commerce TC "3.3.2
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3.3.2.1 Definition, Goals and Principles of Directives TC "3.3.2.1
Definition, Goals and Principles of Directives" \f C \l "1" 
A “directive” is a legislation act that sets out a goal that all European countries must achieve.  However, it is up to the individual countries to formulate their own laws on how to reach these goals.
 There are several Directives on Consumer Protection in Electronic Commerce but only four will be discussed because they align and harmonize national consumer rules, the objective of this Thesis.  For example consumers should have information about their products or services before their purchases, so that they can make an informed decision or choice before purchasing the goods and services or digital content and have rights to cancel online purchases, wherever they shop in the European Union countries.
 This brings harmony in all EU countries as far as information rules are concerned.

These legislation or directives touch aspects of law, rights and obligations of consumers and businesses.  However, this work is more concerned with directives that cover consumer protection such as EU consumer rights directives; Directive 2001/95/EC, Directive 2000/31/EC, Directive 2011/83/EU  of the European Parliament and of the Council on consumer protection rights as amending Council Directive 93/13/EEC, Directive 1999/44/EC of the European Parliament and the Council and repealing Council Directive 85/577/EEC and the Directive 97/7/EC of the European Parliament and of the Council Text with EEA relevance just to mention a few.
 
When it comes to jurisdiction principles, in European Union countries, they use the statutes or regulations instead of case law interpretations.  Therefore, the main legal instrument enforceable under European Union is The Brussels Convention which determines and controls jurisdictional issues.  The Convention enshrines the major principles and rules that are applied in determining jurisdiction issues.
  Most of these issues were on where should the injured person sue?  Is it at the contracting country? If it is in case of tort matters should the person be sued in a place where the event causing harm occurred?  This is covered under article 13 and 14 of the Convention, where it states that “a consumer may sue only in the consumer’s country of domicile,” considering the inability of consumers to travel as the suppliers and so a consumer should be given a choice to choose a place where cause of action should take place and also that parties may agree on a forum for disputes.

Therefore, both the Brussels Convention of 2000 and the Brussel Regulation of 2002 have been used in EU countries for preserving certainty and uniformity of jurisdiction to effectuate certain changes that are intended to take account of new technological developments relating to e-commerce.

Nevertheless, “while the domicile and jurisdiction problems or uncertainty on all matters related to e-transactions between one country and another country in Europe is well addressed by the Brussels Convention, and national laws, this problem lacks legal support in the East Africa region,” as stated by Mambi.
 
This is because legally the Directives are not binding as such although they do smoothen and give procedures for the EU markets.
3.3.2.2
The EU Directive 2000/31/EC TC "3.3.2.2
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Under this title Directives will be analysed in turn so as to clarify their focus and legal implications in different areas of electronic commerce and the protection they offer to consumers.  
The European Parliament and the Council was adopted on 8th June, 2000 and set up an internal Market framework for online services.  It is commonly referred to as the EC Directive or the Directive on e-commerce.
 It directly deals with central issues pertaining to e-commerce such as commercial communications, formation of online contracts and limitations of liability of intermediary service providers and transparency.
 Made under Articles 47(2), 55 and 95, it encourages the drawing up of voluntary codes of conduct and includes cooperation enhancement between Member States.
 The Directive main aim was to remove obstacles to cross-border online services in the European internal market and to provide legal certainty for businesses and consumers.

The directive is set against the background of the life-cycle of e-commerce.  The reasoning is that a service provider first establishes a network connection, then communicates commercially and then, concludes his contract.  However, during the course of contracting, the liability of intermediaries may arise and the need to resolve conflicts borne of this development may arise.  Nonetheless, the objectives of the directive are based on the principles protected in the European initiatives in Electronic Commerce which provide that the first objective is to build trust and confidence of consumers and businesses in the legality as well as the security of e-commerce transactions.
  
The second objective is for identifying full access of electronic commerce in a single marketplace.  However, this includes:

1. Removing obstacles to cross-border online services in the European internal market (free movement of information society services between member states).
2. Provide legal certainty to business and citizens.
3. Offer a flexible technically neutral and balanced legal framework, and
4. Enhancing competitiveness of European service providers.

Therefore, one could say that internet poses significant challenges to the global implementation of electronic commerce or trade such as security and frauds, hence the need for consumer protection in such countries like European Union countries.  The implementation of security measures and mechanisms to reduce the risks of frauds as well as unauthorized access to personal information is crucial to the growth of the number and volume of international transactions over open networks and this is the main reason why this Directive was enacted to regulate e-commerce as to build confidence, trustworthiness and mechanism in order to reduce frauds for security purposes.
However, in Tanzania there is no comprehensive unique e-commerce framework and so the Directive 2000/31/EC would offer the right platform to give insights for harmonization and clarification of legal issues of online contracts that would clear legal uncertainties for her e-commerce legal framework despites the guidelines not being binding.
Another Directive that has aspects of Electronic Commerce is Directive 93/13/EEC of EU Council.  It introduces protection of consumers as they do their online purchases, in the European Union markets from unfair terms and conditions.  EU puts a lot of emphasis on good contracts through this Directive. An unfair contract on goods and services that consumers’ purchases are imposed by traders.   This Directive also lays down the criteria for defining and assessing the unfairness of contractual terms and introduces the notion of ‘good faith’ in order to avoid any significant imbalances in mutual rights and obligations.

This Directive has been amended by Directive (EU) 2019/2161 of November, 2019 so as to offer better enforcement and modernization of Union Consumer Protection rules in e-commerce and has become part of the “Review of EU Consumer Law – New Deal for Consumers.”  The amendments of this Directive were to provide the obligations of the Member States on how they could provide effective penalties in case of infringements of the EU Directives in courts of justice.  It became operational with effect from 28th May 2022. 
 It states that;

 “Standard contract terms facilitate commercial transactions and can be useful in setting out the rights and obligations of the parties under a given contract.  However, sellers and suppliers possess a considerable advantage over consumers by defining contract terms in advance without individual negotiation”
 

This proves that contracts are almost one sided, making them unfair, and therefore they should not be legally binding.  This is contrary to the requirements of “good faith” and can cause significant imbalances in the parties’ rights and obligations to the detriment of the consumers.
 This is a very important point worthy to be noted.  An element of negotiation is missing as the consumer puts the purchases in the shopping cart.  Hence, there is need to amend these Directives.  Therefore, a country such as Tanzania should look at these Directives with precaution so that she picks what is best for her needs considering her environment and rules, so as to have fair contracts in her legal e-enactments for consumer protection.

3.3.2.3 Directive 2001/95/EC of 03 December 2001 TC "3.3.2.3
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Directive 2001/95/EC became fully applicable on the 15th January 2004 in spite of its creation in December 2001.  The objective was to ensure that products placed in the European markets were safe (Art. 1, para. 1).
  Accordingly, the General Product Safety Directive also aims at protecting consumers from unsafe products such as health products, cosmetics, equipment used for games just to mention a few.  The objectives of the General Product Safety Directive (GPSD) are for protecting consumers’ health and safety and for ensuring the proper functioning of the internal European market with safe products.
  So GPSD is there to ensure a high level of products safety throughout the EU for consumer products which are not covered by specific sector legislation such as furniture, textiles, child use and care articles, such as bicycles to mention a few.

However later on, the EU Commission took a Decision to amend it for proper implementation of Commission’s Decision and other Directives were created so as to support the 2001/95/EC; For example the (EU) 2019/1689 of 9/10/2019 and C/2019/7126 on European standards for products and so was EN 913:2018.
   But EN 914 and EN 915 both of 2008 were for laying specific safety standards for gymnastic equipment. All these were to ameliorate standards and well-being of the users, the consumers.  Therefore, the products shall be presumed to be safe when they conform to voluntary European standards; the references which have been published by the Commission in the Official Journal of the European Union (OJEU).  As far as risks and risks categories standards are concerned despite of their not being of harmonized standards, they have or they pay similar functions in terms of presumption of safety.  Nonetheless, all these were for the protection of consumers of the products and services.

However, in Tanzania the safety of products and standards are covered under counterfeit products: there are legislation such as The Merchandise Marks Act of 1963 which became functional in 2005 and amended from time to time, that specifically prohibits importation of counterfeits and empowers appropriate officers to seize, detain, forfeit or dispose the counterfeits with fines imposed on the culprits.  It also empowers the Fair Competition Commission (FCC) to investigate go-downs and premises suspected to hold illicit goods, pirated and substandard products using institutions legally empowered such as the Tanzania Food and Drugs Authority (TFDA), Tanzania Bureau of Standards (TBS), Tanzania Revenue Authority (TRA) and Energy and Water Utilities Regulatory Authority (EWURA).  However, to reinforce the Tanzanian rules, a combination of legal aspects and compliances found in the Directives mentioned above may widen the legal horizon of products safety in Tanzania.
3.3.2.4 The Directive 1999/44/EC TC "3.3.2.4
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Directive 1999/44/EC of the European Parliament and of the Council of 25th May 1999 on certain aspects of the sale of consumer goods and associated guarantees harmonizes those parts of consumer contract law on the sale of goods that cover legal guarantees and to a lesser extent, commercial guarantees (warranties).
 
This Directive is one of the most important pieces of EU consumer legislation on certain aspects of the sale of consumer goods and associated guarantees (warranties).  It states that consumers should be given at least minimum two years legal guarantee against faulty products, or products that do not look or work as advertised; like in the case of Donoghue vs Stevenson in Common Law.
 However, the Community should contribute to the achievements of a high level of consumer protection according to Art. 153 (1) and (3) by the measures it adopts pursuant to Article 95 of the Treaty. 

Consumers in the European markets or European Member States markets are supposed to have free movement of goods, services and capital as they transact in businesses or individually and at all times enjoy the guarantees based on uniformity of at least minimum set of fair rules that govern the sales of consumer goods.  This is because consumer goods are somewhat different because of the diverse national laws and environment.  Hence, competition between sellers may be distorted as a result of non-conformity of goods with the contract and non-impinging on provisions and principles of national law relating to contractual and non-contractual liabilities causing disputes with sellers.

Nonetheless, in Tanzania consumer protection is regulated by the Fair Competition Act, 2003 (FCA).  This legislation regulates many legal aspects including product safety and product recalls.  It also covers Manufacturer’s obligations towards consumers and this includes warranties.  In this law data protection is not promulgated but in the United Republic of Tanzania Constitution, 1977, there are some Articles that protect consumers’ rights such as Art. 11, Art. 14 and Art. 18.
 Unfortunately this is not enough protection for consumers.  In order to get the right picture of the data protection, it will be necessary to have a look at the European Union Directives in particular Directive 95/46/EC as it has elaborated this subject more.

3.3.2.5 The European Union Directive No. 95/46/EC TC "3.3.2.5
 The European Union Directive No. 95/46/EC" \f C \l "1"  

The Data Protection Directive of the European Parliament and the Council was enacted in October 1995 and came to force on 13th December, 1995 and it has been amended from time to times so that it could shade more light, clarification and protection to privacy – to regulate the processing of personal data, within the European Union (EU) member states and the free movement of such data.   This Directive was replaced by the General Data Protection Regulation, and was adopted in April, 2016 and it superseded the Data Protection Directive 1995
 and became enforceable on 25th May, 2018.
   This enactment regulates the processing of personal data that is very vital and sensitive to people as they practice e-Commerce or when people give their data information for records such as in banking, credit cards, hospitals and insurances just to mention a few.  The right to privacy is a highly developed area of law in Europe.  All the member states of the council of Europe (CoE) are signatories of the European Convention of Human Rights (ECHR)
 through Art. 8, of the Convention as it provides respect for one’s privacy and family life, his home or his correspondence.
  This Convention was adopted in 1981 by the CoE for the Protection of individuals with regard to automatic processing of personal data.
The Regulation also offers an opt-in approach to unsolicited emails and other electronic communications for marketing purposes.  Normally unsolicited communications should only be sent with prior agreement of the recipient.
  Therefore, consent, lawful and fair processing of personal data is very lucid. These are very important components of EU privacy and human rights law which are fundamental rights that cannot be ignored.  Unsolicited mail or communication on the other hand, may turn against consumers especially when resources are not enough and lack of information in the underdeveloped or developing countries such as Tanzania. In terms of collecting data for processing fairness is the key word.  As Makulilo stated:



“as for fair collection this is meant to make the data subject fully aware of the fact that his or her data is being collected.  This entails provision of identity of the controller or processor; specifying the purpose of the collection.”

However, when it comes to advertisements there are two main aspects to retain under this Directive.  The collected data may be used badly and could be unprofitable. For example when considering the unsolicited communications such as the spams and the cookies; these may look like they are beneficial, but on the other hand they may turn to be harmful.
  These are unauthorized unsolicited communications that may look alright at the first sight but they could be associated with unfair commercial practices under Directive 2005/29/EC.
 As Mwenegoha put it:
“At first, this seems to be a good move as it controls delivery of unsolicited emails to e-consumers.  However, it is important to consider whether this will be beneficial or harmful to e-consumers, especially those faced with limited resources and sources of information such as in third world countries like Tanzania.”  One thing to keep in mind is the unsolicited communications for the purpose of marketing may also contain information that may empower e-consumers.”
   
At this juncture, it would be necessary to make the right choice of the material received in unsolicited communication or emails as they could be misleading.  Hence, the need for good education on products in the market, competitions, demands, scarcity and other relevant information on products and services. There could be dangers for businesses, especially small scale enterprises from being hindered to conduct business online as part of success in businesses is to advertise to consumers.   Nonetheless, it is crucial to ensure that e-consumers do not incur advertising costs which they have not agreed upon and so advertisers should not use consumers for their own advantages.  As Mambi stated:

 “Consumers are vulnerable to unsolicited e-mails and spams which call for legislation or legislative measures.”

This is very appropriate since a country like Tanzania has no unique and enforceable legislation for consumer protection especially on privacy or unsolicited communication and unlike countries such as Malaysia, Philippines, U.K. and European Union countries (Directives) just to mention a few, who have enacted comprehensive legislation.

Therefore, EU is a region that has been legally and comprehensively covered as a region.  At this point, there is need to see how well and legally Southeast Asian countries have been doing for their consumer protection in EC. 

3.3.3
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ASEAN is the Association of Southeast Asian Nations with   ten states which are Brunei Darussalam (commencement date 7th January, 1984), Cambodia (30th April, 1999), Indonesia (8th August, 1967), Lao PDR (23rd July, 1997), Malaysia (8th August, 1967), Myanmar 23rd July, 1997), Philippines 8th August, 1967), Singapore (8th August, 1967), Thailand (8th August, 1967) and Viet Nam (28th July,1995) with their Secretariat in 70A Jalan Sisingamangaraja, Jakarta.
  ASEAN was formed in 1967 and it is an intergovernmental organization formed by the above mentioned 10 States to promote economic growth, peace, security, social progress and cultural development in the Southeast Asian region.
 Their motto is “One Vision, One Identity, One Community.”
 It is one of the most powerful international communities in the world.
 ASEAN was established on 8th August, 1967 in Bangkok, Thailand with the signing of Bangkok declaration.  This declaration was signed by five founding nations namely, Indonesia, Malaysia, Philippines, Singapore and Thailand.  Hence, consumer protection and welfare are important tenets under the ASEAN Economic Community such as this one which has over 600 million people.
 From the beginning ASEAN made extraordinary progress in almost every part of the region and has Regional Framework on Consumer Protection Acts such as The Competition, Consumer Protection Laws and Regulations, 2018, including economic and trade policies.  
“Competition Policies and Laws in ASEAN have been acceptable in various countries and in every part of the world because of their achievements in reputable consumer protection laws commonly referred to as “Unfair and deceptive acts and practices” (UDAP).
 “Competition Policy and Law in ASEAN” (CPL II), which is implemented by the Deutsche Gesellschaft fûr internationale Zusammenarbeit (GIZ) Gmbtl that had been funded by Federal Ministry for Economic Cooperation and Development (BMZ) of Germany.

The ASEAN vision of 2025 Blueprint envisages to be a highly integrated and cohesive; a more competitive, innovative and dynamic as well as resilient and people oriented, people centred community, which generate prosperity for all stakeholders including consumers and businesses and this cannot happen without strengthening the consumer protection framework.  

Most State consumer protection laws are loosely based on a handful of Model Acts, but have been tailored or combined in different ways from state to state so that no one Model clearly predominates.  However, all states have one or more e-consumer protection laws that prohibit deceptive trade practices such as false or misleading advertisements, bait-and-switch tactics and other fraudulent marketing methodology, unconscionable acts or practices.

Hence the eight High-Level Principles of ASEAN that are based on enforcement of laws and policies, electronic commerce consumer protection legal framework, consumers well equipped with skills and knowledge, harm goods and services, proper source of advice and redress, impact of consumption decisions, essential environment information, advocacy promotion and High-Level cooperation between different levels of Governments, businesses and stakeholders.
 

The ASEAN Member States have developed High-Level Principles on consumer protection (AHLP) that are intended to support AMSs in their efforts to improve consumer protection.  They provide the direction for a broad framework on consumer protection for ASEAN.  They also provide a consistent context for ASEAN Laws and arrangements and in doing so, promote a common base level of cooperation and exchange of experiences and best practices.

As mentioned above the High-Level Principles when properly expressed their adoption means:

1. Enforcement of consumer protection laws should be fair, consistent, effective and proportionate.  They demand for adoption of up-to-date comprehensive and flexible consumer protection legislation in all ASEAN Member States (AMSs) that should deal with all current and emerging consumer problems.

2. When consumers are well equipped with skills, knowledge, information and confidence to exercise their rights, all these should be comprehensive, accurate and products should be relevant and their information should be given.  This will raise awareness of individual consumer about their rights under existing legislation by enhancing advocacy work of key stakeholders, Association of Agencies and consumers should be provided with as much information as possible on their rights and responsibilities and how they can seek redress.

3. Consumers in E-Commerce in AMSs are protected and this is one of the principles covering both EC and E-Consumers.  This principle calls for all ASEAN Member States to conduct regular reviews of existing consumer protection laws and practices to determine the needed amendments or additional subsidiary legislation requiring implementations to provide effective protection to consumers in EC.  Therefore, consumers will be well informed about their potential security, rights and privacy challenges.  They will also be well informed about the measures they could take to resolve disputes by using the right dispute resolution mechanisms for online transactions especially in cross-border issues so as to provide consumers with fair outcomes.
4. Another Principle is on protection of harmful goods and services that should be done collectively through the efforts of the Governments, businesses people and consumers.  Each government in the AMSs should provide correct measures, laws, safety regulations to ensure of product safety for consumption and use and the stakeholders should be proactive and take necessary actions and provide redress by complying with national and international standards in order to ensure safety of consumers.
5. Stakeholders especially the governments in Electronic Commerce should make sure that they have provided appropriate and convenient source of advice and redress including Alternative Dispute Resolution (ADR).  This would help consumers to have information to enable them to take informed choices, affordable, easy-to-use and dispute resolution arrangements including house or domestic complaints and redress systems for businesses trying to meet national consumer complaint through Centres formed by Consumer Association on small claims Online Dispute Resolution (ODR) mechanisms inter alia, providing adequate administrative penalties to act as deterrent against violations of consumer protection legislation.
6. Consumers also should be made to understand the impact of consumption decisions they make on the shared Environment.  It is necessary to have informed consumers and who should play essential roles in promoting consumption that is environmentally, economically and socially sustainable through choices of products.   This would help in developments and implementations of policies for sustainable consumption and the integration of those policies with other public policies understand the environments impact of their purchasing decisions and protect consumers from misleading information.
7. There should be very strong Advocacy for consumers especially from the Governments and Agencies representing the consumers.  All of them should seek to know the problems facing the consumers and protect them from wrong decisions being made by the industries and traders.  The social policies issues should be checked and developed properly, based on sound evidence and additional resources should also be put into research and regulations put in place to combat consumers’ complaints.
8. There should be high level cooperation between different levels of governments, businesses and other stakeholders.  This principle calls for ASEAN Member States to adopt at national level consumer protection policies and strategies as well as planning and influencing each state to plan at their individual organizational level.   This would also help consumer protection system to understand its role and what it could contribute to others.  It would also help interaction in a meaningful way with non-government bodies, business community and other counterparts across the ASEAN region.

Therefore, it is clear that ASEAN Member States are very well organized in protecting consumers.  They have worked hard in enacting comprehensive and enforceable legal frameworks that cover all necessary fields with adequate regulations, policies and strategies for their developments and success in EC.  Hence, the need to borrow a leaf from them as Tanzania formulate her consumer protection legal frameworks.

3.3.4
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The original East African Community had been established by the British colonizers and their legal system continued even after these states achieved their independence.
 It was stated:

“But the most dominant legal traditions and systems in the modern world are Western.  This is because over the last couple of centuries, West European countries invaded and dominated much of the world and continue to do so today through their economic and military superiority.  Thus it is the common law and civil law systems from Britain and the European continent respectively that are most prevalent on the African continent.”

In 1967 a treaty was signed to create the East African Community on the model of the European Community, which it was hoped would attract more members such as Zambia and Ethiopia.
  Unfortunately, this was not the case.  Thereafter, Uganda government was overthrown by Idi Amin in 1971, causing heartaches and headaches to many and this was followed by the break of the East African Community in 1977.
 The Community broke because of various reasons such as limited participation in decision making because the Heads of the three States who at times could not sit together.  (Mwl.) Julius Nyerere, Idi Amin and Jomo Kenyatta, could not tolerate each other.  They had different ideologies, there was mismanagement of Common Services, cruelty and lack of good will to forge ahead for the sake of the Institution were missing.
 

The rebirth Treaty for the establishment of the new East African Community was signed on 30th November 1999 and entered into force on 7th July 2000 following its ratification by the original three partner States of Tanzania, Uganda and Kenya.  This regional intergovernmental organization has its headquarters in Arusha, Tanzania.  The East African people were awaiting anxiously to see this rebirth.  The second E.A.C. was boosted by the business community which no doubt took more strategic views of the East African market as a whole; with broad areas of trade liberalization and developments, investments and industrial development, monetary and financial matters, development of the infrastructure and services, development of human resources, development of agriculture and natural resources and provisions of a conducive environment for developments establishing a common market.
 However, a good number of the East African people still feel that there should be more reassurance of prosperity and peaceful integration.
 Nonetheless, the original East African Community, meaning Kenya, Uganda and Tanzania has been expanding through the new entries of Rwanda, Burundi, South Sudan (which became a British colony after the defeat of Napoleon in Egypt in 1804)
 and most recent The Democratic Republic of Congo (DRC).  The number of the East African Countries has stretched to seven.
  Nevertheless, some differences in E.A.C. may pose some difficulties such as culture and social backgrounds which were influenced by colonizers in each individual state.  Also these countries have different levels of development especially in the Technology field.  Consequently, as mentioned earlier there are legal   systems where Kenya, Tanzania, Uganda and South Sudan acquired the common law system while Rwanda, Burundi and the Democratic Republic of Congo adopted civil law from the French legal system.  As far as rules and regulations are concerned there are challenges in forming one common legal instrument to be followed by all member states.  Although the implementation may not be impossible there should be careful considerations to meet the requirements of all the member states in order to be successful.

However, the East African Community has not been spared, in the development of e-commerce that goes in line with e-consumer protection, the main initiative of this thesis.  As Makulilo stated in his thesis:


“The potential benefits and risks of using ICTs are issues which have recently gained prominent discussion in the E.A.C.  Accordingly, the realization of a solid cyber laws regime in the Community is essential in underpinning the implementation of the Common Market Protocol especially on the services, an area of great potential for the region.”

Besides EAC being one community her developments have been taking different faces and time especially in ICT.  In July, 2009, undersea fibre optic cable network (SEACOM) reached the region connecting cheaper and faster internet.
  In 2010 the second submarine fibre optic cable system, became operational along the East and South African Coasts to service voice, data, video and internet needs of the region.
  Despite these developments, the extent of addressing e-commerce and e-consumer concerns in the East African Community countries vary greatly.  Rwanda, Kenya, and Uganda have been forging ahead faster and have developed extensively up to having their unique Consumer Protection Acts.
  Unfortunately, Tanzania started working on these e-Laws on a serious note in early 2000s, and unfortunately, her laws are scattered in different statutes.
  She was followed by Burundi who is also a member of the Economic Community of Central Africa States (ECCAS).   
The Democratic Republic of Congo and the South Sudan have been very slow in enacting e-laws because of the unrest which is still going on to date.   Therefore, there is need for more discussions in this field and the implementations of the existing e-laws are needed particularly in the field of e-commerce and e-consumer protection so that all seven countries will balance everything in trade, businesses, and other areas of interest together.  EAC is one of the fastest growing regional economic bloc in the world and it is widening and deepening co-operation among the Partner States in various spheres for their mutual benefits especially in the fields of politics, economic and social status.  Businesswise EAC is progressing properly in the areas of East Africa Customs Union, the implementation of East Africa Monetary Union Protocol, and the establishment of Common Market in 2010.
Luckily, the E.A.C countries have had a breakthrough by forming a “regional Task Force” on Cyber laws in December, 2007
 just immediately after the Regional Competition Act of 2006 was enacted that was meant to streamline businesses in these countries.  In the same year the East African Community Council of Ministers adopted the EAC Regional e-Government programme that was meant to deepen regional integration through provision of government information and services.
 It was supported by the United Nations Economic Commission for Africa (UNECA), regional strategy for e-government aimed at improving and enhancing public service delivery through the use of information and communication technologies (ICTs) in public administrations, combined with organizational change and the development of new skills. 
 The increase of online activities by both private and public sectors in the region created the need to develop an up-to-date harmonized cyber laws that reflected the international best law practices.  
This was to ensure the creation of enabling environment for the successful implementation of the e-government programmes in the region.  The creation of an enabling legal and regulatory environment was identified as a critical factor for the effective implementation of e-government and e-commerce strategies at national and regional levels.
 E-government as was defined by Muir and Oppenheim is very handy in delivering government information and services online through the internet or other digital means, thus bridging the interaction gap through e-government, hence its use herein as an approach.
 

Nevertheless, legislation related to data security, network security, cybercrimes, information systems and electronic transactions, needed and still need a strong back up supporting efficiency of such strategies.  Cyber laws and e-justice were identified by the organization as key cross-cutting issues that needed to be in place for the successful implementation of e-government applications and the development of e-commerce in the region.  The strategy was incorporated in the overall EAC Development strategy for the period 2006 -2010.

The regional Task force was composed of different ministries and government departments, aiming at working in two phases of the task. The first contained issues of cyber reform priorities which were to focus on five key topics.  These were e-transactions, e-signatures and authentication, data protection and privacy, consumer protection and computer crimes.  These topics are the concerns of this study. The second phase was to address four topics that affected cyberspace activities:   Intellectual Property Rights, domain names, taxation and freedom of information.  The legal framework to address cyber laws for procedures and crimes had been emphasized in the travaux prépatoires which were discussed in three major Meetings by the Member Partner States in the Task Force.  The first one took place in Arusha, Tanzania, on 28th -30th January 2008. The second one was held in Kampala, Uganda on 23rd -25th June 2008 and the third one took place in Bujumbura, Burundi on 10th – 11th September 2008.  At these Meetings cyber laws in the Partner States were reviewed pinpointing areas which needed reforms with the help of a Consultant from London, Professor Ian Walden who was the head of the Institute of Computers and Communications Laws, at Queen Mary University, London.  Finally, the cyber laws in the Partner States were reviewed.
  

The Legal Framework on Cyber Laws Draft was adopted by the 2nd  Extra Ordinary Meeting of the E.A.C. of the Second Council on Transport, communications and Meteorology, Report of the Meeting, E.A.C./SR/2010, paras 2.2 (b), 2.2 (c) and 2.2 (e).
 Therefore, it was necessary to monitor their implementation to ensure that principles of good practices were adhered to such as accountability, transparency, integrity, fairness, responsiveness, quality and confidentiality in particular data processing for security and accuracy purposes were respected.
  
Unfortunately, the E.A.C. Competition Act has been redundant as it required the Partner States to put in place national competition laws which were not very comprehensive.
  Therefore, there was need for reforms of the Competition Act of 2006.  The Reform Competition Act and Consumer Protection Bill were passed in November 2011.  These laws were for setting punitive measures for any company that would violate consumers’ rights or abuse competition principles.  All these enactments were for promoting fair trade and protecting competition in the region as people practice trade.  These enactments have been providing consumer protection and welfare to date.  They also helped the establishment of E.A.C. Customs Union Protocol according to Article 26 of the E.A.C. Treaty and also the Common Market under articles 33 – 36 of the same Treaty.  This enactment came into force on 1st December, 2016 to ameliorate and enhance welfare of the people in the region or community, as covered under Part VIII of the Competition Act.
 The objectives were:

· To protect all market participants by providing freedom to compete and   prohibiting anti-competitive practices.  

· To encourage interstate trade and economic marketing by building awareness and capacity in support of compliances with the E.A.C. Competition Act. 

· Guaranteeing of equal opportunities

· Removing discrimination by offering level playing field for all market players.

· Introducing initiatives to improve products standards and production.

· To promote and encourage economic integration and developments in the community through investments and conducive environment by creating good policies to attract international markets by using international best practices.

However, another thing to note was that through the review works by the Task Force; the benefits of the regional competition law regime introduced a “One Stop Shop” for cross border transactions making it less cumbersome, thereby easing the costs of doing business in the E.A.C. Common Market.  The transactions as such, no longer need notification in two or more jurisdictions.  Under Article 8(4) of the Treaty it provides that Community Organs, Institutions and Laws shall take precedence over similar national ones on matters pertaining implementation of the Treaty.  In this regard, the authority has the jurisdiction over the cross border competition matters, unlike the national competition authorities whose jurisdiction is limited by national boundaries.  It also introduced the competitive markets that enable inclusive economic integration for shared prosperity and consumer protection welfare in the E.A.C. – The East Africa Consumer Protection Act.

However, despite that – 


“the purpose of developing a Cyber Law Framework for the E.A.C. Partner States is to promote regional harmonization in the legal response on the challenges raised by the increasing use and reliance on ICTs for commercial and administrative activities, specifically in an Internet or Cyberspace environment,”
 

The speed of doing so has been slow and the present legislation are not binding because of other national rules.

3.3.5
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Many countries are taking initiatives to address electronic commerce and consumer protection at regional level and SADC countries are no exemption.  This Southern Development Community sub-regional grouping is made up of sixteen member countries.  These countries are Angola, Botswana, Comoros, Democratic Republic of Congo, Eswatini, Lesotho, Madagascar, Malawi, Mauritius, Mozambique, Namibia, Seychelles, South Africa, Tanzania, Zambia and Zimbabwe.
 Unfortunately, Kenya is not a member of SADC, although she is more attached to these southern countries than northern ones.

Initially this grouping was known as the Southern African Development Co-ordination Conference (SADCC) and was formed in Lusaka, Zambia on 1st April 1980, by some nine founding countries of Angola, Botswana, Lesotho, Malawi, Mozambique, Eswatini (Swaziland), Tanzania, Zambia and Zimbabwe, also known as Frontline states, who worked hard for the political liberation of Southern Africa.  This was followed by the adoption of the Lusaka Declaration.
 Thereafter, the Lusaka Declaration and the Treaty that established Southern African Development Community on 17th August 1992, in Windhoek, Namibia took place establishing among Member States and from a loose association into a legally binding arrangement.  
Their objectives were: commitment to regional integration; promoting sustainable and equitable economic growth and socio-economic development through deeper co-operation, poverty eradication or alleviation,  enhancement of standard and quality of life of her people, evolving common political values, systems and institutions; promoting and encouraging self-sustaining development on the basis of collective self-reliance, interdependence of Member States so as to complement each other on national and regional strategies and programmes within these countries through economic development and ensuring peace and security, protection of environment, and health understanding between the member states.
 
When it comes to consumer protection in electronic commerce in the SADC countries one should remember that consumer protection serves as an avenue for promoting transparency, accountability, trust and confidentiality in the digital age for consumers.  The features mentioned in here should help to shield both consumers and small businesses from unfair practices online.  Although the United Nations Guidelines for consumer protection (UNGCP) offer guidance on the main characteristics of effective consumer protection legislation, Consumer Protection is often one of the last areas that developing economies focus on regulating as they create frameworks around electronic commerce and SADC is no exemption.
 Just like President Kennedy J.F. of the United States commented earlier in this speech on consumers that they are least considered, yet they are the largest group.
 

While SADC is yet to have a regional arrangement for dealing with cross-border for consumer protection issues, there are issues that require immediate considerations even if it means using UNCITRAL Model Law and UNCTAD Model Law as stepping stones for better establishment in particular in negotiations of cross-border e-transactions in Electronic Commerce.  This may be delayed as perception towards the needs for such framework seems to differ obviously across the region depending on a particular country’s level of development and integration.

Most of the SADC Member States are enjoying Free Trade Area.  This is an idea that dates back to 2000 but only grew gradually starting with countries such as Botswana, South Africa, Lesotho, Eswatini, Namibia, Madagascar, Mauritius and Zimbabwe and later on in 2008 followed Malawi, Mozambique, Tanzania and Zambia.  However, Angola, the Democratic Republic of Congo and Seychelles are yet to join the free trade and this may happen soon or later in the future and this is because most of these countries are more concerned with national consumer protection rather than the region arrangement.
 

However, increasing access to financial services as SADC has successfully done also increases the risks of loss and exploitation on the part of the consumers.  In most of SADC Member States, the minimum legislative and institutional requirements for consumer protection are in place.
  Precisely, all countries have enacted some form of legislation to protect consumers in the financial services sector.  Ten of the sixteen SADC countries have a stand-alone consumer protection law.
  The rest of the countries have established some forms of consumer protection agency, either on its own or combined with the competition authority.

However, despite the wide coverage of consumer protection in some of these SADC countries it is clear that in more developed countries such as South Africa, Mauritius and Botswana their existing framework is stronger than in less developed countries.  It is clear that countries using agencies are doing better and are stronger in protecting consumers than those whose stand-alone regulators are responsible especially in enforcement.   Therefore, it is necessary for the SADC countries to form something like the E.A.C. Task Force for their principles and combine some other principles such as those used by G20 as they are high level principles on financial consumer protection and CGAP Guidelines for Consumer protection in low access environments as to come up with a satisfactory Consumer Protection uniform legislation for the SADC Countries. 
 

The usefulness and effectiveness of consumer protection frameworks depends largely on the design and enforcement of these different pieces of legislation and how they work together in order to provide consumers of financial services with adequate information and fair and comprehensive protection as consumer protection seeks to correct the information imbalances, empowering consumers to make informed choices and providing them with avenues of recourse through legislation, broad set of rules as well as compliance monitoring and enforcements.

3.4
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Therefore, after perusing the abovementioned legislation and regulations, it is clear that Tanzania has been slow in adopting international rules and regulations on consumer protection in e-commerce, despite her condition being unique.  In order to be successful in e-commerce and e-consumer protection in cross-border transactions, there should be harmonization, uniformity, co-ordination, cooperation and even synchronisation of the statutes, so as to make laws enforceable and comprehensive.  The International best practices have passed through very experienced groups and developed organizations with great initiatives from developed and developing countries.  They have been taking enough time to scrutinise and investigate legal e-issues such e-challenges, e-risks, conflicts of laws and dispute resolutions including redress mechanisms to promote electronic commerce and e-consumer protection from different countries.
The evolution of international and regional instruments on consumer protection in the digital economy mark critical development in safeguarding consumer rights in an increasingly interconnected and digitized world.  These international and regional instruments have recognized the needs for adaptive and responsive regulations to address the challenges posed by the digital marketplace, including issues of privacy, data security and cross border transactions. They indicate the importance of harmonizing consumer protection standards across jurisdictions, just like the international instruments. All these demonstrate cooperation among member states, reducing regulatory fragmentations and enhancing consumer trust across borders. In adapting to rapid technological advancements and emerging digital practices, there must be indispensable tools that would promote economic growth, safety, fairness and inclusive digital marketplace.  Therefore, Tanzania should just feel comfortable to adopt these best practices adjusting them to her unique needs for this is very essential for promoting a fair, inclusive and sustainable digital economy in Tanzania and the region.  
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EXPERIENCES FROM OTHER JURISDICTIONS ON E- COMMERCE 
4.1
Introduction TC "4.1
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According to the Black Law Dictionary
jurisdiction is defined as areas of authority or geographic areas, in which a court has power or types of cases it has power to hear.  Jurisdiction is a word that has a term of large and comprehensive import and embraces every kind of judicial action like in the case of Federal Land Bank of Louisville, Ky. vs. Crombie.
On the other hand, cross-border transactions are commercial activities that occur between parties in different countries or nations and involve the sales or purchases of goods, services or assets across national borders and can encompass a wide range of activities, including EC, cross border services and international financial transactions.  
When all these activities of cross border are being operated, they may cause issues as consumers are engaged in transactions in businesses such as jurisdictional challenges, regulatory differences, consumer rights issues and laws, implementation and enforcement difficulties especially in seeking remedies, frauds and scams, language and communication barriers or infrastructure, payments and currency issues because of exchange rate and different financial transaction fees.  Hence, the need for comprehensive, vibrant and enforceable legal frameworks, particularly, in harmonizing, facilitating cooperation in enforcement, implementation of laws including standards and dispute and redress mechanisms. 

This chapter reviews legal experiences from different jurisdictions and cross-border, particularly, focusing on digital economy in Tanzania during this digital commerce era.   Seven countries were selected for reviews and these are Australia, the United Kingdom, Malaysia, Mauritius, South Africa, Nigeria, and Kenya.  The following reasons were considered important for the selection of these countries. First, the consumer protection and digital commerce legal frameworks in these countries have adequate coverage including cross-border issues and cybercrimes.  This was done as early as 1990s.  In Tanzania e-laws were introduced between 2000 and 2020.  
Secondly, the levels of maturity of their legal frameworks, enforcement mechanism, and consumer awareness and cross border cooperation have been significantly paramount.  For example, the UK enacted Computer Misuse Act (CMA) as early as 1990 while Tanzania enacted the Cybercrime Act only in 2015, (a difference of 25 years and yet not so comprehensive compared to UK CMA amended from time to time).  This could provide best explanations and experiences from which Tanzania as a country can benefit in her efforts to formulate her own domestic legal frameworks for both consumer protection and digital commerce.  Something that would resolve cross border and e-commerce issues, including dispute resolution and redress mechanisms.  This would give insights and experiences leading to vibrant formulations of good and comprehensive e-consumer protection laws in Tanzania. It would also prove Tanzania’s determination and enthusiasm.  This would also pinpoint out the weaknesses in Tanzania’s e-commerce and consumer protection fields, as far as abovementioned countries are concerned.

It should be remembered that one of the features of online commerce is that most of the transactions have element of far distance or cross border and effected through computer and other computer devices.  This may involve sellers and buyers residing in different countries or jurisdictions, and who may experience problems of different laws, jurisdictions and products.  This may cause uncertainties in cases of litigations.  This could be made even more complicated by lack of laws to govern foreign disputes or e-transactions.  In other cases, the available laws may only recognize disputes arising within their specific country.  Nevertheless, this would create a bigger problem to a foreigner like a Tanzanian in the areas of communication huddles, travelling, costs, place of contract and place of breach, in order to determine the applicable laws governing the dispute and legal enforceability.  
Therefore, there is need for adoption of international laws regarded as best practices governing cross border digital commerce, disputes and redress mechanisms and other legal aspects by having specific and comprehensive e-consumer protection legal framework.  Something that is not wholly covered in Tanzania.
  Internet has introduced a revolution, making people using ICT, use the term “Born Global” in electronic commerce that encompasses a wide spectrum of activities, some of which are new.
  There is need to update consumer protection laws in electronic commerce to safeguard purchasers of goods and services against defective products and fraudulent business practices across the borders.
 

Hence, many nations and international institutions have been and are still very busy trying to address the concerns of electronic commerce and electronic consumer protection worldwide to smoothen the rapid growth of ICT.
  Some address issues that are similar to Tanzania environment, while others are peculiar to African environment and are not yet developed fully.
 Others developed countries cover more such as The United States of America, The European Union countries, the United Kingdom, Australia and South Africa, Malaysia just to mention a few.  Hence, these initiatives range from all levels of jurisdictions such as domestic, regional and international levels because of the Internet environment.  Therefore, there is recognition that there are numerous efforts that have been made around the world addressing adoption of Information Communication Technology (ICT), with more emphasis on e-commerce but leaving a huge demand on e-consumer protection especially on cross-border transactions, dispute resolutions and redress mechanisms as Mwenegoha opined:  

“Given the borderless nature of the internet, applying different sets of procedural rules depending on the nationality of one disputing party would be commercially impractical for ODR entities and unlikely to happen in practice.  It is this in mind, that available initiatives such as the EU Directives addressing e-commerce and the Organization for Economic Co-operation and Development (OECD) initiatives, among others, will be considered ………………… regardless of their jurisdiction or level of development.”

It is argued that the current e-consumer situation in Tanzania is unique, with integration of mobile phone services and mobile commerce (M-Commerce) that are in great use habitually.  Therefore, innovative e-commerce measures, including e-consumer protection legislation in Tanzania should exist for they have a part to play.  What is required is updating them as to have vibrant international flavour and enforcements for digital economy purposes.  Reviews, revisions and amendments are very crucial to attain country’s e-laws that have best practices from international instruments and other advanced jurisdictions, but at the same time considering Tanzania environment.  It is certain that the existing e-commerce measures being used in the world can only address some issues surrounding Tanzanian e-consumers.   Therefore, there will be need to review, identify and improve the relevant measures and legislation that could be useful and practical for Tanzania environment, in order to adopt EC visibly.”
 It could be done by borrowing a leaf from these jurisdictions during this critical phenomenon starting with Australia.
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It has to be remembered most of the welfare and legal developments of a country are consequences of social and political lives. Hence, the need to discuss these issues in Australia. The most striking characteristics of the Australian Continent are the vast area of 8,000,000 square kilometres and this landmass in the Southern Hemisphere, are its isolation, its low relief, and the aridity of much of its surface.
  In order to be able to run this continent properly, there has to be rule of law and this can only be realized through legal enactments in order to be able to control this vast land legally, businesswise and trade or in any other form of economic development.  Her isolation from other continents has become a blessing in disguise.  This has motivated her to be independent and strong in old and new convergences especially the infrastructures of ICT.  Australia’s legal system was inherited from Common Law System
 and they did not stop there.  Some other Commonwealth countries such as India, the United States of America and Canada to mention a few, encouraged her to review, improve and adopt ICT legal guidelines enacted by the International Instruments,
 making changes to fit her environment and this is what a country such as Tanzania should do.  This has also made a very good number of researchers to investigate Australian Consumer Protection status.
  However, they found that a number of laws and regulations are in place, and they are helping to combat with those who abuse consumer rights.  This includes the Commonwealth Trade Practices Act of 1974 which was and still is being administered under the Australian Competition and Consumer Commission (ACCC)
 and so are the OECD Guidelines for Consumer Protection in the Context of Electronic Commerce, 1999 and UNCITRAL Model Law on Electronic Commerce.

4.2.1
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 Australia is one of the most advanced countries in the world as far as consumer protection regulations in EC are concerned.  Hence, her inclusion in this chapter.  Also most of the measures taken by Australia, are those in the Model Laws and the OECD Guidelines. Australia initiatives for e-consumer protection are a good combination of International Instruments used by most of the developed countries with good practices and references which are profitable to many countries in the world and Tanzania should not be exceptional.  As Mwenegoha put it, in his work:  

“Caution should be taken when imposing criminal offences for such initiatives.  The role of criminal law in consumer protection should be a limited one and be used only where the wrongdoing in a transaction deserves to be treated as criminal action,”

such as frauds, thefts, forgeries done through credit cards and diversions or rerouting of finances to wrong accounts or persons.

The other law that is very useful and practical is the Australian Consumer Law of 2011 (ACL).  This is a national law that protects fair trading laws and consumers from unfair and unsafe business practices when buying goods and services.
  The ACL also gives businesses working across more than one state or territory consistency and clarity on consumers’ rights and obligations in e-commerce.    It is worth noting that one cannot contract out of any legal obligations unless:

· The quality of the product is acceptable, safe and without defects.

· Goods or products should match the descriptions given on their website and advertising campaigns.

· They should come with full ownership.

· Goods should fit the purpose as advertised.

· Carries no hidden securities or charges.

· Meets any additional promises made regarding performance, quality or condition.

· Matches all sample and demonstration models.

· All products and services must meet Australian safety regulations.

· The businesses should give automatic guarantees with the right to ask for a repair, replacement, refund, cancellations or compensations as appropriate if there is a problem.
  Therefore, the basic guarantees that all businesses in Australia need to comply with have been stated above under the ACL Act and are well covered.  In Australia EC rules and policies must be in place as stipulated in the ACL Act, such as time frame for returns, conditions of returns, the type of refund offered (in store credits or funds), shipping policy, the types of warranties offered on products, the disclosure of any fees associated with returns and appropriate remedies, privacy and deliveries in situations where obligations are not met.

Australian Consumer Laws have been extensively scrutinized and clearly articulated by using the above mentioned organizations that have deliberately spent considerable time and efforts studying and developing guidelines and principles on jurisdiction issues in cyberspace making Australia to be regarded as one of the countries with best practices on consumer protection.
 Therefore, Tanzania should adopt or pick a leaf from Australian consumer protection laws in e-commerce.  The available measures considered in Tanzania do not effectively and efficiently address her concerns, on e-consumer protection in e-commerce as has Australia.   However, there are laws such as the Electronic and Postal Communications Act, 2010 and E-Transactions of 2015 of Tanzania that have tried to elaborate consumer protection needs but they are not sufficient and do not effectively address or embrace concerns of e-consumers as Australia has done in her law revision.  The available consumer protection provisions from the Fair Competition Act, 2003 and the Constitution of the United Republic of Tanzania 1977,
 do not address consumer protection e-concerns fully or appropriately, meaning that they are causing more uncertainty when applied to the digital world.  Making the country drag behind in this field.

There are other laws such as The South Australia’s Fair Trading Act of 1987.  This law provides for the appointment, powers and functions of the Commissioner for Consumer Affairs, to make provision in respect of certain unfair or undesirable trade practices and for other purposes.
 This Act also constitutes the main law covering business behaviour.  Therefore, it is unlawful to make false claims about a product or service or operate in a misleading or deceptive way, or in a way that is likely to mislead or deceive the customers.
  Failure to comply, the courts have power to prosecute.  The Act also establishes the New South Wales (NSW)
 Office of Fair Trading which seeks to protect the rights of consumers and advises business and traders on fair practice by setting the rules for fairness in transactions between consumers and traders.  They also have the power to investigate and prevent unfair practices and for some industries in NSW have a licensing system in place to ensure only qualified and appropriate people perform such work within the Industry.   Under this Act business must not engage in unconscionable conduct (take unfair advantage of vulnerable customers).

The Industry Codes of Conduct, Nov. 2017 – These Codes of Conduct could be described as set of rules or standards of conduct for an industry, including the relationship between industry participants or their customers.  This Policy Framework primarily deals with codes that regulate dealings between industry participants; Directors, employees and contractors as they control the marketing and performance in Australia.  This inspires them to pinpoint the ethical codes of conduct of industries that intend to provide guidance for directors and employees on the standards that are expected from them.
  The guidelines also require businesses to provide consumers with information about the industry code of conduct to which the business is a signatory.
Therefore, dispute issues that occur between vendors and consumers are resolved by providing them with fair and timely access of disputes provisions. 

The Australian Guidelines for electronic Commerce, March 2006 – These Guidelines for EC seek to enhance consumer confidence in e-commerce by providing guidance to businesses on how to deal with consumers when engaged in business-to-consumer (B2C) in EC and other situations.
  These guidelines update and replace the Australian E-Commerce Best Practice Model, of 2000.
 EC differ greatly from traditional retail environment or offline system.  These areas include the way in which information is made available to consumers, security of payments, privacy of personal information handling, and access to redress so as to enhance confidence of the consumers.
 A recommendation found in the OECD guidelines too.

These Guidelines are also supposed to help traders located in Australia dealing with overseas consumers, in other words customers, as well as Australians themselves, by encouraging them to do businesses and this includes industry groups within the country and outside.
 Therefore, these guidelines which were developed through consultations of the Commonwealth Consumer Affairs Advisory Council (CCAAC) have changed the lives of many.  These guidelines have become a very important source of independent advice to the Government on both current issues and on new and emerging consumer issues.
  Their main preoccupation is EC issues of fairness in business practices,
 accessibility and disability in accessing, advertising and marketing, engaging with minors, disclosure of a business identity and location, disclosure of a contract’s terms and conditions, the implementation of mechanisms for concluding contracts, adopting privacy principles, disclosing information about payments, security and authentication mechanisms, the establishment of fair and effective procedures for handling complaints and resolving disputes through proper legal mechanisms and establishing forum for the resolution of contractual disputes.

These guidelines are a clear indication that in Tanzania there are no comprehensive e-commerce and e-consumer protection legal frameworks that are equivalent to the Australian e-laws in both fields which cover practically every issue nagging consumers.  They have also been prepared with a lot of caution, coming from various consultants of high integrity such as Commonwealth and UNCITRAL Model Laws.  It is also very certain that Australian laws dig deep into consumers’ problems especially the issues of redress and dispute resolution mechanisms, as seen above; the weakest controlled in majority of countries worldwide and she legally resolves them.  This is something that Tanzania should learn from Australian legal system.

The Australian Spam Act, 2003 – A spam is defined in the Spam Act of 2003 as unsolicited commercial electronic messages.
 In the Trade Practices Amendment Act, 2010 spam agreements are covered in ss. 60 – 70 and these unsolicited agreements do interfere with marketing.  This is a phenomenon that should be given a lot of attention because of its offensive consequences.  Consumers need to be informed through the right channels such as proper advertisements on TVs, radios or websites but not through unsolicited e-mails as they may be misleading just to entice people.  This Act was enacted because of the many nuisances and harm caused to consumers by the Australian Parliament in 2003 to regulate commercial e-mails and other types of commercial e-messages such as SMS and e-mail address harvesting.  Sellers have a habit of using false information or promises regarding the quality and nature of products or their availability and originality.  These include actions through online features such as hyperlinks and deep links. This is what is known as misleading statement or action that misleads the customers or consumers inducing them to be in this unsolicited marketing.  Consumers should be well informed so as to empower them, in making the right decisions, on the choices of the products or services they require.

Unfortunately, in Tanzania there is no specific Spam Act and to make the matter worse even the laws such as Electronic and Postal Communications Act, 2010, and the Fair Competition Act, 2003, meant to be for consumer protection, have not covered issues of spam messages or agreements, something that interferes seriously with the consumers.  Also the Electronic Transactions Act, 2015 as the principal law in Tanzania that governs electronic contracts, unfortunately it has not covered aspects of law such as jurisdiction and the capacity to identify properly the parties.
  How does the seller identify the capacity of his client or consumer when full information is not provided?
  Therefore, it is necessary for Tanzania to consider enacting her Spam Law in resolving consumer protection in these matters or review the present e-laws to cover this subject properly. 

The Trade Practices Amendment (Australian Consumer Law) Act 2010 - No. 2, and the reviewed Competition and Consumer Act, of 2010.  These laws are national laws guaranteeing consumer rights when buying goods and services.  This Act is part of the Competition and Consumer Act No. 1of 2010 which provides for general protection of consumers in Australia.  Although the Act was not specifically intended to deal with electronic transactions, particularly cross border transactions, it has addressed the issues of consumer protection extensively and it is worth noting the dispute resolution efforts provided under this Act especially on criminal offences and the financial penalties involved.   Also the issues of unsolicited agreements spelt out above. This Act prohibits misleading information concerning facilities for repair or spare parts.
  Therefore, in general s. 18 prohibits misleading or deceptive conduct in EC.  This Act is very relevant to Tanzania e-laws.   It gives consideration to after sale support.  Hence, there is need to adopt it but there is need to examine, explore and elaborate it more to fit Tanzanian consumer protection rights and environment.
 

The Act also provides for enforcement and remedies under chapter 5 of the same Act.  It accommodates issues of injunctions, public warning notices, compensation and damages as seen earlier.

This Act also goes further to cover requirements of transparency particularly when advertising and in certain clauses.  It addresses unfair terms where foreign languages are used and become ambiguous.  Therefore, there is need to use clear and legible language, easily understood, conspicuous and intelligible.    For example, in Tanzania the common languages are Kiswahili and English.  It is certain that most of the electronic commerce transactions are advertised in English. Majority people in Tanzania are familiar with Kiswahili and not English and a lot of expressions used in these advertisements and labelling are done in English.  Also Chinese Language has been used because of the nature of EC transactions done with this cheap country and so is Arabic language.  These are languages that are not familiar with majority of Tanzanians because of high illiteracy, unless a proper translation is done, one may become a victim of hideous interpretation and get erroneous services or products.  According to this Act, terms are regarded to be transparent if one is able to make informed choices.  It would be of great value when these terms are expressed in reasonably plain language.
  This requirement of plain language is relevant to Tanzania setup, making the provision useful to be adopted since Tanzania literacy stands at 68%.

Language requirement is also discussed in the European Union Directive ascertaining it to be of great importance. 

E-consumers have to be empowered through education, designs and where necessary photographs to eliminate issues of illiteracy.
 It is further stated that:


“Competition is driven by empowered consumers, who can make informed choices, and who are prepared to assert their rights and to complain about poor quality goods and services.  If consumers choose effectively between different products or services, then they are not putting any pressure on the poorest performing traders to improve.  And if people simply put up with poor quality services, then those traders who provide good quality services do not necessarily receive any more customers than those who are substandard.”
  

However, it is necessary to note that e-consumers require comprehensive information when transacting online and not to be overloaded with information. 

As a whole, the Australian government has worked hard on her e-consumer protection concerns by enacting laws on the issues of security, privacy, business activities, unsolicited emails and information security of citizens, other communities and organizations under the e-commerce scenario.  Most of her laws have been worked upon by experts from international organizations such as UNCITRAL, OECD, EU Directives and Commonwealth Model laws just to mention a few.  Their laws have been revised, reviewed, amended and enacted making them reputable.  Hence, Tanzania should profit a lot from adopting her e-consumer protection laws which she has not yet consolidated.  This will lead to better protection of people’s rights in e-commerce and becomes successful in digital economy just like any other developed country.
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The United Kingdom also known as Great Britain is an Island consisting of England, Scotland and Wales and to her west is North Ireland.  She is situated in the north-western of Europe and west of the Netherlands and Denmark and north of France.
 Her current population is 67,961,439 million and her GDP 28.26T.
 Hence, her leading role in developments factors that have been influenced by the Information Communications and Technology advancements especially in the fields of economics and political arenas.

It has also to be remembered that most of the welfare and legal developments of a country are consequences of social and political lives as mentioned earlier.  The United Kingdom at this point has been picked because of the many initiatives she has taken regarding regulating her laws especially the Electronic Commerce, including consumer protection enactments as to build a strong capacity in this rapidly evolving environment of the digital economy.  She has initiated best practices for consumer protection, a field that has taken quite a long period to be adapted in many countries especially in the African Continent and South America because of their slow adoption of ICT developments. 

The United Kingdom (UK) is one country that colonized many countries in the world.  She also introduced her Common Law legal system into all of them and East African Countries of Kenya, Tanzania and Uganda were no exception.
   However, even when Electronic Commerce became significant in the marketplace in the ICT arena, she was not late to introduce consumer protection comprehensive rules and regulations, including e-commerce legal frameworks (The Computer Misuse Act, 1990, the Data Protection Act, 1998, The Electronic Communication Act, 2000, The Electronic Commerce Regulations 2002 (EU E-Commerce Directive), The Criminal Justice and the Public Order Act, 1994).
 These colonized countries took different speeds and initiatives in establishing these laws in their countries, hence lack of these laws in some of these nations, causing a delay in developments.  The consumer protection framework that was the foundation of consumer protection in the UK can be traced back in the 19th Century. Earlier protection laws were the Caveat Emptor doctrine rule (buyer beware – giving consumers very little protection against business and trade) and the Sale of Goods Act of 1893 which established basic rights and obligations in the sale of goods.  
Later on during Industrial Revolution the situation necessitated more comprehensive consumer protection regulations and were formulated to address the imbalance of power between large manufacturers and individual consumers.  Hence, the consumer protection law of 1987, which was introduced because of diversity and abundance of products during this industrial era.  This law was also received and used in these colonies for a very long time making them lax to enact their own consumer protection legislation.  In Tanzania the principal consumer protection legislation was enacted in 2003 - The Fair Competition Act 2003.  This law served offline purposes more than online needs in businesses and trade.  Hence, her amendments from time to time have been necessary.
Therefore, Tanzania has all reasons to learn from some of these developed countries such as US, UK, Australia and South Africa just to name a few that are already having these laws and regulations in place as part of a benchmarking process.  Unfortunately, Tanzania is still drugging behind in enacting these e-laws for up to date, there is no stand-alone e-consumer protection.  It is true that there are consumer protection statutes, but unfortunately, they are scattered in different statutes as seen earlier.  This is something that should be avoided.
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The rise of electronic commerce and the need to protect consumers has revolutionized the retail environment offering consumers a lot of inconveniences and challenges including risks in the global marketplace.  Hence, the need for strong legal frameworks to ensure fair practices and safeguarding consumer rights including proper dispute resolution and redress mechanisms.  The UK has established comprehensive regulations to address these e-issues, hence, providing model laws that other countries could profit or learn from. Thus UK experiences in consumer protection laws in EC will be explored to see their effectiveness and usefulness at the same time proposing reasons why other jurisdictions might consider adopting these measures particularly developing countries such as Tanzania, the country of this research study.  For example, UK has had very strong legislation such as The Computer Misuse Act, 1990, that has been regulating the use of computers and cybercrimes from as far back as 1990.  This legislation was enacted because of the introduction of the technology advancements to curb the misuse of computers such as hacking and data thefts.   A major case in this regard was that of R. vs. Gold and Schifreen.
 This case established that English courts could not accommodate well the changes brought about by the computer technology.  However, many legislations were enacted thereafter and amended to improve and promote EC and consumer protection laws hence the following discussions.

UK is known to have robust legal frameworks for Consumer protection in E-Commerce such as:

1. Consumer Rights Act of 2015 which covers the rights of consumers regarding the quality, fitness for purpose and descriptions of goods and services, and if these standards are not met, consumers have the right to request for a refund, repair or replacement.
  

2. Consumer Contracts Regulations 2013: This regulation provides additional protections for online consumers, and it includes that consumers should be given clear information, right to cancel and prompt refunds should be acted upon when returning an item as consumer should receive his/her refund promptly.
 These regulations enhance consumer rights in distance and off-premises contracts.  It also protects consumers against hidden charges such as in transporting and taxes.
3. Data Protection Act, 2018 and General Data Protection Regulations (GDPR):  The DPA and GDPR are meant to safeguard consumer data privacy or personal information, such as names and addresses, or any information collected by online retailers.  The laws mandate that personal data is handled responsibly, fairly and securely.

4. Payment services Regulation of 2017:  It is one law that deals with security to govern the provisions of payment services and the issuance of e-money.  They also set out the requirements or secure and efficient payment systems including consumer protection measures against frauds.

5. Electronic Commerce (EC) - (EC Directive) regulations of 2002 that was meant to regulate EC Platforms considering accountability for the activities of sellers on their platforms, similar to the UK’s regulations ensuring fair practices and consumer protection.  In this case quality control of standards like safety.  Hence, the introduction of Consumer Protection from Unfair Trading Regulations of 2008.
6. Digital Economy Act of 2017:  This Law deals with digital infrastructure and digital economy.  It aims to enhance broadband access and digital issues of convergences.  Also this Act brought together various protections and updated them for the digital age.  It includes rights related to digital content, ensuring that goods, services and digital content sold online must be as described and of satisfactory quality and fit for purpose.   Hence, importance of this sector growth making countries economically sound.
7. Online Dispute Resolution (ODR) Regulations:  These regulations facilitate resolutions of disputes between consumers and traders arising from online transactions.  It provides an ODR platform for consumers to seek redress without going to courts promoting trust and confidence in EC.

With all these legislations and many more in this arena, UK has become one of the most developed countries in the world as stated hereinabove.  The consumer laws in EC in UK provide a robust framework that addresses many of the challenges and risks faced by consumers in the digital age.  These laws ensure transparency, safeguarding rights and providing effective enforcement mechanisms.  The UK model laws offer valuable insights for other jurisdictions regimes.  Adopting similar measures can help ensure fair practices that build consumers’ protection, trust, and confidence and at the same time fostering a more secure and reliable EC environment in the world. Therefore, it is only fair for Tanzania to borrow laws that would fit her environment in this e-arena, especially the consumer protection laws in e-commerce for greater advantages, in digital economy.
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The federation of Malaysia which is in Southeast of Asia is composed of two regions, namely the West Malaysia, on the Malay Peninsula and East Malaysia, consisting of the territories of Sarawak and Sabah on the island of Borneo.
  Her capital city is Kuala Lumpur.  Malaysia has a total land area of 333,403 square kilometres
 and a population of estimated figure of 32.6 million (2022), as compared to 32.27 million in 2021, with an annual growth rate of 0.2%.
Malaysia is neighbouring Thailand with which it  shares a 300 miles land boundary and in the south her nearest neighbour is the island republic of Singapore, with which it is connected by a causeway; to the southwest, across the Strait of Malacca, in the Indonesian island of Sumatra. To the North across South China Sea, Malaysia is a far off neighbour to China.  Malaysia is also a member of the Commonwealth of Nations as a former British colony; with a colonial legacy and the system of government based at a large scale on the Westminster Parliament Model.  She represents the political marriage of territories formerly under British rule. 
 Malaysia was established on 16th September 1963.  Malaysia is not large by Asian standards, but nevertheless, she is one of the richest countries in the region.
 Actually, she is the third richest country in Asia and is surpassed by Japan and Singapore.
 For this reason, Malaysia is surrounded by developed countries and she has no reason not to be very dynamic in trades and businesses.  Hence, her need for vibrant legal system for consumer protection in this digital economy.

Malaysia as a nation has tried to prepare a level ground for consumers’ complaints and protection.  The main law, the Consumer Protection Act of 1999, provides for the protection of E-Consumers in digital commerce against; misleading and deceptive conduct, false representation and unfair practices which are already in place.
 Part 11, S. 13 of the CPA also deals mainly with providing information to the consumers.  Many of the consumers’ problems are actually caused by lack of information, awareness and education on products and services, including information on suppliers.
 In general Malaysia consumer legislation; The Consumer Protection Act, 1999 - (CPA 1999), protects consumers against a range of unfair practices and enforcements of minimum product standards.
 However, this Act has been amended seven times and the 2007 amendment was particularly put in place to widen the scope to cover Electronic Commerce transactions and the amendment in 2010 was to introduce among other things, a new provision on general safety requirements for services and to protect consumers from unfair terms in e-standards for e-contracts.
  Malaysia also came up with Regulations in 2012 on E-Trade Transactions that were effectively realized or enforced in 2013.  These regulations imposed certain obligations on online traders and online marketplace operators, with the objective to increase the consumers’ confidence to shop and trade online.  The main aim was to spur the growth of e-commerce.
 

Economically, Malaysia is the world’s largest producer of two primary products namely; rubber and tin that is by far the most important mineral in Malaysia and is second to Nigeria in palm oil.
  Malaysia has a lot of mineral such as iron ore, bauxite from which aluminium is made, coal, gold, china clay, monazite, malleable and limonite just to mention a few.  Her economy, compared with those of most developing countries, is relatively advanced in terms of infrastructural facilities (road, water supplies, electricity just to mention a few), institutional patterns, commercial and financial patterns, and management, professional, and administrative skills.
 Hence, the reason why she adopted ICT in a very effective and comprehensive manner nationally, regionally and internationally.

This study attempts to analyse the existing laws on consumer protection in Malaysia and also pinpoint her legal initiatives to protect and preserve consumers’ rights and interests.  It will also be necessary to see how she overcomes e-challenges and anxieties as well as building up consumers’ confidence and trust in purchasing goods online (E-Commerce) and offer services.  The major differences lie in the fact that existing legal theories are no longer adequate to deal with the emerging developments of E-Commerce.  There are new forms of legal abuses and threats to consumers and when they meet them they do not know where to run to (Lang 2001). 

Just like many countries all over the world, e-Commerce has become a norm of doing trade, businesses and offering services in this rich land of Malaysia.  This has become a trend and a manifestation of the modern life style in this country.  However, Electronic Commerce has created some new problems and challenges pertaining to consumer protection and e-Commerce in the digital world and Malaysia is no exemption.  Henceforth, there are needs to come up with new e-enactments to regulate commerce for the benefactors.  Unfortunately, most of the colonized countries such as Malaysia had been using offline laws for e-commerce and trade even much after the introduction of ICT.

Malaysia boasts a comprehensive suite of E-Commerce laws in place, based on a combination of the E-Commerce Act 2006 and the e-Government Activities Act 2007 but unfortunately, they have not been enough.
   In order to protect the interests and challenges of E-Consumers the question remained as to how far the CPA and other existing legislation such as Contract Act, 1950, Sale and Anti-Pyramid Scheme Act 1993 and E-Commerce Act, 2006 could protect E-Consumers in Sale of goods, services and e-contracts.
 It should be remembered that the borderless development or nature of Internet has brought confusion into determining the issues on conflict of laws; the choice of law, court jurisdiction and enforcement of foreign judgment in cross borders in EC transactions.  Therefore, there is need to evaluate the adequacy of the laws in Malaysia in dealing with issues on jurisdiction of the courts in commerce for consumer contracts in the perspective of e-consumer protection.

In strengthening consumer protection in Malaysia there was the introduction of Personal Data Protection Act in 2010 that became an important and integral part of the consumer protection.  Malaysia also became the first ASEAN member country to pass privacy legislation.
 Consumer Protection Act, 1999 (CPA, 1999 or Act No. 599), came into force on the 15th of November, 1999 to provide legislative provisions for consumer protection amended from time to time ( years 2002, 2003, 2007, 2010, etc. all these amendments were for widening the EC scope in consumer protection).
 However, this came up in the wake of UNCTAD workshops in reviewing e-laws.
 Thereafter, Malaysia took great initiatives in Consumer Redress Mechanism and showed the need for jurisdiction to be efficient, inexpensive and informal redress machinery that would essentially accommodate consumer protection.  Unfortunately, ordinary court system in Malaysia was perceived to be unable to satisfy consumer needs in disputes despite the enactments she had made for they were slow and expensive.

However, to resolve these problems, the country came up with two Tribunals for Consumer Claims of 1999 (TCC, 1999) and the Tribunal for Homebuyer Claims of 2002 (THC, 2002).
  These two Tribunals are regarded as the major landmarks in the development of Consumer Protection Laws as they share many common features save for the jurisdiction.
  These two Tribunals were established under two different Ministries; The Ministry of Domestic Trade and Consumer Affairs (such as hire purchase transactions, direct selling and pyramid schemes) and the Ministry of Housing Development and Local Government respectively.  However, records show that there has been tremendous response from consumers in Malaysia, but there are yet many improvements to be made.
  Obviously alternative dispute settlement was needed to remedy the situation such as to provide alternative forum for consumers to settle their trade or business disputes in less cumbersome, speedy manner and at a minimum cost.  However, these Tribunals in the course of offering informal, faster and cheaper procedure to consumers, they also faced quite a number of challenges such as the enforcement of the Tribunal judgments, accessibility, publicity and judicial review.
 This can only be solved by not using ordinary court system, which is not only expensive but time consuming, worrisome, and complex.  Therefore, ordinary court system was considered as a failure and ineffective in dealing with consumer cases, hence the tribunals and recommended Alternative Dispute Forum for consumers.
Nonetheless, in Judicial Review, Tribunals are regarded as final on questions of facts, but they may be subjected to judicial review on the question of law.  For example in the case of Hazlinda vs. Kumon Methodology of Learning Centre,
 the Tribunal on consumer claims ordered the respondent to make a partial refund of the tuition fee paid by the claimant because the services rendered by the respondent was unsatisfactory.  However, the High Court quashed the Tribunal’s award on the ground that it had failed to provide written reasons for its award as required by the law under S.114 of the CPA.  Also the Tribunal committed an error of law in ordering a partial refund of the consideration in the absence of total failure of consideration.  However, when the case went to the court of appeal the decision was reversed because the Tribunal had the power under S. 112(2) of the CPA to order refund.
“Being a specialist body, the Tribunal has been conferred with extraordinary power to do speedy justice for consumers.  As such its awards should not be struck down save in the rarest cases, where it has misinterpreted some provisions of the Act in such a way to produce an injustice.”

Through this case one can see how powerful the Malaysian Tribunals are and unlike Tanzanian Tribunals.  However, there are available laws that address consumer protection matters.  These laws are unlikely to yield the same results as those ones of Malaysia.  The Tribunal for Consumer Claims (1999) and the Tribunal for Homebuyers Claim (2002) are very specific and timely in solving consumers’ problems, challenges and disputes and also for seeking rights in e-transactions and e-contracts.  While Fair Competition Act 2003 of Tanzania was enacted to enhance the welfare of the people of Tanzania as a whole by promoting and protecting effective competition in markets and preventing unfair and misleading market conduct throughout Tanzania but no dispute mechanism was introduced.

The other law is the Fair Competition Commission (FCC) that is there to ensure compliance with the Fair Competition legislation.  The Fair Competition Tribunal is a specialized quasi-judicial appellant tribunal body that is made of expertise in economic and business law experts in order to hear and determine cases involving competition and regulatory issues arising from orders and decisions of the Fair Competition Commission and the regulatory authorizes.
  Therefore, it is not a direct procedure to solve consumers’ disputes, and unlike Malaysian Tribunal for Consumer Claims that has to hear the consumers’ claims in a systematic court manner.  Therefore, this is a leaf that should be borrowed from Malaysia legal system.
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Mauritius was known to Arabs and Malay sailors as early as the 10th Century.  It was explored by the Portuguese and settled by the Dutch in the 16th Century, who named it Mauritius in honour of their head of state, Maurice, Prince of Orange and Count Van Nassau.
  The Dutch colonization of Mauritius was not successful and they withdrew in 1710.  Thereafter, other nations such as the French and the British intervened bringing in their culture and legal systems,
 which will be discussed later.

Mauritius social background legal system and politics have made the country what she is to-day; renowned and a good example of e-laws in digital arena. Mauritius is the central island of the Mascarene group situated in the Indian Ocean about 800 kilometres east of Madagascar (a large Island to the Southeast of Africa).   Mauritius capital is Port Louis, on the northwest coast.  She is a sovereign state since 1968 and she is also a member of Commonwealth countries.
 Her population as recorded by 2011 is 1,257,900.
 Out of this population 42% live in the urban area, with the largest population of 149,000 in the City of Port Louis and the rest of the population in the rural area.
  Her economy is based on agriculture that is dominated by sugar, which accounts for about 90% of the export trade, making Mauritius very significant in trade.
  Her secondary crop is tea followed by tobacco, textiles and other food stuff.  Her sea-food processing has a huge income and so is tourism.  She is also an important link for sea and air transport in the Indian Ocean region.
  There are also other areas such as real estate developments, energy and education training to improve her welfare.  Mauritius sees innovations as the basis for long-term growth. 
Therefore, through her social economic, political and technological development environments Mauritius had to update and regulate her laws, particularly her consumer protection legislation to improve trust in e-commerce and she has been very competent.
 Most African nations lack consumer protection regulations, but Mauritius is a good example for her consumer protection since 1991, when she came up with the Consumer Protection Act on 14th June, 1991.
  Mauritius had started working on consumer protection as early as 1982 through the Fair Trading Act of 12th June, 1982, and later repealed by the Competition Act of 2007, that still bore the testimony that consumer protection was for the Mauritian authorities.  Hence the creation of the Ministry for Consumer Protection and Citizens Charter for defining and implementing adequate consumer protection policy and also grouping various government departments concerned including the Competition Commission.
  The Ministry’s wishes have been to set global best practices in this field by benchmarking similar consumer protection frameworks of countries such as India and Singapore. 
 This safeguard of consumer rights in ICT sector involves four elements: Consumer rights law, Competition law, telecommunication and Internet law and self-regulatory frameworks.  All this is to safeguard consumer care rights.
  Consequently, this part of the study will analyse the Mauritian developments of her e-consumer protection in e-commerce on these lines. In Mauritius, the rapid advanced in technology has contributed to the convergence of telecommunications, broadcasting and information technologies. The liberalization of the Mauritius telecommunications industry has encouraged the entry of new operators in this field, resulting in the exponential growth of mobile phones and internal users and also improved fixed-lines density driving people to e-commerce.

Economically, over the years the government has tried to diversify the economy, based on exports of her products.  For some time she has worked hard on newer sectors of biotechnology, pharmaceuticals and digital services to increase flexibility in business and trade.
 Europe still accounts for around half of Mauritius exports and tourism and she offers an open and major market for investments.
 Mauritius welcomes foreign investments in nearly all sectors of the economy and her nationals are also free to invest elsewhere.   Mauritius wishes to position herself as a regional hub in investments and education in Africa, hence her need to structure smoothly cross-border investments in Africa and Asia.
  Trade with Africa has become an important part of the international economy strategy, although currently S. African is the only African trading partner comparable to other traditional European trading partners.
Mauritius economy has been changing for better and consequently, transforming this nation to a higher economic level, with the World Bank recognizing this and has elevated her economy to upper middle economy.

From the description given above on Mauritius, one can see clearly, that she is a small nation – an Island but yet very proactive in whatever she does, particularly, economically, democratically, politically and socially.  She has other smaller Islands of Rodrigues, Cargados Carajo and Agalega and all are governed in the same way as the main island of Mauritius.  However, her mother law is the Mauritian Constitution and it is the supreme law, and if any other law is inconsistent with it, that other law, to the extent of inconsistency, becomes void.
 According to reports by the Democracy Index (2007, 2008, 2010 and 2011), Mauritius is the only African country which is characterized as fully democratic equating it with most developed countries in Europe.
  

Politically, Mauritius has a multi-party system and constitutional parliamentary democracy with the president as the head of state, prime minister as the head of government and legislature commonly referred to as Parliament consisting of 70 elected members.
   The political party or party alliance which wins the majority of seats in Parliament forms the government and its leader usually becomes the Prime Minister.
  Jurisdictionally, the judicial system is similarly influenced by the British Common Law that is characterized by the adversarial system of litigation and precedents. The Constitution establishes the Supreme Court of Mauritius at the apex of the judicial hierarchy and vests it with unlimited jurisdiction in both criminal and civil matters.
  Nevertheless, all appeals from the Supreme Court lie under the Privy Council (under Art. 81 of the Constitution).  From Supreme Court going down the ladder are the subordinate courts; the District Court, Intermediate and Industrial Courts.  These are vested with limited jurisdictions in both criminal and civil matters.   However, the French laws have a huge influence in Mauritius legal system, making her to have a hybrid legal system of both French and British laws.  Generally, Mauritius private law is based on the French Code Civil, while public and commercial laws are based on the English law. 

This explains why she has been quick in adopting e-commerce particularly the e-consumer protection laws since early years of ICT (1990), which a lot of African countries are yet to do.
 The population which consist of descendants of original immigrants from Europe, India, Madagascar, China and Africa, has ushered in diversities of life, culture, language, comportment and thinking.
  For example, the British influenced Mauritius legislative system, modelled after the Westminster system of parliamentary democracy which was common in most British colonies.
 Also one can say that laws of Mauritius are the result of a hybrid system combining more particularly the British Common Law and the French Civil Law System with a lot of emphasis from English flavour.

Mauritian courts are vested with different jurisdictions.  Public law and commercial law are based on the English law system as mentioned above, making adoption of electronic commerce manageable.  Within a period of twenty seven years (1973 -2000), Mauritius had improvements in human developments and equally impressive in economy, ICT arena regulatory system and so was life expectancy and education.
  The gap between rich and the poor had narrowed considerably also.
 Therefore, since 2000s Mauritius started to invest heavily in ICT as another sector of her economy.
 However, in order to manage this sector properly, Mauritian legislature passed the Information and Communication Technology Act of 2001.
 Later on in 2007, Mauritius adopted her first National Information and Communication Technology Policy (2004).
  Thereafter, the use of ICT became common up to household level.  In 2011, proposition of households that had mobile phones was 88.2% up from 28.1% in 2001; computers were 37.6% up from 13.3% in 2001 and Internet users 31.1% up from 12.6% in 2002.
 Besides the above mentioned enactments there were other Acts such as The ICT Act 2001 (Revised in 2006), The Child Protection, No. 30 of 1995, Copyright Act of 2014, The Independent Broadcasting Authority Act, 2000 (as amended in 2021), The Cyber security and Cybercrime Act 2011 (Proclaimed on 10th December, 2021), The Data Protection Act 2004 (as amended in 2017 and this is the principal data protection legislation in Mauritius, taking care of e-consumers), The Electronic Transaction Act 2000 (as amended)
 and the Information and Communication Technologies Act 2001 (as amended) just to mention a few.  All these Acts are for helping rule of law to be in place especially in consumer protection issues or conflicts.  The laws collectively address various aspects of e-commerce, and consumer protection from the validity of online contracts to the security of personal data and the prevention of online fraud distorting consumer rights.
Mauritius has also worked hard on international lines as she is a member of the United Nations (UN), African Union (AU), COMESA (Common Market for Eastern and Southern Africa), SADC (Southern Africa Development Community),
and World Trade Organizations just to mention a few.  For instance, SADC countries including Mauritius have been working hard to increase financial services and welfare of their people through e-Commerce, especially the low income consumers.
 This has been done through a proposed coverage of the legal framework by the G20 that has high principles on financial consumer protection and the CGAP (2010) Guidelines for consumer protection in low access environments too.
  However, increasing access to these sectors, there are also increases in risks of loss, misuse of such products and exploitation on the part of consumers.  In most SADC Member States, the minimum legislative and institutional requirements for consumer protection are in place but some countries such as Mauritius, South Africa, Angola and Rwanda just to mention a few are a head with specific and comprehensive framework or stand-alone consumer protection legislation which apply to all transactions and unlike countries such as Tanzania and Uganda whose e-laws especially for consumer protection are not covered in a stand-alone legislation.  In these two states, consumer protection laws are scattered in different pieces of statutes.
  Through the above-mentioned institutions, Mauritius has revised and reviewed her legislation particularly her ICT laws making ICT the 5th pillar of her economy besides sugar, textile, tourism and financial services,
 hence the e-enactments to control the e-commerce arena.
Mauritius has been renowned as a premier holiday destination in the past few decades.  Mauritius has quickly matured into a respected international financial services centre, having adopted the best international practices, sound regulations practices and conducive business environment, to have earned Mauritius a reputation of a reliable jurisdiction as evidenced by the growing network of double taxation and treaties based on the OECD Model.
 Mauritius is ranked first in Africa for Most Compliant Jurisdiction in 2019 (source Mo Ibrahim Foundation) and given her hybrid legal system, businesses find Mauritius to be a truly reliable jurisdiction.  Mauritius guarantees full protection to foreign investments through legal framework on Electronic Commerce and Consumer Protection that provides the foundational principles for fair trade and consumer rights that extend into the digital realm, and network of Investment Promotion and Protection Agreements (IPPAs).
 

Mauritius Government want to make her, a leading ICT destination and a model in the African Continent which support the new generation, and this implies to the Internet Broadband as a common citizen’s right, widespread of ICT diffusion and her adoption of Mobile Communication and last but not the least the state-of-the-Art in ICT infrastructure.

Mauritius want to become a major player in business and trade, and Africa is an attractive place for E-Commerce besides Asia and Europe as was indicated by McKinsey Global Institute; “Lions go digital: The Internet transformative potential in Africa” 2013 report.
 The firm projected annual online sales could reach USD 75 Billion by 2025 and the Internet connection growth from 2.1% in 2005 to 24% in 2018.
 In comparison with Tanzania that had 1.22% in 2002.  This had been caused by a late recognition of ICT that started in 1995 and moving at a very slow speed.
 The Internet growth across Tanzania has been below global index.
  Mauritius had started earlier in 1990 and so she has always been ahead of Tanzania and many other countries in the region.
  In 2016 Tanzania had attained 13.1% and 20% in 2019.  However, with the introduction of smartphones according to TCRA the percentage went up very quickly, but Kenya and Ethiopia had already attained 22.6% (2019) and 25% (2019) respectively.
 In 2020 Mauritius went up to 64.88%.
  Mauritius is roughly compared to the United States of America in telecommunication connections that stand at 1.5 per person (mobile phones) and US at 1.1 mobile phones per person.

On the other hand, there are high growth rates and stable macroeconomic environment and so is ICT.  Between 1973 and 2001, annual consumer price inflation averaged 7.8% in Mauritius compared with more than 25% for sub-Sahara Africa.
 

Given her hybrid system – the English Common Law and the French Code Napoleon – businesses find Mauritius to be truly reliable in jurisdiction.  Her platform offers the comprehensive, high quality tools businesses need to access foreign markets and resolving disputes, with a special focus on Asia and Africa.  Through her legal framework and network of Investment Promotion Agreements (IPPA’s), it guarantees full protection to foreign investments.  The Mauritius investment platform allows preferential access to markets encompassing several hundreds of millions of consumers.
 This has been possible through an impressive network of 46 Double Taxation Avoidance of agreements including 20 with Africa and Middle East countries, where even dividends are tax exempt.  In Mauritius there are no exchange controls inducing many investors.  The country has also robust GDP growth per year of 3.8% (2018) and a GDP per capital of US $ 10.500.   She also has an efficient system of Communication for both internal and external Communication that pivots on a high band fibre cable as well as a reliable fixed mobile telephone network.  Hence, making Mauritius to be ranked 1st in the Mo Ibrahim Index of Africa Governance 2018.
 Mauritius human development Index (according to HDI - 2019 Report) scored the highest compared to other African countries.  She was followed by Seychelles, Algeria, Tunisia and Botswana, with scores ranging from 0.8 to 0.7 points.
 Mauritius was also ranked 66th globally, as one of the countries with a very high Human Development.  

Legally, Mauritius has an independent and impartial judiciary for civil matters.  Mauritius legal system is well in place.
  The law provides access to a court to bring lawsuits seeking damages for human rights abuses.  She also provides for individuals to seek civil remedies for such abuses.  An alternative to the judiciary system, the Constitution provides for an ombudsman to investigate complaints from the public and members of the National Assembly against government institutions and to seek redress for injustices committed by a public officer or other authority acting in an official capacity.
 The Ombudsman can make recommendations but cannot impose penalties on a government agency.  After, exhausting all local appeals individuals or organizations can appeal decisions to the United Kingdom Privy Council which is the highest court of appeal.  The government respects courts decisions.

However, the courts are there for arbitrary or unlawful interferences with privacy, family, home or correspondence, but the Constitution on the other hand is there to prohibit such actions happening, but the government may not always respect these prohibitions.  Also the same Constitution provides for freedom of expression and freedom of speech but does not always respect these rights by not being able to restrict or disrupt access to the internet.  In this case people have a right to bargain collectively for consumer protection in particular and other constitutional rights.

In Mauritius cash payments for goods and services remain the norm.  However, payments by debit/credit cards are popularly and gradually replacing cash payments in malls, supermarkets and restaurants.
 Hence, the need for regulatory system for consumer protection to be in place. Also internet banking is increasingly used by consumers, hence, Mauritian banks are investing heavily in mobile banking and this has increased Mobile banking transactions from 758,901 in February, 2018 to 1,028,234 in February, 2019.
 

In this respect, Tanzania is also doing very well in mobile banking and e-banking and her banks have invested significantly in information technology  such as in retail consumer and non-consumer e-banking to facilitate electronic cash movement, automatic online cashier terminals and centralized database-processing facilities.
 Also Tanzania, according to the Economic Intelligence Unit report, done annually since 2017, she ranked 86 place out of the 100 countries listed in the 2020, ‘global Inclusive Internet Index’, which benchmarks countries on availability, affordability, relevance and the readiness of their people to use it.   The report stated:


“The Inclusive Internet Index (Triple I) or ‘3i’ report reveals that Tanzania with 49.5% digital economy was in the 86th position out of 100 ranked countries despite the internet usage speeding towards the 50% mark.”

However, Tanzania was ranked second after Uganda among low income countries, followed by Rwanda and then Burundi.  Tanzania was far ahead of Ethiopia which was followed by Mozambique, then Burkina Faso, Malawi, Madagascar and Liberia in that order.  Kenya had been put in another category, among lower-middle income countries in 2020, ranking 8th position in her group.   In this digital economy, Sweden topped the bill by 86% global Internet penetration and usage, followed by New Zealand (positioned 2), The United States of America (3), Australia (4), Denmark (5), South Korea (6), Canada (7), The United Kingdom (8), France (9) and Spain (10) – 10 top countries.

However, with this kind of human developments and the technology advancements and internet usage, there is great need for rule of law in order to have a level playground for e-commerce and e-consumer protection.  The Mauritian parliament had to enact laws with international flavour such as the International Arbitration Act of 2008, that was based on International Commercial Arbitration adopted by the United Nations Commission on International Trade Law in  1985 and as amended by the UNCITRAL in 2006.
  Therefore, Mauritian government recognized the jurisdiction of the court as compulsory and accepted it ipso facto and without special convention, on condition of reciprocity, the jurisdiction of the international court or justice in conformity with para 2 of s.36 of the Act. The efforts made by Mauritius have been tremendous and very articulate.  Hence, the need to have Tanzania adopt her style of enacting e-laws which are unique to her needs and environment but allow inducements from best practices and well developed jurisdictions, as there are numerous lessons to pick from them.
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The Republic of South Africa is one of the few countries in Africa and in some ways in the world that has comprehensive e-commerce and e-consumer protection laws.
  Nevertheless, when it comes to jurisdictional issues of internet–based contracts, it is important to note that the Constitution of 1996, Art. 39 provides for consideration of foreign laws which would include foreign case laws that could be useful in solving these legal problems.
  Dealing with the issues of jurisdiction from a South African perspective, the court would probably first ask whether an effective judgment is possible (Werkmans Inc., 2005 at 17) and if it would be possible, would it be effective to implement it?  Another question that is asked is whether the court has jurisdiction to hear the case?
 Hence, the parties concerned should have jurisdictional connecting factors especially the cause of action.  The next requirement should be derived from the principle of effectiveness in terms of which court should or should not exercise jurisdiction for compliance with the judgment should be expected.

However, it is advisable that international websites and e-transactions have to ensure that all their websites terms and conditions and all other cross-border agreements or transactions should include a ‘choice of law’ and a ‘choice of court’ clause and a submission to jurisdiction’ clause.  Jurisdiction, however, still remains a legal problem and a party can never be sure as to which court it will have and/or accept jurisdiction in the case of a dispute and redress in a trans-national e-transaction.
 Therefore, accessibility and availability of dispute resolution and redress mechanism systems are very crucial elements in consumer protection.  South Africa has a complex socio-economic and political history.  Hence, the need to examine what legal efforts have been made in South Africa. 
South Africa became independent in 1994 when she attained the majority rule.   She had been under minority rule of whites established by the Dutch and the British people as many of the African Countries around that period.  However, Apartheid, the Afrikaans name given by the white-ruled South Africa’s Nationalist Party in 1948, ruled the country very harshly, with institutionalized system of racial segregation that came to an end in the early 1990s in a series of steps that led to the formation of a democratic government in 1994.  The above given history of South Africa has been included in this study because of the complicated and harsh journey this fast nation influenced her commercial and legal fields.
The Apartheid ruling period that was full of violent protests, cultural struggles and sanctions weakened South African internationally.  This brought the economy of the country down under the minority rule in 1980s, despite the protective enactments such as the Population Registration Act of 1950, the Bantu Building Workers Act, 1951, The Prohibition of Mixed Marriage Act of 1947 and the Industrial Coalition Act, 1956, just to mention a few, which were all in favour of Apartheid.   Hence, the manifestations such as African resistance of Sharpeville massacre of 21st March, 1961 and the Soweto Uprising of 1976 – 1979, including detentions and killing of leaders.  The protests influenced the United Nations, the United States of America, Russia, the United Kingdom and other European Countries as well as the African States to react sharply through political and economic sanctions.  The Apartheid rule had to come to an end.  Hence, the release of Nelson Mandela from the Victor Verster Prison in Cape Town on 11th February 1990 that became the most striking symbol of the end of apartheid in South Africa
.
Nonetheless, with the new democratic majority rule and the nascent of the technology, there were needs to turn things round, particularly, in the legal arena with friendly enactments and e-environment concerns.   The previous rules were very oppressive and discriminative that were unfair for the marketplace.
 Therefore, it has been necessary to see how the judiciary works especially in resolving disputes and redress issues for e-consumer protection.

The judicial authority in South Africa is vested in courts.
 The Constitutional Court is at the top in the hierarchy, and it determines matters in regard to constitution.
  All other courts come under it.  There is the Supreme Court of Appeal, followed by High Court which is third in hierarchy and could determine constitutional matters except those reserved for the Constitutional Courts.
 After High Court come the Magistrates’ Courts, followed by other lower courts such as the tribunals with limited jurisdictions.   Most of the consumer disputes fall in this latter jurisdiction or Regulator.
  Consumer courts are a creature of Provincial Governments Administration as consumer protection is a concurrent jurisdiction between provinces mentioned here above and national government.
  These courts were intended to alleviate challenges that consumers experience when they have complaints which are not resolved by businesses.  It is common knowledge that consumers do not have the economic muscles to litigate where their rights are infringed.
 However, these courts should be expeditious and should not be payable by consumers. There should be Consumer Protectors or organizations to assist in the process of justice.  Nevertheless, South Africa judiciary enjoys hybrid system due to the influence of the Roman, Dutch and English Law.  Hence, the use of Civil and Common law systems.
 

As a whole, South Africa has transformed her economy and politics significantly since she achieved her independence in 1994, under late President Mandela.  As Makulilo put it, the first and black President of the ANC Party for this reason:
“embarked upon Reconstruction and Development Programme (RDP) included privatization of parastatals, launching of worldwide appeals for new trade and investment packages, re-entering world financial markets, establishing new trade partners and expanding formerly clandestine trade ties that had long existed with many countries.”

As a result of the reconstructions and development programmes, South Africa has been successful in raising her economy and she has been characterized by the World Bank as an upper-middle income economy,
 like Tanzania that was characterized some five years ago.  These are things which Tanzania should borrow from South Africa to improve her economic status and so are her enactments in particular the comprehensive Consumer Protection Act, no. 68 of 2008 (CPA) as amended and the Electronic Communications and Transactions Act, no. 25 of 2002 (ECT Act) as one of many sources of law which has great impact on Electronic Commerce providing more than twenty-two rights for consumers.

South Africa’s economic sectors are:  mining, agriculture, fishery, and vehicle manufacturing and assembling, food-processing, clothing and textiles, energy, telecommunication, financial business services, real estate, tourism, transportation, wholesale and retail trades.
  All these have given South Africa recognition and reputation internationally.  Hence, her hosting FIFA World Cup in 2010 which expanded the country’s infrastructure base, skills for developments, employment and economic growth.
  Also her international trade ties especially with European Union countries and other European nations improved her tremendously, making her the largest European’s trading partner in the African Continent.
 However, with all these developments particularly in the ICT sector, there has been a great demand for e-laws so as to have proper connections and help in managing the e-transactions, including consumer protection e-laws.  Of course, in South Africa there has been the famous and most effective the Consumer Protection Act, No.68 of 2008, although it is not unified.  It is the broadest legislation which was put into force in 2011.  
The Consumer Protection Act that is referred to as CPA or ‘the Act’ intends to regulate the marketing of goods and services to consumers, as well as the relationships, transactions, agreements between the consumers and the products, suppliers, distributors, importers, retailers, service providers and intermediaries of those goods and services.
  Hence, it is for promoting and advancing the social and economic welfare of consumers.
 The Act also introduces dedicated administrative institutions and legal procedures such as specialized courts and tribunals to protect both individuals and class rights.  It has also tried to embrace and include other enactments such as The Consumer Affairs (Unfair Business Practices) Act 71 of 1998, The Trade Practices Act 76 of 1976, (repealed in 2011), The Sale and Service Matters Act 80 of1995, The National Credit Act 34 of 2005, The Long Term Insurance Act 52 of 1998, The Short Term Insurance Act 53 of 1998 and the Financial Advisory and Intermediary Services Act 37 of 2002 just to mention a few.
This Act recognizes ten consumer rights within – s. 8 – 71,
  and these are: Right of equality in consumer market - no dominancy of market, right to privacy, right to make a choice, right to disclosure and no misleading information, deceptive, unfair or fraudulent conduct, right to fair and responsible marketing, right to fair and honest dealings, right to fair just and reasonable terms and conditions, right to fair value, good quality and safety – no health hazards, supplier’s accountability to consumer and the right to be heard and obtain redress.  The Act also provides for consumer awareness and education in s. 96.

However, there is no published overarching consumer policy covering all sectors, but South Africa through the Department of Trade and Industry has tried to cover necessary laws for consumer protection that aim “to create a fair regulatory environment that enables investment, trade and enterprise development in an equitable and socially responsible manner.”
  One of the CPA purposes is “providing for a consistent accessible and efficient system of consensual resolution of disputes arising from consumers’ transactions and providing for an accessible consistent harmonized, effective and efficient system of redress for consumers, s. 3(1) (g) and (h).
  Other laws that cater for consumers are the South Africa Constitution, 1996, the mother law and the Bill of rights.

Looking at the socio-economic and political contents, it is very clear that socially the South Africans black population and other minorities went through serious segregation and oppression.  Thanks to the amendments and repeals made in various laws such as The Trade Practices Act 76 of 1976, (repealed in 2011), The Sale and Service Matters Act 80 of1995, and the consumer Protection Act 68 of 2008 – that became the best protective law for consumers in the Continent and recognized world over.  The Act adopted both UNCTAD Law Model and the OECD Guides and also tried to protect national interests and environment.  In South Africa the theory of free market economy was definitely applied for the good of the nation and the legal growth of ICT. The only thing that has not been successful are the checks and balances of implementation and this includes other enactments and it is because of imbalances between consumers and suppliers.  The National Consumer Commission (NCC) and the National Consumer Tribunal (NCT) are ill-equipped to handle all the complaints just like TCRA in Tanzania.  Cases take too long to be investigated and adjudicated, no timely justice eroding public confidence and trust, inaccessibility to seek dispute resolution and redress mechanisms, simply because public do not know their rights, lack of awareness and education and the many huddles in the procedure that has been given three years lapsing period for the complaints.  Therefore, it is necessary to work hard and remove all these huddles in order to be successful in implementations and enforcements.  Tanzania has a lot to learn and borrow from South Africa.
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The Federal Republic of Nigeria is the largest of the West African coastal state and she received her independence on 1st October, 1960.  Her current population is estimated at 228,961,547 million as of Sunday 16th June, 2024 based on World meters information.
 This quick growth in population and other areas have made Nigeria to adopt Information Communications and Technology advancements for their potential including enacting of e-laws in order to have rule of law in the country.   She is the 3rd most technologically advanced country in Africa besides South Africa and Kenya followed by Egypt. 
This has triggered economic growth especially in mobile phones and internet arena.  Hence, the reason for picking African countries in this study is because they are putting a lot of efforts among developing countries in the African continent
  Also Nigeria presents quite a peculiar case as she is developing country struggling with quite a number of socio-economic problems ranging from poverty, corruption, terrorism and unfair business practices through crimes such as hacking, deceiving and spams among many other issues.
 Hence, the need for comprehensive and enforceable legal frameworks for both e-commerce and e-consumer protection among many other statutes in different EC fields so as not to cripple the economy.  Restoring trust and confidence in EC methodologys of contracting and at the same time protect the consumers are paramount.
Nevertheless, Nigeria has been working hard on her e-laws as she advances in technology very rapidly.  The primary legislation governing EC in Nigeria is the Cybercrimes (Prohibition Prevention, detention, penalties etc.) Act of 2015.  This Act addresses various aspects of online transactions, such as cyber security and the protection of electronic data that is part of consumer protection.  Hence, her inclusion in this study is because of her efforts in enacting e-laws that would help in consumer protection legislation.  Electronic commerce in Nigeria has become a critical issue as the country’s digital marketplace expands very fast and so are online platforms growth that are promoted by internet penetrations creating consumer protection issues.  However, cybercrimes are also increasing very rapidly.  
The courts in Nigeria are ill equipped to grapple with the situation since they cannot cope with the speed of technology.
  Nigerians have found many benefits and conveniences in e-commerce as to embrace it just like in many other countries in the world.  The Nigeria Data Protection Regulation (NDPR) which came into effect on 25th January 2019 was introduced aiming to safeguard the privacy rights of individuals or ensuring that Nigerian citizens and residents have their personal data protected in line with global standards and practices for security and lawful purposes.  It was established by the National Information Technology Development Agency (NITDA) under the authority given to it by the NITDA Act of 2007.  This Regulation was Nigeria’s first comprehensive framework for data protection, later on Nigeria continued actively collaborating with other stakeholders to enhance e-consumer protection measures aligning with global best practices to create a secure and trustworthy online commercial environment.  The next in line was the Consumer Protection Act of 2019.  This Act was established for Federal Competition and Consumer Protection Commission (FCCPC) which oversees consumer rights and ensures fair business practices.  It provides a comprehensive framework for consumer protection that addresses issues such as product safety, unfair trade practices and consumer redress mechanism.
There is also Data Protection Regulation (NDPR) of 2019 that was issued by National Information Technology Development Agency (NITDA) of Nigeria.  This regulation provides guidelines on data protection and privacy for individuals.  It requires E-Commerce businesses to ensure that there is confidentiality, integrity, and availability of consumer data protection, thereby protecting consumers from data breaches and misuse of personal information.  This regulation had been enacted in 2007 for the purposes of empowering Nigerians in EC and played vital role in ensuring that online businesses complied with Information Technology (IT) Standards and regulations to protect consumer interests.  Last but not the least is the Electronic Transactions Bill.
  This pending legislation is meant to regulate e-transaction to promote a legal framework for EC activities.  The legislation addresses issues such as digital signatures, e-contracts and rights and obligations of parties in e-transactions to promote trust and security in the digital marketplace.
These legislations and regulations analysed herein above, collectively provide a very comprehensive consumer protection legal framework in EC in Nigeria.  It has covered almost everything required in this legislation to build consumer confidence, trust and at the same time promoting the growth of the digital economy in the current marketplace.  Therefore, Nigeria is another country that could offer comprehensive statutes to the developing countries such as Tanzania who is struggling to build capacity in developing a comprehensive, enforceable legal framework for consumer protection in e-Commerce, including financial inclusion and the high technological advancements in mobile payments platforms. 
4.8
Kenya Legal Initiatives for e-Consumer Protection:  

Kenya became independent in 1963 and her capital city is Nairobi (a city in the sun) as she lies on Equator.  She is one of the Community countries of Tanzania, Uganda, Rwanda, Burundi, South Sudan and Democratic Republic of Congo.
 The oldest member states of E.A.C. inherited the Common law system but Rwanda, Burundi  and Republic of Congo inherited Civil law system from France.  Later on the British introduced common market.   TC "4.8
Kenya Legal Initiatives for e-Consumer Protection" \f C \l "1" Among these seven countries, Kenya and Rwanda are leading in the field of Information Communication and Technology (ICT).  However, like most African countries, Kenya has found herself short of e-laws since Electronic Commerce is growing very rapidly and consumer numbers increasing at a high speed.
 Hence, there were needs to cope with technological advancements.  Kenya has been working very hard on enacting e-laws such as Kenya Information and Communication Act (KICA), and the Business Laws (Amendments) Act, 2020.  These laws have been pivotal in regard with electronic signatures and e-evidence including admissibility of e-documents.  
These acts have ushered in significant steps in digitizing business processes.  She also enacted the Data Protection Act of 2019, that was followed by the establishment of the Office of the Data Protection Commissioner aligned with global standards of Guidelines to Data Protection Rights, that build consumers trust. In Tanzania this was not the case, although there has been the Electronic Transactions Act of 2015.  Kenya has had her Electronic Commerce Act as early as 2013.  Tanzania is yet to enact her digital stand-alone, enforceable legislation.  Her principal legislation, the Fair Competition Act of 2003, does not serve digital commerce fully.  Tanzania Personal Data Protection Act came later in 2022.  This legislation established a Personal Data Protection Commission (PDPC) and outlined principles for data processing and the rights of data subjects.  It is a landmark piece of legislation and its implementation is still in her early stages compared to that one of Kenya that is a more established legal framework.  Hence, Tanzania’s e-laws effectiveness in implementations, enforcements and practical impacts on digital commerce are yet to be fully realized.

The New Constitution of Kenya came in 2012, although this Constitution does not refer to EC and consumer protection directly.  Kenya Constitution (2010) has been re-enacted and is covering a lot of consumer rights but not fully or directly.
At least, it is a fundamental and foundational legislation for citizens’ rights. The Kenya Constitution contains general rights for consumer protection, under the protection of fundamental rights and freedoms of the individual, Chapter IV, Article 46.
  It states:

 “Kenya introduces consumers’ rights and requires that Parliament enact legislation and fair, honest and decent advertising.  Further Art. 46 makes it unequivocal that consumer rights have to be observed by both Public and Private Entities.”

Unfortunately, the Tanzania current Constitution was enacted in 1977.  It has had several amends, but still is outdated and requires reforms that would lead to a new enactment, in order to answer citizen’s current demands.  It has been amended several times but it has not fulfilled the digital arena needs.  In Kenya Admission of E-Evidence Act, No. 12 of 2012, Digital Evidence and E-Signature Law (review) CAP. 80 of 2021
 and the Electronic Consumer Protection of 2012 that protect consumers are in place.  Most of the people’s rights are derived from these enactments.  However, in Tanzania, the e-Transactions Act of 2015 serves a similar purpose, providing for the legal recognition of electronic transactions, e-signatures, and electronic evidence and it is fundamental in guiding trust in online issues. But still the practical application and integration of these laws into the broader businesses environment seem more advanced in Kenya than in Tanzania. There is need for more efforts on the part of Tanzania.  All the same she could borrow a leaf from these legislations. 
Kenya has been a capitalist country.  Hence, she has been quick to observe and react on new global developments especially in the Information and Communication Technology.  While Tanzania has been following socialism treks until 1994 when multiparty democracy was introduced.  Hence, her being slow in adoption of technologies as most technology devices were banned such as televisions.  Kenyans were forging ahead and they also recognized that there are no boundaries in a global reach very early and took advantages and unlike Tanzania.  They also realized that there were destructions of laws since EC encompasses a wide spectrum of electronic activities creating a new arena of e-laws and e-crimes globally.  As E-Commerce exploded globally consumers’ issues increased very promptly and speedily, leaving huge legal gaps unattended, particularly on jurisdictions, dispute resolutions and redress mechanisms.  In many nations cross-border trading is not equally regulated or legally harmonized even in East Africa.
As far as Information and Communications Technology (ICT) is concerned, Kenya is the leading country with a booming e-commerce market and the laws for consumer protection have been put place even before 2012 and so was e-commerce, for fostering digital trades and businesses.
In 2021 Tanzania came 2nd after Kenya in 2021 Commonwealth digital economy report.
 The efforts of these two countries have made Tanzania as an East African Community country to be given chair ship for Commonwealth Telecommunication Organization (CTO) which is a huge encouragement in ICT sector, particularly in building digital economy.
 Hence Tanzania should borrow a leaf from Kenya.  Unfortunately, the abovementioned laws as a whole have not covered the dispute resolutions and redress mechanisms fully as they should.  Hence, the need to discuss the few efforts made. 

In farming Kenya is one of the African countries that export tea, coffee, cut flowers and vegetables in huge quantities putting her national commercial agricultural output to stand at 70% (19th August,2022).
  Countries that import Kenya products are China, Egypt, South Sudan, Germany, United Kingdom, United Arab Emirates, Japan and India just to mention a few,
 giving her a lot of foreign exchange.  Kenya has undergone remarkable economic transformations since independence.  Her economy and financial status were in the hands of a few whites before and   thereafter independence.  They even dictated what economic crops people could grow.
Despite this Kenya has been very strong commercially and economically compared to other East African countries.

Kenya has been enjoying a booming e-commerce market for quite a while.  Her widespread adoption of mobile money platforms, especially mobile payment systems such as M-Pesa and her growing technological ecosystem especially in Nairobi City supported by a responsive regulatory environment which is paramount.  Laws protecting consumers are in place.  This clear structure provides certainty for businesses, investments and build consumer trust. 

Unfortunately, this is not the case in Tanzania. Tanzania Parliament is least concerned with the reforms in the legislation.  Hence, the loud cry for it in the country.  The Kenyan Constitution and the Consumer Protection Act, 2010 as amended in 2012, No. 46 are landmark achievements of consumer protection. However, the Telecommunications statutes that included The Kenya Information and Communications Act of 2009 as amended by the Kenya Information and Communications Act of 2010 (as re-amended in 2013), is the main legislation that provides for E-Commerce.
  The Act recognizes the existence and formation of contracts by electronic means through many ways including providing a definition for an electronic signature.  
Apart from these ground-breaking provisions, acknowledging the internet revolution and the advent of e-commerce transactions, the Act provide for the establishment of the main regulatory body for E-Consumer protection known as The Communication Authority of Kenya (CAK). It replaced The Communications Commission of Kenya (CCK) and it has been vested with various powers to resolve disputes.  It has also been involved in major projects such as the Digital Migration, a project that involved ensuring that all television signal transmissions were done through a digital based network.  This was an effort to comply with the international deadline for switching off analogue transmission.  One of the proposed benefits of this activity in relation to e-consumer protection was the result of releasing transmission spectrum which could contribute to improved internet connectivity for e-consumers.  Other responsibilities of CAK is to issue licences, manage frequency spectrum, provide rules and regulations, inspect and regulate communication equipment, protection of consumers by ensuring only fair trade practices are used.
  
The CAK is mandated to promote public confidence in e-transactions, use of reliable electronic records, and eliminate barriers to e-commerce uncertainties, (i.e.  Over writing and signature requirements). Development of e-commerce through the use e-signatures require authenticity and integrity to correspondence in any e-medium, delivering quality services in the ICT sector. Therefore, there is need for sound legal frameworks in EC and e-consumer protection to cover all these issues.  Furthermore, issues of contracts online should be addressed.  For example, implied contracts’ terms and conditions should be well spelt out. Litigations and dispute resolution, handled by the CAK rather than the jurisdiction of the courts need to be re-assessed in order to cover more as to include foreign problems.  Moreover, matters of jurisdiction with regard to online businesses with servers abroad are not adequately covered and so are interactions between producers and consumers or consumers and supplier as far as consumer protection is concerned.  Otherwise, Kenya companies that are engaged in e-transactions could easily be overwhelmed by deluge of legal claims in multiple jurisdictions issues.

Fortunately, Kenya has had laws for protecting consumers in place such as the Kenya Constitution mentioned above,
 The Kenya Information and Communication Act of 2009 (as amended in 2013),
the Competition Act, 2010,
  and the Sale of Goods Act of 2012
 as amended and  other bills such as E-Transactions 2007 and the E-Transactions Regulation of 2009 that became effective in 2010.   The Information and Communication Act mentioned above recognizes the existence and formation of contracts by electronic means through many ways up to providing a definition for e-signature and admissibility of e-evidence.  It also broke provisions acknowledging the Internet Revolution and the advent of e-transaction.  The Act also provides for the establishment of the main regulatory body in e-consumer protection, the Communications Authority of Kenya (CAK) that operates similarly as TCRA in Tanzania.

Later on came the Consumer Protection Act of 2012 (CPA) and this was to bit the purpose of the Competitions Act of 2010.  The Consumer Protection Act was enacted to protect consumers from unfair trade practices in electronic trading transactions.  However, this Act has challenges in protecting transactions involving different foreign jurisdictions. This has not been in Kenya alone.  For example, in the U.S.A. in the cases of Cybersell Inc. vs. Cybersell Inc.
 and Compuservers Inc. vs. Patterson,
 these two cases in the U.S.A. demonstrated the challenges posed by transactions involving different jurisdictions.  One of the parties to the case was using servers that were based in foreign jurisdictions.  The question was whether consumers could obtain protection in the local or foreign jurisdictions with the conventional dispute resolution mechanisms with traders outside courts, considering expenses of litigation being too high, hiring of lawyers and travelling for court proceeding that could be very high as well?
In Kenya to seek legal redress through alternative dispute resolution for transactions might not be very successful.  The traders or businessmen based in a foreign jurisdiction may be rendered helpless since the system of mediation is still nascent in many developing countries such as Kenya or undeveloped countries and aggrieved consumers are not in a position to reliably resolve disputes in this manner especially in electronic commerce arena.
  Furthermore, most Kenyan consumers are restrained to share sensitive information with strangers.  Privacy law is quite new and information disclosure too. Personal data is very valuable in digital economy and should be used appropriately.  Other concerns are fear that important e-identities such as e-mails may get into the wrong hands of criminals and trolls online.  This concern is real as some of EC platforms have the obnoxious habit of selling customer details to companies that aggregate data for targeted marketing.   Prior inspection of goods online is none existent like in the case of Federation of Kenya vs. Fone [2014].  The case was instituted for selling defective phones and computers.  Nonetheless, to get redress as the internal policies at the phone company did not address consumer interests sufficiently turned into a problem.   It was an issue since the sale of goods act recommends a buyer to be aware of the goods as it grants opportunity to inspect the goods before making any payments.

The Communication and Information Authority of Kenya, in order to function properly in protecting consumers’ rights in the communication industry has power to resolve disputes between consumers and service providers as provided in the legislation.  If a problem arose parties should be notified within 60 days of its occurrence and it is important to note that the Authority should not focus on the technicalities of the process of dispute resolution under Kenyan law.  This is to the advantage of the consumer’s perspective because it does not place rules of procedure on a high pedestal to the possible detriment of the consumer who may not be well represented by legal counsel.  

However, the scope of Kenya Information and Communications (Consumer Protection) Regulations of 2010 is limited to resolve disputes.  The enactments mentioned above are silent on disputes between consumers and e-commerce suppliers.  This leads to the interpretation that such disputes are not placed before the Communications Authority making it difficult to get remedies with regard to internet agreements and enforcement of contractual obligation of online based businesses whose servers are outside the country.  This could be because of lack of proper networking with similar agencies in other countries.  This is a gap in law that require consideration.  CAK does not provide for specific technical aspects such as proper listing of the internet based businesses that the legislation regulates.  The Act only regulates licensees with the main tool of enforcement being the revocation or threat of revocation of licenses and thus social media platforms and search engines are not adequately provided for, and businesses can therefore be easily used to commit crimes. 

Disputes resolutions in Kenya are yet to be legally covered fully.  This leaves consumers in a dilemma especially where different jurisdictions are in play.  There should be more awareness in the government quarters and private institutions.  The urge of justice should be felt if Kenya wants to remain an e-commerce hub of East Africa and the rest of the world.  She has to come up with more and precise e-laws so as to run the ICT arena efficiently.
However, Tanzania has a lot to borrow from Kenya.  Kenya has already enacted a specific stand- alone consumer protection legislation as abovementioned.  She also has enacted a very good Constitution legislation for the country that also include ICTs. For example, when a dispute arises,
 "Kenya, in order to function properly in protecting consumers’ rights in the communication industry has power to resolve disputes between consumers and service providers………parties should be notified within 60 days of its occurrence and Authority should not focus on the technicalities of the process of dispute resolution under Kenyan law as such.  This is to the advantage of the consumer’s perspective because it does not place rules of procedure on a high pedestal to the possible detriment of the consumer who may not be well represented by legal counsel.”
  
This is a leaf to borrow for Tanzania.  The financial inclusion in Kenya as seen herein above is very advanced especially for m-pesa.  The harmonization of the rules and regulations for cooperation and cordination are in place as an East African Community country. 

4.9
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The socio-economic and political contents explained in this chapter, suggests clearly that these elements have pushed people to adopting Information Communication and Technology (ICT) and her advancements influenced by their potentials.   This has also made people to use E-Commerce in doing their businesses and trades that lead to economic growth and welfare of the people and nations. It is also clear that e-consumer protection laws in EC have become a critical phenomenon in digital marketplace as it expands very fast.  With the proliferation of online business platforms and increased internet penetrations, consumers are embracing the conveniences and opportunities of EC.   Unfortunately, significant challenges, including frauds, data breaches, deceptive practices and cross-border issues are also ushered in.  Therefore, there is need for robust, comprehensive and enforceable legal frameworks in Tanzania as has been in the abovementioned countries that seem to have worked hard on their e-laws making them good examples to developing countries.  These best practices from other nations should be taken seriously.  Tanzania should adopt these best practices without hesitation to improve her e-laws particularly e-Consumer Protection enactments in digital economy. 

Tanzania could also borrow a leaf from South Africa as an African Country and other countries herein mentioned.  Although South Africans black population and other minorities went through serious segregation and oppression what saved them were the amendments and repeals made in various laws.  Those laws became the best protective law for consumers in the Continent.  The Act adopted both UNCTAD Law Model and the OECD Guides and also tried to protect national interests and environment.  In South Africa the theory of free market economy was definitely applied for the good of the nation and the legal growth of ICT. The only thing that has not been successful are the checks and balances of implementations and this includes other enactments.

For comparative purposes, this study selected United Kingdom, Australia, Malaysia, Mauritius, South Africa, Nigeria and Kenya. The justification for their selection included the fact that these countries have made tremendous efforts towards becoming the best protective law for consumers not only in their countries but also throughout the continents. Secondly, these countries had adopted laws from international protocols such as UNCITRAL, UNCTAD Law Model and the OECD Guides to protect both national and international interests, making them relevant and effective both domestically and abroad especially when it came to redressing Consumer Protection, cross-border issues and disputes. Thirdly, the legal instruments from these countries are well reflected in the social and economic development of such countries. With the appreciation of socio-economic content in these countries, the rights of e-consumers especially in the digital era have been well protected and the theory of free market economy is definitely applied for the good of the nations and the legal growth of ICT and the resources required.  For this reason, these countries have embraced the ICT technology with enthusiasm and right speed. Finally, the reasons that these laws have been pin-picked is because they have been discussed by the experts in these areas for a reasonable period of time, making them perfect.
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LEGAL AND INSTITUTIONAL FRAMEWORKS FOR E-CONSUMER PROTECTION IN TANZANIA TC "LEGAL AND INSTITUTIONAL FRAMEWORKS FOR E-CONSUMER PROTECTION IN TANZANIA" \f C \l "1" 
5.1
Introduction TC "5.1
Introduction" \f C \l "1" 
The developments in civilisation, economic status, financial inclusions and Communications particularly the developments of ICT including Internet and the World Wide Webs have radically changed the way businesses, trades and research are done.   They have created a new “business communication environment,”
 that is also demanding for new e-enactments for consumer protection. The ICT advancements have ushered in new challenges and risks such as unfair contract terms and conditions, misrepresentation, privacy, fraud, misleading information or advertisements and deception just to mention a few.  E-Consumers are more vulnerable than the offline consumers doing businesses or marketing and services face to face traditional methodology.  As far as Information Asymmetry is concerned, consumers may have less information than the businesses in the digital marketplace, making them very vulnerable to exploitation.
During this information age, Tanzania digital economy is experiencing rapid growth than ever before. It presents both opportunities and novel challenges and this is because Tanzania has joined the rest of the world in embracing online transactions, access digital services and good participation in E-Commerce.  The exploration of the legal and institutional frameworks for consumer protection require examining the existing legal field in order to examine the adequacy in addressing the unique challenges of the digital realm and the institutions responsible for enforcement and advocacy for safeguarding consumers in online marketplaces, considering issues such as data privacy, cybersecurity, misleading advertisements, unfair contract terms, and effective dispute resolution including their redress.  These are essential elements in building trust and confidence, promoting sustainable growth, and empowering Tanzanian consumers in the evolving digital age.

At this juncture, there are many issues of financial losses especially through credit and debit cards, lack of opportunities to seek justice and enforcing their rights due to the absence of suitable channels to resolve disputes or the high costs involved in litigations.  In Contract Formation in digital commerce, there could be challenging issues such as validity of e-signatures and the enforceability of online agreements.  Also in Cross-border Electronic Commerce, there are issues of jurisdictions and the applicability of different national laws for consumers because of the global nature of the Internet making it a complicated domain as far as transparency and legal uncertainty are concerned since technological innovations should not be limited neither are the laws for proper regulations.  Redress is also another problem as Mwenegoha stated:


“E-Commerce has taken on different characteristics in various countries, influenced by local practices.  In particular, e-commerce has taken a new form in Tanzania.  First, e-commerce in Tanzania is integrated with mobile commerce (m-commerce) resulting in a new electronic market (e-market) paradigm, (without e-enactments for guidelines).  Secondly, e-commerce in Tanzania is influenced by the social, cultural, and economic conditions making it unique to Tanzania.”

All these issues mentioned above, unless guided by accurate, effective and enforceable enactments, it would be difficult to advance in ICT and E-Commerce will be unmanageable. Therefore, it is important to understand these concepts so that policymakers and regulators can develop effective consumer protection legal frameworks for the digital economy in Tanzania.  Hence this chapter will scrutiny various legal institutional frameworks, in order to ascertain the legal advancements and initiatives made by Tanzania and also to discover the interruptions and huddles distracting effectiveness, efficiency and enforceability of these laws.  At the same time the study will help in discovering the legal missing gaps.  Therefore, there will be investigations of a few selected Acts and regulations such as:
· The United Republic of Tanzania Constitution, 1977
· Fair Competition Act, 2003 (CAP. 285 R.E. 2002)
· The Tanzania Communication (Consumer Protection) Regulation, 2005
· The Electronic and Postal Communication Act of 2010 (EPOCA)
· The Bank of Tanzania Act. 2006 (CAP. 198 R.E. 2002)
· Tanzania Electronic Transactions Act, 2015 No. 13
· Cybercrime Act, 2015 No. 14 
The Tanzania Bureau of Standards Act of 1975 (No. 2 of 2009), just to name a few.
All these laws a very important in one way or another for consumers but are not satisfactory enough to cover e-Consumer Protection fully. 
During colonial era in Tanganyika,
there was a lot of oppression and discrimination, as these colonizers came into the country introducing their own rules and regulations, despite the customary law (comportments, customs and traditional rules) they found in place.
   To make matters worse they modified them to fit their needs as they ruled the colonized people.  Hence, the saying that legal system and the laws were the creation of colonialism.
 The reception of the laws was done through the reception clauses and local ordinances, some of which merely copied corresponding English legislation which applied English law by reference.
 

This situation went on until the independence in 1961.
 After independence, many African countries including Tanganyika continued with the inherited legal system and the body of laws imported and developed by the colonial legislatures.  These laws and practices that included consumer protection were described as archaic in the sense that they were pre-capitalist and were rarely, if at all, used because the level of development of the capitalist economy and the legal consciousness of the majority of the population was low, and this became the pattern of life.  An example of these laws included proclaimed Control of Prices Ordinance, which was enacted on 5th March 1920.  The Ordinance made it an offence to either sell or offer for sale or buy or offer to buy any price-controlled products at a price exceeding the maximum price.
 However, even after independence in 1961, Tanganyika unfortunately remained economically and politically the same.  The consumers were always subjected to the unbending laws of capitalists, embraced by the new administration.
 Hence, the dominance of the two legal    systems; the English Common Law and the Civil Law and at times a mixture of the two.
Furthermore, changes brought by the Arusha Declaration in 1967
 introduced the Ujamaa-Socialism in Tanzania which broadly reflected Nyerere’s philosophy of man-centralism which according to him all social, economic, political and legal activities were to have man as the beneficiary.
  During this period consumers were protected by the government policies and by the legal judicial and administrative arms of the State that led to enactment of consumer protection laws in different sectors such as the Posts and Telecommunications, Energy, water and utilities (EWURA) and transportation (SUMATRA), just to mention a few.  In spite of all these, consumers did not enjoy their full rights because all was under the control of the state and the participation of the concerned people was very minimal as they had no say.

Nonetheless, the innovations of Information and Communications Technologies (ICT) came hosting Electronic Commerce that ushered in new advances in trade and businesses.
  However, all these events were accompanied by many risks and challenges making consumer protection weaker and this was a huge draw back.  The government had power over all, hence, the Prohibition Order on Electronic Computers and Television Sets
 that paralyzed the country as far as ICT was concerned.  Unfortunately, earlier in 1970s the plan to computerize the whole Tanzania Government accounting system using the computer model ICL 1900 which had been located at the Ministry of Finance headquarters in Dar es Salaam also failed.  The project failed badly and the government had very heavy losses.
 Although this ban of 1974 or the prohibition was lifted thereafter, in 1980s the computer importation was allowed in the country under the scrutiny of the Advisory Committee that had a duty to grant import licences.  As a result, this slowed the national developments socially, economically, politically and legally. However, with the coming of the multiparty system in 1992, things had to change.  Hence, lack and delay in enacting the e-laws, legal frameworks, infrastructure, economy and social life in Tanzania.  

As the examination of these e-laws start, it is only fair to commence with the “Supreme Law” – the Constitution of URT of 1977.
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One thing to remember is that there is no specific or stand-alone legislation in Tanzania to govern electronic commerce and e-consumer protection.  Of course, there are available laws that address and guide both EC and consumer protection legal issues.  This will be pinpointed in the selected laws mentioned above.  Unfortunately, most of the provisions were designed to facilitate offline transactions or paper based transactions. A break thorough was introduced by EPOCA, E-Transactions Act and Cybercrimes Acts,
 as stated below:

 “The rapid growth of e-commerce over the world has brought challenges and affects Tanzania’s commercial offline laws and other related laws and the society at large given the nature of paper based transactions”

Therefore, there will be discussions over a few selected consumer protection statutes so as to see the gaps in e-laws, starting with the Constitution of the United Republic of Tanzania followed by Fair Competition Act, 2003. 
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The United Republic of Tanzania Constitution of 1977 which is the ‘Mother Law’ of the country contains the rights of the citizens and consumers are no exception. Tanzania has had five constitutions but the first four constitutions and in particular, the British based; the Independence Constitution of 1961, was very much based on the Westminster model with a sovereign parliament, multiparty democracy, a prime minister and the Governor General as head of state representing Her Majesty the Queen of England.
  That fact alone was a source of problems.  In particular, the people started questioning the meaning of their independence with the British Queen as the “Head” of “their free and Independent State”.  People were given independence but the nation still remained under the Queen such that the “National Leader” was still obliged to receive instructions from Britain.  It is clear from this point of view that the Independence Constitution did not introduce anything new to the ruled people.  It had not been discussed by Tanzanians and so it was merely for granting independence to Tanganyika.

The second Constitution was discussed by the National Assembly instead of the people asking for a republican government with an executive president concentrating most of the powers to him.
 Third Constitution was to include the articles of the Union because of the two governments of Tanganyika and Zanzibar getting together. The two states of Tanganyika and Zanzibar joined together on 26th April, 1964 to form a Union through the Articles of Union which were issued under a Decree entitled the Interim Constitution Decree, 1964 by the late President of Tanganyika Mwalimu Julius Nyerere.
 The articles modified the Constitution of Tanganyika to make provision for the Union.   However, the ratification of the Articles of Union by their respective legislatures, the Union was born on 26th April, 1964,
 (a day celebrated in Tanzania since then).  The Union appellation was later on changed to be the “United Republic of Tanzania”.  Hereinafter that Union will also be referred to as either the ‘Union” or simply “Tanzania”.

The fourth Constitution was the Interim Constitution of Tanzania of 1965 that was amended and superseded and replaced by the permanent Constitution of the United Republic of Tanzania in 1977, a Constitution whose text has been amended fourteen times is the current one.  They tried to create a one party State using s.3 (2) of the Tanganyika African National Union, hence the name ‘One Party Constitution’,
 with numerous shortcomings, demanding for re-enactment for a “New Constitution”.
 

However, the consumer protection in Tanzania has been derived from this Constitution of 1977 under articles 11 – 14 - 18 and 30.
 These Articles guarantee the rights to all citizens including consumers of products or goods and services rendered.  Starting with Part II, Art. 8 (b) and (c) – the objectives of the government is to care for the “welfare of the people and shall be accountable to the people”.  Also in Art. 11 (1) (2) and (3) it stipulates that “without prejudice to those rights, the state authority shall make provisions to ensure that every person earns his livelihood”.
  Hence, the consumers should be protected when they are doing their trade or businesses.   This also goes with the rationale for intervention in the consumer marketplace as it is necessary for the government to intervene in markets to promote general economic fairness and consumer welfare. This means that the Government shall endeavour to ensure that “there are equal and adequate opportunities to all persons.”
  In Part III, Art.14, 15, 16 and Art.17 consumers are protected.
 In Art. 18 (1) and (2) “Every person has the right to freedom of opinion and expression and to seek, receive and impart or disseminate information and ideas through any media ………………………… and right of freedom from interference with his communications.”

Art. 18 (2) “Every citizen has the right to be informed at all times of various events in the country and in the world at large which are of importance to the lives and activities of the people and also of issues of importance to society”.

Hence, the need for rationale for consumer protection and the market system that should be enshrined in national constitution of each nation, as consumer rights are part of a range of rights that individuals are entitled to claim in a modern society.
 Part III Article 30 (2) (b) of the Constitution provides for; “defence, public safety, public peace, public morality, public order, and public health”.
  
All these rights would make a lot of meaning if they could be included in the Consumer Protection Act.  In the arena of dispute resolution and redress, Part III, Art. 13 (6) (a) stipulates that:

 “a person shall be entitled to a fair hearing and to the right of appeal or other remedy against decision of the court or of the other agency concerned”.

Therefore, the rationale for intervention in the consumer market place, in the digital world, is clearly the work of the Government.  This is something that should be encompassed in the ‘Mother Law’.  It plays a central role in the economy of this country.  Regrettably, making the constitution weak and creating serious lacunae that should be worked upon.  It is not in the constitution alone but it affects the other legislation that are discussed below.
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The boundaries of consumer protection laws are not easily drawn and this ushers many consumer issues. Consumer protection and competition laws provide a broad range of statutory or legal rights such as safe products, product standards, information to make the right choices, warranties, obligations of manufacturers and suppliers to consumers and remedies just to name a few.  There has to be measures taken to protect individual consumers against violation of legitimate rights.  It also prohibits unfair business practices, including those that may occur in the digital marketplace.  These are initiatives to be drawn by the government and other stakeholders. However, the one legislation that is given most responsiveness is the Fair Competition Act, 2003.  It was the first legislation to address the issues of competition at length and the consumer protection.  It is regarded as the principal law in this field.  It was assented by the President of the United Republic of Tanzania on 23rd May, 2003, after its enactment by the Parliament of the United Republic of Tanzania the same year.
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In composition, this legislation has seventeen Parts.  Part I is on Preliminary Provisions; the citation and commencement, application and interpretations of the terms and phrases used in the Act.
  Part II is on ‘Restrictive Trade Practices’; Anti-competitive agreements and prohibitions, power misuse, mergers and exemptions with eleven sections.
  Part III is on ‘Misleading and Deceptive Conduct’ that addresses consumer protection and prescribed information on providers that has three sections.
 Part IV is on ‘Unfair Business Practices’ such as bait advertising, payment before delivering, harassment and coercion and has three sections.
  Part V titled Unconscionable Conduct with only one Section.
  Part VI headed Implied Conditions in Consumer Contracts with fifteen sections; on conflict of laws, liabilities, encumbrances and quiet possession, quality and fitness, warranties, rescission and standard contracts.
  Part VII is on Manufacturer’s obligations and liabilities, non-compliance, none repairs and refunds, unsuitable goods and false descriptions just to name a few, with 11 sections.
  Part VIII is on Product Safety and Product Information which should be given by the minister concerned (in Industries or Communication information) -  with 5 sections on public information of unsafe and under standard products, product information and copies of certain notices to be published in certain newspapers.
  Part IX is about product recalls with four sections.
  Part X is on offences, penalties and remedies with four sections.
 Part XI is on appeals to the Fair Competition Tribunal which is a quasi-judicial body to hear appeals against decisions of the Fair Commission. 
It has one Section 61.
  Part XII is on the responsibilities and functions of the Fair Competition Commission, with 21 sections and is the longest.
 This is followed by the Fair Competition Tribunal Part XIII that covers the establishment of this body that gives judgment and other orders after hearing of appeals.
  Part XIV is on the National Consumer Advocacy Council, its functions, powers and how funds are obtained to run it and has 4 sections.
  Part XV addresses the inconsistency with other laws.
  Part XVI is on miscellaneous provisions such as repeal of Act No. 4 of 1994.
 Part XVII on consequential amendments particularly of the surface and marine transport regulatory Authority Act of 2001, with 24 amendments.
 There is also the Energy and Water Utilities Regulatory Authority Act, 2001 with all necessary amenities.
 Finally there are two schedules; 1st Schedule is on the Nomination Committee and the 2nd Schedule is on qualifications and functions of the Director General.
Therefore, the Fair Competition Act, 2003, No. 8 [CAP 285 R.E. 2002), is the main law for consumer protection in Tanzania but it largely focuses on regulating Competition and other related matters.
  It was enacted and still is for enhancing the welfare of the people of Tanzania as a whole by promoting and regulating competition and protecting consumers.

In trying to explain more what competition is all about, s. 5 of this act, has defined the meaning of competition in Tanzania market by referring to “the process whereby two or more persons try to supply or attempt to supply the same or substitutable goods or services to the persons in the same relevant geographical market; or acquire or attempt to acquire the same substitutable goods or services from the persons in the same relevant geographical market”.
  On the other hand, the same act has tried to define a competitor.  “A competitor is said to be a person who is competing with each other or would, but for agreement to which the two persons are parties, be likely to be in competition with each other”.
 However, it seems that this act is more against illegal competition in commerce rather than for e-consumer protection despite her being considered as the main law in protecting the consumers.
 As it states that: 

 “The main legislation for consumer protection in Tanzania is the Fair Competition Act, 2003, which largely focuses on regulating competition, misuse of market power, mergers and acquisitions, and collective consumer concerns.
 

It also emphases as stated by Mwenegoha in his work that:

“The responsibilities given through the Fair Competition Act of overseeing the interests of both competition and consumers may be described here as a drawback to sufficient consumer protection in the country.  The demand for both is massive, and there is a danger of leaning more on one side than the other when such responsibilities are vested in one body.  It can be argued that in this case, regulating and promoting competition receive more emphasis than consumer protection.”

In Part III of this Act, s. 15(1) “No person shall, in trade engage in conducting or deceptive or is likely to mislead or deceive.”
 In this statement, it is not indicated whether it is for both offline and online transactions.   What is clear is that Fair Competition Act, 2003, was enacted to facilitate paper based transactions that require the use of documents, written notices and manuscript signatures. This is a gap in law for the purposes of e-transactions.  This Act is also concerned with more issues of Telecommunications rather than e-commerce environment. Hence, the application of ICT issues in the world are impacting Tanzania, because these provisions are not tuned to cater for technology changes.
 For example, issues of fraud, malware, spam, mistakes or errors, insufficient information, and unfair terms just to mention a few, are serious concerns for e-consumers.  Unfortunately, in the Competition Act, the protection provided is more for offline issues and not for online issues (e-transactions).  Therefore, it is difficult to resolve e-disputes and seek redress using the present Fair Competition Act, 2003.  It does not create an easy environment, although it could be used.  However, it gives opportunities to consumers to seek remedies after problems have arisen, but it is ineffective for online world transactions. 

At this juncture it is necessary to have a quick look on the theory of diffusion of Innovation (DOI) that encourages individuals and the government alike to adopt technology.  The adoption should go with enactments and learning so as to benefit from the ICT.   These innovations of technology come very fast and they take no time to change.  They carry with them new changes or ideas that are spread and adopted in a community and should be communicated through the right channels over time and within a social system where individuals are seen as possessing different degrees of willingness to adopt them.  By adopting this theory, the country will grow very fast during this period of new technologies and will change the status of the nation and individuals as far as free market economy is concerned.
 
The ideas of DOI theory could give very interesting results in this study when combined with the competing rationale that seeks to regulate the market which is very crucial in the free market economy for it makes sure that markets are well regulated and so are the products and their functionalities which should be optimal and equilibrium particularly when the supply and demand sides have equal power.  The disparities between suppliers who are stronger than entrepreneurs should be cleared.  The bargaining power, knowledge and resources found in consumer and supplier relationship have to be dealt with through new e-enactments. However, most of the digital model laws come from foreign instruments.  Tanzania has a choice to adopt them or try to have an intermixture of laws to match Tanzania environment.  There is no one rule philosophy as a lot of researchers opine. 

However, it is necessary to see how Tanzania has been handling foreign laws for different disparities, including cross-border e-transactions and their jurisdictions.  If one goes with DOI theory and competing rationale, Tanzania should adopt the international e-consumer Model Laws by adopting what concerns her needs.  This is more of a recommendation that will be observed later in Chapter Seven.
For instance, according to Art. 63(d) of the Constitution of Tanzania, 1977 (as amended by Act 1 of 2005), international treaties or codes of conduct and conventions are not applicable in Tanzania unless they have been ratified.  Nevertheless, the English Common laws have been in use in Tanzania and in other colonies since the reception date (22/07/1920 in Tanzania).  Otherwise, most of the foreign laws are only used to help in the interpretation of laws or in a persuasive mode for justice sake and may be used in courts to interpret, shade more light to certain legal matters or widen the legal principles.
 However, in ICT environment that has introduced a different phenomenon in commerce; e-commerce and e-consumer protection, it is a must “think again” situation because of the changes introduced by the Information and Communication Technologies.

Another example are e-transactions carried out in the websites.  This use of websites is a problem that cannot be resolved through Fair Competition Act, 2003 as amended.  Websites need to be reflected in e-consumer protection laws.  It is important that these e-laws should not only respond to the emerging online problems but they should also offer preventive measures that will safeguard the welfare of the consumers.  There is also need for consumers to be well informed and be given onward directions when visiting the website platforms which may change quickly as one is ordering the products or services, making this a gap in law for it is not addressed in the legislation.
In order to address the issues of e-consumers satisfactorily, all legal issues of fraud, spam, insufficient information and mistakes or errors just to mention a few, should be regulated through ICT new e-enactments.  Whatever should be the case, reviews, revisions and amendments of e-laws are a necessity because of the fast growing changes introduced by disparities in e-environment.
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The Tanzania Communication Regulatory Authority Act of 2003 deals with communications and regulations matters in an administrative manner in Tanzania.   This act established the authoritative body with a mandate to regulate the postal, electronic communications and broadcasting industries in the United Republic of Tanzania. It also includes: 
“Promotion of effective competition and economic efficiency; protecting the interests of consumers; promoting the availability of regulated services.” 
 
It is clear that this act is limited to telecommunication and postal services, broadcasting and it also regulates services therein.  It is also clear that it does not deal with selling and buying online
but it deals with licences and licensing and allocation of broadcasting services spectrum.  TCRA also has powers to investigate consumer complaints and take enforcement action against violators.  Hence, the establishment of the Fair Competition Commission (FCC).  This institution can investigate and prosecute unfair business practices, can provide advice and assistance to consumers and could seek redress through courts.  Therefore, it is necessary to examine this institution/Authority to see how well it protects consumers and E-Commerce and also to see the lacunae in e-consumer protection scenario as far as e-laws are concerned in E-Commerce.
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The Tanzania Communication Regulatory Authority Act, 2003 was enacted by the Tanzanian Parliament and assented by the President of the Republic of Tanzania, Benjamin W. Mkapa on 23rd May 2003.  This Act was to:

 “Establish the Tanzania Communications Regulatory Authority for the purpose of regulation of telecommunications, broadcasting, and postal services; to provide for allocation and management of radio spectrum, covering electronic technologies and other Information and Communication Technologies (ICT) applications and to provide for its operation in place of former authorities and for related matters.” 
This Act came to amend the ‘principal Acts’; The Tanzania Communications Act of 1993, under s. 59, The Broadcasting Services Act of 1993, under s. 70 and The Tanzania Posts Corporation Act, 1993, under s. 78. This Act known as TCRA under s. 4 (1)
 is divided into twelve Parts. The first Part covers the preliminary provisions.  This part has three sections; one that provides for the name of the Act, its commencement date, the second its application and the third the interpretation of key terms and phrases. Part II is on the Authority; its establishment under s. 4 (1) and its functions, duties and the creation of other smaller bodies for proper administration.  Part III is on powers and proceedings of the Authority such as powers as to regulate charges, rates, information, documents and getting evidence and controlling competition by consulting with consumers, industries and the government.  Part IV is on content committee and its functions and duties established through meetings and procedures.  Part V is on the Tanzania Broadcasting Services (TUT),
 this was an establishment of Tanzania Broadcasting Services given under gazette G.N. No. 239 of 2002 indicating the functions of the Authority s. 32 (1) (a), (b) and (c) and  the categories of services to be provided by the Tanzania Broadcasting Services under s. (32) (2).  Part VI is on Review and Appeals Procedures, and this is one of the most crucial part in this Act for the consumer protection.  However, the aggrieved person/consumer could apply for review of a decision made by Internal Review Committee under s. 34.
  Furthermore, if this fails one could proceed to appeal under the Fair Competition Tribunal whose decision is final under s. 36 (1).
  However, this is clear that e-consumers are not covered and so this provision is more for offline consumers rather than online consumers.  
This is another gap in law as far as this Act is concerned since this is the Authority itself and that it has to deal with cross border issues that are not indicated anywhere in the Act.  Part VII is on the Council – the consumer consultative council that is meant to provide the business community or organizations representing the private interests with rules and procedures under s.37 (6)
 and under s. 38 (1) (a) that states: “to present the interest of consumers by making submissions to providing views and information to and consulting with the Authority”
 and also to regulate goods and services under s. 38 (d)
 with industries, government and other consumer groups on matters of interest.  Part VIII is on Complaints and Dispute Resolution; complaints against suppliers under s. 40 (1) – (6),
 complaints by consumers s. 40 (7) and complaints on goods and services under s. 41
 and also how these issues could be solved amicably and in the event they cannot be resolved within thirty to sixty days, the Committee concerned shall present its findings and recommendations to the Authority for action.  Part IX is on Enforcement and Compliance - where by failures to comply with the decisions made by the Authority could turn to offences under s. 48 against the Act and the Authority could make a compliance order to enforce it.
  Part X is on Financial Provisions that concerns the funds for the Authority where they come from under s. 49 (1) – (5) and should be disclosed in the Annual Report under s. 49 (6).
  Part XI is on Transitional Miscellaneous Provisions and finally Part XII is on Consequential Amendments made on the previous Acts concerning Communication in Tanzania as mentioned above.

However, from the twelve parts of this Act, it is clear that Tanzania Communication Regulatory Authority Act, 2003, was enacted to establish TCRA for the purposes of regulating and overseeing telecommunication matters, Broadcasting Services, postal services; to provide for allocation and management of radio spectrum, covering of electronic technologies and other information and Communication Technologies (ICT) applications and to provide for its operation in place of former authorities and for related matters. 

One of the principal duties of TCRA is to ensure that there is compliance with the provisions of the enactments such as TCRA itself, regulations and the Electronic and Postal Communications Act, No.3 of 2010 (EPOCA) with the mandate of controlling licences to licensees, renewal and cancellation of licences, establishing standards of goods and services, and terms and conditions from suppliers and operators to meet their obligations provided under the legislation.  
TCRA also handles complaints from consumers and is meant to resolve the disputes under Part VIII, s. 40 (1).
  This provision has set out procedure and machinery for receipt of complaints from the public which are investigated by the Authority.  However, TCRA being an independent quasi government body whose directions come from the government there is likelihood of paying more attention to the government that has more interests to improve its economy than the consumers.  Therefore, the government may pay less attention to the problems of the consumers especially if it would affect its economy, specifically the investments and investors as the government focuses mainly on national economy.
 Hence, under s. 40 (4) the Authority may make representations to the supplier on behalf of the complainant or to the complainant on behalf of the supplier as the Authority may see it necessary.  
They have not addressed issues of e-complainants that may involve cross borders transactions in the internet arena.  However, the Authority has powers to do what they think is fit such as to obtain documents, investigate the complaints seeking evidence by making enquires where they see the need.  However, they have not discussed issues of e-commerce.  Also the Authority has not addressed issues of online consumers and their e-transactions such as issues of dispute resolutions, redress or seeking remedies in e-commerce. These are the legal shortcomings in this Act and they should be cured by enacting new stand-alone legislation for e-consumers for the offline resolutions leave a lot to be desired in the internet revolution.  
Nevertheless, this could be the reason why the Authority did not put a lot of emphasis on issues of e-offences such as the frauds, misleading actions, unreasonable and high charges, mistakes and errors, spams, unfair terms and conditions, language and insufficient information.  These issues are very important when the Committees are investigating consumers’ complaints.  As Mwenegoha stated in his research: 
 “It should be noted that the Act was enacted before online commerce became popular in Tanzania.  Consequently, the Act’s focus is telecommunication services as the products and services offered to consumers.  For instance, whereas the Act regulates internet products and services offered to consumers, the focus is internet itself as a product, hence internet coverage and distribution rather than consumer products and services offered through the internet.  As a result, protection of e-consumers is not fully covered.”

Nonetheless, when it comes to dispute resolution, the main dispute resolution methodology used to settle large commercial disputes in Tanzania are litigation and arbitration.  Other methodology include mediation and reconciliation.
 Under s.37 (1) a council to be known as TCRA Consumer Consultative Council is supposed to handle the consumers’ issues or complaints.  This Council under s. 37 (5), is meant to have interests of consumers at heart, but unfortunately, this is not the case.  This should include regulating services that includes cases of low income earners, rural and disadvantaged persons, industries and business users, government and community organizations.  Unfortunately, there is no mention of e-consumers’ among these issues.  For example, a consumer lost her phones to a thief and he managed to withdraw all the money (more than 1.5 million) and he also managed to borrowing money from the Voda provider of services – “Songesha”.  When the case reached TCRA after failing to get any solution to the problem, they did not intervene. They could have put all the necessary efforts and use the given information in their database to track down thieves, but nothing was done. TCRA after questioning, the consumer, instead of helping her, they only advised the client/customer to go back to the company to have it resolved.  The company kept on asking their client to return to their office and waiting for long hours without any fruits.  The customer got frustrated and gave up her cause.  Finally, the customer lost the two phones, and all the money involved.  Cases of this nature are numerous; giving up and losing everything because of frustrations.

Part III Under complaints and dispute resolution, s. 40 (3) it states that “where it appears to the Authority at any time during or after its investigation that the supplier has not considered the complaint, or has not considered it adequately, the Authority may refer the complaint to the supplier with a request that the supplier should consider or re-consider the complaint.”
  From this point of view, TCRA does not resolve problems satisfactorily.  The implementation of regulations is not followed properly as it should be and as a result nothing is resolved.   There may be good rules, regulations and policies but without implementations they will not be effective.  This may be very discouraging to the consumers especially where suppliers or businesses are not ready to cooperate or work on the problem which may cause delays, creating lack of confidence and causing frustrations that is demonstrated by the Authority.  It is common knowledge especially under customer care of telecommunication system.  The customer care is very poor from personal experience.  When you need them they give you instructions which they never adhere to such as holding on to a line without response which is very frustrating.  In a case like this how would TCRA be effective?
It is true that TCRA has taken trouble to regulate and protect the consumers, particularly in the telecommunication sector.  Nonetheless, this is a very small section of consumers in e-commerce nationally and internationally.  Hence, the Act does not satisfactorily protect consumers, leave alone telecommunication sector and does not cover all telecommunication matters,
 nor the online consumers in e-commerce satisfactorily.   E-consumers are not properly represented because the Consumer Consultative Council that consists of no more than ten members with a quorum of four at each sitting is appointed from the members of the business community or organizations legally recognized as being representative of private sector interests who are knowledgeable and understanding the interests of consumers and of the regulated services under sect. 37.  
This is very unfortunate because some of these members have interests in businesses.  They cannot fail to have some biasness in decision making.  Therefore, there is need to have a balance in this body, as one to be accorded a fair hearing and a fair judgement.  At the same time, the same Council has powers to make rules to regulate its procedures and other matters related to its functions.  This is a gap that should be corrected as to prove fairness to consumers.   

In s. 38 it states that the Council shall have powers and perform the following functions: 

a) To represent the interest of consumers by making submission to, providing views and information to and consulting with the Authority, Minister and sector Ministers.
b) To receive and disseminate information and views on matters of interest to consumers of regulated goods and services.
c) To establish local, regional and sector consumer committees and consult with them.
d) To consult with industry, government and other consumer groups on matters of interest to consumers of regulated goods and services.

All these functions are offline matters, therefore, there is need for new e-enactments to cover the online businesses and e-consumers’ protection in an efficient manner and must also be legally enforceable.
As a whole the Tanzania Communication Regulatory Authority Act, 2003 [No. 12 of 2003] has played a major and significant role in the communication services regulations and management despite the many shortcomings mentioned above.   Through building up and running the telecommunication industry the country has grown to have many telephone companies from the sole Tanzania Telecommunication Company (TTCL) such as Vodacom that has been leading with 29.4 % of subscribers followed by Tigo and Airtel (2021), Helotel and Zantel to name a few.
 According to TCRA SIM Card subscriptions rose at 4% from 58, 1 million subscriptions in the first quarter ending September 2022 to 60.3 million in the quarter to December, 2022.
  The growth of telephone usage has improved the lives of people by providing them with services such as mobile money transfer, payment of bills, doing businesses and trade and being able to communicate with each other.  Radio Stations have increased and so are TV channels and companies such as TBC 1 and TBC II, ITV, Clouds TV, and international companies such as BBC, CNN and Al Jazeera to name a few.  They have also increased content regulations, regulating of tariffs, monitoring competition and tracking of crimes just to mention a few.
However, TCRA are being overwhelmed because they are dealing with too many issues.  They are invested with too much power.  TCRA is a small Institution compared to the responsibilities they undertake by addressing all ICT issues in the e-field.  They are loaded with too many functions and duties.  In spite of all these e-commerce and consumer protection in Tanzania need more attention from TCRA and other stakeholders especially lawmakers.
5.2.4
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The Tanzania Communication (Consumer Protection) Regulation, 2005, is more or less of an amendment to the Tanzania Communication Regulatory Authority Act of 2003; particularly Parts VII, VIII and IX.  While this TCRA Act deals with manufacturers, suppliers and businesses of regulated goods or services and enquires in relation to any matter connected with supply, possible supply or purported supply of the goods or services complaints and enquires, especially in Part VIII, s. 40;
 the Tanzania Communication (Consumer Protection) Regulation, 2005 has particularized on customer care system but more in the telecommunication domain.  By looking at the definition given for a consumer, under s. 3 that means “a customer of electronic communication or postal services,”
 this definition has narrowed the meaning of a consumer with a reason.  It does not cover all consumers.  The customer or the consumer talked about is the postal telecommunications services and telecommunications as a product.  Unfortunately, it has not covered electronic consumers as a whole.  It also covers more of service providers, operators and their customers who are the consumers.  Hence, the argument that there are no specific regulations for e-commerce and e-consumer protection in Tanzania. 

However, this Communication Regulation of 2005 was introduced by Government through Notice No. 271 and came into operation the date of its publication which was on 09th September, 2005.
 It deals with regulated services and goods and is very short.  The regulation is divided into three parts.  Part I is on preliminary provision that gives the title of the regulation then citation followed by application and lastly the interpretations of terms and phrases used in the regulation.  Part II is on Customer Care System that has 13 sections and is the longest part.  It carries the objectives of the regulation which are complaints, handling of issues, information, contracts for service, deals with confidentiality and emergency services just to name a few.  After this part, there is a Schedule that contains the form required by the complainant with issues to fill in complaints with all other necessary details required.  This form is to be forwarded to the relevant committee within TCRA for necessary action.
  
It has to be remembered that most of the consumer protection enactments under the provisions of TCRA Act were for service providers and other stakeholders dealing with running of telecommunication services.   However, this did not cover electronic consumers in e-commerce, the objective of this study and even those consumers who use telecommunication as a medium for transactions are not fully protected. This regulation also provides for several matters regarding consumers such as acquiring of services and goods.  For instance, the service provider or the licence under s. 8 (1) of the Act states that a provider:
“Shall provide a clear and understandable description of available services and the terms, conditions, rates and charges for the services.      For postal and electronic communication operator shall regularly publish or arrange to be published, directories for the services they offer under s.8 (2)”
 

This should enter into contracts for the services offered.  Meaning that the relationship between businesses and consumers has been defined and limited by the regulation to be a ‘contract for service’.  The licensee shall enter into a contract for service he provides to a consumer.

Furthermore, customers and service providers should be well informed and made aware through education on how to render services in order to get full benefits of the telecommunication services. 
 They should also regularly publish or arrange to be published, directories and other guides for the services they offer.   In general requirements for providing information to consumers is a necessity.  Nevertheless, this makes service providers stronger for what is not included in the published information gives them loopholes in case they want to escape a problem.  
However, this regulation is limited to consumers who are dealing with the licenced operators or the licences holding issues with them.  In particular, where there is a complaint, and the licensee does not resolve the complaint sufficiently.  The consumer may take a step further and refer it to the Authority (TCRA), who are supposed to investigate and decide whether to hear the case or give advice under s. 5.
 Furthermore, it does not offer protection to consumers in online or e-commerce, 
 and this is what is being examined in this study as far as this regulation is concerned.

In order to promote and protect efficiently offline and online consumers equally in e-commerce, there is need to consider the free-market economy theory discussed earlier when enacting laws especially during this digital world. This Theory aims at making markets to grow and thrive in a system where property rights are well protected and capitalists have an incentive to pursue profits without greed as was stated by Gordon Gecko in the original movie, ‘Wall Street’; “without adequate legal structures to support economic activities, a country will always remain poor.” 
 It is common knowledge that Tanzania is among the developing countries and not rich.  A situation that should be denounced since there are a lot of resources in Tanzania.
After examining this regulation and other acts of Tanzania in this Chapter, it is clear that currently, there are no specific regulations governing e-commerce in Tanzania.
Presently, E-Commerce is more adopted in urban areas but not rural areas as such, but this does not mean that they should not be considered.  These people must be reached for they are the largest productive group especially in agriculture who sell and buy out of necessity rather than for business.
 They need proper protection as they operate from distances.  They lack information, education and infrastructure is very poor to reach the providers or traders who are mostly stationed in the urban areas.  TCRA is supposed to resolve disputes or in case of seeking redress and other information must be involved.
E-Commerce being an online business is done mostly through social media in Tanzania such as Twitter, Instagram and WhatsApp and payments (money transfers or bills etc.) may be through mobile money on delivery.
 All these activities need to be regulated fully.  It is doubtful that the available laws protecting offline consumers will be effective when applied online.  This is due to the fact that these laws were enacted with the aim of protecting consumers against unfair competition such as the manufacturers, suppliers and businesses in the competitive and complicated realm of business and also telecommunications field.  Hence, this is a gap in law demanding for effective and enforceable legal framework particularly for e- consumer protection and e-transactions in cross border commerce.    Hence, the need to examine the Electronic and Postal Communication Act, 2010 [3 of 2010] and see what it offers.

5.2.5
The Electronic and Postal Communication Act, 2010 TC "5.2.5
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The Electronic and Postal Communication Act, 2010, commonly known or abbreviated as EPOCA is one of the recent e-laws that covered more consumers’ issues than any other law at the time.
It was passed by the Tanzania Parliament on 29th January, 2010 and assented by the President of the Republic of Tanzania on 20th March, 2010 and came into force on 7th May, 2010.
  However, this Act was meant to repeal and replace two other legislation; the Broadcasting Services Act
 and Tanzania Communication Act.
  Hence, it established the Tanzania Communications Regulatory Authority, giving it powers to regulate electronic communications, including consumer protection issues.  EPOCA is a very important law in regulating the conducts of electronic and communications corporations since they hold the access to people’s personal information that is very confidential.  The Act also amended the Tanzania Communications Regulatory Authority Act,
 and the Fair Competition Act,
 including some Regulations such as Tanzania Communication (Consumer Protection) Regulation, 2005.  Unfortunately, these regulations were not revoked as such, hence their use up to date.  The Act states: 

“Regulations or rules made under the repealed Acts, shall, to the extent that they are not inconsistent with this Act, remain in force until they are revoked or replaced by regulations or rules made under this Act”. 
  
In effect EPOCA was enacted for three key reasons, which were to address the new challenges posed by technologies, particularly the convergences of technologies, harmonization and consolidation of Communication laws in order to avoid conflicts in implementing them and also to introduce the Central Equipment Identification Register (CEIR) and SIM Card registrations which was very ideal.  However, this vital law, did not cover the electronic problems fully or satisfactorily, in particular, the e-consumers’ welfare in this digital age.  It did not address fully the issues of e-transaction deception practices, data privacy infringements and the liability of online intermediaries nor about cross border issues including dispute resolutions in e-commerce.
 This is where the theory of planned behaviour would have been put into play.  Hence, the concerns to examined EPOCA at this juncture of the study. 
EPOCA of 2010 is divided into nine parts.  Part one that covers s.1 – s. 3 on preliminary provisions that cover the name of the Act, and the date of the commencement and ends in applications and interpretations of key terms and phrases.  Part II is on electronic communications with 28 sections, s. 4 – s 31. Covering issues of licences/licensees, payable fees, cancellations, infrastructure sharing and accessing that includes interconnections.  Part III is on Postal Communications with 28 sections; s. 32 – s. 59 and it regulates all matters of postal services.  Part IV contains 55 sections, these are s. 60 – s. 113, it is titled Competitive practices and Conduct and it is the longest.  It is on competition and conduct issues.  These sections repeal most of the issues addressed in the TCRA. It also addresses the issues of Central Equipment Identification Electronic Register which regulates content related matters, the SIM Cards registration and their management that includes subscribers Database and it is through this part the development of communication in Tanzania is realized or more analysed.  It is at this point DOI would have been very useful because of the issues of privacy and security of consumers’ data/information is collected.  It is also necessary to remember confidentiality of information given to licensed providers should be secured.
  Part V deals with the enforcement of the provisions and has only two sections, s. 114 and s. 115.  Part VI is on Offences and Penalties and has 44 sections.  It deals with offences and penalties indicated in the EPOCA of failures of compliance that leads to penalties.  
It is at this juncture that TPB would have been very handy, in order to scrutinize the behavioural control and attitude including subjective norms.  The results would have made the sections remain useful for a longer period.  Part VII titled Miscellaneous Provisions covered under s. 161 – s. 167 in total it has seven sections that regulate issues of land, admissibility of documents and regulation mechanism.  Part VIII is on Transitional Provisions with only one section that is s. 168 that deals with repealed laws coming into place unless revoked. The last Part IX is on Consequential Amendments that has 18 sections –s.169 - s. 183. These sections deal with amendments of law and repeals as explored and agreed upon.
 Finally there is the 2nd Schedule to end the Act.

Through some observations, the sections indicated above in this Act do not address concerns of e-consumers and even the targeted consumers satisfactorily in the act.  Instead the act addressed the postal and communication industry that was growing very rapidly in Tanzania.  Therefore, there is need for legislation to address properly this important communication industry. This was the reason why electronic and postal communication Act, 2010 was enacted to cure what was missing in other statutes, in order to regulate effectively and give directions to the providers of the communication services and postal communication services providers.  Unfortunately, the Act concentrated more on the communication industry and gave e-commerce less attention and so were the e-consumers protection, giving no room to consumerism theory.  Hence, the gaps that would not be denied in the development of e-consumer protection in e-commerce.  

The priorities provided for by this Act are issues of licences and licensees for the services offered, the convergence of technologies, harmonization and consolidation of communication laws in order to overcome conflicts in their implementations, the establishment of the Central Equipment Identification Register (CEIR) and the registration of SIM Cards, that concerns mobile phone numbers.   Unfortunately, before EPOCA legislation, people owning telephones, could buy sim-cards and dispose them as they wished and without trace making it impossible for TCRA to trace offences or problems, particularly of content, making service providers liable.  At this juncture, it is important to know that every person in Tanzania who owns or intends to use mobile telephone today under EPOCA is obliged to register his/her SIM Card, where each one has to give all personal information with a hope all is securely kept as confidential.
  These were new initiatives introduced by EPOCA. Also anyone wanting to operate electronic communications system such as network facilities licences, network services licences, application services licences, content services licences, postal and courier services licences and other licences as may be determined by the Authority ought to apply for a licence.
 

The Act has also introduced Emergency Service numbers.
 The network services licensed should also be interoperable and compatible with what has been located to them by the Authority.
 This Act also addresses the issues of postal communication services such as licensing,
 postal licensee liabilities, confidentiality of correspondences,
 delivery and other postal regulations such as stamps and deals with prohibited items too.
 It also addresses issues of business/service dominance prohibition that may affect other licensees in the market
 and the issues of collusive agreements, tying or linking arrangements and spectrum management.
 

However, these were great efforts indicated in the provisions in this new legislation.  However, they did not address most of consumers concerns.  It addressed the telecommunication concerns leaving online consumers in electronic commerce unattended.  Both theories of TPB and Consumerism should have been considered in analysing hindered issues, in order to strengthen the provisions therein.  For instance, the issues of cyber-crimes are not addressed except in matters concerning furnishing information that may be false or misleading such as in sim-cards or advertisements.  As Mambi stated: 

 “It has been argued that the vulnerabilities of digital technologies and inadequate control and security create an insecure environment which allows culprits to take advantage and exploit technologies for illegal purposes.  Computer related crime such as cyber-crime is an example of the misuse of technologies whereby criminals use computer systems as an object.  This calls for effective and appropriate legal framework to be put in place to address all issues including problems and territorial nature of Internet, cyber security, privacy and property rights.”

This means that the Tanzania legislature has been ragging behind to enact the badly required e-legislation.  Mambi’s book was written around the same time with EPOCA enactment 2010, and issues of consumer protection were not included in this legislation.  Up to now there is no law that stands alone to protect them from these e-crimes.  There is Cybercrimes Act of 2015 that was enacted to contain provisions for criminalizing offences related to computer systems and Information Communication Technologies to provide for investigations, collection and use of e-evidence, data espionage, and publication of child pornography, publication of pornography, publication of false, deceptive, misleading or inaccurate information.  Nonetheless, the Act has failed to deal with e-transactions.
 There were needs to integrate the three theories in the study as they could have offered a comprehensive and distinct analysis of legal consumer protection in Tanzania’s digital economy.  It would have gone beyond purely legalistic approach to incorporate crucial psychological and sociological measures.  However, this discussion will be addressed later in this Chapter.

The EPOCA has not clarified the issues of pricing making the service providers to introduce different pricing for the services offered.  Furthermore, the provisions on prices offered by electronic communication licensees are limited and only to the product and services they offer to specific consumers, that is airtime prices and bandwidth prices.  Online consumers are excluded.  This is an issue raised at the Parliament in Dodoma Tanzania, by Hon. Francis Mtinga.
 

If the government of Tanzania needs competition in the e-commerce competing world, there will be need to think about intervention rationale, and competing rationale for e-consumer protection.   It is important to know that e-consumer protection in a competing world crucial matter that has been ushered in by the new computer revolution.  Consumers’ rights have to be protected from fundamental disparities found in the manufacturers and consumer-suppliers, advertisements and this should include bargaining power, knowledge and other resources.  It is meant to correct imbalances, with an aim to formulate rules, regulations and policies clearly articulated.  There needs to review, revise and amend them where necessary as was emphasized by President J. F. Kennedy of the USA, at the Congress on 15th March, 1962.  He was also of the opinion that laws should be strengthened to protect consumers, in order to promote competition and prohibit monopolies. He “asserted that legislative and administrative actions were required if the Government was to meet its responsibility to consumers in the exercise of their rights, namely: the right to safety, the right to be informed, the right to choose and the right to be heard.”
 Therefore, although EPOCA introduced many improvements and was applauded nationally the legislation did not protect the electronic consumers satisfactorily.  There is no proper recognition of e-consumer protection in form of stand-alone legal framework in e-commerce platforms.  There is need to explore more legislation in order to see whether there are more gaps in law in protecting e-consumers. 
5.2.6
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The Bank of Tanzania is the Central Bank of the United Republic of Tanzania that was established by the Bank of Tanzania Act of 1965. It became operational on 14th June 1966.  Various amendments have been made on this legislation.  First amendment was made in 1978, followed by the Bank of Tanzania Act of 1995.  Currently, the Bank of Tanzania operates under the Bank of Tanzania Act, 2006.
 This is the principal law.  However, this legislation does not address the e-Commerce and the issues of e-Consumer protection adequately enough or directly, hence, the review and the introduction of the Bank of Tanzania (Financial Consumer Protection) Regulation of 2019 that has addressed e-Consumer protection to greater length.  This Act aims at providing more comprehensive regulation of the banks and financial institutions and also for proper supervision of the activities of banks and other financial institutions in the country. The Bank of Tanzania Act of 2006 states that: 
 “More responsive regulatory role of the Bank of Tanzania in relation to the formulation and implementation of monetary policy; to provide for the supervision of banks and financial Institutions and to provide for other related matters.”

The Act was enacted by the United Republic of Tanzania Parliament and gazetted through Government Notice No. 3 Vol. 87 dated 8th June, 2006 and was asserted on 7th June, 2006, by the President of the United Republic of Tanzania, Hon. Jakaya Mrisho Kikwete.  This Act has five Parts.  Part I is on Preliminary Provisions; containing three sections; s. 1 – s.3; these are the short title and commencement, s.1 and s. 2 is on application and s. 3 - interpretation of terms and phrases used.  Part II is on the Central Bank; its establishment, the administrative body and how it functions, the management and their remunerations.  All these is in 12 sections from s. 4 – s.14. Part III is on currency and has 15 Sections, starting from s. 15 – s. 30. It is all about how money is handled, taxes exemptions, capital reserves, accounting and auditing and general management just to mention a few.  Part IV titled Other Operations of the Bank has 31 Sections, s. 31 – s. 61 and is the longest part that provides for comprehensive regulation of banks and financial institutions; to provide for regulations, control by supervising activities of the banks and other financial institutions of savings and credit co-operative societies and schemes with a view to maintaining the stability, safety and soundness of the financial system aimed at reduction of risks in exchange operations and reserves of gold and foreign exchange including external assets, advising the government and prohibiting illegal operations.  Part V is headed Miscellaneous Provisions and has 10 Sections, starting from s. 62 – s. 72.  This part contains issues of prohibitions, immunities, waivers for non-compliance, powers to make regulations and repeals.
Therefore, the Act gives the BoT powers to grant licences, carry out inspections over the operations of all banks or financial institutions.  It also requires any bank or financial institution to furnish any information or to comply with any order, directive or determination issued or made by the bank pursuant to all the powers of the bank advised under the Act.  This is for maintaining stability, safety and soundness of the financial system and to reduce the risks of losing depositors.

Nevertheless, despite the Act vesting so much power to the bank in enacting rules and regulations in order to have a steady market, it does not provide regulations for e-transactions like payments or mobile payments in consumer transactions.  It is clear that the bank of Tanzania although it manages and leads a very important role in financial developments, it does not address the issues of e-commerce and neither does it deal with consumer protection as such. This is the reason why thereafter, there were more regulations with new amendments enacted in order to fill the gaps in law.  The question to ask is whether these scattered regulations did they actually address the consumer protection satisfactorily.  The next part of this research is going to examine them.
5.2.7
Tanzania E-Transactions Act, 13 of 2015 (CAP. 442)
This Act is the primary legislation governing electronic transactions in Tanzania.  It was TC "5.2.7
Tanzania E-Transactions Act, 13 of 2015" \f C \l "1"  the Act most awaited for, since the digital world in Tanzania was always being assessed and adjudicated by using paperwork provisions in the existing legislation.   It is the law that introduced the electronic evidence and electronic signatures emanating from electronic transactions documents by saying that:
 “Information shall not be denied legal effect, validity or enforceability solely on the grounds that it is in the form of a data message and that the rule of evidence should not be denied the admissibility of the data message solely because of their e-formats.”
 
It is the most advanced Act that addressed issues of electronic communication transactions in the ICT arena in Tanzania.
  Before this Act came into force on 1st  September, 2015,  electronic evidence in courts were not legally recognized.  Hence, its appreciation for it has resolved many electronic shortcomings and issues.  The Electronic Transactions Act no. 13, (CAP. 442) of 2015, is the principal law in digital commerce in Tanzania. 

Presently, there is also the latest revised E-Transaction Act no. 442 of 2022 that has been revised up to and including 15th June 2022.  According to these two main legislation s. 3, they define e-transaction as: 
 “The sale or purchase of goods or services, whether between businesses, households, individuals, government, and other public or private organizations, conducted over computer mediated networks”.

Nevertheless, important as the Acts may be, there are other Regulations that were introduced so as to include and elaborate other issues that were missing in these laws.  Other regulations which were enacted are: e-Transaction of 2018; legal framework that is meant to examine the challenges of the e-banking in Tanzania, e-Transactions Regulations of 2019 aimed at particularizing provisions for e-Government Services which addressed the establishment of the e-Government Authority, its administration, management and operations of e-Government services, management of the government data and other related matters and e-Transaction Regulation of 2022.  This latest regulation of 2022, introduced the Electronic Money Transfer Levy by translating s. 46A in the main statute to read as follows;

 “There is established a levy to be charged on mobile money transfer transactions at a rate ranging from 10 to Sh. 4,000/= Tanzania Shs.”

Majority of people in the country have been against it.  There were discussions in the Parliament. In this manner a lot of people are being denied services for they can no longer afford these charges (emphasis mine).

The e-Transaction Act no. 442 of 2022, is the latest law that governs e-transactions in Tanzania.  It revised up to and including 15th June, 2022, the e-Transaction Act no. 13 of 2015.  It has been printed under the authority of s. 4 of the Laws Revision Act. (CAP. 4).  It has omitted Consequential Amendments s. 34 to s. 50; amendments of the law of contracts,
 amendments of the Records and Archives Management Act
 and amendments of the Banking and Financial Institutions Act.
   There has been enactments to replace the amendments.  This Act also repealed the whole of Part III, s. 13 to s. 17 on e-Governments related matters that has been replaced by the e-Transactions Regulation of 2019.
However, what is necessary to note are the four fundamental objectives of the principal E-Transactions act which are: 
 “to provide for the legal recognition of e-transactions, the use of information and communication technologies in collection of evidence, admissibility of e-evidence, to provide for the facilitation of use of secure electronic signatures; and to provide for other related matters.”
 
This explains why the later regulations had to be enacted to give more light in other areas as indicated above which had not been well articulated.  The issues in these later regulations had not been addressed fully or they did not exist in the main legislation, hence the revisions, reviews and amendments.  Nevertheless, all these rules and regulations could have been put in one stand-alone legislation for e-consumer protection purposes as it has been done in many other countries such as Kenya, South Africa, Australia, Malaysia, Mauritius, UK, USA and EU member states just to name a few. Unfortunately, this is not the case in Tanzania.  Therefore, it is meaningful to see what the e-Transaction Act no. 13 of 2015 can offer. 
This principal legislation is divided into nine parts: Part I is on Preliminary Provisions that include citation and commencement, application and interpretations of terms and phrases that require interpretations.
 Part II is on Recognition and Effects of Electronic Transactions, and has most sections; nine of them.
 Part III is on e-Government Services with 5 sections.
 Part IV headed Admissibility and Evidential Weight of Data Messages has 3 sections.
 Part VI is on Recognition of Electronic Contracts, with 7 sections.
 Part VI is on Consumer Protection and mostly addresses duties of suppliers to the online consumers and has 5 sections.
 Part VII on Cryptography and Certification Service Providers has 4 sections.
 Part VIII General Provisions that address issues of power to make regulations.  It has 1 section making it the shortest part.
 Part IX is on Consequential Amendments: (a) Amendments of the law of contract CAP. 345 with 3 sections.
 (b) Amendment of the law of Evidence Act, CAP. 6.
 (c) Amendments of the Records and Archives Management Act CAP. 309, with only 2 sections.
 (d) Amendment of the Banking and Financial Institutions Act, CAP. 342 with 2 sections.
  All these provisions are geared towards regulating e-transaction in Tanzania.  Therefore, cross border issues of international status have not been covered legally.
The e-Transactions legislation is one law that has given direction to data messages and their admissibility in courts of law and securing of e-signatures in Tanzania, making them legally enforceable by stating that; 

 “no data message on the fact that it is a data message should be denied legal effects, validity and enforceability on the ground that it is in e-format.”

Turning to “Electronic transaction”, it can be defined to mean:

“a transaction action or set of transactions of a commercial or non-commercial nature that takes place electronically”.
 
Using a broader meaning, e-transaction can be defined as the:

 “use of electronic networks to exchange information, products, services and payments for commercial purposes, between individual and businesses, between business themselves, between individuals themselves, within government or between the public or private organizations and the government and between business and government”.
 
While “consumer” in this case;
 “means any person who enter into an e-transaction with supplier as the end user of goods or services offered by the supplier.”

Also in e-transactions, consumers may also be involved in hiring goods or services or use cyberspace to purchase goods and services offered by the suppliers for the purpose of using them in their domestic use, in production or manufacturing of any goods or articles for sale.

One very important thing to note is that with all the reviews of rules and regulations including enactments in the e-environment, online transactions in Tanzania, for the last few years have increased.  It means that electronic commerce is developing very rapidly and a lot of people are now engaged in e-commerce locally and internationally by crossing borders.  This has been promoted by the introduction of fibre-optic international submarine cables in 2009 as mentioned earlier. It brought vital changes into the internet market which had previously hinged on costly satellite connections through different countries abroad and East Africa.  This made it very expensive for developing countries such as Tanzania to grow economically.
 Nowadays, Internet is available and affordable, whether one has a computer or a mobile phone.  There were about 50.15 million mobile connections in Tanzania in January 2021, equivalent to 82.7% of the total population.
  Unfortunately, if it were not for the CODIC 19, this number would have been higher.  
Many researchers had to lay down their tools.
 This has made Tanzania very unique and famous in mobile commerce.
 In Tanzania very few people have computers, laptops or tablets/IPhones.  There were 15.6 million internet users in Tanzania by January 2022, making it about quarter of the population.
 Tanzania’s internet penetration rate stood at 31.6% of the total population at the start of 2023.
  Kepios analysis indicates that internet users in Tanzania increased by 606 thousand (+3.0 %) between 2022 and 2023.
 Most of them used mobile phones to do e-commerce, reaching all corners of the country and also tried to exploit cross border marketplace.  These m-commerce transactions are very common in Tanzania as consumers do their e-commerce.  These mobile transactions/online or e-transactions, use Media Platforms such as twitter, Instagram, face-book, WhatsApp. and websites just to mention a few. Those with Websites have better chances of showing their products or their services to customers/consumers.  
Consumers can make orders through websites, emails and phones.  Payments could be done through the same mobile or cell phones, debit or credit Visa Cards or Master Cards or through financial institutions, such as banks, Money Gram, Western Union or Financial Service Providers (FSP), just to name a few.  These information-based products or devices may become crime targets or may be used to commit serious crimes by cyberspace criminals and could become a major threat to e-commerce.  Therefore, security, concealment, trust and privacy (personal information put in the payment cards) are important and sensitive issues that require protection mechanisms. Hence, the need to protect the devices as well as their users as they do e-commerce using e-transactions in businesses and services.  Unfortunately, the Tanzania e-Transaction Act No. 13 of 2015 falls short of these demands because this legal framework does not address these issues squarely making it unsatisfactory. 
 It addresses duties and obligations of manufacturers to suppliers and suppliers to consumers, leaving out consumers to consumers in e-commerce that include e-businesses, e-trades and individual buyers and sellers (C2C). There are situations when a consumer may buy from a supplier not for his use but for sale to another consumer or for the use of another person in his/her household.  This has been unregulated and so it cannot meet the concerns of consumers.
 This makes Tanzania a safe harbour for fraudsters.
 

Furthermore, the Cybercrime legal framework being used presently, requires amendments for it has not addressed these crimes efficiently.

The present two e-Acts do not address the dispute resolutions and redress mechanisms adequately.  Therefore, remedies are difficult to be addressed. However, this will be discussed further in this study.  Hence, the need for an enactment or amendments to replace or repeal the present e-transactions laws in order to include particularly, the unaddressed issues concerning the e-consumer protection rights in e-commerce.
In the Unified Theory of acceptance and use of technology (UTAUT),
 the Tanzania government and stakeholders should accept the unified legal views in other developed countries in order to come up with stronger legislation that should also be implemented for proper competition internationally.
 The Unified theory of acceptance and use of technology and the theory of diffusion of innovations (DOI) have been examined in this study.  Their perspective and usefulness in e-commerce and e-consumer protection experienced in the developed countries, should be adopted in the ICT arena in developing and undeveloped nations and Tanzania should not be exempted.  Hence, the e-consumer protection laws in Tanzania, should not be scattered in different statutes for there is need to peruse and understand the uptakes of E-Commerce globally so as to comprehend properly the consumer protection perspectives and rights because of cross border issues of e-contracts, jurisdictions, dispute resolutions and redress mechanisms and other related matters.  The legal frameworks be amended or enacted in order to be recognized in the international e-environment.  

Therefore, the Government, be it central, regional or local is and must be important participants in the production and consumption of decisions of a modern economy as stated in the Consumer Protection and the Market System Rationale.  The consumers in this kind of economic environment have to be protected in the new market systems so that they are not denied their rights such as to be heard, to make their choices, to be informed, to be able to have redress to problems when needed and to have safety and product safety in EC.
Nonetheless, the crimes in e-commerce have ushered in many problems in the online transactions such as unfair practices; theft, frauds, phishing, errors, mistakes, and other risks that violate e-contracts.  E-contracts are very fundamental in e-commerce.  All five stages of a contract have to be fulfilled so that a contract could be enforceable.  One has to identify the originator of goods or services and the legal status.  The acceptance, time, place and formation are different from the offline contracts and so are payments. Click wraps on e-transactions are very essential in the formation of an enforceable contract.  In the clarification of formation, a case in the US by Specht vs. Netscape Communication Corporation, the federal court ruled that a click wrap depends on two-tier requirements, i.e. “reasonably conspicuous notice” and unambiguous manifestation of assent”.  In another case it was made clear that there has to be clear “rejection” like in the case of Register.com.Inc. vs. Verio, Inc. whereby until a party affirmatively assents to its items or access to its services, the contract is unenforceable. 

Therefore, this Chapter has tried to examine different laws as to see the shortcomings of the present laws addressing the issues of consumer protection in Tanzania and also the institutions that are related to consumer protection in e-commerce in the country.  The main objective of this study is to investigate the consumers Acts and show how these laws address and even affect the rights of consumers in Tanzania by not addressing these gaps in law inadequately.  It has been necessary to examine and provide rationale and recommendations on these laws.  However, through the investigations, shortcomings have been revealed and so there is need to come up with a legislation for consumer protection; stand-alone law, that touches every important issue as technologies are moving very fast.
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Recently, there has been an exponential increase of the use of ICTs criminal purposes by different groups and countries and the world at large (Maryam 2017).
  Hence, the need to up-date cyber law of Tanzania so as to have global, durable, efficient and enforceable legal framework that could be used nationally and internationally.  Of course, Tanzania has been working hard in up-dating by amending and enacting her laws for the purposes of accommodating the technologies.  The Cybercrimes Act No. 14 of 2015 is one great attempt of these e-laws.

Cybercrime is any criminal activity that involves a computer, networked devices or a network.
  Most of the cybercrimes are carried out against computers or devices directly to damage or disable them.
 Others use computers or networks to spread malware illegal information, images or other materials.
  A primary effect of cybercrime is financial gains.
  “Cybercrime can include many different types of profit-driven criminal activities, including ransomware attacks, e-mail and internet frauds, and identity fraud, as well as attempts to steal financial account, credit card or other payments card information.”
  All these aim at individuals’ or corporates’ data for theft and resale to get money or damage.  Hence, the need for back-ups to protect data and consumer protection activities as they use internet in e-commerce.
Other crimes are computer frauds, obtaining money by deception, theft, dishonestly obtaining money falsifying documents, hacking, piracy, cyber money laundering, identity theft, attacks against a person’s dignity, pornography especially to children, cyber terrorism, blackmailing, distribution of illicit contents and the list could go on.  There are many crimes that have been facilitated by the Internet, and this is the reason why Cybercrime legal framework in Tanzania, should address all issues including problems of territorial nature of Internet, privacy, security and Intellectual Property Rights as they are not addressed fully. Therefore, Cybercrimes law is very important in order to regulate computer misuse and other devices connected to it.  It should be noted that the rapid development of computer technologies has made significant changes to human activities and people are on their computers e-transacting or using data.  This is a fact that cannot be denied by anyone.

On the other hand, there are many advantages in these technologies, such as e-sales, convenience shopping, increased data channels and storage, multitude of opportunities for integration physically and virtually, making computer the most important tool for data processing and storing.
  Therefore, it is important to examine the Cybercrimes Act No. 14 of 2015 of Tanzania, in order to see how it protects e-consumers in e-commerce and the shortcoming therein.

5.2.8.1
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The Cybercrimes Act of 2015, has not given definition for cybercrime in sect.3, but vaguely some light has been shaded in the Preamble as it states that, the Act was enacted 
“to make provisions for criminalizing offences related to Computer Systems and Information Communication Technologies; to provide for investigation, collection, and use of electronic evidence and for matters related therewith.”

This Act was assented on 25th April 2015 by the President of the United Republic of Tanzania, after it had been enacted by the Parliament of the United Republic of Tanzania in 2015. This Act is divided into seven parts.  Part I is on the Preliminary Provisions that contain short title and commencement s.1, then s. 2 provides application, and s. 3 provides the interpretations of terms and phrases used.  Part II is on provisions relating to offences of computer misuse, data protection and penalties.  This is the longest part containing 26 sections and addressing most issues.
  Part III is the shortest part on Jurisdiction with 1 section – s. 30.
 Part IV is on search and seizure that has 8 sections.  It addresses issues of disclosure of data, hence the search and seizure.
  Part V is on Liability of Service Providers, and it has 8 sections.
  It addresses the SP’s obligations and duties as they perform their jobs using ICT systems and Internet.  Part VI is on General Provisions, and it has 5 sections.
 It provides power to make regulations and to decide on issues of interest such as immunities, corporate offences and forfeiture of property.  Part VII is on Consequential Amendments of laws such as EPOCA, Penal Code (s. 124 and has been amended several times), Anti-Money Laundering (s. 109) and Extradition (s. 3) Acts and the Schedule in their construction.
 

Unfortunately, the above-mentioned laws are out dated and do not take into account the development of technology that is always changing very rapidly.  They have not dealt with issues of jurisdictions that have changed dramatically because of Internet.  These might hinder the development of e-commerce.  Some of the new offences are not addressed as highlighted by Mambi (2010, p. 181 ICT bk.).  There are chances that under the present provisions, criminals might be able to evade responsibilities, recognition and arrests as they conceal their identities.   In e-crimes, it is clear that there is need for harmonization and cooperation of laws locally, regionally and internationally. 

For example, the United States of America government is one of the agencies that has established to monitor and manage cybercrime attacks and crimes through their FBI’s Cyber Division.
 It is the leading federal agency for dealing with attacks by cybercriminals, terrorists or overseas adversaries.
 This proves that US is very keen in controlling, preventing and combating cybercrimes.  Hence, Tanzania should borrow a leaf from them in order to be able to master cybercrimes that are intended to tamper with social, economic and political stability for proper developments of the nation internationally through e-commerce.  Tanzania should be in the front line to defend and protect e-consumers, as they do their businesses or trade locally, regionally and internationally.  She is very rich in resources and may become a hub in e-commerce with perfect e-laws.  Technology grouping of people behaviour rationale, could be used in this situation also as to win the whole world in e-consumer protection in e-commerce. In this case, Tanzania should be ready to borrow technical assistance in the ICT field in order to share the experiences and capacity building from developed or developing countries in order to have proper grip of the technologies.
In examining the Cybercrimes Act 2015, the Act does not address the offences affecting e-consumers and their protection directly.  Their rights are very much violated under their privacy and security such as personal data information given while paying for the goods or services rendered.  Their credit and debit cards fall in the hands of the cyber criminals such as in frauds, hacking, malware, identity theft, medical fraud and certain offences against persons that are involved in revealing personal information, messages, images, videos and audio recordings, without individual’s consent.  They are also affected when computer viruses are used while in process of buying and selling online, as data and receipts may be lost.

Furthermore, there is ambiguity in the terms used.  For instance, the definition of the word theft in technology has a different meaning from what is described in the Penal Code legislation.
 Also the term online libel is not defined anywhere in the Act and this could lead to different interpretation.  Ambiguity can be seen in the provision of real-time for data collection which may lead to the freedom of speech.
 The terminologies in s. 3 of the Cybercrimes Act should be very neutral and comprehensive to accommodate the rapid technology growth and changes.  Meaning that they should include international instruments that safeguard principles of sovereignty, standards, quality and territorial integrity in order to strengthen international cooperation and formulation of common crime policies aimed at encountering ICT related offences without interference with other nations for proper comprehension.
Therefore, although the Government of Tanzania in its efforts to address cyber security issues has already taken some initiatives of amending and enacting e-laws including the present cyber Act, there is still gaps in law because a lot of issues have not been addressed satisfactorily.
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In Electronic Commerce there are very many activities that take place especially as consumers perform their e-transactions, e-contracts, e-payments and computer data storing or transferring information just to mention a few.
  Indeed, the digital revolution introduced by ICT has brought fundamental changes to communication and e-transactions in e-commerce.  All this is changing the world for better economically, socially and politically.  On the other hand, ICT is dramatically ushering in natural economic and financial criminals who commit serious offences by using tangible products that are information based such as Credit cards, Visa cards, handsets and computer data. These information-based products can become crime targets or may be used to commit cybercrimes, such as fraudulent retailing, financial services frauds, medical services falsified documents, theft of identity, hacking and other related crimes.  
These online activities have resulted into outpacing the regulations that govern them, for instance, the Criminal Procedure Act,
 Penal Code Act,
 Arbitration Act,
 Anti-Money Laundering Act,
 Fair Competition Act
 and Company Law
 just to mention a few.
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Dispute Resolution for Electronic Consumers" \f C \l "1" 
In Tanzania there has been Alternative Dispute Settlement or Resolution (ADS/ADR) system for offline issues which was done through negotiations, conciliation, mediation and arbitration as is provided under the Civil Procedure Code
 and Arbitration Act.
  However, with the introduction of digital world, another line of cyberspace was created; the online dispute resolution (ODR), in order to accommodate the online transactions in e-commerce and other related areas of law such as consumer protection.
 Therefore, it is necessary to see how online dispute resolutions for e-consumers, the objective of this study, is handled.
It is very interesting to note that dispute resolution has various definitions.  Most of them have been given by developed countries such as the United States of America, the United Kingdom, Australia, Canada and New Zealand including some countries in Europe and Africa such as South Africa.  But one of the most interesting thing, and that which won the writer of this research heart, is the one that was given by the Danish Centre for Conflicts and disputes which states that: 
 “Disputes or conflicts are disagreements that lead to tensions within and between people.  They are integral part of life, they are inevitable and they are dynamic.  They can lead to social development and to more honesty and understanding, but they can also lead to hostility, stagnation and crippled relationships, depending on how they are handled and experienced.”
 
Again, this was elaborated by the Buddhist philosophy, the Dalai Lama that stated:  
“…………..from the perspective of dharma, we say that the root causes of conflict/dispute are hatred and attachment, and a strong separation of “we” and   “others”,
 which in Kiswahili means “Ubinafusi.” 
However, all these is led by ignorance or not knowing the reality.  This is a profound discussion of the Buddhist philosophy.

Therefore, with this kind of definition that has touched quite a number of issues and concerns of consumers in Tanzania, it would be only rational for Tanzania to introduce a specific online dispute resolution legal framework as a supreme concern.  In the world today, in order to address national, regional and international matters properly there is need for a huge consideration of the technologies, legal frameworks and the needs of the people.  After all, ‘Human Needs Theory’ comes with technology in E-Commerce.  In this case, consumers also need protection.  This is also supported by the ‘Human Behaviour Rationale’ and ‘Theory of Reasoned Action’ (TRA) discussed earlier in this work.  In the TRA theory Fishbein and Ajzen in 1975 wrote a book focusing on the prediction and understanding of human behaviour to help in solving applied problems and making policy decisions.  Tanzania has not provided satisfactorily or elaborated online dispute resolution (ODR) for the need of Tanzanian e-consumers.  As Mwenegoha stated in his research work that: 
 “it (Tanzania) does not offer an easy or effective legal infrastructure to deal with disputes arising in online transactions.  There is a lack of clear laws and systems addressing online dispute resolutions.  Consequently, issues such as how to deal with cross border online disputes, how to deal with local online consumer disputes, legal aid for e-consumer, ousting clauses in e-transactions, and enforceability of judgements or decisions of online disputes are not addressed”.
 

There is need to develop online dispute resolution in Tanzania as a statute for the sake of digital transactions and contracts including good governance of ODR.  This legal framework does not exist in Tanzania and in order for one to come out with strategic methodologys for resolving disputes, there has to be a specific law, a better understanding of the causes or sources of disputes as they are paramount (Moore 1966).  The absence of effective online dispute resolution facilities has caused cyberspace crimes of computer frauds, obtaining money by deception, theft, hacking, theft by identity, security, privacy, piracy, money laundering and other related crimes increase.
  Basically, these are areas that concern e-consumers protection in a big manner.  Access to justice is one of the most important elements for online consumer protection for proper economic developments.  There has to be specific laws that enable justice to be reached, especially, where different jurisdictions have to be considered as e-consumers do cross border businesses and trade using e-contracts and e-transactions.  This will help the consumers from many hassles of going to courts of law where litigation could take a very long process, cuts costs and time and less humiliating.
 However, presently, the online dispute resolution depends on the laid down rules and regulations of the alternative dispute resolution (ADR).  The question to ask is whether both mechanisms fit appropriately to solve online disputes? Hence, the gap in law for e-consumer protection.  In the legal framework the differences should be more conspicuous.  The where, who and the way disputes should be resolved should be included in the terms and conditions. 
Hence, Dispute Resolution in the digital economy require more attention because of the contractual disputes of cross borders and e-transactions in EC.  Therefore, it is necessary to examine how traditional contract law principles apply to digital transactions and the resolution of disputes arising from these activities.  As it considers issues such as contract formation, enforceability of online agreements and the role of digital signatures in dispute resolution.  At this juncture it is necessary to investigate the data protection, security and privacy concerns for it is crucial to safeguard rules and regulations for consumers in the digital economy realm since there many fraudulent transactions, product misrepresentation, and digital service quality, challenges in opportunities, jurisdictional issues in cyberspace issues.
In conclusion, in order to be able to manage disputes, a better understanding of the needs, dynamisms, relationships and issues involved in a dispute situation are very important as they help government and stakeholders to plan and carry out better actions and strategies.
  Fisher, et al argues that this understanding can be gained in two analysis of disputes from a variety of perspectives.  One in exploring the specific issues and problems that relate to the dispute leading to legal framework.  Second one is that one has to know the causes or sources, then it would be easier to determine what kind of disputes are involved and in this case the introduction of Technologies in e-commerce and other fields in perspectives are the causes and need to have clear and comprehensive legal frameworks for better developments economically, financially, socially, democratically and politically.
Therefore, most of the provisions for disputes resolution should be overhauled or reviewed and repealed and enacted so as to deal with disputes and redresses satisfactorily in the country.
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Redress mechanism of Grievances sometimes called or known as GRM (Grievances Redress Mechanisms) are Institutions, Instruments, Methodologies and processes by which a resolution to a grievance is sought or reached and is provided.  Sometimes these resolutions could be complex and diverse and so they should be handled with great care. It is important to note that Electronic Commerce is not entirely risk-free.  A computer may be misused in many different ways.  Furthermore, not all online businesspeople or traders are honest and professionals, hence, mistakes can happen very easily (Cooper et al., 2011).
  From the consumer’s perspective, these risks are largely present because goods cannot be physically inspected before full payment is made.  There is also a waiting period before the goods are delivered.  Consumers have to trust that the supplier/merchant will dispatch the products as soon as payment is received.  But unfortunately, this is not the case.  It is therefore, important that suppliers/merchants seek to prevent problems from occurring; but if they do occur, they need to be resolved immediately, particularly as consumers become sceptical about e-commerce if they are not confident that any problems they encounter will be quickly resolved (Del Duca et al, 2011).  Also, it should be remembered that low-value products are more complex to resolve from a cross-border perspective and so, more attention should be given to e-consumers who are the majority in this case, when addressing issues of redress.

It is very important to understand what redress means so as to act appropriately.  Redress is concerned with internal complaint-handling procedures through which consumers seek compensation or to rectify the problems that occur during transactions. In this study, more attention will be on e-consumer protection in e-commerce.  It also serves as an important determinant of consumer confidence and trust.
 In traditional business, redress refers to the process of dealing with post-purchase complaints via some form of compensation (Davidow, 2003). Hogarth and English (2002) describe it as providing consumers with the right to express their dissatisfaction and have their complaints heard, and to receive an explanation and some form of compensation.  It may include refunds, replacements or discounts, provided by businesses to complainants.  
In the International arena, the United Nations Human Rights Committee say redress or reparation generally entails compensation, but it can also involve, rehabilitation, public apologies, memorials, guarantees of non-repetition (which can include  law changes), and bringing perpetrators to justice.
 United Nations Committee against Torture has also adopted a similar definition.  Redress is also defined as a response outcome that a business provides to address a consumer complaint (Davidow, 2002/Davidow, 2003).
 Therefore, human rights are fundamentally important in any society.  There has to be redress in the violation of individual rights, be it in selling locally, regionally or internationally.

In e-Commerce complaints take on greater importance than in other types of commerce.  Consumers believe that it is harder to have their complaints addressed when businesses and trades are located internationally (ECC-Net, 2014/EConsumer.gov, 2015).
  Consequently, many consumers are anxious about engaging in cross-border e-commerce transactions or contracts because they lack confidence in existing means of redress (Cho, 2004, Gefen and Heart, 2008).
  Presently, most studies of redress have focused on the role of traditional court litigation and online dispute resolution (ODR) in enabling consumers to get access to justice through small claims courts and the services of lawyers or online intermediaries (Stylianou, 2008).  However, e-commerce transactions do not map neatly onto the jurisdiction of any existing sovereign entity, and this issue has rendered territorial disputes problematic more often than for traditional business transactions.  So territory-based laws grounded in arbitrary borders are inappropriate for dealing with e-commerce complaints (Dillies, 2007).  People are not very familiar with consumers’ perceptions and behaviours when making an online complaint, or when they decide to seek redress.
The growth of online purchasing is still increasing and so is the number of disputes between online consumers and suppliers.
 The lack of available out of court redress mechanisms for resolving effectively low-value disputes triggers buyers’ mistrust of sellers which in turn constrains competition and limits the growth of the digital market.
  The most common problems with suppliers are:

(i) Deliveries arriving late (19%),

(ii) Goods arriving faulty or damaged (13%) and

(iii) Goods not arriving at all (12%)

There are about 44% of problems in total in e-commerce which have to be resolved in this case. Approximately 3 % of all online transactions end up in a dispute which is an impressive figure if one considers that there are billions of online transactions a year in the UK.
  This is one of the most advanced countries in online commerce.  If one takes Tanzania into account, her dispute percentage is definitely much higher.  To make matters worse, there are no satisfactory e-laws on e-consumer protection, e-commerce specific legal framework, redress mechanism, and harmonization of international laws and even regional uniformity (such as the East African Community region).
  Therefore, there is need for legal framework for e-consumers’ redress in this digital era and access to justice, in order to provide best practices in resolving disputes, enforcement of the law by the governmental public enforcement bodies or representatives such as legal aids services, Tanzania Consumer Advocacy Society (TCAS) and Tanzania Labour Union just to name a few.
In Tanzania, for example, a consumer has a right to an effective system for handling complaints.  Each service provider/operator is required by TCRA to set up a mechanism of resolving questions regarding services and conflicts with customers.  If a complaint is not resolved satisfactorily, by the service provider/operator, the concerned consumer could advance her/his case to TCRA.  This is another lengthy process that is very tedious, frustrating and time consuming.  There should be a law to shorten this process.
As Mahatmar Gandhi said: “A customer is the most important visitor on our premises.  He is not dependent on us.   We are dependent on him.  He is not an interruption of our work; he is the purpose of it, he is not an outsider of our business.  He is part of it.  We are not doing him a favour by serving him.  He is doing us a favour by giving us an opportunity to do so”.
 
All these groups seeking justice should have access to redress through satisfactory legal frameworks.  But as Mwenegoha also put it; 
 “there are no laws recognizing e-transactions in general and it is uncertain whether aggrieved e-consumers can successfully seek legal relief in the available courts.”

Unfortunately, there are currently no specific judicial systems that are accessible to e-consumers as they transact online.  As people do businesses and trade, quite often, one party in a contract or in a purchase may have more bargaining power than the other.  It happens more often that a buyer stands a weak side while the manufacturers or suppliers have advantages over them.  When a dispute arises, in online transactions, there is a lack of clear laws and mechanisms or systems to address online problems so as to protect consumers properly.
 Therefore, consumers need to be informed about the laws governing their contracts and the redress options they have in case of a dispute.  
It is also most unlikely that e-consumers who enter into certain websites for the purposes of purchasing goods or services will look for redress information.   Therefore, it is necessary that efforts should be made to have this kind of information passed on to the e-consumers when they visit websites.  There are many other concerns that both online and offline consumers encounter as they try to achieve redress, such as high costs in litigation in the courts and engagement of a private lawyer, time framework in seeking redress and distance, the presence of bureaucratic procedures, lack of representative bodies to assist the consumers, jurisdiction issues and lack of education just to mention a few.
 If these issues could be handled properly, through easy and proper legal redress, there would be an increase in certainty in e-commerce, confidence, trust, good competition and promotion in marketing and businesses, making e-commerce very successful.  Unfortunately, this can only be achieved if there were effective mechanisms that would ensure compliance with the consumer protection legislation and thus their legitimate expectations would be met.  Anyway, whatever methodology would be used be it formal or informal for the consumer to achieve compensation and justice, is what matters.
 However, this is not the case in Tanzania.  Among the difficulties arising in seeking redress from online transactions are lack of satisfactory legislation, legal infrastructure, ousting clauses, jurisdiction complications, legal enforceability and implementation just to mention a few.
 

As Armstrong (2008) put it, the ability of the wronged consumer to rely on and assert his or her rights and to obtain appropriate redress is an inherent feature of justice.  Moreover, the ability to obtain redress plays an integral part in enforcing good practice.  This should be recognized in Tanzania and be given support by enacting effective and enforceable legislation.

When consumers and traders have unresolved disputes, they are understandably reluctant to consider formal judicial proceedings as a forum for finding redress, especially so, when the loss is relatively small, as litigation is costly, slow and stressful.
 
Additional reasons include the perceived complexity of a court process and unclear legal advice, as legal representatives can rarely assure consumers on the outcome of a judgment, who then face the risk of having to pay legal costs without the guarantee of obtaining redress.
 Therefore, (extrajudicial) informal redress is often preferred for most disputes as it can provide informal resolution in an independent, fast and effective manner.  Hence, replacing courts in many jurisdictions especially when seeking financial and utilities matters.
 This is because online dispute resolutions (ODR) are mostly impractical to settle as people cannot be face-to-face during negotiations, reconciliation, mediation or arbitration.
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The whole chapter five pinpoints the efforts made by Tanzania, for the consumer protection in electronic commerce, through her existing e-enactments.  It was necessary scrutinizing and analysing them, in order to discern their efficiency, effectiveness, enforceability and identify shortcomings.  At least the Constitution of the United Republic of Tanzania of 1977, as “Mother Law”, has recognized the fundamental human rights in quite a number of Articles that concern citizens including consumers; some directly and others indirectly, yet this was not enough for the current e-marketplace.    Digital economy embraces many legal aspects and complexities.  In Fair Competition Act of 2003, the offline consumers are protected, though not very comprehensively.  
In spite of this legislation being regarded as the principal law for EC, e-consumer protection is vaguely addressed since it was not tuned for it.    In EPOCA Act of 2010, a lot of weight has been put on Information Technologies by repealing and replacing Telecommunications laws enacted earlier, in order to protect e-consumers.  Electronic Transactions Act of 2015, also put a lot of emphasis on issues of e-evidence, admissibility of e-evidence and other e-documents and e-signatures for e-authentication purposes, be it in courts of law or in business requirements.  In short e-consumer protection is a constitutional right and has been imbedded in many other statutes, although not satisfactorily or fully.  There has been a lot of improvements in consumer protection e-laws.  Unfortunately, Tanzania has not been able to enact a specific or stand-alone legislation for consumer protection in EC up to date.  Most of these e-laws are scattered in different statutes. 
The East African Community countries of Kenya and Rwanda have been able to enact this legislation.  There is no need for Tanzania to drag behind these countries while they forge ahead in harmonization and uniformity of laws as an E.A. Community block.  There is need to speed up by taking crucial decisions and efforts in adopting and enacting current e-laws for quick developments and smooth running of the EAC Common Market during this digital economy period.
The implementations of legal frameworks currently existing in Tanzania have turned to be a critical arena. The institutions such as the Bank of Tanzania, and the Tanzania communication regulatory authority have not set procedural mechanisms for consumers in the marketplace. There are no regulatory bodies to make follow up of personal complaints as they receive them.  They instead, deal with companies, institutions and corporate interests. In digital commerce, they deal with powerful manufacturers and suppliers who are able to bargain leaving behind weak individual bodies and consumers unprotected in the marketplace.  There is no adequate recourse against unfair business practices.  The current advocacy bodies have weaknesses to procedural hurdles that have rendered many statutes to be “paper-tiger” as they call them in South Africa.  A product of historical colonial powers, full of discriminations and monopolies.  The imbalances between consumers and suppliers for example, make implementations of laws very difficult.  Individual consumers become frustrated and feel ignored when their complaints are not resolved. TCRA and other bodies established under it are ill equipped, especially when seeking redress that is full of stiff conditions and bureaucracy, making the laws inspirational rather than transformative tool for consumer justice.  In resolving their complaints or problems such as limited time of about sixty days, inaccessibility to reach the right authority, lack of awareness and lack of advocacy bodies including education lead to giving up their course.  
They are unable to get their complaints resolved or their rights in obtaining their remedies. It is important to acknowledge the fact that individually consumers involving themselves in commerce face its associated risks of fraud and other cross-border issues.   Hence, the need to implement the laws as they are introduced and review them from time to time, in order to cope with the speedy technologies.
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6.1
Introduction

Through extensive research and a comprehensive review of both domestic and international legal instruments, this study provides a critical examination of the multifaceted legal challenges that continue to shape and, at times, undermine consumer rights in Tanzania’s rapidly expanding digital economy. At the national level, the research interrogates the adequacy and effectiveness of key legislative frameworks, including the Fair Competition Act (2003), the Cybercrimes Act (2015), the Electronic and Postal Communications Act (2010), and the newly enacted Personal Data Protection Act (2022). These statutes collectively seek to regulate market fairness, cybersecurity, digital communication, and personal data usage. However, their implementation has exposed significant overlaps, inconsistencies, and enforcement gaps that leave consumers vulnerable in areas such as digital fraud, predatory practices by service providers, and the misuse of personal data.

Beyond legislation, the study also engages with policy instruments and regulatory guidelines such as the National ICT Policy (2016), the E-Commerce Guidelines (2021), and emerging strategic frameworks on artificial intelligence and the digital economy. These instruments reflect Tanzania’s commitment to leveraging digital transformation for socio-economic development. Nonetheless, they fall short in addressing complex legal challenges such as algorithmic transparency, cross-border data flows, digital consumer redress, and accountability of automated decision-making systems.

The analysis further situates Tanzania within the broader international and regional context by drawing on global normative instruments, including the United Nations Guidelines for Consumer Protection (revised 2015), the OECD Guidelines, and the UNCTAD model framework. Comparative lessons are also derived from jurisdictions such as South Africa and Mauritius, which have developed more robust consumer protection regimes within the digital space. These international and regional perspectives underscore fundamental consumer rights, notably the rights to access accurate information, data privacy and protection, fair contractual terms, effective redress mechanisms, transparency, and accountability in AI-driven services.

From this comprehensive assessment, it becomes evident beyond reasonable doubt that Tanzania must urgently adopt a holistic and forward-looking legal framework tailored to the realities of its digital economy. Such a framework should harmonize existing laws, bridge enforcement gaps, and incorporate international best practices to safeguard consumer rights while simultaneously fostering innovation and investment. Without these reforms, consumers remain at risk of exploitation, privacy violations, and exclusion from equitable participation in the digital economy.

6.2
Summary of the Findings TC "6.2
Summary of the Findings" \f C \l "1" 
6.2.1 The Lacunae or Gaps in Laws.
Based on discussions made through chapters 1 - 5 mentioned hereinabove, the following findings were summarized from the study TC "6.2.1 The Lacunae or Gaps in Laws." \f C \l "1"  as the key findings: 
· E-Commerce and E-Consumer protection are lacking stand-alone, comprehensive and enforceable legal legislation in Tanzania.  There is no legislation that is inclusive of frauds, information theft or unauthorized access by businesses of cybercriminals, computer misuse, unfair terms and conditions, transparency, misleading information, misleading or bait advertisements, misrepresentation, privacy and data protection, security, hidden fees or bait-and-switch tactics, deceptions, unfair marketing practices, dispute resolution and redress mechanisms just to name a few.  For instance, the Fair Competition Act of 2003, was meant to be for offline consumers, manufacturers and suppliers including service providers as principal dealing with issues of compliances and penalties.  Yet, it is still being used for digital commerce.  It has not been updated enough nor was it tuned fully for digital economy which is a flaw. 
·  Most of the consumers’ rights, interests and remedies are in scattered laws that were not tuned for Information and Communication Technologies. This situation has weakened consumer protection laws, accountability, accessibility, slowing down digital economy and national developments in Tanzania.
· Currently, it is clear that data protection, privacy and security laws are insufficient despite having the current Data Protection Act of 2022. This law is not satisfactory enough even for e-payments. This area is government controlled and so are other financial institutions such as banks and TCRA that controls everything in ICT arena.  TCRA causes many destructions on personal information and mobile telephones.  The lack of regulations for mobile money and digital payments have made this arena unsatisfactory and incomplete. The awaited Electronic and Postal Communication Act of 2015 (EPOCA), just came for repealing and replacing the most active sector of Telecommunication laws of communications and broadcasting, leaving a lot to be desired.  The E-Transactions of 2015, was enacted to put more emphasis on issues of e-evidence in courts of law, admissibility of e-evidence, e-signatures and other e-documents.  The Tanzania Cybercrimes Act of 2015, did not cover the cross border malpractices and problems.  The nature of Internet, privacy (personal data information), security and Intellectual Property Rights are not addressed fully in this Act.  Even the definition of a crime has not been given although some light was shade through misuse of computers and ICT in the Preamble.  There is a lot of ambiguity in this Act in some terms online such as libel that is not defined and the word theft in technology that has a different meaning from what is described in the Penal Code Legislation.  This could lead to different interpretation with changes of technologies. 
· Therefore, these e-laws in spite of their existence and are scattered did not sufficiently cure the legal gaps satisfactorily.  
· Tanzania is slow and hesitant in borrowing leaves from international benchmarks and regional best practices needed to fit in her environment. It also slows the formulation of laws and regulations.  The implementations and enforcements of laws are weak especially in the applications of remedies and resolving other e-issues in digital commerce.  Hence, the lagging behind of Tanzania, even among East African Countries in digital economy.
· The cross border issues lack coherent legal guidance.  The present laws do not address mobile issues adequately and so are consumer to consumer issues in digital commerce.
· There is lack of effective mechanisms to address online disputes and cross border issues from the existing legal frameworks.  The Alternative Dispute Resolution mechanism is very handy but is not enough to address the online disputes and redress mechanisms including their remedies. Therefore, electronic consumers lack accessibilities to legal remedies. There is no accountability, nor strong enough advisory committees or advocacy groups or enough ombudsmen.  Civil Servants have only one ombudsman and he is overloaded with legal issues from all ministries
There is also lack of enforcement of these laws even where they exist.  For example, there is no clear channels or situations where laws are available to resolve or address e-consumer dispute concerns because of lack of social advocacy representing bodies.  Unfortunately, these bodies are inactive and weak. There is also lack of Online Dispute Resolution (ODR) legal framework, causing justice failure. Of course, there is Alternative Dispute Resolution Mechanism that use court processes of negotiations, conciliations, mediations and arbitrations but unfortunately these institutions are not well established.  Hence, they may take long time or high costs in case of any litigations and are not adequate enough for any redress mechanism enforcements.
Another key finding is that Tanzania Communications Regulatory Authority is vested with too much power, authority and responsibilities as a government institution.  It acts as quasi-judicial body and it can also enact laws, adjudicates and decides in litigations by facilitating disputes, supervisions and monitoring performances.  It issues and renews licences, as well as cancelling them.  It also locates communications spectrums, establishes standards, inspects, manages SIM Cards, investigations cases and compliances of rules and regulations just to mention.

Therefore, it is clear that Tanzania e-laws are not well-established or formulated.  This has resulted into many shortcomings in these legal frameworks.  Hence, the need for revisions and reviews of these laws, and where necessary amend or re-enacted them.  

6.2.2 Key Findings of International and Regional Legal Instruments For E-Consumer     Protection Including Other Jurisdictions’ Experiences and Cross-Border Issues TC "6.2.2 Key Findings of International and Regional Legal Instruments For E-Consumer     Protection Including Other Jurisdictions’ Experiences and Cross-Border Issues." \f C \l "1" 
The objectives of using these International Legal Instruments in this study was to see how they could be integrated to help in enacting Tanzania consumer protection comprehensive and enforceable legal framework in e-Commerce in Tanzania’s digital economy. This is for the sake of harmonization and uniformity in digital economy covering the rights and interests of consumers. The key findings in International and Regional Legal Instruments are regarded as the best practices and sources of laws and regulations or in other words legal guidelines in e-Commerce phenomenon for consumer protection.  Hence, their adoption and implementations where necessary.  However, the findings in this study is that Tanzania has been slow in adopting International Model Laws as well as Regional Legal Instruments despite their being recognized by majority of the developed countries in the world.  Tanzania has been slow and hesitant in adopting these model laws, which is very unfortunate. 
These Model Laws have comprehensive and enforceable legal frameworks that have been scrutinized and analysed by experts and professionals from well developed countries and such as the UK, USA, EU countries (directives), Australia to mention a few, and Institutions such as UNCITRAL, UNCTAD, OECD and WTO on technologies, particularly on consumer protection during this digital era.  It was observed that these International Model Laws and other regional instruments could be integrated with caution to meet individual countries’ environment because of their unique needs.  Therefore, these laws are regarded as benchmarks as they are very fundamental and crucial.  They often incorporate best practices and standards developed over time internationally, allowing countries to adopt modern and effective legal solutions that could improve domestic legal systems, digital economy and promote good governance. They have also built harmonization, uniformity, and consistency promoting legal frameworks across different jurisdictions. 
They have also simplified cross-border transactions, interactions and other legal issues.  They give certainties in businesses and trades especially in cross border activities or transactions for both individuals and for corporations.  It has been observed that they also reduce transnational crimes and trade disputes by offering mutual understandings, dispute resolution mechanisms, international courts for arbitration tribunals and any other assistance where needed in conflicts concerning cross border issues.  All these points put together they encourage investors to invest more, traders and other forms of international cooperation.
Therefore, these international and regional legal instruments cover a lot of consumer protection rights, responsibilities, obligations and interests.  Hence, their adoption to fit each country’s unique requirements.  This is meant to balance the demands, challenges and risks in International Model Laws adoptions.  Therefore, these International and regional legal instruments are regarded as benchmarks as they envisage innovations and adoption in a real manner, despite their envisaging that “one-size-fits-all” approach.  Unfortunately, this is not the case especially for vulnerable e-consumers in a country such as Tanzania, whose protection is not regulated satisfactorily.  Hence, the need for balancing the demands and challenges of the adoption of International Model Laws as they may not be able to manage all in local context or Tanzania’s domestic requirements fully.  It had been found that adoption of these international and regional legal instruments and their Model Laws; their implementations have to give consideration to the domestic needs according to the experiences, developments and economic capabilities, in order to meet the objectives of the market developments and enhance market efficiency.  Therefore, there is no need to rush into adoption or implementations of these model laws just for the sake of it, but they are very important to be considered and verified.  They have to be useful and reasonable to the concerned.  It has been observed that majority of the advanced nations have adopted them easily and they have made great progress in digital economy and other e-arenas.
6.2.3 The Experiences Learnt from Individual Nations And Institutions to Establish Rules and Regulations in Tanzania’s Digital Economy for Consumer Protection TC "6.2.3 The Experiences Learnt from Individual Nations And Institutions to Establish Rules and Regulations in Tanzania’s Digital Economy for Consumer Protection" \f C \l "1" 
The key finding in this study is that different jurisdictions and their experiences have been handpicked because of their success and stability that they have given to the nations concerned.  Hence, the need to borrow a leaf from them.  It has been pinpointed out that different jurisdictions have put a lot of initiatives in enacting e-laws to protect consumers in digital economy during this digital era.  The best practices from these nations and regions such as Australia, South Africa, UK, EU countries (Directives) and institutions such as ASEAN, SADC and EAC should be taken seriously by the developing countries such as Tanzania so as to pick a leaf from them. Indeed, Tanzania would improve her e-laws particularly consumer protection enactments in digital economy, if she could integrate these countries experiences and see how she could manage to harmonize and unify her laws with other international and regional legal instruments including the above-mentioned institutions.
It has been observed that Australia laws have a long research history and her laws have been revised and amended from time to time accordingly to make them perfect.  Hence, her laws are comprehensive and enforceable and have been included in the Commonwealth Model Law proving their capacity and competence.  Australia has her unique enactments such as the Australia Competition and Consumer Commission (ACCC) legislation, Australian Consumer Protection Law of 2011 and websites advertising campaigns platform that controls everything in the country.  All these laws are worthy borrowing a leaf from.
Australia offers good experiences and independence just like the ASEAN nations.  They have their own High-Level Principles that carry consumers’ burdens such as consumer rights, fairness, consistence, effectiveness and are very proportionate in terms of legal enactments or frameworks.  Consumers should be informed to make proper choices.  They have to be given good education and awareness for their rights, responsibilities and how they can seek redress if things went wrong.
South Africa is another country that has perfected her consumer protection law of 2008 in a serious manner.  Therefore, in African continent and in the world as a whole South Africa is a very good example in consumer protection legislation.  She has a robust consumer protection legal framework.  She is considered unique and acceptable for several reasons: Her Consumer Protection Act of 2008 is a landmark legislation that provides a wide range of rights and protections to consumers.  This Act also addresses a lot of legal aspects of consumer transactions including products safety, fair marketing practices, contract terms and dispute resolution including redress mechanism.  She also has another legislation that is very dedicated to enforcements.  There is an independent agency; the National Consumer Commission (NCC) just like Australia. This body is responsible for enforcing the consumer protection rights through investigations of complaints by conducted inspections and imposing penalties on businesses that violate consumers’ rights and responsibilities putting emphasis on consumers’ empowerment too.  They also have redress mechanisms that is aligned with international standards with continuous improvements. 
The observation made from The United Kingdom initiatives is that she has demonstrated important key findings in her approaches on consumer protection, in the digital economy.  The UK has shown great ambitions in consumer protection, digital marketing and innovations.  She has also been working on her strategies for market status and digital markets unit trying to influence even European Countries.  The key finding is that she has a very vibrant, comprehensive and enforceable consumer protection legal framework that includes, fairness and safety of products, transparency, competition and promotions in consumers’ welfare, unfair practices, unfair online practices such as hidden fees, unfair terms and conditions, accurate information in advertising, accessibility to dispute resolution and redress mechanisms up to international collaborations. Hence, the need for Tanzania to borrow a leaf from United Kingdom. 
For Mauritius, though this nation is not big in size, the key findings are that, she has been making remarkable strides in digital economy and consumer protection arenas.  She wants to be the regional economic hub of Africa and she has been making a lot of efforts involved in harmonizing consumer protection laws in the digital arena, particularly, in the context of the African Continental Free Trade Area (AFCFTA).   She already has a robust consumer protection legal framework, and she is also making a lot of efforts in regulating data protection and consumer education that gives awareness in the digital commerce arena.  This is an African country where Tanzania could borrow a leaf from and become East African Community digital hub as she enjoys all facilities of being a huge country with very many and rich resources, with acceptable harbours of Tanga, Bagamoyo, Dar es Salaam, Zanzibar and Mtwara (with a very long and resourceful coast line) and human resources with a huge population of over 64 million.
In Kenya the key findings are that she has a consumer protection framework of 2012.  Her Competition Act of 2010 addresses some legal aspects of e-commerce that include consumer protection from unfair and misleading market conducts, which can certainly apply to online transactions such as in contracts’ terms and conditions and data protection though not fully.  Another finding is that Kenya is a global leader in mobile money services, with M-Pesa being a prime example and has enacted a robust regulatory framework for mobile money, balancing innovations with consumer protection.  Kenya could share her expertise and best practices with Tanzania especially in regulating mobile money services, promoting financial inclusion while safeguarding consumer rights as a partner state.  This is the reason why she was handpicked as an experienced nation.  She has also included security aspects as well as interoperability, dispute resolution and redress mechanisms.  Kenya has also enacted a comprehensive data protection law of 2019, something that Tanzania was late in enacting; The Personal Data Protection Act of 2022. The legislation has laid a very important role in providing a strong foundation for protecting consumer data in the digital economy.  It also regulates e-commerce platforms ensuring fair practices and addressing issues such as misleading advertisements.  Kenya is well recognized for her growing digital economy and experiences.  Kenya has a reputable and well organized competition authority; The Competition Authority of Kenya (CAK), that plays a very important role in protecting consumers from anti-competitive practices.  Hence, Kenya could give very good insights in digital literacy and consumer awareness, empowering them to navigate the digital marketplace safely and confidently as she has good experiences in designing and implementing effective consumer education programs that focus on online safety, digital rights avoiding scams and fraud. Of course, being a member of the East African Community, both countries could profit a lot on cross-border collaboration especially in the EAC Common Market. 
Nigeria as an African country has a lot to offer to Tanzania in digital economy and other developing African countries. The objective findings in this area are that this country’s digital economy has been growing very fast and Nigeria has a dynamic digital economy and wealth of experience.  Nigeria has fintech sector for digital payments such as Flutterwave and Interswitch for a growing ecosystem that promotes financial inclusion and improves economic growth.  It has been observed that Tanzania could borrow a leaf from Nigeria despite her being an African country.  Tanzania do have M-Pesa, Tigo Pesa, Airtel Money and Ezy-Pesa but too much controlled by the government for proper and necessary growth.  The Internet is changing things very rapidly.  Hence, too much government control or power over these companies and institutions will make Tanzania move at a very slow speed.  The taxation system (TOZOs - charged for telephone use) is very high.  However, borrowing a leaf from Nigeria, Tanzania would accelerate its own digital transformation with a more inclusive and vibrant digital economy by unlocking full potentials in digital economy arena.  Nigeria has regulated her e-commerce, consumer protection, data and security protections including digital platforms, something that has not been satisfactory in Tanzania.
The findings in Tanzania legislation have shown that there is no unique stand-alone legal framework for e-consumer protection and neither e-Commerce comprehensive legal framework.  The laws are there but scattered in different statutes and fragmented, making things complicated and in some cases not adequately addressed.
6.3 
Recommendations TC "6.4 Recommendations" \f C \l "1" 
The study pinpointed out lack of satisfactory e-laws in Tanzania for e-consumer protection in digital economy/e-commerce.  The existing laws for consumer protection are inadequate and unsatisfactory.  They are also scattered in different statutes making it very difficult to peruse the provisions therein and at times leading to misinterpretations ushering in legal gaps.  There are urgent needs for extensive reforms and the Reform Commission and lawmakers ought to be aware of this and correct the situation immediately.  There is great need for prioritizing consumer protection legal framework that is strong, comprehensive and enforceable so that national digital economy may continue to grow appropriately and steadily.  
This could be done by taking time to use all necessary tools and venues, in order to go deeper in analysing issues, including the use of theories discussed in the study. Therefore, regular reviews of consumer protection in Tanzania’s digital economy and in other e-fields should be conducted so that the economy could thrive for a better economic growth in future through strong legislation.  Technologies are changing and growing very rapidly.   Hence, the rights of consumers as an economic driving force should be articulated properly, to the best of understanding and move with time.  The data privacy and security and how data is collected, used, stored and transferred are very crucial issues that should be integrated in the consumer protection robust legal framework.  
The rights of consumers mentioned in this study too.   These fundamental rights are source of information and safety of products and services and no bait advertisements, right to choose, right to be heard, right to be informed (education and awareness), right to privacy and access to dispute resolution and redress mechanisms should be in place.  Something else that should not be overlooked is the alignment with international model laws and standards for both domestic and cross-border concerns, since many issues and measures have not been fully exposed or protected in e-commerce/digital economy arena.
The digital economy since it is rapidly evolving, and introducing immense potentials and opportunities, including significant challenges and risks, a level ground is necessary.  It is essential to make sure that consumers are well protected, and ensure sustainability and inclusive growth in digital economy by conforming to the law.  Some key areas have to be considered on a very serious note such as online safety of products and services, content accuracy, education awareness, fair competition, accountability, transparency, consumer rights, personal data protection, cybersecurity, dispute resolution and redress mechanisms as mentioned herein above. These key factors have to be well aligned with international and regional instruments including some advanced countries’ legal jurisdictions worked upon by expertise.  
Therefore, it is important to draw inspirations from successful legal frameworks from these different advanced jurisdictions including the best practices from European Directives, UNCITRAL and UNCTAD Model Laws without leaving the OECD Guidelines.  These international instruments and model laws are very useful in harmonizing trade and businesses.  They also put a lot of emphases on standards and uniformity to facilitate cross border trades, including cooperation and collaboration as they create unification and a better understanding for inclusive environment for better consumers’ protection.  At the same time, fostering innovations and economic growth, hence their recommendation.  Of course, there is no law that fits all and this is the reason why it has been suggested that there is need to choose what fits Tanzania’s environment better.  This should go with other countries where need be.
In this study, there has been analysis of conceptual and theoretical frameworks. Conceptual framework can guide the developments of digital literacy programs tailored to the specific needs of Tanzanian communities, by promoting inclusive participation in the digital economy in the country and cross-border jurisdictions.  The picked theories and rationales were used to show how ICT influences the adoption of technologies among people and the state to conduct their affairs.  It has been argued that these theories and rationales have exclusively been developed and addressed from the point of view of developed countries which might not necessarily be relevant to Tanzania.  Nonetheless, the theoretical systems helped to expose the benefits of each theory and rationale that gave ideas of reform measures necessary for local contexts in Tanzania.  
Therefore, conceptual and theoretical frameworks play a crucial role in shaping the developments and successes of the digital economy in Tanzania.  Acceptance of these concepts and theories have led to embracing electronic commerce in forming of behaviour, acceptance and consideration of environmental experiences which are key openers to future use of technologies profiting more from all advantages and opportunities therein.  Nonetheless, these initiatives do induce investors too.  Where there are enterprising strategies, designing of educational programs and training initiatives to equip citizens with the necessary digital skills as well as addressing issues of digital divide elements by pinpointing the needs of the marginalized groups and guiding targeted interventions by the state or stakeholders.  Hence, the need of embracing the theory of Intervention in particular by government and stakeholders.  There is also leverage of frameworks such as the Technology Acceptance Model (TAM), the Diffusion of Innovation and Unified Theory of Acceptance and Use of Technology (UTAUT) just to mention.  They help in understand factors influencing the adoption of digital technologies and Tanzania is no exception.  Therefore, effectively adopting utilization of conceptual and theoretical frameworks in Tanzania will help to unlock the full potential of its digital economy, driving economic growth, social development, and improved quality of life for its citizens and the country as a whole.   Hence, the concepts and theories used in this study have shed a lot of light in reforming and enacting rules and regulations, policies including strategies, hence their recommendations.
The study also examined the best practices of international Model Laws and regional instruments including EU Directives on both e-commerce and e-consumer protection.  All these rules and regulations have addressed the e-issues so as to discover the quest for workable and appropriate laws in e-transactions and cross border issues.  There are numerous challenges and risks in digital economy arena and this is the reason why comprehensive legal frameworks are obligatory and very important.  Also by using these best practices, clear rules and regulations on contract formation, validity and enforcement in the online environment have been made clear.  Also misleading and deceptive practices have been addressed in these instruments and unfair online commercial activities have been effaced.  With this in mind, it was observed that the International Model Laws and other instruments need to be integrated with caution to meet Tanzania local experiences and needs.  E-legislation for Mobile-Commerce in digital economy are badly needed in Tanzania, so that they may address Tanzania’s relevant unique needs.  The adoption of relevant good laws to run electronic commerce and consumer protection competently, for global use and uniquely for Tanzania is very crucial.  
The study also included other legal experiences from other jurisdictions and cross-border issues. Regarding the consumer protection during this digital economy, individual countries have exposed the unique needs, uniformity problems, harmonization and cooperation that Tanzania may pick a leaf from.  In Africa a good example is South Africa.  This has also revealed that mobile phones and other devices are commonly used in business transactions in Tanzania, and money transfers are frequently used.  Majority of Tanzanians do their payments and money transfers through Mobile Pesa systems.  They have not exposed the need to deal with banks.  Simply, because banks are very costly to operate.  Hence, most of Tanzanians are unbanked.  
Reasons being that there are numerous problems in banking systems such as high costs to run their accounts and other payment services, absence of banking facilities especially in the rural areas, geographically inaccessibility, lack of infrastructure, unawareness and no proper consumer protection framework.  All these issues make consumers vulnerable to all sorts of crimes such as fraud, theft and hacking.  These crimes require proper enactments to protect consumers as they do their transactions electronically.  Therefore, both banking and mobile payments need to be regulated properly and made easy to use with minimum costs. Some of these services should be free of charges.  In technology fields there should be representatives to seek rights of the consumers and represent them in cases of litigations and investigations.
It has also been revealed that most of the statutes were enacted for offline consumers.  Most of them were introduced before proper adoption of the ICT and so far there has not been new enactments except a few scattered statutes which are not satisfactory enough to protect consumers.  Many of these legislation have been amended from time to time.  Hence, they are weak, full of patches and they do not address all issues satisfactorily for online consumers.  This is proved right through the fundamental rights found in the Constitution of the United Republic of Tanzania of 1977.  Hence, the suggestion that this mother law should be revised.
In this study, particularly in Chapter Five, it has been observed that Tanzania Communications Regulatory Authority (TCRA) is vested with too much power, authority and responsibilities as a public body institution.  It acts as a quasi-judicial body and can enact laws, adjudicates and decides in litigations by facilitating disputes, supervisions and monitoring performances, gives and renews licences, as well as cancelling them, locates communications spectrums, establishes standards, inspects, manages SIM Cards, investigate cases and compliances of rules and regulations just to mention a few.  This is a lot of consolidated duties, functions and management in one portfolio or institution.  Due to the diversity of stakeholders, it is difficult for one institution to be adjudicators administrators and implementers, law enforcers and execute all these responsibilities efficiently and adequately.  There is need for checks and balances in an institution such as TCRA.   There should be other subsidiaries. Hence, TCRA is not efficient or adequate enough to run the show.
The suggestion herein is that there should be different and independent institutions such private sectors or Ombudsman Office, for Consumer Tribunals, or organizations or representatives to air out consumers’ grievances and safeguard consumers’ interests.  This will provide adequate representation and protect consumer’s interests especially in conjunction with TCRA’s decision making body such as the Fair Tribunal Commission.  Unfortunately, the existing bodies have no mandate to exercise powers over complaints for consumers and neither do they have specific deadlines for any implementation measures and other related issues.

Consequently, there are no established local or regional set ups where consumers could go to address their complaints.  TCRA is only located in Dar es Salaam, which means that many consumers from other regions of the country do not have easy access to them. Therefore, there is need for accessibility, freedom, impartiality and bureaucratic system improved.  TCRA is an autonomous institution, and so are other bodies created under it such as the Consumer Consultative Council.  It is a governmental body, missing consumers’ representation.  Also the members of this council are members of the business community.  Hence, it lacks checks and balances to meet consumers’ needs and protection of their rights particularly in decision making.  It is a one wedged sword making it impartial.  

The recommendation herein is to have different categories of people such as lawyers who have legal understanding, professionals in other fields and in particular commerce and consumers themselves by encouraging them to form groups of representatives according to the kind of businesses or trades they do, so as to be able to stand for their rights. This could only be done if rules and regulations would be reviewed, revised and amended in order to address the shortcomings and re-enact comprehensive and enforceable laws for better implementation or overhaul them to cover e-laws comprehensively.

These require able government and stakeholders with awareness including agencies with capacity to represent consumers adequately.  There should be serious reforms and impeccable commitments in serving the people, institutions and the nation they serve.  They should have the interest of the nation at heart.  They should be neutral and fair to consumers and not be influenced by business community that is stronger in bargaining powers and in adjudicating for they can afford all costs. The appointments of who to serve is based on who is who considering personal status or the role in government they play and this is what is failing the nation.  Hence, the need for robust legal framework as a benchmark, strong and unshakable government and committed stakeholders playing the right roles in earnest.

In Tanzania there are no watchdogs for e-consumer affairs, which lead to insufficient legal and social assistance. There are no e-consumer tribunals except TCRA; the Consumer Consultative Council and the Fair Competition Tribunal enacted under the Fair Competition Act, 2003. These are the only active governmental bodies which protect consumers, and they are heard.
It is also clear that the TCRA has failed in many areas such as  educating people on eventualities and procedures or systems, controlling airtime charges including the bundles (an issue that had a long discussion in Parliament in May, 2023), where service providers are overcharging consumers, interrupting consumers’ services, provide very poor customer care especially when a consumer is trying to get some information, where the delays are too long and consumers end up with no satisfactory answers or no answers at all.
 In most cases legal decisions of TCRA are enforced to people such as present “TOZOs” (extra charges) in transferring and receiving monies.  Currently, there is a lot of information censoring endangering privacy, denying people information like in the case of DP World Contract on harbours in Tanzania mainland and many other issues like no broadcasting of news or Television coverage to inform citizens what is happening, and this is a constitutional right that has been interfered with. 

In this study another key finding is that disputes resolving in courts or their procedures have been taking too long.  They are very tedious, time consuming, complex and very expensive.  Consequently, e-consumers are discouraged to follow their cases or seek legal redress in the courts.  Consumers may fail in pursuing the whole process of the court and it may also be unaffordable because of the high costs of hiring an Advocate, infrastructure, travelling costs and jurisdictions strictness especially if it is a cross border issue in e-transactions. The terms and conditions offered, and different laws pose huge problems.  Hence, the need to have laws that would harmonize and unify cross-border issues, and this may also require cooperation and collaboration between nations.
Another recommendation in this area is to have organizations or representatives to help in legal procedures, which are cost effective, offer accessibility to justice, transparency, and easy redress mechanism, in order to manage e-commerce properly and protect consumers in the country effectively so as to have a strong digital economy. 

Another recommendation concerning most African countries is that they have to have both digital commerce and E-Consumer Protection robust, comprehensive and enforceable enactments including Tanzania.  Majority of these countries are not satisfactorily protected as far as digital economy is concerned.  They have no digital legal frameworks and so they have not sufficiently addressed legal issues for digital economy.  This is the reason why they are drugging behind economically.  They have not enacted legal framework for e-consumers’ protection in e-commerce.  Some other countries do not even have a constitution, the primary and Mother Law that covers all fundamental legal rights and protections.  Other countries’ Constitutions have been outdated because of the advancements of Technologies.  Furthermore, the initiatives from different countries are similar with only slight differences in the wording of their statutes.  Hence, the adoption of international instruments alone cannot help efficiently in unique cases of different countries such Tanzania.  Therefore, the suggestion is to have up to date laws to cover advances of technologies and intermarry them as to be able to protect consumers better.

Tanzanians have to be encouraged to have more literature and be book warmers so as to be more informed on information and Communication Technologies and other fields, particular e-consumer protection as it concerns majority of Tanzanians.  Education is the best deriving tool to success and a key to both e-commerce, e-consumer protection and other different milieus.  This will help the population to be well informed, educated and will acquire awareness so that they could enjoy the advances, advantages and opportunities of technologies in all areas as theoretical models for consumers’ protection have pointed out.

The available laws in Tanzania lack international perspectives in quite a good number of issues.   The international elements are very vital in to-day’s borderless world of e-commerce and the Internet.  Tanzania has not associated herself with most of the international requirements that have been proposed and properly examined and investigated by various stakeholders and institutions or organizations.  It is remarkable that she has not adopted the different initiatives adopted especially by UNCITRAL which are meant for improving harmonization, modernization, unification, increased coordination and cooperation of legal activities in order to promote e-commerce worldwide by using these best practices.  Tanzania has been more concerned with her unique problems which she has not yet fully addressed.  She has not even come up with a stand-alone e-consumer protection and neither e-commerce stand-alone legislation.

UNCTAD’s functions that are for promoting trade between countries at different stages of development, and with different economic systems, regulating market conducts and encouraging competition in organized markets are initiatives which have not been entrenched fully in Tanzania despite all the efforts being made.   Tanzania is even a member of the UNCTAD.  Yet she has not been able to integrate well.  At regional level of East African Community which has adopted recommendations for its members to put in place legal mechanisms for regulating and protecting consumers and personal data, Tanzania is still dragging behind. 

There is also The Tanzania Consumer Advocacy Society (TSAS) which is a NGO organization.  In other words, it is a private, voluntary, nongovernmental, non-partisan and none profit making organization that was registered in July, 2007, under the Companies Act of 2002, Chapter 212 of the law of Tanzania, as a company by guarantee.  TCAS makes consumers aware of their rights and have ability to claim their rights.  TCAS is an advocacy platform that make consumer’s voice be heard, raise consumers’ awareness of their rights and build consumers’ ability to claim their rights and make markets accountable and more responsive to consumer’s needs and interests. The Tanzania Consumer Advocacy Society is toothless.  It has no mandatory and its decisions are not binding.  It can only give direction to consumers.  Hence, the measures and decisions it takes are not adequate to solve consumers’ issues.

There is lack of intervention in the challenges being experienced by consumers.  Consumer losses such as handsets and mobile money, disputes and redress interventions are lacking.  The time taken to solve these problems is too long, tedious, very costly and redress mechanism does not exist as such.  These are issues which are common knowledge even to TCRA and other stakeholders but very little happens under this umbrella.  There is need for government to intervene where necessary and this has been seen in the theories mentioned above, so as to know the needs and problems of the consumers and enact or amend the much needed provisions in the existing legislation so that consumers would feel well considered and attended to.

The suggestion that would be given in here is that there should be appointed ombudsmen to look at the complaints and do further investigations into the matters.  Also have active advocacy organizations and activists to follow up consumer problems especially demanding for their rights where they are denied as mentioned earlier.  The recognized Consumer Advisory Council in Tanzania which is a government body is the only one, while countries like Australia and UK have more than four bodies that protect consumers such as:

1. The Central and Local Government

2. The Government Agencies

3. Government sponsored bodies of trade Associations, European Institutions and Policies such as the Department of Trade and Industry which deal with consumer protection in employment, science, trade, companies and business growth.

4. There is National Consumer Council (NCC) whose task is to represent interests of consumers before the government, and issue advice on consumer protection policy, through issuance of various publications of reports and journals.

In Australia several bodies ensure that consumers can get redress when there is a breach of provisions of the Australian Consumer Law Act.  These include the Australian Competition and Consumer Commission (ACCC) that is an independent government statutory authority that makes sure that individuals and businesses comply with the competition, fair trading and consumer protection laws. There is also “SCAM-watch” where consumers and small businesses are provided with information on how to recognize, avoid and report scams.  There is also ASIC that gives free guidance to consumers to make best choices in buying, banking, investments, insurances, borrowing, retiring plans and budgeting just to name a few.  Also there is a government website, “Product Safety Australia” for reporting all issues of unsafe products; alerts, email and giving up to date information.  Definitely, this is all that is lacking in Tanzania and there is need to create such bodies for they would be very useful.
Tanzania has been enacting her laws satisfactorily, but their amendments have been coming almost immediately.  Meaning that the laws are hurriedly enacted without foreseeing the future and broader meaning and changes of technologies especially Internet that changes very fast.  Unfortunately, the Parliament has not been serious enough as they do not study the rapid speed of the technologies environment and government interferences a lot trying to make Tanzania a one party state and denying the people and the country democratic rule. This causes all the delays and failures in enacting or improving the laws.  A good example herein is the delay in enacting a New Constitution for Tanzania that is so badly required.  There has been debates and debates in Parliament and outside without a solution.  When this constitution of 1977 was enacted ICT had not been adopted.  

When it comes to e-government operations or giving services, not all government institutions are using electronic services online through the internet or other digital means trying to bridge the interaction gaps.  An e-government indicates a system of effective provisions of public services via information and communication technologies by the government.  Well implemented e-government services be it administration or any other activities improve and make it easier to run the government institutions efficiently, effectively, in a transparency manner and accountability is clear in government services in particular in administration and financial operations.  Therefore, the government should be there to encourage the adoption of ICT in every field or office.  This would make the work easier, less expensive, more accurate and transparent.  
Since ICT is growing very fast and a lot of developed countries are ahead of Tanzania, the Tanzanian Parliament and other stakeholders in the country, should work hard in interacting and integrating with these developed countries such as UK, USA, Australia, India, Malaysia, Mauritius, South Africa and EU Directives, just to mention a few and institutions such as UNCITRAL and UNCTAD Model laws or OECD guidelines where it is necessary to borrow a leaf from them in order to ameliorate the laws.  This will also help to see the shortcomings or gaps in law of the country in order to move quickly in the right direction and be realistic in filling the gaps in law as indicated in the objectives, so as to cope with the speed of the current technology environment. 

The approach of addressing these missing laws in Tanzania that protect consumers facilitate continuation of risks that are associated with defective goods and services when consumers transact online and cybercrimes too.  In Tanzania the manner in which deferred goods are to be handled in respect to its impacts is not addressed in any legislation; either in ETA of 2015 nor ETA of 2022 (the principal electronic transactions law), nor in the FCA of 2003, as the main law to protect consumers generally in all sectors.  Hence, leaving gaps in law that manufacturers and suppliers of goods advantageously manipulate their positions in the market by offering defective goods to online consumers in spite of counterfeit products provisions in the country.

Also when it comes to procedures and mechanisms of determining defective goods, the e-Transactions Act is silent.  It has not elaborated on specific transactions of goods or services.  For example, in defective goods, it has not provided for procedure or mechanism to be followed in cancellations and return of the goods or payments.  Leaving a consumer of goods in darkness.  Also remedies for rewards by the suppliers to consumers on damaged goods is not addressed.  There are no indications of how a supplier could be made to act or be penalized or be disciplined for the wrong committed or violated. There should be a guideline like holding payments until goods reach a customer or the arrangements for refunds should have a clear direction.

6.4 Conclusions TC "6.3 Conclusions" \f C \l "1" 
This study has examined the developments, initiatives and good practices of e-commerce and e-consumer protection laws at length, by going through International and Regional legal instruments.  It went further and scrutinized other different advanced countries’ jurisdictions with sound experiences and finally tried to analyse the e-laws in Tanzania addressing issues and identifying gaps in law in this field. All these investigations were done through doctrinal legal methodology, complimented with comparative methodology. It also tried to analyse conceptual and theoretical approaches including various rationales as they help in legislation enactments.
Nonetheless, the study has revealed lack of measures that protect e-consumers fully in Tanzania’s digital economy.  While Tanzania has made great efforts in enacting and improving her e-laws in order to manage technology rapid growth, it also addressed challenges and risks in the digital economy arena. Tanzania’s digital economy requires stand-alone, comprehensive and enforceable legal frameworks in this arena.  There are urgent needs for legal frameworks to resolve disputes and redress mechanisms, including cross-border issues for proper harmonization, modernization, unification and cooperation.  This is the reason why it is said that consumers are actually protected but in fragmented and scattered statutes in Tanzania.   
Therefore, there is urgent need for extensive reforms in e-laws and measures, including policies and strategies so as to reach the desired goals and standards globally.  Digital commerce and e-consumer protection are here to stay and improve developments for better digital economy in Tanzania. The potentials will continue to grow rapidly introducing more new opportunities, challenges and risks under the internet world.

The requirements of identifying deficiencies and proposing new reforms that can effectively safeguard consumers in the digital marketplace are a necessity. Therefore, in order to correct this situation, there is need for more research studies to enhance the laws for better management of Tanzania’s digital economy in future without failure. There is great demand for robust, comprehensive and enforceable legal frameworks for both digital commerce and e-consumer protection in Tanzania’s digital economy.  Hence, the need for an inclusive stand-alone legislation that demand for more research studies and experiences to make it more conventional and acceptable globally.  -
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