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ABSTRACT

This research paper examined regulation and protection of data privacy in public sector in Tanzania. The study sought to find out the adequacy, legal gaps and impact of having or otherwise absence of comprehensive legal framework in data protection and privacy in public sector. In doing so, the study used a doctrinal and comparative methodologies to measure the effectiveness of Tanzanian data privacy legislations in comparison with legislation from other jurisdictions and international standards. Therefore, it explored and scrutinised various international instruments and data privacy legislations, limiting itself to five jurisdictions namely, South Africa, Ghana, Mauritius, Australia and United Kingdom while comparing the same to Tanzania. Moreover, the study analysed the concept and nomenclature of data protection and privacy. It explored the complexity of defining the notion data protection and privacy while expounded on various legal theories of data privacy. The study further explored the origin and evolution of data privacy and different approaches to data protection and privacy. Lastly, the study found the apparent legal gaps in Tanzanian laws relating to data privacy in public sector; and suggested number of ways to rectify the situation, including offering a draft of a model law.
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CHAPTER ONE
INTRODUCTION
1.1 Introduction and Background
Privacy is one of the fundamental rights of any human being.
 It is such a coveted right that people will go to greater length to protect it. We build walls and fences around our homes. We put passwords in our phones and laptops. We put tint on car windows. We do all these and more just to enjoy and to protect what we hold dear to ourselves. That is why we criminalise stalkers as well as burglars who meddle with our enjoyment of this right.
Nevertheless, since the dawn of internet and digital era began, privacy has been under serious threats than ever before. Not that there were not any violations before. Threats and challenges to privacy existed before the internet, even when paper was a standard medium of storing personal and business information.
 However, the allure of internet has brought a new platform to eavesdroppers. The term privacy derived from the Latin word “Privatus”, which means separated from the rest or deprived of something.
There is no universally accepted definition of privacy. According to Grumbling, privacy means different things to different people, and this can vary highly with context.
 The term often used to connote a range of associated values or principles such as trust, security, the right to be forgotten, freedom, and anonymity.
According to Black Law Dictionary; 
“Privacy is the condition or state of being free from public attention to intrusion into or interference with one's acts or decisions.”
 Oxford advanced learner’s dictionary defines privacy as, (1) the state of being alone and not watched or disturbed by other people. (2) The state of being free from attention of the public.
 While Oxford Dictionary of Law defines privacy as,“The right to be left alone and to keep certain matters secluded from public view, as recognised in Article 8 of the European Convention on Human Rights and the Human Rights Act.”

What is common in all of the above definitions is that privacy entails a state of being alone without external intrusion. The focus of above definitions is on traditional aspect of life. None of the definitions hints about information or data privacy, which is the focus of this thesis. The discussion about the concept of data privacy is discussed in detail in chapter two. With technology evolving faster than legislations, it is extremely hard for the legislators to keep up. Personal data are collected and processed every second using sophisticated technologies. It makes protection of one’s personal data an extremely challenging task. For instance, when a person is browsing on a web, they normally find a notification requiringthem to allow the web to collect cookies.
 
In effect, the web is collecting personal information regarding person’s browsing habits and that information is later sold or shared with third parties, without the individual’s consent. Zimmerman sums up well the threat that technology poses to data privacy here:

‘When people log on the Internet and visit Web sites, a great deal of personal information is collected through both active user participation and passivecollection techniques. Web sites collect information through activeparticipation when, for example, users place online orders, fill out sweepstakesentry forms or register to gain access to “members only” sites. Conversely, thethree most common forms of passive data collection methods include Website’s use of cookies, a direct marketing company’s use of cookies, and anOSP’s collection of “click stream” data.’

In 1999, an American company, Double-click Inc., was sued for privacy infringement after it emerged that the company was collecting and selling its users’ information on web surfing habits and their personal identities.
No wonder various developed countries and international organisation have taken hard stance by implementing strict and tough regulations on data privacy. To sum up, threats to data privacy come into two ways:

i. Direct threat to individual’s privacy coming from compilation and distribution of his/her personal information.

ii. Violation of one’s identity as a result of disclosure and /or spread of false or misleading information
1.2 Background of the Problem

Information and Communication Technology (ICT) is not an alien phenomenon in Tanzania. It traces back to 1970’s when the government toyed with an idea of computerising accounting system to be used by the ministry of finance.
 Despite its early introduction and subsequent evolvement, the state has been slow on regulatory front. Before the advent of ICT, public and government records were mostly in paper based format, therefore, the issues of data protection and privacy were non-existent. Laws that regulate data and records were made when paper based record keeping was the only way of storing data.
Nevertheless, lawmakers have been reactive rather than proactive to the development of ICT and its impacts to the society.
Advancement of ICT brought new ways in which data and records could be stored. Likewise, it brought news ways in which individuals’ personal information could be infringed and/or their privacy being violated. As highlighted above, the regulatory aspect of ICT has been reactive and slow paced. It is well demonstrated by the fact that it took court’s intervention in the famous case of Trust Bank Tanzania Ltd vs. Le-Marsh Enterprises Ltd and Others,
for electronic evidence to be admissible in Tanzanian courts. Thereafter, the Tanzanian legislature responded by amending the Evidence Actvide two pieces of legislations namely, the Written Laws (Miscellaneous Amendments) Act No. 2 of 2006 and Written Laws (Miscellaneous Amendments) Act No. 15 of 2007.

The concept of data privacy like in many African countries appears to be alien culture to Tanzanians. After all, Tanzanians, a few decades ago, were living under socialism ideologies where properties were shared and owned communally. The sense of collectivism is probably the reason why the legislature procrastinates on having data privacy legislations. The legislature passed three ICT related laws in this decade namely; the Electronic and Postal Communication Act (EPOCA),
the Electronic Transactions Act (ETA),
 and, the Cybercrimes Act (CA).
 Nevertheless, none of the above-mentioned legislations fully provides for the aspect of data protection and privacy.
For the first time the right to privacy was introduced in the Tanzanian constitution via bill of rights following the fifth amendment of the Constitution in 1984.
The Constitution
 provides for right to privacy and its protection.
Although the provision does not directly state about data privacy, but the term “private communication” might by implication, includes data privacy. The article requires the state to put in place legal mechanism to enforce and protect data privacy. Despite the recognition by the Constitution, no legislation on privacy and data protection has been enacted. Now that the government is shifting to e-Government in line with current technological trends, it is high time that a country like Tanzania should have a proper data protection and privacy regulation. Various pieces of legislation of contains some provisions regarding data protection and privacy and will be discussed in details in the forth-coming chapter three.
1.3 Statement of the Problem
The state admits that one of its major challenge is the inability to maintain a proactive legal framework that can evolve with technology.
 It acknowledges that data protection and privacy is one of the areas that need proper attention.
 Despite the apparent admission, it does not seem like data protection and privacy legislation will come into reality anytime soon. Lack of proper regulatory framework puts peoples’ privacy at great risk because there is no accountability as to how their personal information is used, preserved or processed.
In this digital age, information is highly sought after commodity traded among the big ICT companies for commercial and advertisements. It is very a lucrative business and that is where personal data come in hand. The value of government/public data is an enticing proposition to cybercriminals and lack of proper legal framework to regulate the same sends a positive signal to the cybercriminals. When government systems are breached and these data fall into the wrong hands, it may have huge repercussions.
For instance, Tanzania lost an estimated US$ 85 million from cybercriminals attacks in 2016 according to recent reports.

The regulatory framework of data protection and privacy in public sector in Tanzania is scattered across various pieces of legislation─ none of which seem to offer credible solution or proper protection despite the right to privacy being a guaranteed right in the Constitution. It is obvious that there is legal gap in not only regulation of data privacy in public sector but also regulation of data privacy in general. The researcher undertook this research to evaluate the legal framework of protection and privacy in Tanzania specifically in the public sector to find out about legal gaps and to offer better solutions to fill those gaps. The thesis compared Tanzania regulatory framework with that of other regimes specifically, the EU, UK, Australia, Ghana, Mauritius and South Africa.
1.4 Research Objectives
The researcher was guided by the following General and Specific objectives
1.4.1 General Objective

The main objective of this research was to determine and examine the effectiveness of the existing regulatory framework of data protection and privacy in public sector in Tanzania.
1.4.2 Specific Objective

Specific objectives of this research were:

i. To identify lacunae in existing laws that govern data protection and privacy in public sector in Tanzania and finding solution for the same.

ii. To examine the impact of inadequacies of the existing data protection and privacy regime in public sector in Tanzania.

iii. To propose a better solution that would improve the legal framework of data protection and privacy in public sector in Tanzania.
1.5 Significance of the Research
This research paper is anticipated to have huge impact in the area of data protection and privacy in Tanzania because there are few scholarly works covering this area, particularly data protection and privacy in public sector. The thesis is expected to influence changes in policies and legislations on data protection and privacy in Tanzania. Moreover, the thesis added input and knowledge as well as raised awareness about the lack of necessary legal framework for data protection and privacy in public sector. This paper is expected to spearhead the process of enacting new data protection regime in Tanzania by offering better solutions to tackle the current data privacy predicament. The paper is expected to add to input in data protection and privacy discourse in Tanzania, which has few number data privacy literary works.

1.6 Research Questions
This research intended to answer the following questions:

i. What are the legal gaps in the existing laws regulating data protection and privacy in public sector in Tanzania?

ii. What are the impacts of having inadequate laws governing data protection and privacy in public sector in Tanzania?

iii. What is the best solution that would improve data protection and privacy regime in public sector in Tanzania?

1.7 Literature Review
Mamba, E
 in her dissertation titled “Assessing the Relevance of the Existing Legal Regime in Tanzania for Data Protection” argues that, Tanzania lacks effective data protection and privacy legislation. She further claims that Tanzanian legislators procrastinate to enact data protection and privacy law. Indeed, I concur with her arguments that government procrastination in having data privacy law raises suspicions. Two cyber laws were enacted in 2015 but intentional or not, data privacy law was not in the agenda. It is high time for Tanzania to have such a law.
Furthermore, Melamari, N
 in his research paper titled “The Challenges and the Need of Legal Framework for Data Protection in Tanzania: Case Study of Tanzania National Identification Authority (NIDA)” stress that some legislations in Tanzania, deny the disclosure of certain personal data but partially allow such disclosure if the permission of the Minister responsible was sought. The minister’s permission is given without any regards to the data subject’s consent or international acceptable principles of data protection and privacy. Indeed, putting the fate of people’s data in the hands of one person might lead to abuse of power or misuse of data. However, the author did not offer a proper suggestion on how to curb the issue he has raised above.
Perhaps, procrastination is caused by cultural dynamism as Makulilo, A argues in the article titled “Privacy and data protection in Africa: a state of the art”.
 He contends that Literature on culture and privacy occupies the dominant discourse in explaining the state of privacy in Africa. That the main thrust of this literature is that privacy in Africa is underdeveloped because of the prevalence of the collectivism culture as opposed to the Western culture of individualism. In some ways, this may be true that African society have always been living communally. We mourn and celebrate together. However, culture is ever changing and adoptive hence Africans should be adoptive too in this age of globalisation. After all, several African Countries have Data privacy laws nowadays, which goes to show that African culture is not static.
Rich, C in her article titled, “Privacy Laws in Africa and the Middle East” expound the common features found in data protection and privacy laws. According to Rich, there are common personal data protection themes or principles contained in the legislations adopted by the African countries, which have enacted comprehensive data protection legislation.
 In spite of the commonality found in personal data protection regimes in African countries, Rich concedes further that there are different approaches in certain aspects. For instance, there is difference in respect to registration, cross-border transfers, data security; data breach notification.
The differences in approaches and lack of harmony among African countries might lead confusion when data is accessed or stored in more than one countries. Unfortunately, Rich does not offer alternative solution for such conundrum. 
Haji, M.
 in his thesis titled, “Mobile Phones Usage to the Right to Privacy to Society in West Urban Region of Zanzibar,”found that the current privacy laws do not offer any protection regarding individual’s personal data that is spread through mobile phones interaction. He went on to add “Ironically in Tanzania there are more laws restricting privacy than laws protecting privacy”.
 This statement could not have been further from the truth, as the recent trends show that more laws are enacted to allow law enforcement to breach person’s privacy without due process.
 Despite his good findings, his thesis based on impact on mobile phones usage in privacy, therefore he did not explore the regulation of privacy in public sector.
Magalla, A. B.,
 et al on a paper titled, “The Law of Privacy in Tanzania: A discussion on the Challenges Affecting Privacy in Digital environment” argue that impact of ICT development in developing countries like Tanzania cause them to struggle to balance between private and public rights of their citizens. This struggle may rise when a state wants to breach individual’s privacy for matters of national security, investigation or public interest. Could wiretapping a citizen for the purpose of investigation be regarded as public or state right to protect the public? This line of argument is flawed as state does not need to compromise its subjects’ private rights because they can work in tandem when proper rule of law is established. Mauritius is good example of one of developing countries that succeeded in balancing the two.

1.8 Research Methodology
Doctrinal Research: The researcher used a doctrinal research approach. The doctrinal research focuses on the nature of the law, legal authorities and principles in line with its underlying philosophical approach. Unlike other types of research, the doctrinal approach does not rely on empirical data in order to reach to conclusion. Therefore, this being a comparative research, researcher chose this method because it was the best approach due to the nature of the undertaking. The researcher relied mainly on library sources. The researcher consideredand referred to primary sources such as books, journal articles, case reports, legislations, treaties, and historical records accessed via the library.

Comparative Research: The researcher similarly used a comparative approach methodology since the main theme of this thesis is to compare the legal regime of Tanzania with that of other jurisdictions. Comparative approach involves studying and close examination of laws, cases, policies and legal framework of other jurisdictions. In doing so, the researcher explored legal frameworks of various jurisdictions concerning data protection and privacy in public sector. The research relied the internet and library as main source of material.

CHAPTER TWO

DATA PROTECTION AND PRIVACY

2.1 Introduction

This chapter discussed the concept of data protection and privacy as a whole. It has five parts. The first part 2.1, explored the concept and nomenclature of data privacy. Extensive analysis and arguments on what data protection and privacy entails are provided. Part 2.2 examined various legal theories of data privacy. Part 2.3 examined the origin and evolution of data privacy in the world. In Part 2.4, the scholar observed various approaches used in regulating data privacy around the world. Lastly, part 2.5 summed up the whole chapter by providing a brief conclusion about what has been discussed in this chapter.
2.1 Conceptualisation and Nomenclature of Data Protection and Privacy
The notion as to what data protection and privacy really means is elusive. Basically, the confusion stems from semantics of both key terms ─‘privacy’ and ‘data protection’ as to what they really mean in privacy and data protection discourse. There is debate as to whether privacy and data protection are synonymous terms or two terms with different meanings.
 Both terms are used interchangeably, whereby the term privacy is widely used in American and Australian discourse while data protection is commonly used in European jurisdictions.
For example, Kuner observes:

“In European law, “privacy” includes issues relating to the protection of an individual’s “personal space” that go beyond data protection, such as “private, family and home life, physical and moral integrity, honour and reputation, avoidance of being placed in a false light, non-revelation of irrelevant and embarrassing facts, unauthorised publication of private photographs, protection against misuse of private communications, protection from disclosure of information given or received by the individual confidentially. In the United States, the US Supreme Court has interpreted the Constitution to protect, under the rubric of “privacy”, values that go beyond the protection of personal data, such as an individual’s constitutional right to be free from unreasonable searches and seizures by the government, the right to make decisions about contraception, abortion, and other intensely personal areas such as marriage, procreation, child rearing, and education, and the right to associate free from government intrusion.”

While Cuijpers in an attempt to answer the question “is the right to data protection the same as the right to privacy?” He argued that individual right to privacy protects an individual against interference into his/her private life while right to data protection and privacy covers more than private life of an individual.
 Bygrave is not far off from Cuijpers. He argues that Europeans often avoid using ‘privacy’ reference or closely related terms.
 Instead, they often prefer ‘data protection’, deriving from Germany term “Datenschutz”.
 He argued further that the nomenclature is problematic because it does not indicate the interests of which it was meant to apply.
 

Although, they are often used interchangeably, the two nomenclature are not synonymous at all. Data protection indicates a broader perspective of interests than just offering protection to individual’s privacy. However, Bygrave suggests that data privacy is more appropriate term than data protection, as it communicates better the central interests at stake and provides a bridge for synthesizing North America and European policy discussion.
 Other scholars have attempted to branch out with alternative nomenclature of information privacy. The prominent one being Karanja whose arguments are reproduced hereunder:-

“The concept “information privacy” is concerned with the protection of personal data. In Europe, the term “data protection” is used to refer to” information privacy”. Although the two concepts, information privacy and data protection, may differ somewhat in meaning and the scope of the former being wider than the latter. Both expressions are used interchangeably to refer to the same thing-protection of personal data.”

Makulilo argues that the preceding discussion can be summed up in three points. Firstly, he argues that there is a clear distinction between privacy and data protection even though their objectives do overlap.
 The underlying differences being in the scope, goals, and content of the two terms. Secondly, these concepts are used interchangeably and synonymously.
Thirdly, the context in which the concepts of data protection and privacy are used is not provided, one has to scrutinise carefully the principles covered, their scope and application. This is important because sometimes the true context in which these concepts are used needs to be identified in order to ascertain consequential implications from their application.

Privacy and data protection are indeed two sides of the same coin. The two terms represent the same objective albeit in two different perspectivesthat are closely intertwined. Without privacy as set of rights to be protected, data protection loses its purpose and sense of its existence in the first place. In agreement with Bygrave’s logical arguments, the researcher used ‘data privacy’ in lieu of privacy and data protection for the rest of thesis.
Undeniably, data privacy means more than just “to be left alone”. It includes protection against one’s personal information on how it is used, collected, and processed. A person’s right to privacy means a total control of their personal information and affairs free from any unwelcome interferences. The law safeguards this right thus, data privacy refers to the legal protection over one’s personal rights to privacy against intrusions and unfair use of his or her personal data.
Another key concept in data privacy discourse impersonal data. Similar to data privacy, personal data also referred to as personal information has not settled definition. What amount to personal data is up for debate. There is no consensus among legal scholars as to what are the limits and scope of personal data.
 Abdulrauf, contends that there is common misconception to the concept of personal data that word ‘personal’ is taken in literal meaning and interpreted to mean ‘private’.
 Therefore, personal data is inferred to information, which is private, secret or confidential.
Besides, Wacks contends that personal information must have both normative and descriptive function.
 He therefore defines personal information as 
“those facts, communications, or opinions which relate to the individual and which it would be reasonable to expect him to regard as intimate or sensitive and therefore to want to withhold or at least to restrict their collection, use or circulation.”

Therefore, information does not necessarily need to private or confidential to be within the ambit of data privacy law.
It is sufficient if an individual is identifiable by such information.
According to Bygrave there are six criteria, which determine whether information is capable of identifying an individual. The six criteria are:
“(1) what exactly is meant by the concept(s) of identification/identifiability? (2) how easily or practicably must a person be identified from information in order for the latter to be regarded as ‘personal’?(3) who is the legally relevant agent of identification (i.e., the person who is to carry out identification)?(4) to what extent must the link between a set of data and a person be objectively valid?(5) to what extent is the use of auxiliary information permitted in the identification process? Is information’ personal’ if it allows a person to be identified only in combination with other (auxiliary)information? and (6) to what extent must data be linkable to just one person in order to be ‘personal’?”

Logically, Bygrave advocates the liberal interpretation of personal data in a sense that interpretation should not be too restrictive that it narrows the meaning but also it should not be too broad. This sentiment is resonated by Burdon and Telford who agree with Bygrave by observing that, “limitations are required to ensure the ‘semantic viability’ of the concept and the effective functioning of regulatory capacities required by information privacy laws.”

Other key terms in data privacy discourse are data subject, data controller and data processor. Data subject refers to an individual whose personal information is subject to data processing.
 Data subject may apply to legal entity as well natural person depending on the nature of law of a particular regime. Data controller refers to a person or legal entity created by statute and entrusted with task of determining the purpose and mechanism of data processing. According to Mamba, the word ‘control’ in this context signifies two concepts. One being the physical control of the data and its equipment used for processing such data and the other concept being legal and supervisory control of the controller over data processors(s) and data processing in general.
 

In private sector, a data controller can be a natural person or legal person. However, in public sector, It is normally an institution or authority.
One of the main function of the data controller is to handle complaints from institutions and individuals alike as well as to sanctions the data processor upon infringement of their contractual obligation or violation of the law.
 There is less distinction between data controller and Data processor as one can act in both capacity. For example, in a group of companies, a parent company can be a data controller against its subsidiaries. However, at the same time the parent company may also be data processor, processing data on behalf of the authority (usually a commissioner or commission for data privacy). Therefore, more often than not legal obligations of data processor and data controller do overlap.
The relation between data controller and data processor should always be contractual one.

2.2 Legal Theories of Data Privacy
The foregoing discussion has shown how difficult it is to pin down the single definition of data privacy nomenclature. The difficulties in defining data privacy caused different theories of data privacy. Scholars have been scratching their heads trying to figure out the bounds of data privacy concept. Solove shares this perspective when he commented that, “Time and again philosophers, legal theorists and jurists have lamented the great difficulty in reaching a satisfying conception of privacy.”
Makulilo reasons that political and socio-economic developments across various cultures causes data privacy to evolve.
 The evolution of data privacy brought definitional challenges compared to the previous definitions, which were hypothesised in relation to individualistic tendencies of western culture.

There are several theories of data privacy but they all fall under two types─ they are either normative or descriptive.
 While there is no agreed uniform classification of the theories, various scholars have attempted to classify them. For instance, Bygrave, Davis and Tavani classify data privacy theories into four groups while Whitley classifies them in three groups and Solove in six groups.
 For the purpose of this thesis, five classification of data theories will be discussed namely information control, non-interference, limited accessibility, reductionism, and intimacy.
Information Control Theory: The theory centred on the power and influence an individual has over his or her data as against data controllers or processor.
 In this theory, an individual has a final say on what data to be disclosed to others. Westin is the proponent of this theory; therefore, it is sometimes referred to as the Westin’s theory of privacy. Westin defines privacy as “The claim of individuals, groups or institutions to determine for themselves when, how and to what extent information about them is communicated to others.”
To him, privacy is the voluntary and temporary withdrawal of a person from the general society through physical or psychological means.
 
The Westin theory of privacy derives four key features, which are solitude, intimacy, anonymity, and reserve.
Solitude means being free from observations of others to themselves.
Intimacy refers to small group seclusion for members to achieve a close and relaxed honest relationship.
 Anonymity refers to freedom from identification and surveillance by the state or private citizens. Reserve refers to the desire to limit disclosure to others; this requires others to recognize and respect that desire.

Critics of this theory have many objections. They stress that the theory is basing on a wrong assumption, that a person’s data privacy is lost when they lose control of their data.
That loss of data control does not necessarily mean loss of one’s privacy. Critics further criticise the Westin theory for being too narrow contextually.
 They argue that the Westin’s definition presumes a loss of privacy is subject to there being a communication but this is not always true because an individual may lose his/her privacy without communication being involved.
 
Another criticism of Westin theory is treating right to privacy the same way as property rights. Solove debates that “Unlike physical objects, information can be possessed simultaneously in the minds of millions and once known by others, cannot be eradicated from their minds.”
 The fourth criticism of information control theory is the weakness to distinguish shortcomings of potential and actual violations of data privacy.
According to Elgesem, he observes that by defining privacy as control over personal information, also threats of privacy violations seem to be counted as actual violations of privacy.
 Notwithstanding the criticism, the information control theory offers a lot in rules of data privacy law specifically to rules that empowers an individual to have control over their personal information.
Non-interference Theory: The non-interference theory or sometimes referred to asthe right to be left alone originated from Samuel Warren and Louis Brandeis who are the pioneer of right to privacy. The non-interference theory entails that, a person is in a state of privacy only if there is no external direct interference from anyone, who is trying to access personal data without authorisation.
The key point is a person to enjoy his or her right to be let alone. Moreover, the non-interference theory encompasses ideas from other theories such as limited access to the self, control over personal information, and personhood.

Criticism of non-interference theory firstly comes from Allen who contends, 
“that if privacy simply meant being let alone, then any form of offensive or harmful conduct would be interpreted as violation privacy”.
 
He further stresses that a simple assault might be termed as invasion of privacy the same way as voyeurism. 
 On other hand, Solove comments on the broadness and vagueness of right to be let alone in relation to the notion of privacy.
Moreover, criticisms of non-interference theory stem from the fact the theory is based on rather selfish assumption while disregard normal way of human interaction. In spite of the criticisms, the pioneers the right to be let alone shaped the future of privacy the way we see it today.
Limited Accessibility Theory: The limited accessibility theory is based on assumption that there is privacy only when certain information about a person is restricted or limited. That is to say, that information which no else has access to is the privacy of person. According to Gavison, the limited accessibility theory comprises of three key elements, which are secrecy, anonymity and solitude.
 ccording to Makulilo, the theory has three main objection; the first one being that its definition is too broad.
 

Secondly, the limitation theory underestimates the person’s role of control or choice on his or her own personal information. That he or she may choose to limit or allow access to his or her information.
 Thirdly, the theory leans more on side of secrecy than privacy because its essence is to limit and hide information.
Nevertheless, the limited accessibility theory succeeds in two facets ─ the recognition of privacy and no access zones in relation to individual personal information; and removal of confusion between privacy and autonomy, and liberty and solitude.

Reduction Theory: The reductionism theory does not take privacy as an independent concept.
 The proponents of this theory argue that privacy is derivative right originated and supplemented by other rights therefore cannot be isolated from other rights such as right to life or right to property.
Reductionism theory has two variants, one by Thompson and the other by Davis. Thompson states that” right to privacy is a cluster of rights and it is unclear what belongs to this cluster and therefore there is no need to settle disputes about boundaries.”
 Critics contend that the definition is generic because it includes rights, which do not relate to data privacy.

Intimacy Theory: The intimacy theory is basing on the notion that privacy only concerns with what a person considers to be intimate or sensitive information. Therefore, privacy is lost or violated when such information is disclosed.
For instance, when a person confides personal information about his belief, action or emotions to his wife/husband/lover/friend or anyone with close relation to him or her, such information is his or her privacy. Nonetheless, critics argue that not every intimate information falls within the ambit of protection offered by privacy and vice versa. For instance financial information is considered private but usually not regarded as intimate.
  Moreover, intimate or private matters need not be characterised by love or caring to be considered private.

2.3 Origin and Evolution of Data Privacy
The acknowledgement of the notion of right to privacy started in 1890 when two authors Samuel Warren and Louis Brandeis published in the Harvard Law review, an article titled The Right to privacy.
This revolutionary article led to the eventual legal recognition of the right to privacy, which subsequently led to data privacy that is a subject of this thesis. Waren and Brandeis acknowledged that law evolves with time hence proposed the following:-

“That the individual shall have full protection in person and in property is a principle
as old as the common law; but it has been found necessary from time to time to define
anew the exact nature and extent of such protection. Political, social, and economic changes entail the recognition of new rights, and the common law, in its eternal youth, grows to meet the demands of society.”

As Waren and Brandeis astutely pointed out that political, social and economic changes entail the recognition of new rights, therefore, the rise of data privacy as one of the new generation rights was inevitable. The development of recognition of data privacy was in two ways, on national level and international level. At the national level, two countries are acknowledged as pioneers of the right to data privacy. Germany became the first nation to pass the first ever data privacy law in the world in 1970.The Federal State of Hesse passed the law known as a data protection law.
Subsequently, in 1973, Sweden passed its first ever data privacy law.
In Germany the fallen Nazi and communist regime was a major factor for the enactment of the data privacy law. After experience of sufferings and abuse of personal data by tyrannical regime of Adolf Hitler, it was imperative for the people of Germany to restrict powers of data processing bodies in order to prevent the recurrence of future violations.
 However, for Sweden the motive and background for the enactment of data privacy law was completely different to that of Germany. Sweden already had a long-standing tradition of freedom of information. Thus, the enactment of data privacy law was just an extension of that long-standing tradition.

In 1973, the US Department of Health, Education and Welfare (the department)published a report on Records, Computers and the Rights of Citizens.
 The Department raised its concern on potential violations of peoples’ information. The following is an excerpt from the report:-

An individual must increasingly give information about himself to large and relatively faceless institutions, for handling and use by strangers—unknown, unseen, and, all too frequently, unresponsive. Sometimes the individual does not even know that an organization maintains record about him. Often he may not see it, much less contest its accuracy, control its dissemination, or challenge its use by others.

The Department went on to recommend that: 
“Any organization creating, maintaining, using, or disseminating records of identifiable personal data must assure the reliability of the data for their intended use and must take reasonable precautions to prevent misuse of the data”
 
Consequently, the US passed the Privacy Act of 1974 which came into force in 1975.
Thereafter, other developed countries followed a similar suit shortly, with Canada passing its Federal Privacy Act in 1975, and France in 1978.
 On the international level, the right to privacy was first recognised in 1945 under the Art. 12 of the Universal Declaration of Human Rights (UDHR).
 The article recognises the right to privacy as one of the fundamentals rights of human being. 
However, the right only safeguards against ones physical intrusion and reputation (arbitrary interference). The right to privacy was further enshrined in the International Covenant on Civil and Political Rights of 1966 (ICCPR) under Article 17. As technology advanced, data processing became a trans-border phenomenon. Flow of data and information was no longer limited or under control of a single specific country.  A specific data privacy law of one country could not be applied to data sent and processed in another country. Suddenly, there was an urgency of having harmonious laws across several countries. The possible way to achieve that was by having one instrument that will be used as a guideline by every member state when enacting data privacy law.

Consequently, the Organisation for Economic Cooperation and Development’s (OECD) came up with Guidelines Governing the Protection of Privacy and Trans-border Data Flows of Personal Data of 1981 (The Guidelines). Thereafter, the Council of Europe (COE) passed the Convention for the Protection of Individuals with regard to the Automatic Processing of Personal Data (CoE Convention). The two instruments, OECD Guidelines in particular, played a major role in developing and shaping data protection legislations within and outside the OECD member countries.

Another two international instruments followed in the 1990s. The first one is the UN Guidelines for the Regulation of Computerized Personal Data Files of 1990 (the UN Guidelines),
 followed by European Directive on Protection of Personal Data of 1995 (The EU Directive).
 Despite being passed in 1995, the EU Directive officially came to force in 1998 and was in force for 10 years up to 2018 when it was repealed and replaced by the General Data Protection Regulation 2016(GDPR).

2.4 Approaches to Data Privacy Protection
Scholars have identified four major approaches that are prominent in various data privacy regimes around the world. Differences in these approaches are largely influenced by differences in cultural, historical and legal approaches to data privacy.
 Evidently, the way we view data privacy vary from culture to culture depending on various socio-economic and political factors. Consequently, we vary on our approaches in safeguarding data privacy. Hereunder are the major approaches to data privacy.

Comprehensive Approach:  In this approach, the government is the main regulator of data processing activities. Generally, the government passes the law, which is extensive and covers multiple aspects of data processing. Enforcement of the said law is vested on body known as data protection authority (DPA), which among other things regulates, investigates, monitors as well as educating the masses about data privacy.
 The comprehensive approach seems to be prevalent in European Union (EU) and largely favoured by African countries.
 This approach is preferred because of its ‘one size fits all’ model whereby the law covers both public and private sectors.
 
Proponents of this approach advocates that the approach provide for harmonised and coherent system of data processing regulation as well as constantly keep the private sector in line.
 The criticism however, centred on the ‘one size fits all’ approach whereby critics says the approach is impracticable in the sense that generalising the law in order to cover broad range of issues might lead to further complications. Besides, the omnibus law cannot keep pace with the advances in technology, which is ever changing.

1.1.1. Self-Regulatory Approach
In this approach, the private sector, basing on industry practices, establishes a regulatory mechanism in form of acceptable standards or guidelines, which are mutually adhered by each member. This approach is commonly practiced in United States (US).
 In US, each company is responsible in developing its own data privacy policy based on industry guidelines because of lack of data privacy legislation. These industry guidelines and standards are formulated by third party organisations, like TRUSTe® and WebTrust®, which, promote privacy practices, and many U.S. websites display a Web seal to signal their compliance with the privacy standards formulated by the said organisations.
 
This approach is strongly supported in US due to their liberal nature in business. They believe that administrative interference in private sector will disrupt business growth. The main advantages of this approach are flexibility and cost efficiency. Since the industry is self-regulatory, it allows for greater voluntary compliance as companies are more likely to adhere to guidelines created by themselves than by government regulator. The downside however, is that the absence stricter external regulation leaves individual rights to privacy open to violation. Companies are always after profits therefore in absence of strict regulation they can trade for a small fines when data privacy are violated while chasing the bigger pay cheque profit wise.
1.1.2. Co-Regulatory Approach
This approach is a mixture of the two approaches already discussed that is government regulatory approach and self-regulatory approach. In this approach, both the government and the industry play complementary roles in data privacy protection. Both government and private sector share the responsibilities of enforcing regulatory and practice standards. This approach is adopted in countries like Canada and Australia.
 Propounds of the approach concedes that it accommodates both side of the same coin in a sense that, it combines strictness in enforceability and flexibility in the ICT sector. 
It is flexible because the private sector gets to set the rules, guidelines and standards of data privacy whilst the government remains with the supervisory role thus ensure greater safety to data protection. Nonetheless, critics notably Hirsch, argues that the approach lacks transparency and accountability.
 An arrangement of sharing regulatory responsibility between the private sector and the government will likely be in favour of the industry instead of public interest.

1.1.3. Other Minor Approaches
There are other minor approaches to data privacy protection, which are not as popular as the aforementioned approaches. One of it is the sectoral approach. It is akin to comprehensive approach as the government is the main regulator. The dissimilarity is this approach applies to only specific sector instead of having a general law that covers all sectors.
 The main advantage in this approach is,the law only targets and caters for specific sector hence it ensures better personal data protection based on practices of such particular sector.
 This is approach is predominant in the US. Another approach is called privacy by design (PbD). This approach is about inserting data privacy principles into the design of technology. PbD receives a lot of positive recommendation but it is not yet adopted by any country therefore untested. Nevertheless, the United Kingdom (UK) have been lobbying for this approach to be accepted.

2.5 Conclusion
The objective of this chapter was to introduce and expound the concept of data privacy protection in general and evolution of data privacy from the beginning. The chapter showed the considerable debate on what data privacy means. There are so many perspective of notion of data privacy and therefore, different theories in what amount to data privacy. Furthermore, the chapter showed that uses of nomenclature in privacy discourse depends on which part of the world one is coming from as different parts of the world use different terms when referring to data privacy. Moreover, data privacy has evolved in a considerable pace in a short amount of time, which owes to rapid development in ICT sector. The consensus is that concept of data privacy is different from country to country as well as region to region. Cultural and historical values of each society plays vital role in determine what privacy entails to that particular society.

CHAPTER THREE
A SURVEY OF OTHER JURISDICTIONS ON DATA PROTECTION
3.1 Introduction
This chapter explored the legal framework of some of the data privacy regimes around the world. Jurisdictions and countries covered in this chapter are all commonwealth countries. It is so because Tanzania is also a commonwealth country, therefore adhering to principles of common law and practicing adversarial system. The chapter analysed and scrutinised data privacy laws of UK, Australia, South Africa, Ghana, Mauritius and Tanzania. Critical analysis is provided as to the adequacy and efficacy of each data privacy regime. The chapter also observed what Tanzania could learn from other jurisdiction.
3.2 South Africa

3.2.1 The Legal Framework on Data Privacy in South Africa

The legal regime of data privacy in South Africa is consists of common law and statute laws. Under statute law, there are the South African Constitution (hereinafter referred as the SA Constitution)
 and The Protection of Personal Information Act (POPIA).
 The SA Constitution recognise the right to data privacy as one of the basic right of a person. It is provided under section 14 of the SA Constitution. The section reads:

Everyone has the right to privacy, which includes the right not to have; (a)their person or home searched; (b) their property searched; (c) their possessions seized; or (d) the privacy of their communications infringed (emphasis added.
Section 14 (d) in particular is the one that accommodate data privacy. Similar to that of Tanzania, this provision guarantee protection of one’s data privacy not only nationals but also to non-nationals who live in South Africa. In South Africa, a person may enforce his or her right to privacy against other individual or the state.

On the other hand, there is POPIA. The Act is one of the most comprehensive data privacy law in Africa. Its enactment came after length deliberations in South Africa parliament.
 It also underwent extensive research including studying and drawing inspiration from other jurisdictions in particular Subsection 2 (a) of the Act provides that the purpose of the Act is to give effect to constitutional right to privacy by safeguarding the said right.
Salient features of the Act include the conditions for lawful processing of personal information for a responsible party. There are eight conditions that any data processor must adhered to when collecting and/or processing data.
Moreover, section 5 of the Act provides for rights of a data subject. This includes but not limited to; (a) be notified of when his or her data is collected; (b) be notified of data breach; (c) access to data; (d) right to deletion, destruction or correction of data; (e) objection to processing of one’s data; (f) submit complain to the regulator; and (g) right to institute civil proceedings against infringer. 
The Act prohibits processing of special personal data that relates to religion, ethnicity, health, gender and sexual preferences.
Nevertheless, this sensitive data may be processed subject to special exemptions provided under section 27 or under exemption provided by information regulator under section 37. Moreover, the Act prohibits processing of data for directing marketing unless the data subject had consented prior to such processing.
 The Law further restricts cross-border transfer of data to a foreign country unless the individual consents to the transfer; the recipient is subject to a law, contract, or the transfer is for the benefit of data subject.

Section 39 establishes the office of information regulator, which is body corporate. His powers are to issue code of conduct for data processor, to receive complaints, to investigate, to issue warrants and to issue sanctions among others. The Act applies to data processing whether in automated or non-automated form where the responsible party is domicile, or non-domicile of South Africa−but makes use of automatic or non-automatic means in the country−unless those means are used only to forward personal information through South Africa.
 Matters of purely personal or household activities, matters involving national security, investigation, detection and prevention of offence, and the likes are excluded from applicability by the Act.

\
Additionally, The Act empowers the Information Regulator to issue administrative sanctions. For example, the Regulator may issue an infringement notice. The alleged infringer may choose to be tried by the Court instead of the Regulator. An administrative penalty up to South African Rand 10 million (approximately USD 843, 215) may be imposed as an alternative to a criminal sanction. Furthermore, the infringer may incur civil as well as criminal liability.
3.2.2 Regulation of Data Privacy in Public Sector in South Africa

The Act regulates data privacy in public sector in equal standards to that of private sector. That means public institutions and department are expected to comply with the provisions of the Act save for those few exemptions. The Act uses the word responsible “responsible party” in relation to data process. Responsible party is defined under section 1 to mean “a public or private body or any other person which, alone or in conjunction with others, determines the purpose of and means for processing personal information.” The same section also defines Public body to mean:

(a) any department of state or administration in the national or provincial sphere of government or any municipality in the local sphere of government; or

(b) any other functionary or institution when—

(i) exercising a power or performing a duty in terms of the Constitution or a provincial constitution; or

(ii) exercising a public power or performing a public function interms of any legislation.
Holding public bodies to same standards as private ones, shows state commitment in rule of law and how serious they are in protecting and safeguarding the rights of its citizen.
3.3.3 Critique and Appraisal of the Legal Framework on Data Privacy in South Africa

Indeed, the Act is comprehensive and adequate. It can surely withstand time and technological changes because it covers wide range of aspects in data privacy. The Act provides unusually high-level compliance and obligations to both data controller and data processor while granting data subjects subjective rights and control over their personal data. All the same, Abdulrauf observes that the Actleans more on the human rights over any other interests.
Additionally, the Act does not provide the right to be forgotten similar to that of GDPR, which is the current standard. Lastly but not least, the Act provides too much leeway to the national security and law enforcement without putting a proper procedure on due processes. In the era of governments tapping and prying on their citizen using national security as justification, the Act was expected to at least put some limitation to this acts. 
3.4 Ghana

Legal Framework on Data Privacy in Ghana: The Data Protection Act 2012 (the DPA 2012) is the law that provides for data protection in Ghana. The Act applies to any data controller established and processing data in Ghana. Any legal entity operating in part or in whole in Ghana is considered as established in Ghana. It is likewise applicable to any data controller not established in Ghana but uses equipment or a data processor carrying on business in Ghana to process personal data, or data processing in respect of information, which originates partly or wholly from Ghana.
Unlike in South Africa, the Act does not put restrictions in cross-border transfer of data. 

The salient features of the Act include Application of data privacy principles as propagated by OECD Guidelines.
The data collector is required to apply the following principles of data privacy; Accountability, Lawfulness of processing, Specification of purpose, Compatibility of subsequent processing with the purpose of collection, Quality of information, Openness, Data security safeguards and Data subject participation.
 The Act establishes Data Protection Commission (the commission) under section 3. Its objects are to protect data privacy of the individuals as well as to provide for mechanism of data processing.
 Any data controller is mandatorily required to register with the commission prior to processing any personal data
 Nevertheless, data controller may delegate his functions to a data processor ora data supervisor.

Moreover, the Act provides for several subjective rights to data subjects such as right to access of personal data; right to correction; right to prevention of processing data; right to notified of breach; and rectification, right to erasure and destruction of data. Ghana is the first African country to include a breach notification obligation in its law. When data breach occurs or there is reasonable ground that the breach has occurred; that an unauthorised person got access to the data, the data controller has to notify both the data subject and commission of such breach.
 Notification of data breach must be made as soon as practicable unless the said notification would obstruct a criminal investigation.

The Act obliges data controller who collects data to make certain that the data subject is alerted as to the purposes of data collection and with whom it is shared.
 Data subject’s consent is mandatory before his/her data is processed. However, consent may be waived under certain circumstances stipulated under the Act.
When a data subject raises an objection, data processor has to stop processing the said data immediately.
 The Act requires data control/processor that collects or uses and discloses personal information to take reasonable precautions to protect that information from loss, misuse and unauthorized access, disclosure, alteration and destruction.
Therefore, data controller/processor is required to identify reasonably foreseeable risks and to establish and maintain appropriate safeguards against the identified risks. 
Furthermore, data controller is obliged to verify whether data protection measures are effectively implemented and frequently updated in order to prevent new threats.
 In addition to that, data controller has to observe industry practices and professional rules.
 Data controller who collects personal data has to ascertain the accuracy of its records, as to whether they are thorough and updated. Furthermore, The Act provides the right of access to personal data under section 35.When a person makes a request to the controller to access their personal data, the controller has to furnish to them such information except for information exempted by the law.
Data subject may make a complaint to the commission when his personal data is inaccurate. Upon receiving such complaint, the commission may order the data controller to rectify, block, erase, or destroy the data.
 The Act requires data controller to preserve personal data for specific duration in relation to the processing purposes. 
That period shall not be longer than is necessary to achieve the purpose for which the data was collected and processed.
However, the retention period is not applicable to personal data retained for historical, statistical, or research purposes.
 The Act further prohibits processing of sensitive data, which relates to child under parental care, or any data that disclose religious or philosophical belief, ethnic origin, race, or sexual preference to mention but few. A data controller may process this data under few exceptions provided in the Act.
 It is strictly forbidden to sell or purchase of personal data.

Regulation of Data Privacy in Public Sector in Ghana: Like in South Africa, The DPA 2012 uses ‘the one size fits all’ approach where both private and public sector are regulated by a single piece of legislation. Therefore, the Act applies to both private and public sector. Section 91 of the Act states that the Act binds the Republic. Therefore, for the purpose of the Act, each government department is treated as a data controller.
 Section 96 defines government department as “includes a Ministry, Department or Agency and a body or authority exercising statutory functions on behalf of the State.”

Each department is required to designate an officer to act as a data supervisor as per section 58.
The Act designates the following to be data controllers on behalf of their respective arms of the government in relation of data privacy; (a) the chief director on behalf of the Executive, (b) the Clerk to Parliament on behalf of the parliament, and (c) the Judicial Secretary on behalf of the judiciary.
 However, a different person may be appointed for a different purpose.

Critique and Appraisal of the Legal Framework on Data Privacy in Ghana: Like South Africa, Ghana is among the few Africa countries to have a proper and adequate legal framework on data privacy. The DPA 2012is a simple well-drafted law, which covers most of the key elements expected to be in modern privacy legislation. Unlike in South African POPIA, the right to erasure (be forgotten) is included in DPA 2012. Nonetheless, it can only be exercisable when the information is inaccurate. That means, if the personal information is accurate ─ regardless of how offensive it is to an individual ─ the data controller is not obliged to delete it. 
Additionally, the data subject has to channel his deletion request through to the Commission instead of directing it to the data controller. In addition, there is no restrictions on trans-border transfer of data, therefore, in absence of restrictions, there is a room for abuse of personal data especially if the data is transferred to foreign country with no data privacy legislation in place. Otherwise, the Act conformed to the international standards of data privacy legislation.
3.5 Mauritius

Legal Framework on Data Privacy in Mauritius: The Mauritius Constitution provides for the right to privacy under section 3 and 9. Moreover, the Civil Code of Mauritius also provides for right to privacy.
 Mauritius was among the earliest country in Africa to have a data protection law. She passed the Data Protection Act in 2004. However, the said legislation has been replaced with the new Data Protection Act 2017 (herein after referred as “the Act” in this part). The Act was enacted to conform to current international standards of data privacy. It has adopted and influenced by the GPDR because of Mauritius close ties with the EU. Currently, Mauritius is one of the six African countries that have signed and ratified EU Treaty 108.
Being a modern legislation, the Act contains certain features which are absent in data privacy legislations of many African countries. The Act applies to automated and non-automated means of protecting data. It also binds the controller established in Mauritius and one established outside Mauritius but uses equipment affixed in Mauritius.

One of its salient features is the ‘Data Protection Impact Assessment’. The Act requires the data controller or processer to conduct an impact assessment of data protection if the nature of its collection and/or process might lead to high risk to the rights and freedom of data subjects.
 The assessment must be done before the actual processing of data begins. Under certain conditions, the controller or processor is obliged to consult the opinion of data subjects.
Moreover, data controller/processor is required to seek prior authorisation and consultation of the DPA. It is done so to ensure that the Act has been complied with and the risk has been mitigated in line with the results of impact assessment.

Another peculiar feature is data security. Data controller/processor is required to implement appropriate and reasonable measures of security when he is processing data.
 Among the appropriate measures of security is encryption and pseudonymisation of personal information.
The Act takes the issue of security very serious to the extent that it requires even a data controller’s employee to comply and be conversant with relevant security measures.
 The Act further empowers the DPA to inspect and assess whether security measures employed by data controller comply with the Act.
 
When data breaches occur, the controller is duty bound to notify the DPA within 72 hours of the said breach.
 If, for some reasons the controller failed to notify the commissioner within specified time, he is obliged to give the reasons for the delay to the DPA.
 Similarly, when data processor becomes aware of any data breach, he must immediately notify the controller.
 However, the controller is not compelled to notify an individual of data breaches unless the said breach is likely to cause high risk to the rights and freedom of an individual.
The controller is obliged to preserve all records of data processing and to make it available to the commissioner whenever needed.

The Act further provides for data protection principles that every controller/ processor must adhere to.
Personal data must be collected for the right reasons. That means the collection of data must be necessary and for lawful purposes.
 Equally, the same standards are accorded to processing of data.
The data subject must be informed of inter alia, the purpose of data collection, recipient of such data, particulars of controller, and his rights over such data.
The only exception to this requirement is when the controller has already complied with or when the data are not collected from the data subject.
 When the purpose of preserving a data has lapsed, data controller/processor is required to destroy the said data as soon as possible.

The Act puts strict condition on the issue of consent. Unlike data privacy legislations of other jurisdiction, the Act put a burden of proving that the consent was freely given to the controller.
 An individual can withdraw his/her consent at any time.
On the issue of rights of data subjects, the Act provides for right to access among other things. Upon a request by a data subject, a data controller should immediately provide information about personal data relating to the said data subject.
 Furthermore, an individual has a right not be subjected to automated processing.
The right is similar to that of South African POPIA, which prohibits processing of data for directing marketing. The Act also provides right to objection of processing personal data, and right to erasure and rectification.

The Act has a similar provision like in South African POPIA or Ghanaian DPA 2012, which restricts processing of sensitive data. Nevertheless, the Act uses ‘special categories instead of sensitive data. Special categories of personal data include but no limited to; race, ethnic origin, trade union membership, sexual orientation, religious beliefs, and genetic data.
 Processing of data of such nature is restricted unless falls within exemptions provided in the Act.
Processing of personal data of a child below 16 years of age is likewise restricted unless the parent or guardian consented to it.

Lastly but not least, the Act lays strict conditions on transfer of data outside of Mauritius. The controller may transfer data outside of Mauritius if:

i. he provides proof of proper protection of such data to the DPA;

ii. the data subject has consented to the transfer after being told of the risks;

iii. the transfer is necessary within the ambits provided by the act;

iv. and the transfer is made from a register intended for provision of information to the public.

The Act empowers the Commissioner to suspend, prohibits or add other conditions in any cross-border transfer of data.

Regulation of Data Privacy in Public Sector in Mauritius: Just like in previous regimes analysed in this chapter, the Act binds the state and cater for both public and private sector. For the purposes of data protection, each arm or department of the government is treated as a separate entity.
 The rationale behind such a move might be to ensure accountability within the government. However, the Act does not apply exchange of information among government departments, ministries or public agencies when executing their day-to-day activities. Public bodies are subject to the same rules and compliance requirements like private entities. One of the compliance requirement is registration. Any public body that acts as data controller or processor must first register with the Commissioner.
 Upon completion of registration, the commissioner will issue a certificate and enter such public body in the register of controller and processors.
Public bodies are exempted from complying with some provisions of the Act for instance, in matters of general public interest such as economic or financial interest of states. Public bodies are similarly exempted when processing data for the protection of data subject or the rights and freedoms of others. Moreover, matters of national security, defence, investigation, prosecution and judicial proceedings are also exempted from compliance by the Act.

Critique and Appraisal on the Legal Framework of Data Privacy in Mauritius: Mauritius data privacy legislation is one of the best if not the best data privacy legislation overall in African continent. Being enacted in modern era, it packs all-important features of a data privacy regime as it heavily adopted the GDPR.The Act is almost flawless, the downside being that it does not apply to anonymous data. It means the anonymous data cannot identify an individual;therefore, there is no need of protection when a person is not identifiable. This feature has been borrowed from the GDPR.

3.6 Australia

Legal Framework on Data Privacy in Australia: Australia being a federal country, data privacy is therefore protected under federal and state level. However, for the purpose of this thesis, the research examined the data privacy framework at the federal level. At the federal level, the main legislation that regulates data privacy isthe Privacy Act 1988 (The PA).The PA regulates data privacy in both public and private sector.Data privacy is also protected under common law but it is not a fundamental right because there is no general charter on human rights in Australia.

Salient features of the PA includes its extra-territorial applicability subject to certain limitations of the Act. The Act applies to acts done outside Australia by agencies, organisations and small business operators who have an Australian link.
 The Act also contains exemptions for certain organisations or acts from complying with the Act. For instance, political acts and practices,
individual in none business capacity,
 personal and household affairs,
 journalism,
 and operators of small business (business with turnover of A$ 3 million or less in the previous financial year.
 The PA restricts collection of sensitive data unless the data subject has consented to the collection and the collection is necessary for better function of the collecting organisation.

Australia have their own set of data privacy principles the Australian Privacy Principles (APPs), which are based on the OECD Principles.
There are total of 13 APPs. The APPs were officially introduced on 12 March 2014 by the Privacy Amendment (Enhancing Privacy Protection) Act 2012, which amended the Privacy Act. Hereunder is the list of Australian Privacy Principles:

i. Open and transparent management of personal information.

ii. Anonymity and pseudonymity.

iii. Collection of solicited personal information.

iv. Dealing with unsolicited personal information.

v. Notification of the collection of personal information.

vi. Use or disclosure of personal information.

vii. Direct marketing

viii. Cross-border disclosure of personal information

ix. Adoption, use or disclosure of government related identifiers.

x. Quality of personal information

xi. Security of personal information

xii. Access to personal information

xiii. Correction of personal information

Additionally, APP entities are required to conform to codes of practice about information privacy, called APP codes.
APP code developers or the Commissioner may formulate APP’s codes,
 Regarding the Cross-border transfer of data, APP 8 requires the disclosing party to take reasonable steps to ensure the overseas recipient understands and is willing to comply with APPs in relation to that data. According to Morris, taking reasonable steps means entering in a contractual arrangement where the overseas recipient will commit to handle the personal information in accordance with the APPs.

The Act also requires an APP entity to notify the commissioner when there is an eligible data breaches. An eligible data breaches happens when there is unauthorised access to, unauthorised disclosure of, or loss of, personal information held by an entity; and the access, disclosure or loss is likely to result in serious harm to any of the individuals to whom the information relates.
 An entity must give a notification if it has reasonable grounds to believe that an eligible data breach has happened; or it is directed to do so by the Commissioner.

The Privacy Act vested the enforcement of the Act to the commissioner and the court. The court has power to issue compensatory and injunctive orders to a person who suffered loss or damage if the victim applies for such order within 6 years from the date when the cause of action that relates to contravention arose. 
Meanwhile, the commissioner has powers to conduct investigation and make determinations,
 assessments,
and monitoring. Commissioner may apply to court for a penalty up to A$ 420 000 for individuals or A$ 2.1 million for corporations. These penalties are not compensatory but rather punitive. Therefore, a victim would have to file a civil suit in court to recover any actionable damage.
Regulation of data privacy in public sector in Australia: As observed at the beginning, the PA covers both public and private sector. All the public bodies affiliated to the government have been referred as agency in the PA. The Act binds the agency even when the acts is done outside Australia.
 Similarly, Agencies are APP entities therefore; they are required to comply with the APPs. Basically, the PA applies mutatis mutandis like in private sector save for few provisions regarding enforcement of commissioner’s determination against an agency as provided under part V, Division 4 of the Act.
Critique and appraisal on Australian legal framework on data privacy: From the observation, the PA offers a reasonable yet assured data privacy protection. The eleven APPs are in line with international data privacy principles. However, the PA cannot escape criticism. First, the commissioner’s determination of a complaint is not binding and conclusive. As such, an organisation could simply refuse to honour any declaration made by the commissioner. Secondly, the PA provides sanctions and penalties, which are comparatively weak when compared to other western sides in particular, the EU.
Moreover, the PA lacks in having modern day privacy rights such as right to be forgotten, data portability rights and right to object to the processing of personal information.

3.7 United Kingdom

Legal Framework on Data Privacy in United Kingdom: UK like many other countries in EU, practice an omnibus legal framework where EU legislations go together with domestic legislation. Therefore, after coming into force of the GDPR in 2018,UK passed a new third generation of data protection law cited as the Data Protection Act 2018 (The DPA 2018) on 25 May 2018.
 The Act replaced the old Data protection Act 1998. The Act was enacted in order to keep up with the demands of modern technology in digital age, where data are being processed in greater amount. The Act regulates both private and public sector under the auspice of the Information Commissioner. The Act provides three categories of data processing, which are general data processing, law enforcement data processing, and data processing by the intelligence services.
3.7.1.1 Key Features of the Data Protection Act 2018
a) General Data Processing
General data processing encompass inter alia applicability of GDPR in the UK, lawfulness of processing, and individual rights.
The Act Implements GDPR standards across all general data processing and provides clarity on the definitions used in the GDPR in the UK context.
 It further ensures that sensitive health, social care and education data can continue to be processed while making sure that confidentiality in health and safeguarding situations is maintained.
In general data processing, the Act provides appropriate restrictions to rights to access and delete data to allow certain processing currently undertaken to continue where there is a strong public policy justification, including for national security purpose.

b) Law Enforcement Processing
This is part three of the Act. It provides a bespoke regime for the processing of personal data by the police, prosecutors and other criminal justice agencies for law enforcement purposes. This part also allows the unhindered flow of data internationally whilst providing safeguards to protect personal data.

c) Intelligence Service Processing
Intelligence service processing covers part four of the Act. It ensures that the laws governing the processing of personal data by the intelligence services remain up-to-date and in-line with modernised international standards, including appropriate safeguards with which the intelligence community can continue to tackle existing, new and emerging national security threats.

d) Regulatory Oversight and Enforcement
This is part five of the Act, which provide for continuity of the information commissioner as well as his powers and duties under the Act.
The Data Protection Act 1998 provided a statutory basis for the Information Commissioner and the source of her powers in respect of data protection regulation. The 2018 Act makes provision to allow the Commissioner and her office to continue to operate under the new data protection laws.
 The Act empowers the commissioner to make codes of practice and guidance notes.

The 2018 Actrequires data controllers for both general data and law enforcement purposes to notify the Commissioner within 72 hours of since the data breach has taken place; if the breach risks the rights and freedoms of an individual. In cases where there is a high risk, businesses must notify the individuals affected. The Act further provides for offences and their respective sanctions whereby it gives the mandate to the commissioner to impose up to the maximum fine of £17m (€20m) or 4% of global turnover for the most serious breaches.

3.8 Tanzania

Legal Framework on Privacy and Data Protection Law in Tanzania: The basis of all statutory laws in Tanzania is the Constitution. As it was pointed out in chapter one, the right to privacy is enshrined therein. As briefly acknowledged in previous paragraphs, the Constitution, under Article 16 guarantees the right to privacy to every person in Tanzania. The Article reads:

  16. - (1) Every person is entitled to respect and protection of his person, the privacy of his own person, his family and of his matrimonial life, and respect and protection of his residence and private communications.”

 (2) For the purpose of preserving the person’s right in accordance with this Article, the state authority shall lay down legal procedures regarding the circumstances, manner and extent to which the right to privacy, security of his person, his property and residence may be encroached upon without prejudice to the provisions of this Article.
Although the provision does not directly state about information privacy, but the term private communication might, by implication, includes the same. Article 18 (c) that guarantees right to freedom of communication and protection from interference with one’s communication further compliments it. The Article states:


18. - Every person -


 (c) has the freedom to communicate and a freedom with protection from 
interference from his communication
It goes without saying that right to data privacy is enshrined in our Constitution. It is left to the government to make sure that proper measure are taken to ensure those rights are protected. That is the ambit of Art 16 (2). However, like with any other right in the Constitution, it is not absolute.
 This right may be curtailed by certain lawful exceptions.
Apart from, the Constitution there are legislations that contains some provisions relating to data privacy in Tanzania. One of such legislations is EPOCA. Among other things, EPOCA introduced a mandatory SIM cards registration.
 Upon registration, a person has to provide his personal information including full name, identity card number, residence and/or physical address.
 The network operator is required to verify correctness of the information as well as to retain such information in hard copy or electronically.
 The service providers are required to submit this information to the Tanzania Communication Regulatory Authority (TCRA) every month where they are kept in subscribers’ database.

EPOCA imposes a duty of confidentiality on all members and employees of licensed communications service providers.
  EPOCA further prohibits the disclosure of any customer information that is obtained by a licensed communication services provider in the course of providing its services.
 However, the law allows the disclosure of customer information if the law enforcement officer, the court or any tribunal requires it.

Furthermore, EPOCA has number of subsidiary legislation made under it, one of which is the Electronic and Postal Communications (Online Content) Regulations, 2018 (hereinafter referred as the Regulation).
 This regulation regulates providers and users of online content. It is made under section 103 (1) of the EPOCA. Regulation 11 prohibits unauthorised disclosure of any information received or obtained by Authority or any of its personnel during the exercise of its powers or performance of duties under the provisions of the regulations, except where the information is required for law enforcement purposes. 
The provision is similar in words and applicability to that of section 99 of the parent Act. The difference is that this provision only binds the Authority or its personnel. The term authority is defined in regulation 3 as the Tanzania Communications Regulatory Authority established under the Tanzania Communications Regulatory Authority Act. Therefore, personal data collected by online content providers does not fall within the ambit of this regulation.
The Cybercrime Act (TCA)
 provides broad surveillance powers to the police under the shadow of investigation. Police are given leeway to use hacking tools and software, under the veil of forensic investigation without court order.
 TCA requires a person in possession of any data to disclose that data when it is required for the purpose of criminal investigation or the prosecution of an offence. A police officer in charge of a police station or a law enforcement officer of a similar rank may give such order.
 TCA further empowers law enforcement officers upon reasonable ground to compel a person to disclose data traffic and content of electronic communication.
 The criteria are “reasonable ground”. What amount to reasonable ground is left to the police themselves to determine. TCA neither defines nor provides what amount to reasonable grounds.
Moreover, TCA is not clear as to whether one can challenge such order in court. It only provides that if the Police’s order of disclosure is not complied with then Police may apply to the court for an order to compel the data holder to disclose his/her data. Such application is to be made ex parte ─ that is uncontested. Therefore, there is no way a data subject could challenge such order. TCA puts much emphasis on retrieving and disclosing the data rather than protecting it and leaving a room for abuse of such data.
The Records and Archives Management Act (RAMA),
 provides for matters relating to preservation, maintenance and administration of all public data and records. It establishes the Records and Archive Department to be under the auspice of the director.
 All public records are preserved under this Act. The RAMA defines the term record as:

Recorded information regardless of form or medium created, received and maintained by any institution or individual in the pursuance of its legal obligations or 
in the transaction of its business And providing evidence of the performance of those 
obligations or that business.

These words, “information regardless of form or medium created, received and maintained” means it covers both hard copy (physical records) and electronically stored records. Schedule to the RAMA provides what constitute public records. Section 16 provides that public records shall be eligible for disclosure to the public after 30 years from date when it was created except when the minister provides otherwise in the regulation.

For all intent and purposes, the RAMA was designed to cater for paper-based (physical data) records. In many ways, it fails to meet the required tests of a comprehensive data privacy legislation. It does not provide nor recognise personal data. Consequently, the Act does not provides for manner in which the personal data, which are in public records, should be processed, retained and maintained. Failure to recognise personal data and to offer protection for the same renders the RAMA obsolete and irrelevant now.
The Regulations and Identification of Persons Act (RIPA)
 deals with all matters relating to national IDs and it has established National Identification Authority (NIDA). RIPA forbids NIDA officers to disclose any unauthorised personal information acquired through person’s registration process.
 However, under certain circumstances, the Minister responsible may allow disclosure of data.
 RIPA does not offer anything of note regarding the protection of personal data. Moreover, RIPA does not contain any provision relating to data subject’s consent or access to their data.
Regulation of Data Privacy in Public Sector: The above discussion show a clear picture of regulation of data privacy in public sector. Simply put there is no legislation of data privacy in public sector in Tanzania. The only law that caters for public records, the RAMA
 is not a data privacy law. Neither EPOCA nor RIPA is data privacy law. There is no legislation, which regulates data privacy in public sector in Tanzania. The researcher found “Mwongozo wa Matumizi Bora, Sahihi, na Salama ya Vifaa na Mifumo ya Teknolojia ya Habari na Mawasiliano (TEHAMA) Serikalini,”
 literary translate as “Guidelines for better handling of Government’s ICT systems and Equipment.” 
The guideline among other things directs how to hand handle, preserve and destroy portable devices that used to transfer or transmit data within the government department or from one department toanother. Unsurprisingly, the guidelines is also lacking on the issues of data privacy. Its main concern appears to be to control the leaking of government confidential information than dealing with personal information.
3.9 Lesson Learned from other Jurisdiction
This chapter explores the data privacy in other jurisdiction specifically the Commonwealth countries because they have similar legal systems to that of Tanzania (Adversarial system) and they have adequate data privacy legislations. The common similarity that is prevalent in all four jurisdictions is having a single piece of legislation regulating both private and public sector. Having a single legislation for both public and private sector ensure that there are no double standards. Moreover, it is easier for the data regulator to regulate and supervise a single legislation than regulating under multiplicity of laws. 
Another common feature is incorporation of international recognised data privacy standards. The standards ensure that individual’s data privacy rights are paramount in any legislation thus more power and control to the data subjects. Another feature was restriction on transfer of data to foreign country. Certainly, Tanzania could learn a thing or two from the four data regimes and take the experience in fulfil the long awaited enactment of data privacy legislation in Tanzania. The first thing of note is that a data privacy legislation must contain express provisions that provides for data privacy standards / principles. Secondly, rights of data subject must be stipulated in clear and elaborate terms.
CHAPTER FOUR

MODEL LAWS GUIDELINES AND BEST PRACTICES ON INTERNATIONAL DATA PROTECTION AND PRIVACY

4.1 Introduction

This chapter analysed various international model laws on data privacy. It went deeper on examining how the international instruments and regional instruments shaped the various data privacy regimes around the world. The chapter covered the OECD Guidelines, the GDPR, the UN Guidelines and the African Union Convention on Cyber Security and Personal Data Protection, and ECOWAS and SADC model laws.
4.2 The OECD Guidelines

The OECD Guidelines are the corner stone of data privacy laws that are found in many parts of the world. The cross-border nature of ICT necessitated harmonisation of data privacy law around the world. Therefore, a group of experts from around of the world, under the leadership of Michael Kirby, were given a task to come up with a solution to the said challenge in 1978.
 The group came up with the recommendations and presented them to the council of OECD. The recommendation was adopted 1980 and became the OECD Guidelines. The OECD Guideline represented the first internationally agreed upon set of privacy principals.
 Overtime the guideline have become the benchmark of data privacy laws. The OECD Guidelines were revised in 2013 in order to keep pace with the current development in ICT. This is the first revision since the original release in 1980.

Anatomy of the OECD Guidelines

Paragraph 2 of the Guidelines states that it, 
“Apply to personal data, whether in the public or private sectors, which, because of the manner in which they are processed, or because of their nature or the context in which they are used, pose a risk to privacy and individual liberties”. 
The exception to this are those data, which falls under national security and public interest.
The OECD Guidelines established eight fundamental principles of data privacy. These are Collection Limitation Principle, Data Quality Principle, Purpose Specification Principle, Use Limitation Principle, Security Safeguard Principle, Openness Principle, Individual Participation Principle, and Accountability Principle. These principles are complementary, therefore have to be read and interpreted in unison.

The Collection Limitation Principle entails that there ought to be limitations in collecting personal data. Data have to be collected lawfully and consented by data subjects.
The Data Quality Principle provides that personal data ought to be relevant and necessary to the purposes for which they are used. Therefore, data have to be accurate, updated and complete.
The Purpose Specification Principle simply demands that purposes of collecting personal data must be indicated prior to the collection of data taking place.
 In other words, the data subject has to be informed before the actual processing of their data begin and when the collection is completed, the data has to be erased. The reason being that when data is no longer useful, data processors may lose interest over such data and subsequent lose control. When that happens, the said data may be vulnerable to theft and manipulation. 
The Use Limitation Principle necessitates full non-disclosure of personal data unless the disclosure is consented by the data subject or it is required by law.
The use of personal data should not exceed the limits and purposes of its collection save for the aforementioned exceptions. The Security Safeguards Principle requires that personal data have to be safeguarded by reasonable and appropriate security measures against loss, unauthorised access, destruction, use, modification or disclosure of data.
 The Openness Principle champions the openness in data practices. That everything relating to processing of personal data should be done honestly. For instance, the identity of data controller, purpose of uses of data, and security concerns, to mention but few, ought to be communicated to the data subjects.

The Individual Participation simply entails that data subject should have control over and access to their personal data.
 While, the Accountability Principle requires the data controller accountability to effect all the foregoing principles.
Additionally, the Guidelines provides guidance for trans-border flows of personal data. It stress on the security and protection of data as well as discouraging restrictions in trans-border flow of data.

Critique and appraisal of the OECD Guidelines

Critics explicate that OECD is an international economic cooperation organisation rather than a human right one.
 The focus of the OECD is based on economic integration of its member states and therefore, the individual rights are the least of their concerns. Abdulrauf alludes that, 
“This view is substantially reflected in the Guidelines as it focuses more on data flow than rather than data privacy.”
 
Even Kirby attests that one of the reason for OECD to come up with the Guidelines was the OECD concern about “The response of European nations (and European regional institutions) to the challenges of Trans Border Data Flow for privacy might potentially erect legal and economic barriers against which it was essential to provide effective exceptions.”
Moreover, the OECD Guidelines are merely guidelines; therefore, they have no legal binding effect to any of its members. Notwithstanding the said criticism, the impact of OECD Guidelines cannot go unnoticed. It is the benchmark for data privacy frameworks around the world. Most Regional instruments as well as national laws on data privacy have directly or indirectly, referred to the Guidelines specifically on the eight principles. The APEC Privacy Framework have heavily adopted the OECD Guidelines while there is significant influence in the data privacy legislations of countries like New Zealand, Canada, Japan, South Korea, Australia, and Mexico.

4.3 General Data Protection Regulation (GDPR)

GDPR is the new data privacy regime in Europe. This regulation repealed Directive 95/46/EC.
 It was officially announced on 25 January 2012 and was set to come into force two years after its publication.
 However, the regulation was fully passed on 25 May 2016 but its applicability was postponed for two years in order to give member states of EU necessary time for preparation. GDPR officially came into force on 25 May 2018.

Analysis of the GDPR

a)
Structure and nature of the GDPR

GDPR is divided in 11 chapters comprised of 99 Articles. Chapter one deals with general provisions that provide for definitions, objectives, and scope of the GDPR. Chapter two contains seven principles of data privacy protection. Chapter three deals with the rights of data subject whilst chapter four deals with controller and processor. Chapter five on the other hand provides for transfer of personal data to third countries or international organisations. Chapter six and seven cover independent supervisory authorities, and cooperation and consistency respectively. Chapter eight provides for remedy, liability and penalties whilst chapter nine deals with provisions relating to specific processing situation. Lastly, chapter nine deals with delegated acts and implemented acts and chapter ten contains final provisions and related matters. The chapters are complemented by 173 recitals which were precursor to the adoption of GDPR.
b)
Scope of the GDPR

The scope of GDPR is divided into two context. The first one is material scope provided under Article 2. Material scope applies to the scope of personal data that is covered under the GDPR.
 The Regulation applies to the processing of personal data wholly or partly by automated means and to the processing other than by automated means of personal data which form part of a filing system or are intended to form part of a filing system.
 Furthermore, GPDR only applies and offer protection to natural persons. It does not extend to legal person or entities.
 Similarly, GDPR does not protect the personal data of deceased persons though states are allowed to legislate in that respect.

Moreover, the GDPR does not applies to the following categories:

a) In the course of an activity which falls outside the scope of Union law; 

b) By the Member States when carrying out activities which fall within the scope of Chapter 2 of Title V of the TEU;

c) By a natural person in the course of a purely personal or household activity; and 

d) By competent authorities for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, including the safeguarding against and the prevention of threats to public security.

On the territorial scope, the GDPR applies to o the processing of personal data in the context of the activities of an establishment of a controller or a processor in the Union, regardless of whether the processing takes place in the Union or not.
 It also applies to organisations outside the EU that offer goods or services to individuals in the EU.
 Moreover, it applies processers whose member State law applies by virtue of public international law such consular post and diplomatic missions.

c)
Data Principles
The GDPR, under Article 5, provides for the principles relating to personal data. There are seven key principles, which are Lawfulness, fairness and transparency, Purpose limitation, Data minimisation, Accuracy, Storage limitation, Integrity and confidentiality (security), and Accountability.
 The article provides for that personal data shall be processed lawfully, fairly and in a transparent manner (lawfulness, fairness and transparency).That personal data should be collected for specific purposes and used in a manner not incompatible with such purpose (purpose limitation). It shall be adequate, relevant and limited to what is necessary for the processing (data minimization) along with being accurate and kept up to date (accuracy).

Moreover, the article states that personal data should be stored for no longer than necessary in a secure manner (storage limitation). It should be processed in a manner that ensures appropriate security of the personal data, including protection against unauthorized or unlawful processing and against accidental loss, destruction or damage ─ using appropriate technical or organizational measures (integrity and confidentiality).
  The principles lie at the heart of the GDPR. They are set out right at the start of the legislation, and inform everything that follows. They do not give hard and fast rules, but rather embody the spirit of the general data protection regime - and as such there are very limited exceptions.
  Failure to comply with the principles may leave you open to substantial fines. Article 83 (5) (a) states that infringements of the basic principles for processing personal data are subject to the highest tier of administrative fines.

d)
Rights of the Data Subject
The GDPR provides the following rights to data subject; The right to be informed, the right of access, the right to rectification, the right to erasure, the right to restrict processing, the right to data portability, the right to object, and rights in relation to automated decision making and profiling.
 Under Art. 12 and 13 data subject has a right to be informed about the collection and use of his/her data. This includes purposes for processing their personal data, retention periods of that personal data, and to whom it will be shared with.

Furthermore, data subject has a right to access their personal data.
 It is commonly referred as subject access and such access can be requested orally or in writing.
 The data processor has to respond to the said request within a month.
 Under Article 16 of the GDPR, the data subject has a right to rectification of his/her inaccurate/incomplete personal data and a right to have incomplete personal data completed including, by means of providing a supplementary statement.
 This provision suggests that when the personal data of a data subject is incomplete, the data subject has a right to have the said incomplete personal data completed with the aid of additional information from the data subject.

Article 17 of the GDPR provides for the right to erasure popularly referred to as the right to be forgotten. The crux of this right is that, the data subject’s information ought to be erased upon the presence of some conditions. These conditions are as follows:

i. that the personal data is no longer necessary in relation to the purpose of its collection/processing; withdrawal of consent by the data subject; objection by the data subject; unlawful processing; 

ii. the personal data has to be erased for compliance with a legal obligation backed by law; 

iii. the personal data has been collected in relation to the offer of information society services concerning Children as referred to in Article 8(1).

Nevertheless, the right to erasure does not apply if processing is necessary for one of the following reasons:

i. to exercise the right of freedom of expression and information; 

ii. to comply with a legal obligation; 

iii. for the performance of a task carried out in the public interest or in the exercise of official authority; 

iv. for archiving purposes in the public interest, scientific research historical research or statistical purposes where erasure is likely to render impossible or seriously impair the achievement of that processing; or for the establishment, exercise or defence of legal claims.

Article 18 of the GDPR gives individuals the right to restrict the processing of their personal data in certain circumstances. This means that an individual can limit the way that an organisation uses their data.
 Another right is the right to data portability gives individuals the right to receive personal data they have provided to a controller in a structured, commonly used and machine readable format. It also gives them the right to request that a controller transmits this data directly to another controller.

Article 21 of the GDPR provides the data subject with the right to object to processing of data concerning him/her, except when there exists a public interest or legitimate interests of the controller or third party making such objection impossible. In such instance, the controller must be able to demonstrate the existence of such factors, which constitute an exception to the right to objection.
 Indeed, The GDPR is one of the comprehensive data privacy law around. It has gave power and control to data subjects whilst put stricter measures to data processor to ensure personal data of individuals are always protected. The GDPR is robust and it has been enacted in way that it anticipated changes in ICT sector. It is Good model law especially for developing countries like Tanzania, which aspires to have data privacy legislations.
4.4 The UN Privacy Framework

The UN Guidelines are not as influential as the two foregoing instruments. The UN Guidelines intended to be used as model law to UN Member States who have not yet enacted data privacy legislations. The UN Guidelines encourages international organisations to process personal data in a responsible, fair and privacy-friendly manner.
  The UN Guidelines comprises of ten principles of lawful processing of data, which are somehow similar to data principles found in the OECD Guidelines. The UN Guidelines however, are not legally binding henceforth their implementation is left to the member states.
 Like OECD Guidelines, they were not intended to have a binding effect rather to merely offer guidance.
Furthermore, the scope and application of the UN Guidelines is very limited. It only applies to natural persons whose data are stored in digital files, thus legal persons or entities are not covered by the Guidelines. The only exception is when a legal person has files, which contains personal information of natural persons.
 The UN has continued to play active role in privacy field. It passed two resolutions in 2013 and 2014 on Privacy digital age.Despite these efforts, the UN Guidelines still plays a diminished role in privacy discourse. They always seem to be forgotten in favour the OECD privacy guidelines and EU regulations. One of the reason maybe its non-binding nature appears to have no impact in comparison with other international data privacy instruments.
4.5 The African Union Convention on Cyber Security and Personal Data Protection

African continent made a huge step in closing the gap on privacy and data protection regulation with the rest of the world. In the early 2000’s, only a handful of African countries had data privacy law. By then Africa had neither regional convention nor directives on data privacy unlike in other regions. However, situation has changed. Since the beginning of the year 2010, there has been a quite remarkable transformation on privacy landscape in Africa. 
The major reason is rapid growth in information and communication technology in African continent. Therefore, it was inevitable that, African continent should have their own model law on privacy and data protection. Consequently, on June 2014, the African Union (AU) adopted the Convention on Cyber Security and Personal Data Protection (hereinafter referred as the Convention or Malabo Convention),
 which among other things provides for matters related to data privacy protection.
The Convention acknowledges that the protection of personal data and private life constitutes a major challenge to African countries in the Information technology era.
 It also concedes that such protection requires a balance between the use of information and communication technologies and the protection of the privacy of citizens in their daily or professional lives, while guaranteeing the free flow of information.
 Besides, at the time of writing this paper, only 10 out of 54 African Countries have signed the Convention.
 The Convention needs to be ratified by at least 15 countries to be operational.
 Nevertheless, Senegal is the only country that have ratified and deposited the convention.
 Therefore, as things stand, the Convention is not yet into force and it might take a few years for the situation to change.
Despite the ratification setback, the Convention is a good model law for African countries specifically, to those who aspire to have a comprehensive privacy and data protection laws. Chapter II of the Convention specifically deals with personal data protection. The chapter is comprised of five sections and 16 designated articles. The Convention stipulates two objectives in relation to personal data under Article 8:

Each State Party shall commit itself to establishing a legal framework aimed at strengthening fundamental rights and public freedoms, particularly the protection of physical data, and punish any violation of privacy without prejudice to the principle of free flow of personal data. The mechanism so established shall ensure that any form of data processing respects the fundamental freedoms and rights of natural persons while recognizing the prerogatives of the State, the rights of local communities and the purposes for which the businesses were established.
The objectives are very clearly stipulated. That member states should guarantee protection of privacy and data from any violations, but in doing so, they should not violate other rights and freedom of its citizens. For example, Law enforcement powers–such as the search of computer systems, the interception of communications and others – interfere with the right to private life and other fundamental rights of individuals. Therefore, such interference should only be allowed if certain rules of law conditions are met. In particular, these powers must be prescribed by law, pursue legitimate aims, be necessary and proportionate, allow for effective remedies and be subject to guarantees against abuse.
The convention somewhat adopted the EU approach. Among the features that have been adopted is consent. Consent is required prior to processing of personal data.
It has laid strict rules on processing of sensitive data.
 The Convention laid down six basic principles governing processing of personal data. Practically, they are modified versions of the OECD Guidelines principles. The other notable thing is the presence of data subjects’ rights. The Convention provides for right to information, right of access, right to object and right to rectification or erasure.
 It has similarly places obligation to data controller including confidentiality obligations, security obligations, storage obligations, and sustainability obligations.

Despite the commendable effort done by the AU, the Convention has its shortcomings. Firstly, the Convention is not a data privacy convention per se, as it also covers other aspect of cyber law such as e-Commerce and cybercrimes. It is therefore not exhaustive. Secondly, the Convention only binds signatories; as such, it may have insignificant impact on African continent. As expressed above, the convention requires 15 signatories to ratify it to become operational and that number has not yet been reached. That means it is not yet operational let alone binding. Thirdly, the Convention applies only to the member states of AU unlike GDPR, which has extraterritorial jurisdiction outside of EU.
4.6 Supplementary Act A/SA. 1/01/10 on Personal Data Protection within ECOWAS

ECOWAS stand for the Economic Community of West African States. In bid to harmonise data privacy legislations of its member states, the ECOWAS derived a plan to have a model law on data protection. Hence, came Supplementary Act A/SA. 1/01/10 on Personal Data Protection (Hereinafter the Supplementary Act). The aim of the Supplementary Act is to ensure each member state has an established legal framework for privacy and data protection. 
 The scope of the Supplementary Act applies to private and public entities, and automated and non-automated processing of data carried out within ECOWAS member states.
 
Personal data processed for domestic or household purposes are exempted.
 Institution and legal framework provided in the Supplementary Act is unsurprisingly similar to that provided in the Malabo Convention. They share the same guiding principles, except for principle of choice of data processor, which is only provided in the Supplementary Act.
 They also contain the same data subject’s rights and data controller’s obligations.
 Besides, the model law contains provisions, which restricts data controller ECOWAS member to transfer data to the non-member unless such country has an appropriate level of protection for privacy, freedom and fundamentals of individual.
The data controller is obliged to inform the Data Protection Authority before to the transferring data to the third country. The model law further contains provisions relating to processing of sensitive information, prohibition of targeted/direct marketing, exemptions, DPA, and enforcement.
The Supplementary Act propelled many West African to enact data privacy legislation. Statistically speaking, number of countries with data privacy regimes in Africa is greater in Western Africa than the rest of Africa. At the time of writing, the following ECOWAS member states have data privacy legislation: Ghana, Burkina Faso, Benin, 
Mali, Ivory Coast, Senegal, Cape Verde, and Niger. Only 7 countries out the 15 members have no data privacy legislation in place.

4.7 SADC Model Law

The Southern African Development Community (SADC) developed a model law in 2010. In 2013, it adopted the said model law to be used as a guidance to its member states. The model law came about after extensive discussions and revisions under auspices of HIPSSA Steering Committee (Harmonisation of ICT Policies in Sub-Sahara Africa) in collaboration with European Commission (EC) and International Telecommunication Union (ITU). The SADC Model law contains all the basic and standard provisions of data privacy legislation. The salient features of the model law includes its scope of applicability. It suggests that that law should apply to both automated and non-automated means so long as they form part of the same filing system.
It will similarly be applicable to data controller established in a given country or uses the means established in a given country.

The model law suggest the presence of independent DPA who will be impartial and free from any external influence. The model law provides the DPA should be oversaw by judges and deputies appointed by his or her peers.
 This mode of appointment would be hard to implement in African countries because of the nature of political systems of majority of African Countries. Normally, President is the one who appoints top-head executive in African countries. Therefore, a top-head executive being appointed by his peers is impractical.
On rules of processing data, the model provides for lawfulness of processing data. It also categories sensitive and non-sensitive data as normal standards requires. The model law provides for obligation of data controller and data processor. The obligations of data controller include accountability, security, notifying the DPA of any changes, and offering information to a data subject promptly and in openly manner.

Part VII provides for a right of data subject. It includes right to access, right to object and right to rectification, deletion and temporary limitation of access. Data subject has to exercise his rights free of charge and the data controller has to respond within 45 days.
 When a data subject is child, the model law place the responsibility to a parent or a guardian to safeguard those rights.
 The same applies to the mentally or physically impaired data subjects.
The model law further suggests a recourse to the judicial authority including class action lawsuit if the data subject is not satisfied with the remedy offered by data controller and the DPA.

The model law offers sanctions for variety of offences. However, all the penalties are almost exclusively in terms of fine.
 It appears prison sentences are left to the given country to enact in line with their domestic laws. Likewise, exemptions are left to the member states at to limit their applicability but such limitation should be necessitated by national security, defence, public safety, prevention and/or investigation of criminal offence, literary and artistic expression, and professional journalism.

On the issue of trans-border flow of data, the model law instructs that data should only be transferred to the adoptee of the model law. That means it restricts transfer of personal data to a third country, which is not a member of SADC unless there is reasonable assurance of adequate level of protection in such other country.
 Generally, the SADC model law is quite to the level of international standards of a data protection legislation. With a few minor changes, it would make a good legislation to any country. Unfortunately, the researcher could not find any official figure as to how many SADC member states have adopted the model law.
4.8 EAC Draft Legal Framework for Cyber Laws
Between 2005 and 2008 there was an on-going discussion on draft model law for cyber laws which, would harmonise legislations of member states of East Africa Community (EAC).
The model law never really materialised. Instead, there were some recommendations on key points to incorporate in cyber laws. On the issue of data privacy law, the task force recommended the following: 

“The Task Force recognises the critical importance of data protection and privacy and recommends that further work needs to carried out on this issue, to ensure that (a) the privacy of citizens is not eroded through the Internet; (b) that legislation providing for access to official information is appropriately taken into account; (c) the institutional implications of such reforms and (d) to take into account fully international best practice in the area.”
As far as EAC is concerned, only Uganda has a data protection legislation. There are Bills on the way for Kenya and Rwanda. 

CHAPTER FIVE

DISCUSSION, CONCLUSION AND RECOMMENDATION

5.1 Summary
This dissertation has been undertaken to examine the regulatory framework of data protection and privacy in public sector in Tanzania. Being a comparative study, the researcher compared the privacy data regime of Tanzania and other regimes particularly South Africa, Ghana, Mauritius, Australia, and United Kingdom. The researcher had undertaken this research basing onthree specific questions as follows:

i. What are the legal gaps in the existing laws regulating data protection and privacy in public sector in Tanzania?

ii. What are the impacts of having inadequate laws governing data protection and privacy in public sector in Tanzania?

iii. What is the best solution that would improve data protection and privacy regime in public sector in Tanzania?
Hereunder are the findings regarding each specific question.
5.2 Legal Gaps in the existing Laws Regulating Data Protection and Privacy in Public Sector in Tanzania
The findings revealed that Tanzania has no data privacy legislation whether in public or private sector. Tanzania has neither a Bill nor legislation on data privacy. Between 2005 and 2006, there was an attempt to introduce a data privacy legislation via the Bill named Freedom of Information Act 2006.
 This was a futile attempt, as the said Draft Bill never reached the parliament. The government ended its discussion on the Draft Bill when it reached its fourth version.
The discussion in previous chapters show number of few legislation with provision relating to privacy. None these legislations is adequate to the level of being regarded as data privacy legislation. Furthermore, research found out the Tanzanian National ICT policy of 2016 acknowledges this deficit.

5.3 Impacts of having Inadequate Laws Governing Data Protection and Privacy in Public Sector in Tanzania

The thesis found that Tanzania is experiencing a rise in data privacy infringement of citizens. The thesis revealed in statement of the problem that Tanzania incurred an estimated loss of nearly US$ 85 million from cybercriminals attacks in 2016 according to recent reports.
The fact that now the government is fully into e-Government puts personal information into greater risk of abuse. People submit their personal information to various government institution such as NIDA, BRELA, NEC, HESLB and TRA but the individual has no right over his or her data once submitted to the domain of the said institutions. 
Moreover, the findings revealed that, inadequate data privacy laws gave law enforcement officers huge power to interfere into individual’s privacy without due process. Law enforcement officers have been using these loopholes to harass politician and human rights activists. For instance, the criminal case against Maxence Melo the owner of popular socio-website knowns Jamii Forum, who is accused of refusing to reveal personal information relating to users of his website.

Moreover, the findings show that one of the impact of not having an adequate data privacy legislation is presence of multiple regulators. For instance, in Tanzania TCRA is the regulatory authority in charge of all communication and related matters by virtue of TCRA Act.
However, under RAMA, Director of Records and Archives Management Department is in charge and custodian of all public records and information, therefore qualifies to be a regulator under data privacy. In the absence of data legislation, the confusion continue to exist.
The Best Solution that would improve Data Protection and Privacy Regime in Public Sector in Tanzania

The research findings show that the best solution that would improve data privacy regime in Tanzania is to enact a single comprehensive legislation that will cater for both public and private. Comparative analysis in chapter three has shown that this model is the right one. International guiding principles and standards found from international instruments like GDPR or OECD Guidelines should be taken into consideration in the preparation of the said legislation. 
5.2. Conclusion

As shown in the thesis, the government has implemented e-Government whereby several of its branches uses ICT systems. These systems collect and process data every day, therefore, having a law regulating data privacy in public sector is inevitable and imperative. Many of the developed countries regard data privacy laws as one of the core tenets of cyber laws. The situation is different in many developing countries, Tanzania included.
Regulation of data privacy in public sector must be robust and comprehensive to ensure that people’s rights to privacy are safeguarded. To do so, the regulation must clearly stipulates among other things what are the rights of a data subject; the core principles of data protection; responsibility and liabilities of both data controller and data processor; and enforcement of rights of data subjects. Certainly, in Tanzania’s case, multiplicity of laws or even lack thereof is not the way forward. As technologies and society evolve, so should the law. Legislators have to keep up with modern society by enacting legislations that anticipate future innovations and therefore being useful for a long time. A data privacy legislation must be visionary and not reactionary. To sum the thesis, legislators need to get back to the drawing board and to come up with the proper and comprehensive law on data privacy that will safeguard people’s constitutional right to privacy but also hold those who encroach upon it.
5.3. Recommendations

In the light of various issues raised in the previous chapter and discussion and analysis made in the same, the researcher recommend variety of measures to be taken in to save the data privacy regime in Tanzania. First and foremost is to enact a comprehensive data privacy legislation. The government has to review the present state of legislation in light of the issues raised in chapter one of this thesis by assessing the substantive and procedural adequacy of the legal framework and administrative infrastructures of ICT in Tanzania. It is recommended that the appropriate solution is to enact a new piece of legislation on data privacy. This process should not be done in haste and stakeholders should be involved in every stage of drafting such law in order the best legislation. That is from pre-bill stage up to the parliament stage.
Second is push for regional data privacy instrument in East African Community (EAC). Having a regional instrument on data privacy will ensure that there is harmonisation of laws among member states hence bolstering economic and trans-border flow of data. As shown in chapter four, EU is successful in Data protection because they have a strong legislation in GDPR. EA could imitate what EU did and come up with regional instrument that will offer better data protection across all member countries.
Moreover, Tanzania should closely cooperate with international data privacy regimes. This includes acceding to data privacy conventions and join world forums on data privacy. Tanzania appears to be far behind on this aspect in comparison to other African countries like South Africa and Mauritius. No wonder the country still lacks data privacy legislation.  Tanzania could start this process by ratifying and depositing the Convention on Cyber Security and Personal Data Protection.
Thirdly, periodic reviews and reform of laws, policies and practices are to be enforced in order to incorporate and anticipate changes arising from technological developments and trends in data privacy. Periodic reviews of our laws and policies will ensure that we keep pace with the advancement in technology and with the rest of the world. It is further recommended to invite educational institution and scholars as well as funding scholarship and research on data privacy. 
The research can attest to the hardship of retrieving literary work on Data privacy in Tanzania. There is serious shortage of scholarly materials in Tanzania in data privacy discourse as do experts. There are few experts in the subject of data privacy in Tanzania. It is a shame for a country with more than 50 million people to have only a handful of experts. Therefore, governments should encourage its scholars to study in this area by incentivises their studies and research. Furthermore, the subject of Data privacy should be introduced in curriculum of colleges and universities in Tanzania.
Another recommendation is to raise awareness to the public about their right privacy and its applicability. Due to the collective culture of Africans, the issue of privacy is new phenomenon too many let alone the data privacy. Many Tanzanians do not even care if their personal data are exploited or misused. That is why there are a lot of chaos in social media networks, where you could find a photo or video of a person made in private, circulating on the internet. This trend could be avoided if people are told and made aware of their rights and how to protect their privacy and personal data.
The issue of awareness should not end with normal citizen only. Similarly, the government should provide training and educating its personnel especially those who deal with people’s data and information, on good practices of processing and handling data. They need training in the basics of information technology: how computers work, how networks work, what can and cannot be accomplished with computer technology, and most important, how data can be protected across networks and internet.
Lastly, Judiciary need to take active role in ensuring that right to data privacy is protected like any other rights. Judiciary was very active in 1990s in protecting rights of the people that are guaranteed in the Constitution. Judiciary in Tanzania should take heed of their fellow colleagues in EU Human rights court and South Africa in the way they shaped data privacy discourse in their respective jurisdiction. Since data privacy is new concept in Tanzania, judges should be offered a periodical training and re-training on core values and principle of data privacy.
5.4. Suggestion for Further Research

The research study on regulation of data privacy in public sector in Tanzania is a unique one. Therefore, this research has added another dimension to the discourse of data protection and privacy in Tanzania.  However, the researcher has found legal gaps and other areas for future studies and research. More research could be done targeting areas such as social media, health, education, employment records, and financial sector.
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