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ABSTRACT

 Tanzanian government is committed to ensure development in technological advancements in the country. Since 1990’s the government opened up for liberalized economy. Owing to that, the country has evidenced inter alia, the coming and opening of many telecommunication companies in the country. Their prevalence has given way to the licensing of service providers to deal with electronic communications. This in turn has motivated people to do business via electronic communications. From this point of view, the law ought to keep abreast with the technological changes happening in the world. This will help to ensure that justice is done throughout the country. The lagging behind of the legal regime should not act as barrier to this branch of technological advancement.
 This dissertation reviews the legal position in Tanzania pertinent to electronic communications, specifically on electronically stored information when tendered as evidence in courts. Chapter one contains the background of the issue of admissibility of electronic evidence in Tanzanian and how a Tanzanian court treats the issue. It traces the position before recognition of electronic evidence in Tanzania and the outcome thereof. It also contains literature review of various writers who have written on the topic of ‘‘Admissibility of Electronic Evidence in Tanzania: Law and Practice’’. 
Chapter two contains issues pertinent to admissibility of electronic evidence. Chapter three discusses the methodology employed in this dissertation. Questions used and libraries visited in the course of data collection. Chapter four provides for case analysis recognizing electronic evidence in Tanzania as equivalent to paper based evidence. The legal provisions pertinent to the discussion have been discussed too. Chapter five discusses the data collected from different online and traditional sources. Some comments from the author have also been included. Chapter six covers observations, recommendations and conclusions about electronic evidence in Tanzania and the way forward.

TABLE OF CONTENTS

CERTIFICATION
ii

COPYRIGHT
iii

DECLARATION
iv
ACKNOWLEDGEMENTS
v

DEDICATION
vii
ABSTRACT
viii
TABLE OF CONTENTS
x

LIST OF CASES
xiii
ACRONYMS
xiv
CHAPTER ONE
1
1.0 INTRODUCTION 
1 
1.1 Background to the Problem
1
1.2 Statement of the Problem
3
1.3 Objective of the Study
4
1.4 Significance of The Study
5
1.5 Literature Review
6
1.6 Research Question
22
1.7 Research Methodology
23
1.8 Data Collection Methods
23
1.8.1 Primary Data
23
1.8.2 Secondary Data
23
1.8.3 Data Sampling Design
23
1.9 Scope of the Study
24
1.10 Limitation of the Study
24
CHAPTER TWO
26
2.0 ISSUES PARTNENT TO ELECTRONIC EVIDENCE
26
2.1 Introduction 
26
2.2 Electronic Evidence
26
2.3 Admissibility
26
2.4 Weight
27
2.5 Best Evidence Rule
27
2.6 Asymmetric or Public Cryptosystem
29
2.7 Business Records
29
2.8 Certificate
29
2.9 Computer 
30
2.10 Digital Signature
30
2.11 Digitally Signed
30
2.12 Electronic Data Message
31
2.13 Electronic Document
31
2.14 Electronic Key
31
2.15 Electronic Signature
32
2.16 Ephemeral Electronic Communication
32
2.17 Information and Communication System
32
2.18 Key Pair
33
2.19 Private Key
33
2.20 Public Key
33
2.21 Challenges of Electronic Evidence
33
2.22 Electronic Evidence as Currently Used in Courts has the Following 

Challenges
35
2.23 Electronic Discovery
36
2.24 Computer Forensic
37
2.25 The Issue of Admissibility of Electronic Evidence In Tanzania
.37
CHAPTER THREE
39
3.0 RESEARCH METHODOLOGY
39
3.1 Introduction 
39
3.2 Online Libraries
39
3.3 Law Reports
39
3.4 Statutes
40
3.5 Interview with Legal Practitioners
41
CHAPTER FOUR
46
4.0 THE RELEVANCY, AUTHENTICITY, WEIGHT AND 
       THE BEST EVIDENCE RULE
46
4.1 Introduction 
46
4.2 Relevancy
46
4.3 Five Issues Necessary for Electronic Evidence
48
4.4 Relevance and Admissibility
48
 4.3.1 Authenticity and Admissibility of the Evidence
50
 4.3.2 Authentications of Electronic Documents
51
4.3.3 Weight of Electronic Documents 
53
4.4 Method of Proof of Electronic Evidence
57
4.4.1 Examination of Witnesses when Tendering Electronic
       Documents in Court
58
4.4.2 Audio, Photographic Video and Ephemeral Evidence 
58
4.4.3 The hearsay Nature of Digital Evidence
59
4.4.4 The Best Evidence Rule and Electronic Evidence
60
4.5 Challenges of Electronic Evidence
62
4.6 E-Discovery
63
4.7 Presenting Electronic Evidence Electronically
66
CHAPTER FIVE
67
5.0 ANALYSIS AND DISCUSSION OF THE FINDINGS
67
5.1 The Analysis of the Commercial Case No. 4 of 2000 - The Trust Bank
Tanzania Ltd Vs. Le-Marsh Enterprises Ltd and Others, High Court of
Tanzania at Dar Es Salaam (Nsekela, J)
70
5.2 Amendment of the Evidence Act, 1967
73
CHAPTER SIX
73
OBSERVATIONS, RECOMMENDATIONS AND CONCLUSION
73
6.1 Introductions 
73
6.2 Observations
73
6.3 Recommendations
76
6.4 Conclusion
 80
REFERENCES
82
LIST OF CASES

Barker V. Wilson (1980) 2 AUER 80
67
BT (Australasia) Pty Ltd V. state of New South Wals & Anor 
(No.9) (1998) 363FCA
63
Jack R. Lorraine and Beverly Mack, Vs Markel American Insurance Company, 
Civil Aviation No PWG-06-1893, US DC for District of Maryland
46
Kennedy V. Baker (2004) FCA 56
63
Lorraine V. Markel Co; 2007 U.S Dist. LEXIS 33020 CD Md. May 4, 2007
51
Onychurd V. Barker
59
Packer V. Packer (1954) P15
12
Sony Music Entertainment (Australia) Ltd V University of Tasmania  

 (2003)FCA 532`
62
Trust Bank Ltd v. Le-Marsh Enterprises Ltd., Joseph Mbui Magari, Lawrence Macharia Commercial Case No. 4 of 2000
7
ACRONYMS

ATM
Automated Teller Machines 

Ed 
Edition

EU 
European Union

ESI
Electronically Stored Information

EPOCA
Electronic and Postal Communications Act 2010.
ICT
Information Communications Technologies
IT
Information Technology
Ltd 
Limited 
RE: 
2002 Revised Edition 2002
TCRA
Tanzania Communications Regulatory Authority 

TEA
Tanzania Evidence Act, 1967 
TLR
Tanzania Law Reports

UK
United Kingdom 
US
United States

Vol
Volume 

V
Versus
TZ
Tanzania
Go
Government

Www
World Wide Web

HC
High Court

UNCITRAL
United Nations Commissions on International Trade Law

ER
England Reports
CHAPTER ONE

INTRODUCTION

Tanzania and other countries of the world live in the information age. With the advent of the information age, Tanzania as a country cannot afford to avoid the consequences of the information age in all spheres of life including the legal profession. With the information technology in place, many persons legal or natural do transact within and beyond the country through the Internet
, making the world become a global village where people can do business without borders. Contracts also are contracted in this manner, hence electronic information becoming very vital.

There is also a high reliance on technology in daily activities like business, government transactions, recreation and culture to mention but few.  People also leave traces of civil or criminal activities over the internet.  Contracts are concluded through the internet and breaches of the same are done through the same means.  Computer devices that are used as means sometimes become the targets of criminals. All these undertakings raise questions on the use of computer based evidence or electronic evidence in courts of law. In this regard, the issue of admissibility becomes of greater importance because it determines whether the evidence is of help or is not.  Does the Evidence Act 1967 apply on such issue or not.  If yes what are the relevant provisions
?This work endeavors to explore the admissibility of electronic evidence in Tanzanian courts, assess whether electronic evidence particularly emails from internet-based sources, social networks and the related ones can be admitted under the current Tanzania Evidence Act to wit rules and other laws especially in the absence of specific Electronic evidence legislation in the country.

It is evident in daily business that electronic communication has become the most relevant means of doing business.  Most of the banks use electronic transactions.  For instance, they have a clause in loan agreements stating that a statement of account produced by a bank to show borrower’s debt is a prima-facie evidence of the borrower’s indebtedness.  It should be noted that the banks keep their records electronically.  It is always well unless there is a dispute between the transacting parties.  What should be done and how can an electronic evidence be treated in a court of law; is it admissible
?As of January 2008, any case that had all the relevant documents whose business was conducted electronically could face problems in court of law. This was largely because the electronic evidence when stood alone could not be admitted in Tanzanian courts; unless supported by other documents that had been produced on traditional setup.  A computer printout must always be supported by independent evidence.  The Evidence Act RE: 2002 as amended lagged behind the advancement of technology
.  
1.2 Background to the Problem

The discoveries of computer and information technology has increased the tremendous  development and so many technological changes to the extent that it has affected every area of mankind, it has also influenced the way communications are done, particularly emails and e-communications, this has in one way or another brought changes to the court of law. The main issue today is whether electronic evidence can be accepted in the Court of law, as the law, prior to e-communication never accepted the e-communications as evidence. 
1.3 Statement of the Problem

Since 1990s, Tanzania has embarked on the use of computers and internet communications in her government transactions and business arena. The citizenry has well engaged in transacting and concluding business transactions via the internet. There is e-government, e-contract, in short e-commerce is growing rapidly in the country. The legal profession has not escaped this technological advancement. Electronic communications have touched the legal fraternity in general and the court in particular. This has created uncertainty to the issues pertinent to electronic information or transaction when is to be tendered in court as evidence. This study embarks on examining whether electronic evidence is admissible in Tanzanian courts, assess the current legal regime whether it meets the demands of the day and propose any measure viable to electronic evidence. The study has traced the background of the issue under discussion and has proposed the necessary legislations to fill the lacuna that is present in the legal regime.

The proposals made by this study once effected will help the Tanzanian citizenry not to lose their rights simply because the evidence they have at hand are electronically stored. The lagging behind of the law should not be taken as a scapegoat .The study at hand has addressed all these issues critically. In addition, the study at hand has dissected the amendments that recognized admissibility of electronic evidence in Tanzanian courts. Furthermore, the case that led to the legislature to amend the Tanzanian Evidence Act, 1967 has been looked into critically. In short, the study has ventured to discuss in detail how electronic evidence can be admitted in court, methods of proof emulating the case in developed countries in technological advancement to wit United States of America and United Kingdom respectively.

1.4 Objectives of the Study

The study at hand sought to attain the following objectives:-

a) To examine the background of the electronic evidence in Tanzania.

b) To find out whether electronic evidence in Tanzania is admissible under the Tanzanian current legal régime, and if so, what are the legal criteria pertinent to admissibility of the same.

c) To critically examine the law relating to electronic communications in Tanzania and the practice thereof.

d) To review what are the criteria to consider when admitting electronic evidence elsewhere in the world where the law has kept abreast with the technological advancement.

e) To observe the current legal regime in the country, assess whether it suffices the present technological advancement in the country to wit electronic communications and pertinent issues.

f) To give recommendations pertinent to electronic communications legislations in the country.

1.5  Significance of the Study

The study is significant in the following aspects:

1) The study adds and enriches the existing body of knowledge on the question of admissibility of electronic evidence in Tanzania

2) The findings of the study benefits people like lawyers, researchers and courts. This is mainly so, because in the contemporary world, electronic communications is very important and dominant. It is fast and efficient as compared to other forms of communications. It is also relatively cheaper as opposed to fax, telephone and mobile phones to mention but few. Therefore, the majority of people have resorted to electronic communications particularly internet communication.

3) There is a dire need to regulate the cyber laws in our own municipal laws therefore; researching in this area becomes imperative. This is motivated by the fact that many transactions are currently done via internet. E-Commerce is growing e- government, e-money, e-contract, cybercrime issues, online communities and forums like Face Book and Twitter make people to interact mostly and thus transact widely as if they were in the same village, are order of the day. No wonder today the world is referred to as global village due to this high interaction and communications.

4) The national economy is growing and experiencing changes because of this fast and efficient means of communications.  Business people use electronic communications like internet, mobile phones that are fast and efficient leading to economic growth and social developments. The study therefore addresses the challenges posed by this situation especially when there arise a dispute in the use of this technology. The big deal comes in when there is a suit in the court of law and electronic evidence becomes an issue as of its admissibility.

5) This study is important in making a critical review to examine the current legal regime as opposed to technological advancement that has been superimposed to the country. It will help chart out the way forward pertinent to the legal regime in relation to that technological advancement. This study will help the legal fraternity to push, lobby and advocate for a comprehensive legislation on electronic communications to bring about change to the current legal regime that seem to be insufficient. Once the proposals advanced in this study are taken seriously, they shall bring about changes in the legal regime pertinent to electronic communications hence justice shall be done to those who deserve it.
1.6 Literature Review

An LLB student at Mzumbe University in Tanzania has written an article titled “The Wake of Information Security in Tanzania, Special Announcement for LLB III Students at Mzumbe University
 In this paper, the author gave some highlights of Electronic Evidence in Tanzania that has already been noted. it was not until 2000 when the High Court was called to decide whether electronic evidence was admissible in Tanzanian courts as best evidence.  The author cites the case of Trust Bank Ltd V. Le – Marsh Enterprises Ltd, Joseph Mbui Magari, and Lawrence Macharia
.  In this case, the court ruled that the electronic evidence is admissible in Tanzanian Courts and the same was a departure from the strict rule of best evidence that only primary evidence i.e. original documents are admissible.
He further notes that, judges are not to be ignorant of modern n business methods and stay aloof to the mysteries of the computer.  This decision, in his opinion shows the judicial activism and the role of judiciary in filling gaps left by the legislature. The legislature following this decision responded by enacting Electronic Evidence Amendments Act, 2007 which provides for provision for the reception of electronic evidence in courts of law in Tanzania.  The new section added is section 40A, to the Tanzania Evidence Act, 1967
.

Inter alia, the section provides that in any criminal proceedings information retrieved from computer systems, networks or severs, or records obtained through surveillance of means of preservation of information including facsimile machines, electronic transmission and communication facilities; the audio or video recording of acts or behaviors or conversation of persons charged, shall be admissible in evidence
.

The amendment also amended section 76 of the Tanzanian Evidence Act to the effect that the banker’s book includes the records kept or information system including but not limited to computers and storage devices, magnetic tapes, microfilm, video or computer display screen or any other form of mechanical or electronic data retrieval mechanism
.Section 78 of Tanzanian Evidence Act was also amended to include section 78A; a printed out records kept of information system including but not limited to computers and storage devices, magnetic tapes, microfilm, video or computer display screen or any other form of mechanical or electronic data retrieval mechanism or other process which in itself ensures the accuracy of such print out, shall be received as evidence
.Section 78A (2) provides that the records received under section 78A (1) shall be deemed to be a primary evidence and “document” for the purpose of section 64 (1) of the Tanzanian Evidence Act

It is however, very crucial to note that, the amending section, section 40A  shows that the provision  recognizing electronic evidence is limited to criminal proceedings only and hence not applicable in civil suit proceedings.  In my considered views, the legislature did not cure the mischief as pointed out in Trust Bank Ltd V. Le – Marsh Enterprises Ltd, Joseph Mbui Magari, and Lawrence Macharia because the case was a civil case
.The author concludes that the challenges pertaining to Information Technology issues in the country is not limited to admissibility of electronic evidence but also extends to enactment of other IT related legislations and policies
.

Though the author has written extensively on the amendment, he has not written on the issue of admissibility and relevance of electronic evidence, authenticity of the electronic evidence, how a party intending to rely on electronic evidence can lay the foundation for the admissibility of the same, what is the evidentiary weight of Electronic Documents, how can, the exclusionary rule or best evidence rule be applied in electronic evidence. These are very imperative when a party intends to rely on electronic evidence in order to prove his case in a court of law. The work at hand endeavors to discuss these important points hence fill the gaps left behind by the above-cited author.
Sinare H., 
  points inter alia that the Tanzanian law of Evidence Act, No. 6 of 1967 (RE: 2002) does not possess provisions recognizing electronic documents as admissible evidence whether primary or secondary. However, the position has been overtaken by events after having amendments as pointed out by the outgoing author.

She also points out that with the advent of information technology, Tanzania still lags behind (as already noted in chapter one).  However, Tanzanian entities  natural or legal do take orders, conclude contracts, send invoices, and  furthermore engage in business via electronic means without additional documentation to support the electronic ones.  Instead of manually signed hard copies, the parties to the transaction as authentic normally consider computer documents and binding, with or without electronic signatures be it from international or local business partners.  It is only few people who are aware that in case of a dispute regarding the contract or transaction concluded completely electronically; they may face problems or difficult in proving their claims in court of law.  She also points out that with the fore going; the country is behind in legal development on the issue of economic and technological advancement pertinent to computer use.
Dr. Sinare, points out there is the use of Automated Teller Machines (ATMs) for 24 hours a day in many places today. However, she notes that the Tanzanian Evidence Act, 1967 does not recognize neither does it admit any document which is not an original one.  Furthermore, authenticated or signed or which is not certified under signature as true copy of the original, or which has been compared and found identical with the original document or book entry
.She however, points out how the Tanzanian High Court adopted the English law on computer printout of banks. In the case of Trust Bank Tanzania Ltd, in this judgment, Nsekela, J (as he then was) cited with approval section five of the English Civil Evidence Act, as follows, “Admissibility of statements produced by Computers.
 In any civil proceedings a statement contained in a document produced by a computer shall, subject to the rules of court, be admissible as evidence of any fact stated therein of which direct oral evidence would be admissible, if it was shown that the conditions mentioned in Subsection (2) below are satisfied in relation to the statement and computer in question. The said conditions are: 

(a) That the document containing the statement was produced during a period over which the computer was used regularly to store or process information for the purpose of any activities regularly carried on over that period, whether for profit or not, by anybody whether corporate or not, or by any individual;

(b) That over that period there was regularly supplied to the computer in the ordinary course of those activities information of the kind from which the information so contained as derived;
(c)  That throughout the material part of that period the computer was operating properly or, if not, that any respect in which it was not operating properly or was 

        out of operation during that part of that period was not such as to affect the production of the documents or the accuracy of its contents; and

(d)  That the information contained in the statement reproduces or is derived from    information supplied to the computer in the ordinary course of those activities

In her conclusion, Dr. Sinare calls for Tanzanian legislature to amend the Tanzanian Evidence Act, (the act which was done in 2007) because the “Reception Clause” is not available in Tanzania for being automatically adopted by Tanzanian courts.  Though exhaustive, the writer did not venture to discuss the issue of admissibility and relevance, authenticity, foundation laying for the admissibility of electronic evidence, evidentiary weight of Electronic Documents, and the application of exclusionary rule/best evidence rule with the electronic evidence. It is the role of this work to address these issues when assessing the admissibility of electronic evidence in Tanzanian courts without forgetting the e-disclosure and discovery in Courts.

Another prolific writer, Mambi A. J., in   his paper titled “A decade after the establishment of the commercial Court division. The role of the Court on the legal changes towards the use of ICT (electronic evidence) in the administration of Justice in Tanzania” explains the role played by the Commercial Court (Division of High Court in Tanzania) in the use of information technology in Tanzanian courts.  He refers to the case of Trust Bank Tanzania Ltd Vs Le-mash Enterprises Ltd and 2 others (earlier cited) to have departed from the traditional perspective by recognizing electronic evidence; as it was held; by considering the case of Parker V. Parker
 and Barker V. Wilson
.

 “The court have to take due cognizance of the technological revolution that has engulfed the world.  Generally speaking as of now, record keeping in our banks is to a large extent” old fashioned but changes are taking place.  The law can ill afford to shut its eyes to what is happening around the world in the banking fraternity.  It is in this definition of banker’s books to include evidence emanating from computers subject of course to the same safe guards applicable to other bankers books under section 78 and 79 of the Evidence Act”.

The court further pointed out that; the law must keep abreast of technological changes because means of business doing are highly noted if this ruling is the departure from the best evidence rule to be primary evidence and recognition of electronic evidence in Tanzanian Courts hence admissible
. The author points out the efforts of the government to put electronic evidence on the equal footing with the traditional type of evidence (paper-based evidence).Though he notes as other writers have done; that the amendments have fallen short on admissibility of electronic evidence and by not coming up with comprehensive legal framework on electronic evidence. The author has not dwelt much in discussing admissibility and relevance authentication, weight of electronic evidence and the way of laying foundation of the same, e-discovery are few to mention. It is then the role of this work to discuss these issues at length in relation to the admissibility of electronic evidence in Tanzania. 
Luhwago W. S., in his Dissertation titled “Challenges resulting from the Admissibility of Electronic Evidence in the Administration of Justice in Tanzania” has written critically with focus on conceptual problems especially with best evidence rule and rules regarding corroboration and hearsay evidence.  He discusses the difficulties in integrity reliability, credibility, authenticity and weight of electronic evidence.  However, the author falls short on the e-discovery.  It is thus the role of this work to address the e-discovery at length.

John Ubena
. In his Paper titled “Why Tanzania Needs Electronic Communications Legislation?  Law keeping up with Technology writes on the dire need of having a comprehensive legislation on electronic communications, notwithstanding the recognition of electronic evidence in the famous case of Trust Bank Ltd Vs Le-marsh Enterprises Ltd and others
.  The writer points out that due to lack of comprehensive legal framework on the issue; the country has been running a big risk of being a cyber-criminals’ haven.  The writer expounds in a tentative form, the rationale behind enacting a comprehensible electronic legislation in Tanzania. He addresses all the important issues pertaining to electronic communications in Tanzania to curb the problems arising with the advent of information technology and the related issues of cyber world
.  Nevertheless, the writer has not discussed anything pertaining to the admissibility and relevance, authenticity of electronic evidence, evidentiary weight, the best evidence rule and the e-discovery.  The Electronic and Postal Communications Act, 2010 regulated the electronic and postal communications law with the view to keeping abreast with developments in the electronic communications industry in the country; to provide for comprehensive regulatory framework for electronic communications, yet electronic evidence is not addressed at all.  The Act is of more postal communications issues, service providers and licensing for the same sim card registration, electronic addresses a few, to name. There is still a dire need to legislate a comprehensive legislation on electronic evidence in the country. It is the role of this work to address all these at length.
Mambi A. J. 
  has written a book titled ICT Law Book, A Source Book For Information Technology &Communication Technologies And Cyber Law  , inter alia , he  argues that although Tanzania has ICT Policy since 2003, the country has no specific legal framework to address the development and use of ICTs. He therefore calls for enactment of effective cyber laws to address cyber-crimes, data protection and electronic transaction. The author in his book deals with an issue that addresses the dangers brought by ICTs that are imperative to be addressed in depth if the country wants to keep abreast with the new technologies. Chapter six of the book, for example, gives a brief overview of cyber-crimes and electronic evidence critically highlighting court cases involving cyber-crime – defined as crimes committed using computer technologies or using information technology such as hacking, spoofing attacks, defacement attacks, data theft and payment fraud. He briefly cites the most common cyber-crimes including online financial frauds, credit cards frauds, software and data theft, cyber-stalking, publications of obscene materials, cyber pornography software piracy and hacking.At the same time, he says, the development of digital technology has exposed many more children to obscene materials online such as pornography. He warns that Tanzania, like other countries in the world, is likely to face the same e-challenges in combating cyber-crimes and other related e-crimes, stressing that there are technical and legal challenges that are posed by the development of digital technology and Internet.

He therefore calls for the enactment of effective cyber laws to address cyber crimes, data protection and electronic transaction. The author notes some initiatives of the government in reforming laws to take on board the development of ICTs such as amendment of Evidence Act to accommodate electronic evidence including the enactment of the Electronic and Postal Communications Act (EPOCA), 2010.

Chapter one of the book highlights an overview of E-commerce and its legal implications at the global level as well as Information Communications Technology Policy statements on legal implications of ICT in Tanzania. The author argues that E-commerce has been growing very fast in the world moving from the developed countries to the developing countries. Under chapter two; the author provides an overview on the impact of e-commerce and the law, more specifically the legal implications of E-commerce in Tanzania.

He says most laws were designed to facilitate paper-based transactions that are not tuned to technological changes with legal rules requiring the use of documents, written notices and manuscript signatures. Some Model Laws such as UNCITRAL Model Laws on E-commerce and electronic signatures and other cyber laws from other jurisdictions are also highlighted in a comparative perspective with Tanzania. The Legal implications of technology on the communication sector are also analyzed. He argues that the converged technologies in the communication sector can bring some legal implication on various aspects that may need legal reforms. Mambi further highlights the Jurisdiction problem on the law enforcement under the cyberspace and legal implications of the Digital Technology on Competition and Fair Trade Laws.
He notes some legal challenges on consumer protection on-line while legal challenges on Cyberspace or electronic Taxation System are addressed under chapter four while the legal implications of technology in civil procedure laws, land laws, company laws and criminal laws in Tanzania are disused in a comparative perspective. Other areas covered in this chapter include Legal status of E-government in Tanzania. Despite the fact that the author has written extensively on cyber regulation; he has not addressed the issue of admissibility of electronic evidence in Tanzanian courts extensively.

It is the role of this work to address admissibility of electronic evidence extensively in Tanzanian courts and propose for the enactment of electronic legislation specifically for electronic communications since The Electronic and Postal Communications Act, 2010 did not address important issues pertinent to electronic evidence in Tanzania. The Act is more of administrative and supervisory powers on telecommunications companies and service providers.

Mollel A., In his paper titled: The Legal and Regulatory Framework for ICT in Developing Countries: Case Study of ICT and the Law of Evidence In Tanzania
 writes on the impact of Information and Communication Technology on national laws and the law of evidence in Tanzania, he notes to the effect that the role of ICT in day-to-day life is increasingly becoming more relevant and appropriate to socio-economic requirements, cultural priorities, and value systems. He also notes that a considerable fraction of the Tanzanian public is educated in the use of Information and Communications Technologies (ICTs) and is aware of the benefits available by accessing, sharing, and processing knowledge via modern technologies.
Many forms of business mostly are done electronically in Tanzania as elsewhere. Evidence generated through this new form of business and transactions is also electronic in nature. The current principles under the law of evidence in Tanzania assume the existence of paper -based records and documents and assume that these documents and records should bear signatures for legal recognition.
The writer notes the impact of documentary evidence that the Law of Evidence demands production of the best evidence, which is the original document or record. Electronic transactions, particularly through computer technologies, enable businesses and consumers to use computers to create, transmit, and store information in electronic form. This scenario raises a number of challenges for principles of evidence, particularly those governing admissibility of documentary evidence and authentication.
 The issue in an electronic environment is whether an electronic document, which may never take a physical form, should be considered to be in a written form as required by the law as indicated above. He further notes that a good number of lawyers, including Judges and Magistrates, have ideas on the impact of ICT on the rules of evidence. As pointed out, documentary evidence is the main area so affected. The impact is reflected in the following questions: Can the document in an electronic form be retained permanently for it to qualify within the definition of the term ‘writing’ in the Statute of Interpretation. Though an electronic document may be retained permanently, in its plain definition, it cannot qualify to be a “thing” in writing. This is because a document in an electronic form consists in series of numbers stored in the computer’s memory. What is displayed on the screen is a translation of the numbers by the computer, after application. The writer discusses much on the electronic signatures and the recognition of electronic evidence in Tanzania by the recent amendments. 

The TEA has been amended to give partial recognition to evidence generated electronically.
The writer notes that, it is still doubtful whether either under case law or statutory law a party may produce a flash disk or other compact disks or a computer hard disk to prove the contents of records resident therein. The reason, as pointed above, is that records resident in the items above are not visible unless displayed on a computer screen or as a computer- printout. It is the role of this study to propose enactment of the law which is comprehensive to cover that even flash disk, floppy and other forms of electronic communications to be covered to be admissible as evidence in the court of law. As explained above, to be valid and effective, a signature must provide evidence of three things: the identity of the signatory, his intention to sign and his intention to adopt the contents of the document as his own. Manuscript signatures meet these functional requirements in a number of ways. Identity is established by comparing the signature on the document with other signatures. Mollel has explained much on the Impact of ICT on Rules of Authentication. He admits, that modern computer and communications technology is making it feasible, and in some cases essential, to use methods of signature which are very different from the 'traditional' manuscript signature for purpose of authenticating documents in electronic form. To him electronic evidence without signature is difficult to be admitted.

In paper-based commercial transactions, the traditional signature has established itself as a cornerstone for effecting such transactions. A set of well-defined rules governing the use of traditional signatures has developed over a substantial period. These rules are the foundation for the currently established commercial legal infrastructure, but the use of electronic signatures, it is suggested, will challenge many of these well-established rules.
The field survey revealed that 15 per cent of practicing lawyers scan their signatures and embed them on electronic documents. One would be tempted to doubt whether judges are prepared to admit the documents so signed electronically. The study revealed that thirty per cent of judges responded that they would allow a party in a case to tender a document signed in electronic form. Seventy per cent of judges were however, reluctant to admit documents signed electronically. Two main reasons can be attributed to this reluctance. First, the Tanzania Evidence Act does not provide for electronic signatures; and second, the meaning of signature does not include a signature in electronic form.

In Conclusion; it becomes evident that Information Communications Technology(ICT) is increasingly gaining importance in almost all sectors of national development in developing countries. Electronic transactions are replacing the old and traditional methods of transacting in all aspects of life. Yet, the full-fledged application of ICT for development in most of these countries is seriously hindered by lack of comprehensive legal and regulatory framework for the subject. Taking Tanzania as a Case Study, the discussion in this paper shows that although there have been some initiatives that may ultimately lead to having a legal framework that adequately regulate ICT application; much is desired to eliminate the currently existing legal impediments. The study proposes a comprehensive legislation not only on the law of evidence but also on other laws like the Civil Procedure Code RE: 2002, Law of Contracts and others. It is the role of this study to suggest that a comprehensive legislation is needed on electronic communications, not only for e-signatures; the component which the writer has dwelt much to discuss leaving out the e-contracts-government and other methods of proving electronic information  when tendered as evidence in the court of law. This study discusses much the way electronic evidence can be tendered in the court, methods of proving the same, in the perspective of UK Electric Communications Act of 2000. In emulating the Tanzanian legislature has to ensure that the proposed legislation should suit the local environment pertinent to electronic communications, and other social-economic status of the country.

 Makulilo A., in his Dissertation paper titled: The Admissibility of Computer Printouts in Tanzania: Should it be Any Different than Traditional Paper Documents?   Examines the challenges posed by Information and Communication Technology (ICT) developments on the law and practice of admissibility of documentary evidence by Tanzanian courts.  Particularly on the issues of admissibility of computer printouts in courts. The main argument advanced in his thesis is that the Tanzania Evidence Act, 1967 (the TEA), being developed without reference to digital technologies, is inadequate to govern the admissibility of computer printouts with sensible results.

Throughout, this work, the writer has made substantial reference to the landmark case in Trust Bank Tanzania Ltd versus Le-Marsh Enterprises Ltd and Others to analyze the legal issues emerging from dealing with computer printouts in the courtroom when their admissibility is at issue. Despite the writer writing much on the admissibility of electronic evidence as referred in the Trust Bank Ltd case, he has not written sufficiently on the issues of evidentiary weight attached by the judges to the electronic evidence when admitted and what methods of proof should be employed when tendering electronic evidence in the court. He further, proposes for enactment of a comprehensive legislation pertaining to electronic communications, he does not give even a hint how it should look like and what concisely should be contained therein. This study endeavors to cover the gaps left behind by this writer, to wit discussing much on evidentiary weight of electronic evidence and what should be legislated at least in a short submission as indicated in the recommendation chapter of this work. 
1.7 Research Question

The following research questions guided this study.

1) Have you ever handled a case where admissibility of electronic evidence became an issue in the court?

2) Is the current legal regime pertaining electronic communications in the country sufficient?

3) Are you trained in this area of law?

4) Do you have anything to comment on this subject?
1.8 Research Methodology

This study is an analytical type of research as it tries to look on the admissibility of the electronic evidence in Tanzania and has been analytically described in chapter three of this report.

1.9  Data Collection Methods

1.9.1
Primary Data

Due to nature of the research, the researcher had to collect information to assist her to carry on his research. To attain this purpose the researcher used, interview with official in the legal fraternity, official namely Advocates and Court officers (magistrates) 
1.9.2
Secondary Data

To make this study effective and to successfully come up with the intended results, this research contains some secondary data obtained through analyzing the Act, reading books, newspapers, journals, development reports and surfing the internet. Much of the data collected are secondary, in this research literature material were gathered from both traditional library and from electronic means.
1.9.3
Data Sampling Design

The entire sample population in this study involved officials from Court of Law, Advocates and legal officers.  After data had been, collected data processing was carried out a process that involved coding and tiding so as to detect errors and omissions, classification and tabulation of the data collected according to the nature and characteristics of data. After data had been processed, they were presented through charts and statistical tables ready for analysis. Data analysis took place after data processing where as data had to be analyzed in order to relate their relationships or differences, to determine the results obtained to establish the conclusion there after.
1.10
Scope of the Study

The data collected were mainly those from covering duration prior and after enactment of legislation on Tanzania Evidence law in one side and in another making the reference with the period when law of Evidence of Tanzania was amended. The amendment was meant to accommodate the admissibility of electronic evidence as well as the Court response in relation to admissibility of the electronic evidence.  
In geographical terms, the research was carried out in Dar es Salaam city, the town in which many population and business transactions are highly conducted.  In addition, according to the nature of the data collected, the respondents were limited to Court officials, and Advocates.  Research was limited within the months between July and August 2011. 
1.11
Limitation of the Study

Despite the fact that this study has come up to the intended results, there were a number of problems that the researchers encountered while carrying on this study. To start with, there was a problem of unavailability of Court officials, many of whom have tight timetable which make hard to researcher to be given time. Time factor has been a problem also in carrying on this study.
 For example, the researchers is an advocate dealing with clients to attend, this was not easy either for the researcher. Furthermore, financial insufficiency was as well a hindrance. Given the fact that the funds were limited, it was cumbersome for the researchers to, for example travel within Dar es Salaam city for data collection and meet other costs such as stationeries and printing facilities. Last but not the least, power breakdown in the country was another great hindrance to the researcher from researching comfortably.

However, sacrifice and commitment to this study, time keeping and good financial arrangement and management enabled the researcher to go ahead and to make this study successful.
1.12 Conclusion

This chapter has been mainly introductory one. The chapter has laid down the statement of the problem, study objectives, significances and the methods that have been used to collect data for the study 

CHAPTER TWO

ISSUES PERTINENT TO ELECTRONIC EVIDENCE

2.1 Introduction 

This chapter endeavors to define what electronic evidence is and discuss the issues pertinent to electronic evidence and the way such issues affects the admissibility of this type of evidence in Tanzanian courts.
2.2 Electronic Evidence

Electronic evidence refers to any information stored electronically (ESI) which may be used as evidence in a lawsuit or at a trial.  It includes any documents, emails, or other files that are electronically stored. Electronic evidence also includes records stored by network or internet service providers
.
2.3 Admissibility

If a fact is disputed, it can be proved by evidence that is admissible.  Admissible evidence is that evidence which is sufficiently relevant to the facts in issue.  Any evidence which is irrelevant or which is not sufficiently relevant is inadmissible.

2.4 Weight

This is another important thing to consider when tendering evidence in court.  Even if a document is admissible, a court may attach little weight to the evidence.  This may occur where the evidence has little probative value
.

2.5 Best Evidence Rule

This is the common law position, “the Best Evidence Rule”.  That no evidence is admissible unless it is “the best that the nature of the case will allow!  This rule traditionally was used to bar evidence that was not the best evidence for example a copy of a document
. Principles on the Best Evidence Rule provide that an original of an electronic document shall be regarded as the equivalent of an original document under the Best Evidence Rule if it is a printout or output readable by sight or other means, shown to reflect the data accurately.
 This principle show that a print out of a computer stored information is an original document equivalent to paper document and should be treated that way in case the evidence is tendered in courts of law. When a document is in two or more copies executed at or about the same time with identical contents, or is a counterpart produced by the same impression as the original, or from the same matrix, or by mechanical or electronic re-recording, or by chemical reproduction, or by other equivalent techniques which is accurately reproduces the original, such copies or duplicates shall be regarded as the equivalent of the original.
  

The same cannot be admissible to the same extent as the original documents unless, there is a query on its authenticity genuinely raised and in the circumstances, it would be unjust or inequitable to admit a copy in lieu of the original.
  What is left now for this rule to apply is the requirement of the original document to be produced to prove its contents, in case the original cannot be produced; the following circumstances allow the production of a copy, and are explained as hereunder; 
a) That the original has been lost

b) It is impossible or unduly burdensome to produce the original.

c) The original is in the possession of another party.

The Best Evidence Rule can also operate in such a way that copies, even if introduced in evidence, are thereby given lower weight.  For example, a document which has been stored in an electronic form may be admissible in court but the judge may attach little weight on it, because there may be no evidence to counter an allegation that the contents of the document has been or has not been tampered with original documents always need be kept safe and secure; to ensure integrity of the same in case there are allegations that the electronic records at hand has been tampered with.

In a traditional set up, the laws of evidence have been “exclusionary”, meaning that judges have refused to admit evidence into judicial processes where a prohibition or restriction applied.  Recently, the practice has been to allow evidence to be admitted unless the same is clearly irrelevant.  That being the case, the emphasis has been on the weight or probative value of the evidence to be attached to that particular evidence.  Nevertheless, much concern is on the integrity of process by which the information is stored, recorded and reproduced
.
2.6 Asymmetric or Public Cryptosystem
Means a system capable of generating a secure key pair, consisting of a private key for creating a digital signature, and a public key for verifying the digital signature.
 
 2.7 Business records
 Include records of any business, institution, association, profession, occupation, and calling of every kind, whether or not conducted for profit, or for legitimate purposes. 
 
2.8 Certificate

 Means an electronic document issued to support a digital signature which purports to confirm the identity or other significant characteristics of the person who holds a particular key pair. 
 
2.9 Computer 

Refers to any single or interconnected device or apparatus, which, by electronic, electro-mechanical or magnetic impulse, or by other means with the same function, can receive, record, transmit, store, process, correlate, analyze, project, retrieve and/or produce information, data, text, graphics, figures, voice, video, symbols or other modes of expression or perform any one or more of these functions. 
 

2.10 Digital Signature
 Refers to an electronic signature consisting of a transformation of an electronic document or an electronic data message using an asymmetric or public cryptosystem such that a person having the initial untransformed electronic document and the signer’s public key can accurately determine:  
  whether the transformation was created using the private key that corresponds to the signer’s public key; and  

a) Whether the initial electronic document had been altered after the transformation was made. 

2.11 Digitally Signed

Refers to an electronic document or electronic data message bearing a digital signature verified by the public key listed in a certificate. 
 
2.12 Electronic Data Message
 Refers to information generated, sent, received or stored by electronic, optical or similar means. 
 
2.13 Electronic Document
refers to information or the representation of information, data, figures, symbols or other modes of written expression, described or however represented, by which a right is established or an obligation extinguished, or by which a fact may be proved and affirmed, which is received, recorded, transmitted, stored processed, retrieved or produced electronically. It includes digitally signed documents and any printout or output, readable by sight or other means, which accurately reflects the electronic data message or electronic document. For purposes of these Rules, the term “electronic document” may be used interchangeably with electronic data message.
  
2.14 Electronic Key

Refers to a secret code that secures and defends sensitive information that crosses over public channels into a form decipherable only with a matching electronic key.
  
2.15 Electronic Signature
Refers to any distinctive mark, characteristics and/or sound in electronic form. Representing the identity of a person and attached to or logically associated with the electronic data message or electronic document or any methodology or procedure employed or adopted by a person and executed or adopted by such person with the intention of authenticating, signing or approving an electronic data message or electronic document. For purposes of these Rules, an electronic signature includes digital signatures. 
 
2.16 Ephemeral Electronic Communication
This is basically  telephone conversations, text messages, chat room sessions, streaming audio, streaming video, and other electronic forms of communication the evidence of which is not recorded or retained.
  
2.17 Information and Communication System
Refers to a system for generating, sending, receiving, storing or otherwise processing electronic data messages or electronic documents and includes the computer system or other similar devices by or in which data are recorded or stored and any procedure related to the recording or storage of electronic data message or electronic document.  
2.18 Key Pair
In an asymmetric cryptosystem, this refers to the private key and its mathematically related public key such that the latter can verify the digital signature that the former creates.
  
2.19 Private Key

Refers to the key of a key pair used to create a digital signature.
  
2.20 Public Key
Refers to the key of a key pair used to verify a digital signature.
 
2.21 Challenges of Electronic Evidence
The advent of electronic evidence to the globe has challenged the traditional laws of evidence, which required and still requires production of original documents.  The law in this case has to adapt and account the uniqueness of issues and concerns that soft copy or electronic evidence can bring
.  Because the means of communications in the world, and doing business has changed greatly with the advent of internet communications. The laws on evidence must be adapted to the realities of the contemporary world.  Mini computers, mainframe computers and macro-computers play a big role on daily transactions in our society.  It can happen that all members present forget a certain transaction but a computer will be resorted to as a last resort to retrieve such information.  As we move, the use, versatility, and power of computers are increasing immeasurably
.
In the case of State Of Connecticut V Julie Amero
in this case interalia; The police officer was neither invited by the prosecuting attorney to provide an accurate indication of precisely what was seized, nor did he offer the information: it is not clear whether it was the computer including the monitor and the keyboard, whether it was just the computer, or whether it was just the hard drives. It is probable that only the computer was seized, because the investigator had to replace the floppy drive. There was no evidence to indicate whether the computer was placed in an evidence bag, and there was no evidence to indicate the serial number of the computer or the relevant component parts of the computer, or the manufacturer of the computer.
 There does not appear to have been any evidence to demonstrate the police, when investigating the case. The prosecution failed to establish the chain of evidence or make it clear what the police seized. The defence failed to challenge the chain of evidence, which ought to have been considered, because of the volatility of the digital data and the possibility that the data on the hard drive might have been corrupted! (Emphasis mine)The defence also failed to alert the members of the jury to the inconsistency in the date that Mr Napp and Mr Hartz claimed the computer was moved, and also failed to follow up the admission by the police officer that the last date the computer was used was 26 October 2004.
 This was a very important point, because this meant that; because the computer was used after 19 October, relevant data in the browser cache and history files may have been overwritten. This aspect of the evidence was not followed up by the defence or not followed up sufficiently when cross-examining the prosecution witnesses. This brings us to another important point of the challenges with electronic evidence.
2.22 Electronic Evidence as Currently Used in Courts has the Following Challenges

First; hardcopy and soft copy versions of a document may not be identical, for example, some hidden information may only be visibly seen during the examination of the electronic version, while missing in the hard form of the version.

Second; hard copy documents need only be viewed and read by the naked eyes to be comprehended, whereas soft copy documents inevitably need hardware and software and expertise, to be accessed and translated into a comprehensible form.  

Third; softcopy document are so fragile and susceptible to tampering and forgery as opposed to hard copy documents.

Fourth; softcopy documents are both easier to copy and disseminate and more difficult to destroy

2.23 Electronic Discovery

This is also referred to as e-discovery.  It means any process in which electronic data is sought, located, secured, and searched with the intention of using it as evidence in a civil or criminal legal case.  E-discovery can be conducted offline on a computer or can be done in a network.  If there is, a court order or government to sanction hacking with intent to secure critical evidence is also a category of e-discovery.

Naturally, digital data is friendly to investigation because it can be searched easily as opposed to the hard documents that need manual scrutiny.  It is transmitted in the network.  This data will always appear on multiple drives and digital files, even if deleted, there is a command to undelete them!
  If you want to destroy a computer file, you have to destroy every hard drive where the file has been stored, physically.  This makes electronic documents more reliable as to availability as opposed to hard documents that can easily be destroyed leaving no trace behind.
When conducting electronic discovery; data of all types can serve as evidence Texts, images, calendar files, databases, spreadsheets, audio files, animation, web sites and computer programs are all reliable sources of evidence capable of investigations.  Even malware like viruses, Trojans and spy ware can be procured and investigated.  An email is a special and valuable source of evidence in civil or criminal litigation; this is because, people are in many cases reckless in such communications as opposed to communications using written memos and postal letters
.
2.24 Computer Forensic
Sometimes called “Cyber Forensic”. This is a specialized form of e-discovery.  An investigation in this case is carried out on the contents of the hard drive of a particular computer.  The computer first has to be isolated, and then the investigators make a digital copy of the hard drive.  Finally, the original computer is locked in a secure facility to maintain its pristine condition.  The whole exercise to investigate is done on the digital copy
.E-discovery is a growing field that goes beyond mere technology.  It gives rise to multiple disciplines to wit legal, constitutional, political, security and personal privacy issues, many of which remain unresolved to date
.
2.25 The Issue of Admissibility of Electronic Evidence in Tanzania

The Tanzania Evidence Act, RE: 2002 as amended, as earlier noted; lags behind the electronic revolution of the contemporary world. Parties in a given dispute cannot rely on the electronic documents only as the primary documentary evidence
.The best example to explain the point at issue (that is the admissibility of electronic evidence in Tanzanian courts), is using the banking sector and the provisions relating to banker’s book.  The law pertaining to admissibility of documents in Tanzania including the admissibility of banker’s records traces back on the advent of computer
.  The relevant provision provides as follows:-“A copy of an entry in a bankers books shall not be received in evidence under this Act unless it first be proved that the book was at the time of making of the entry one of the ordinary books of the bank, and that the entry was made in the usual and ordinary course of business, and the book is in the custody or control of the bank.“Such proof shall be given by some person who has examined the copy with the original entry, and may be given either orally or by an affidavit sworn before any commissioner for oath or person authorized to take affidavits” 
.
The issue of admissibility of evidence is very relevant in criminal and civil matters all together.  If evidence was not admissible, then the same evidence would be irrelevant and of no use.  In the above cited provision of the law, the best evidence rule applies that the copy should be of the original entry; and may be given orally.  In short, the Tanzanian Evidence Act RE: 2002 does not provide for recognition of electronic evidence despite the fact that Tanzanian High Court has already ruled on the admissibility of electronic evidence which after that the parliament amended the evidence Act to include electronic evidence to be admissible in Tanzanian Courts
.

CHAPTER THREE

RESEARCH METHODOLOGY

3.1 Introduction 

Few people have written on the issue of admissibility of electronic evidence in Tanzania. It has been very difficult to get paper-based research on the topic because many literatures on the subject are electronic hence; the study used electronic libraries dominantly.

3.2 Online Libraries

The author has visited different online resources and websites where she obtained many materials pertaining to admissibility of electronic evidence not only in Tanzania, but also worldwide. Many writers have written on the topic save for the admissibility of electronic evidence in Tanzania where about five writers have ventured to address the issue and made commentaries to it.

3.3 Law Reports

The Author has visited various Tanzania Law Reports and other law reports online where she came up with several case laws. In Tanzanian, law reports hard books, 
the author came up with the famous case of Trust Bank Tanzania Ltd vs. Le-Marsh Enterprise Ltd and Others, High Court of Tanzania at Dar es Salaam (Nsekela, J) reported on 2000 TLR. This case turned up the trend of the law of evidence in Tanzania by recognizing the electronic evidence to be admissible in courts of law.
3.4 Statutes

Various statutes have been visited. The Evidence Act, RE: 2002, the Civil Procedure Code, RE: 2002. The Electronic and Postal Communications Act, 2010, 

Communications Act of 1993 and the Tanzania Communications Regulatory Authority (TCRA) Act of 2003; the Universal Communications Services Access Act, 2006, the Broadcasting Services Act, 2003. Various regulations pertinent to communications industry have also been reviewed. These are Tanzania Communications (Consumer Protection) Regulations, 2005, the Tanzania Communications (Quality of Services) Regulations,2005; the Tanzania communications (Broadband services) Regulations,2005, the Tanzania Communications (contents) Regulations,2005, the Tanzania Communications(Licensing) Regulations,2005, the Tanzania Communications (Importation and Distribution) Regulations,2005, the Tanzania Communications (Interconnection) Regulations,2005, the Tanzania Communications (Telecommunications Numbering the Electronic Address) Regulations,2005, the Tanzania Communications(Radio Communications and Frequency Spectrum) Regulations,2005; the Tanzania Communications(Tariffs) Regulations,2005, the Tanzania Communications (Access and Facilities) Regulations,2005,and the Tanzania Postal Regulations,2005

3.5 Interview with Legal Practitioners

The Author has interviewed five legal practitioners about this subject of admissibility of electronic evidence in Tanzanian courts.  

a) Interview with the advocate of the High Court save for primary courts

Advocate Isaack Nassor Tasinga when interviewed responded as follows:-

Question: Have you ever handled a case where admissibility of electronic evidence became an issue in the court?

Answer: I have never handled such a case where admissibility was an issue.

Question: why?

Answer: Most of my clients do transact using paper based information and even if they are forced to transact via internet, their transaction later are reduced into 

paper, the online transaction is just to facilitate the immediate communications between the parties. The paper documents are meant to keep evidence.

Question: Is the law pertaining to electronic communications in the country sufficient?

Answer: The laws on electronic communications probably are sufficient because there is much legislation on telecommunications industry.

Question:  Are you trained in this branch of law?

Answer: “I never trained in this area of the law. What I do is reading the statute pertinent to communications and interprets the provisions because we are trained in statutory interpretations”.

From this dialogue, one can learn that this legal practitioner is not conversant with electronic evidence; neither electronic evidence has ever been an issue in any court of law. The Advocate is not aware of the legal status pertinent to electronic communications and its applications in the court.

Another legal practitioner, Sylivester Kabano Kakobe when interviewed on the subject had this to say:-

“Yes, I have handled a case where electronic evidence was involved and was easily accepted because the decision in Trust Bank Tanzania Ltd vs. Le-Marsh Enterprise Ltd and Others, High Court of Tanzania at Dar es Salaam (Nsekela, J) reported on 2000 TLR has already opened the way. The opponent did not object it seemed that she was aware with the decision”.

On the law, this counsel had this to say; “I am of the opinion that the law is insufficient because a lot of important issues are not covered. The issue is not just recognizing electronic evidence in Tanzania but also addressing important issues like e-signatures, e-contracts e-money, relevance of the electronic evidence, weight, authenticity and the use of the best evidence rule and electronic evidence. The Law of Evidence was amended in 2007 but the amendment covers only criminal proceedings and civil suits are not covered”.

“I am of the views that the legislature should enact a comprehensive legislation on the subject because the industry is growing very fast.”On the training, the Counsel had this to say;

 “I am not trained in electronic communications however, due to my work I am forced to research extensively on the subject. There is a lot to be regulated like e-money, e-contracts-signatures-governments and telecommunications issues. In my opinion I see the current law is wanting”
A Lecturer of the University and an Advocate of the High Court; Asina Omari was asked on the subject and had this to tell;
“I have never handled a case where electronic evidence was an issue to consider. However, the subject is very important to address because the world is moving to digital world where many transactions are done online, now what are the legal implications? The internet is very fast and efficient. Despite the fact that the area is not my specialization, I am of the views that there is lot to learn.”

“I am of the views that, the current law does not cover crucial aspects of electronic communications. The amendment covers only criminal proceedings. I am of the opinion that the legislature has to enact a comprehensive legislation to address things critically.”

An interview with an Advocate who is studying LLM in Information Technology and Telecommunications with the Open University of Tanzania, one Mashaka Edgar Mfala gave us the following information;

‘‘I have never handled a case in which admissibility became an issue of consideration in court. Electronic evidence is accepted in the court of law.’’

‘‘The law on electronic evidence in the country is not sufficient because many important issues like e-signatures e-contracts, electronic evidence admissibility, e-money, relevancy, authenticity, the best evidence rule are not addressed .We need a comprehensive legislation to cover all these issues. Only criminal proceedings are covered, whereas civil matters are not covered, we normally resort to case laws especially in US and UK where this branch of law is advanced.’’

‘‘I am now training in this area of the law, it is very interesting. We need more lawyers, magistrate and judges trained in this specialization because the demand is as high as many transactions today are digital.”

Lastly but not the least, an interview with a Magistrate at Kisutu Resident Magistrate Court, one Hon.Sundi Fimbo gave the following outcome;
‘‘Yes I have already handled a case in which admissibility of electronic evidence became an issue. The Counsel for the plaintiff tendered e-mails for contract formation as documents to show that the defendant had agreed to buy goods from the plaintiff. The plaintiff released goods via normal transport following agreements concluded entirely online. Before the goods could reach the defendant, the later withdrew from the transaction. In court, the counsel for the defendant objected that, the plaintiff cannot rely on emails because they are just copies from the computer, and might not reflect the true pictures of what transpired as can easily be forged.’’
Question: what is your opinion then?

Answer: it is difficult because the current law we are using is not sufficient, as it covers some aspects of criminal proceedings only. We normally resort to case laws especially from United States of America and United Kingdom; these countries are so rich in this branch of law.

Question: Is the current law sufficient?

Answer: In my considered opinion, the current law pertaining to electronic communications in Tanzania is not sufficient because important issues concerning electronic communications are not addressed.

Question: Are you trained in Information Technology law?

Answer: I am now training in this branch of Law with the Open University of Tanzania. I decided to train in this area after encountering with the issues of information technology in my course of work.
Question: Do you have any comment?

Answer: Yes. The legislature should team up with Information Technology specialists and IT Lawyers to enact a comprehensive law on electronic communications otherwise the country is lagging behind the technological advancement in legal perspective, hence occurrence of injustices in the due process of the law.
CHAPTER FOUR

THE RELEVANCY, AUTHENTICITY, WEIGHT AND THE BEST EVIDENCE RULE

4.1 Introduction 

This chapter undertakes to discuss on the relevancy, authenticity, weight and the best evidence rule when electronic evidence is tendered in court of law. It also discusses other important issues as follows:
4.2 Relevancy

 Electronic evidence as already submitted in the preceding chapters; is intended to function as paper evidence, however, due to its vulnerable nature to distortion; it is worth examining its relevancy and authenticity because submission of evidence in any court of law is intended to help the party which relies on it to win the case against the other party and the same is for paper based evidence. Electronic evidence serves as a functional equivalent of written based documents or paper based evidence. Whenever a rule of evidence refers to the term of writing, document, record, instrument, memorandum or any other form of writing, such term should be deemed to include an electronic document.
  Electronic documents or rather evidence would be worthless if it were inadmissible in court. The admissibility of should comply with the rules prescribed in law of a given country and laws pertinent to it and should be authenticated in the manner prescribed.

 The means of establishing electronic documentation as evidence for legal proceedings in a court has to consider as to the above two aspects.  The practice in for example United States case of Jack R. Lorraine and Beverly Mack, Vs Markel American Insurance Company
.  In this case both parties, plaintiffs and defendants submitted emails as evidence to support their claims, however, the judge found that neither of the parties had taken enough steps to establish the admissibility of electronic evidence and both sides motions were dismissed, with no prejudice so that they could redo necessary basic works and resubmit. As they did the work; the judge himself took the advantage of writing thoroughly and comprehensively the extent of submitting electronic evidence and thus create a resource of future counsel who wish to rely on electronic evidence documentation as a source of evidence
.  “Reading from the source; it is evident that the parties had not taken enough measures and steps to address the important five issues which are a must when tendering electron evidence, the same case in paper based evidence
.  It is a desired step at the present work to suggest emulation of this practice as done in US to back up the issue of admissibility of electronic evidence in Tanzanian courts.  The issues as mentioned them analyzed by the judge in the above-cited case are worth noting and adopting in Tanzanian courts.
4.3 Five Issues Necessary for Electronic Evidence

These Issues are Relevance, Authenticity, Hearsay (The Best Evidence     

Rule), Original or Duplicate Documentation, and Unfair Prejudice 

 4.3.1 Relevance and admissibility

Relevance is defined to mean; the fact, quality, or state of being relevant; relation or pertinence to the issue at hand
.  

In this quoted section, nowhere are amendments to civil proceeding except for the Banker’s books.

However, civil proceedings in Tanzania like in any other common law jurisdiction; is not limited to banker’s books only.  This though intended to fill the gaps in our legal framework pertinent to electronic evidence; the gap remains unfilled to a larger extent since the law is still wanting. Electronic evidence as already submitted in the preceding chapters; is intended to function as paper evidence, however, due to its vulnerable nature to distortion; it is worth examining its relevancy and authenticity because submission of evidence in any court of law is intended to helps the party which relies on it to win the case against the other party and the same is for paper based evidence.  

The means of establishing electronic documentation as evidence for legal proceedings in a court has to consider as to the above two aspects.  The practice in for example; United States case of Jack R. Lorraine and Beverly Mack, Vs Markel American Insurance Company
.  In this case both parties, plaintiffs and defendants submitted emails as evidence to support their claims, however, the judge found that neither of the parties had taken enough steps to establish the admissibility of electronic evidence and both sides motions were dismissed, with no prejudice so that they could redo necessary basic works and resubmit.  In addition, as they did the work; the judges himself took the advantage of writing thoroughly and comprehensively the extent of submitting electronic evidence and thus create a resource of future counsel who wishes to rely on electronic evidence documentation as a source of evidence
.  “Reading from the source it is evident that the parties had not taken enough measures and steps to address the important five issues which are necessary when tendering electron evidence, the same case in paper based evidence’’
.  It is a desired step at the present work to suggest emulation of this practice as done in US to back up the issue of admissibility of electronic evidence in Tanzania courts.  The issues as mentioned therein analyzed by the judge in the above-cited case are worth noting and adopting in Tanzania courts.
This entails that if a piece of evidence is not pertinent to the fact in issue; is not relevant, hence of no bearing or effect to the case under consideration.  The piece of evidence if relevant to the fact in issue is capable of proving or disproving the facts of the case.  So per Judge Grimm, relevance is the first thing to be established for any potential piece of evidence, electronic evidence inclusive
. Relevant evidence means evidence having any tendency to make the existence of any fact that is of consequence to the determination of the action more probably or less probably than it would be without evidence.  The question of relevance is therefore different from whether evidence is sufficient to prove point
It is imperative to meet this standard when establishing the relevance of any type of evidence, the origin or format notwithstanding.  The same rule also applies to electronic evidence or to “electronically stored information” (ESI).  At the lowest possible point, attorneys have to show that the documentation they plan to submit are pertinent to the facts of the case and this can be done through the contents and the origin of the document
.

 4.3.2 Authenticity and Admissibility of the Evidence

 After establishing that the evidence intended to be relied upon is pertinent to the case under consideration, the party has to ensure that a document is indeed what it is represented to be.  This is very closely related to relevance because if the document is not supposed what it is to be, then it is not relevant to the case and thus of no use.  The party who is tendering the document to court has to provide sufficient evidence to such extent, “that the court need not find that the evidence is necessarily what party proponent claims, but only that there is sufficient evidence that the jury might do so.”
 In fact, the base minimum needed is for the proponent to establish the overwhelming likelihood that a document is what is supposed to be.  There is no need to establish authenticity beyond reasonable doubt
.  Prima facie, establishing authenticity of a document look like being straight forward but in fact the legal rules and procedures surrounding this are very complex
.

 4.3.3 Authentications of Electronic Documents

Authentication of electronic documents entails two aspects or two procedures namely: - burden of proving authenticity that means that the person seeking to introduce an electronic document in any legal proceeding has the burden of proving its authenticity in the manner provided.
  the second important step is the manner of authentication which means before any private electronic document offered as authentic is received in evidence, its authenticity must be proved by any of the following means:  

(a) By evidence that the person had digitally signed it purported to have signed the same;  

(b) by evidence that other appropriate security procedures or devices as may be authorized by the Supreme Court or by law for authentication of electronic documents were applied to the document; or  

(c) by other evidence showing its integrity and reliability to the satisfaction of the judge or court.

Furthermore, proof of electronically notarized document is imperative. A document electronically notarized in accordance with the rules promulgated by the Supreme Court shall be considered as a public document and proved as a notarial document under the rules.
In the case of Lorraine V. Markel
, It was held that; “If evidence is not relevant, the inquiry ends, as “evidence that is not relevant is never admissible”.  If it is relevant, all other rules are designed to determine whether relevant evidence “should nonetheless be excluded” (page 28.)If authentication of electronic documents is very vital in establishing admissibility of electronic evidence what then are the key types of evidence to be authenticated. 
Establishing authenticity applies to all forms of electronically procured documents or communications, however human rights puts some limits and therefore only forms which are directly relevant to legal actions and archiving as opposed to human rights electronic documentation; are explained down here as emails, web pages and website postings (e.g. comments on blogs or bulletin boards),  text messages and chart room contents, computer stored records and data, digital photographs (and by extension, video).  These listed are the ones considered in Lorraine V. Markel
  other forms of digital and electronic documentation or 
communication are audio recordings, mishaps, Twitter, tweets; Face book posts few to name
.Then what are the key procedures to be employed in establishing authenticity? 
4.3.4 Weight of Electronic Documents 

As have been noted above, many establishments are now moving towards “paperless office” (that is large information is electronically stored). The question now is can electronic evidence be given value and thence evidentiary weight as their paper counter parts?

It is provided that:-
(1) In any legal proceedings, nothing in the application of the rules of evidence shall apply so as to deny the admissibility of a data message in evidence:

 (a) on the sole ground that it is a data message; or,

(b) If it is the best evidence that the person adducing it could reasonably be expected to obtain, on the grounds that it is not in its original form.

(2) Information in the form of a data message shall be given due evidential weight. (Emphasis is mine.) In assessing the evidential weight of a data message, regard shall be had to the reliability of the manner in which the data message was generated, stored or communicated, to the reliability of the manner in which the integrity of the information was maintained, to the manner in which its originator was identified, and to any other relevant factor.
 The document can be admissible in court but if the weight given to it is little or no weight given to it at all, then the document is of no use and cannot help the party which has tendered it to court to get the ruling in his favor.  Little weight can be given to a piece of evidence that has little probative value.  The same principle applies mutatis mutandis to electronic evidence
.
 In assessing the evidentiary weight of an electronic document, the following factors may be considered:  The reliability of the manner or method in which it was generated, stored or communicated, including but not limited to input and output procedures, controls, tests and checks for accuracy and reliability of the electronic data message or document, in the light of all the circumstances as well as any relevant agreement;  
(b) The reliability of the manner in which its originator was identified;  

 (c) The integrity of the information and communication system in which it is recorded or stored, including but not limited to the hardware and computer programs or software used as well as programming errors;  

 (d) The familiarity of the witness or the person who made the entry with the communication and information system;  
(e) The nature and quality of the information which went into the communication and information system upon which the electronic data message or electronic document was based; or  
(f) Other factors which the court may consider as affecting the accuracy or integrity of the electronic document or electronic data message.
 
 In any dispute involving the integrity of the information and communication system in which an electronic document or electronic data message is recorded or stored, the court may consider, among others, the following factors:  
(a) Whether the information and communication system or other similar device was operated in a manner that did not affect the integrity of the electronic document, and there are no other reasonable grounds to doubt the integrity of the information and communication system;  

(b) Whether the electronic document was recorded or stored by a party to the proceedings with interest adverse to that of the party using it; or  

(c) Whether the electronic document was recorded or stored in the usual and  ordinary course of business by a person who is not a party to the proceedings and who did not act under the control of the party using it.
 Since a document with signature, whether manual or digital always entails genuineness unless the contrary is proved; verification of digitally signed documents is very important.      An electronic signature or a digital signature authenticated in the manner prescribed hereunder is admissible in evidence as the functional equivalent of the signature of a person on a written document. 
  An electronic signature may be authenticating in any of the following manner:  

(a) By evidence that a method or process was utilized to establish a digital signature and verity the same;  

(b) By any other means provided by law; or  

(c) By any other means satisfactory to the judge as establishing the genuineness of the electronic signature.
 
 Upon the authentication of an electronic signature, it shall be presumed that:  

(a) The electronic signature is that of the person to whom it correlates;  

(b) The electronic signature was affixed by that person with the intention of authenticating or approving the electronic document to which it is related or to indicate such person’s consent to the transaction embodied therein; and  

(c) The methods or processes utilized to affix or verity the electronic signature operated without error or fault. These are rebuttable presumptions relating to electronic signature.

Upon the authentication of a digital signature, it shall be presumed, in addition to those mentioned in the immediately preceding section, that:  

(a) The information contained in a certificate is correct;  

(b) The digital signature was created during the operational period of a certificate;  

(c) The message associated with a digital signature has not been altered from the time it was signed; and  

(d) A certificate had been issued by the certification authority indicated therein 

4.4 Method of Proof of Electronic Evidence

 Affidavit of evidence can be used to prove all matters relating to the admissibility and evidentiary weight of an electronic document; and may be established by an affidavit stating facts of direct personal knowledge of the affiant or based on authentic records. The affidavit must affirmatively show the competence of the deponent to testify on the matters contained in the document
 on top of the affidavit Cross-examination of deponent is necessary. The deponent must be made to affirm the contents of the affidavit in open court and may be cross-examined as a matter of right by the adverse party.
  

4.4.1 Examination of Witnesses when Tendering Electronic Documents in Court
After hearing the parties pursuant to the above-elaborated procedure, the court may authorize the presentation of testimonial evidence by electronic means. Before so authorizing, the court has to determine the necessity for such presentation and prescribe terms and conditions as may be necessary under the circumstance, including the protection of the rights of the parties and witnesses concerned.
   When examination of a witness is done electronically, the entire proceedings, a stenographer, stenotypes, shall transcribe including the questions and answers, or other recorder authorized for the purpose, who shall certify as correct the transcript done by him. The transcript should reflect the fact that the proceedings, either in whole or in part, had been electronically recorded.
  

The electronic evidence and recording tendered in the process as well as the stenographic notes forms part of the record of the case. Such transcript and recording shall be deemed prima facie evidence of such proceedings.
  
4.4.2 Audio, Photographic Video and Ephemeral Evidence 
Not only emails, web downloads and other web postings are electronic evidences. Audio, photographic and video evidence of events, acts or transactions  are types of electronic evidence and in case tendered in courts of law, shall be admissible provided is  shown, presented or displayed to the court and  identified, explained or authenticated by the person who made the recording or by some other person competent to testify on the accuracy thereof.
   Ephemeral electronic communications are proven by the testimony of a person who was a party to the same or has personal knowledge thereof. In the absence or unavailability of such witnesses, other competent evidence may be admitted.
  A recording of the telephone conversation or ephemeral electronic communication are also covered. If the foregoing communications are recorded or embodied in an electronic document, then the provisions pertinent to authenticating electronic documents applies.
 

4.4.3 The hearsay Nature of Digital Evidence

As an overview, Van Der Merwe states: “We teach students of the law of evidence that evidence may be brought before the court either as oral or viva voce evidence, real evidence or documentary evidence. Traditionally, and at present, mostly in criminal cases, oral evidence has been the rule. A witness usually gives testimony orally, under oath, and is the subjected to cross examination. The oath is intended to help to prevent deliberate untruths in the course of the evidence being given, while the cross examination helps to guarantee both the lack of deliberate untruths, as well as honest mistake, on the part of the witness. For this reason, hearsay evidence has usually been held as inadmissible, since the person making the statement was not under oath while making the statement and since, not being present before the court where his statement is being repeated, cross examination is impossible’’

In this regard, it has long been the view that documentary evidence be considered as hearsay evidence, unless it has been authenticate – in most cases by the author who will testify to its authenticity viva voce. This raised many questions on how and when documentary evidence was presented in a particular case, and what the weight attached to that evidence should have been. But what does documentary evidence and hearsay evidence have to do with digital evidence? Well the statutory definition attached to hearsay evidence as in section 3(4) of the Law of evidence amendment Act, hearsay evidence is “evidence whether oral or in writing, the probative value of which depends upon the credibility of any person other than the person giving such evidence “which is obviously very relevant to documentary evidence. This makes digital evidence complicated because it is very fragile and the nature that is hearsay. As a matter of fact, hearsay evidence is not admissible in courts. Here we have digital evidence which naturally is hearsay evidence and we want to admit it in the court!

4.4.4 The Best Evidence Rule and Electronic Evidence

Best evidence rule is a common law rule providing that “no evidence is admissible unless it is “the best that the nature of the case will allow.  In a traditional set up; the rule was meant to exclude evidence which was not the best evidence, for example a copy of a document.

However, as time went on the rule demands that the original of a document must be produced to prove its contents save for the following reasons;

(a) The original is lost and cannot be secured for sure;

(b) It is impractical or burdensome to produce the original;

(c) Another party possesses the original.

The trend has been however, to give little weight to such copies. For example, a document that has been stored in electronic form may be admissible in court. but the judge may attach little weight to it  because there is no evidence to counter an allegation that the contents of the electronic document has been tampered with Onychurd V. Barker
 illustrates more on this point.It is thus imperative to the parties to keep original documents.  The rationale behind this is because incase the integrity of the document is questioned the original will save the purpose
.  In a traditional set up, the trend by judge has been to; deny admission of evidence into judicial processes whenever there was prohibition or restriction.  However, recent years there is a flexible approach by judges; as long as the evidence is relevant, it is admissible and much emphasis has been on the weight or probative value to be attached to the said piece of evidence
.Consequently, a greater focus is on the integrity of the process by which information is kept, recorded and reproduced.  That being the case, establishments in whatever capacity needs to keep audit trails and access logs such as Meta data
.

4.5 Challenges of Electronic Evidence

The requirement that original document is to be produced in evidence per the best evidence rule) the advent of electronic stored information has been a big challenge to the rule.  The Laws have to align with the unique issues and questions that arise because of copy evidence of electronics (printouts from sites and computers). 

It is worthy for legislatures to adapt and face the realities brought by the contemporary way of doing business through electronic communications.  Mainframe computers, minicomputers and microcomputers play a big role in our society.  A person can forget much of the information but if computer stored; the later cannot forget even one bit of information
. As the world develops, the use f computer increases the same to its power and frequency
. What are the specific challenges to ESI? The following are the challenges to ESI.

(a) Hardcopy and softcopy versions of a document may not be identical eg. Hidden information may only be visible during examination of the electronic version;

(b) Hardcopy documents need only be viewed and read by the naked eye to be comprehended, where as soft copy document require appropriate hardware and software, expertise, so that can be accessed and translated into a comprehensible form.

(c) Soft copy are vulnerable to tampering and forgery in an entirely different manner to hard copy documents;

(d) Softcopy documents are easier to copy and distribute, and very difficult to destroy.

4.6 E – Discovery

Along with the above important things to consider when establishing electronic evidence in courts of law, parties have to ensure that the process of e-discovery is well done.  This involves a production of a document.  This however, is susceptible to producing something of an anomaly in the context of electronically stored materials.  Materials stored in electronic form raises important and interesting issues pertaining the extent of a party’s obligations in the discovery process.  For instance;

One; if a document is stored in a computer which is protected by password is it a must for the party to disclose the password?  Two; if the evidence is encrypted, is the party under obligation to provide the relevant decryption tools or is it sufficient enough to give the party the encrypted materials the way they are?
.  In Leighton Contractor’s v Public Transport Authority
 in this case four important points were considered that, the burden of discovery must be proportionate to the potential value of the electronic documents sought.Time, cost and inconvenience are to be considered in the context of the litigation and financial resources available to the party, the burden and obligation of discovery is greater for a large organisation due to the volume of electronic documents they manage and whilst discovery for a large corporation may be onerous, proportionality should ensure that it is not oppressive.
Despite the fact that electronic information in practice is impossible to destroy it entirely, it can easily be tampered with.  Deletion of the same result in digital footprints that may provide valuable information relating to facts in issue relevant to judicial proceedings.  Whether there is an obligation to search for these digital footprints when you are required to discover electronic documents is another issue wealth of consideration
.
The case of Sony Music Entertainment (Australia) Ltd V University of Tasmania
It was held that electronic storage records such as CD ROMs, computer databases and computer files used to store records were “documents” and therefore can be subject of an order for discovery.  Furthermore, In Kennedy V. Baker
; it was held that a computer hard drive was a single source of data and therefore could be seized under the crimes Act. In BT (Australasia) Pty Ltd V. state of New SouthWals & Anor
; It was held that a party obliged to discover documents is obliged to discover data or information stored or recorded by electronic means.  Document is defined to mean or include any “material data or information stored by mechanical or electrical means
.  As a result, Telstra (who was a subject to an order for discovery) was required to restore backup tapes to recover deleted emails and their attachment.  Despite the fact that the exercise was involving and tiresome; there was no way out because the back-up tapes kept a lot of information.
Document destruction policy and electronic information is thus a must in every establishment.  Information security is another important thing to consider in e-discovery.  The policy if in place will ensure that documents are not discarded arbitrary but is in accordance to law and in a systematic manner.  Specific aspects of electronic document retention should b included in the policy.  Nevertheless, provisions for immediate cessation of destruction processed must be included in the policy in order to ensure preservation of documents which may be required for legal reasons (including actual or potential litigation) also for business reasons information can be preserved
. 

It should however, be borne in mind that; discovery is the most time and cost intensive pre-trial exercise. Practitioners do spend more of their time dealing with electronic documents. Practitioners do increasingly require satisfying their obligations relating to e-discovery. Technology should assist and provide efficiency and not hinder the due process of the law. It is better however, to consult specialist advisors to assist where required to ensure effective e-discovery for realisation of rights.

4.7 Presenting Electronic Evidence Electronically

Electronic evidence can also be presented to the court electronically. An allowance for the admittance of electronic documents can be made. The Rules of Superior Court also make provision for receiving documents electronically.
.the rule  provides that;’ a judge hearing a case on the Competition List may of his own volition require the parties to exchange documents either amongst themselves, or crucially, to require the parties to transmit documents to the Registrar of the court electronically. The judge is also permitted in the Commercial Court to require the case booklet to be maintained in electronic form and for this to be lodged or served by electronic means as the judge may specify. 

CHAPTER FIVE

ANALYSIS AND DISCUSSION OF THE FINDINGS

5.1 The Analysis of the Commercial Case No. 4 of 2000 - The Trust Bank Tanzania Ltd vs. Le-Marsh Enterprises Ltd and Others, High Court of Tanzania at Dar es Salaam (Nsekela, J)
In the case cited above, The main issue pertinent to the topic under discussion was whether evidence of bankers books includes computer print outs as per sections 76, 77, 78 and 79 of the Evidence Act, 1967. The genesis of the matter was in the course of the trial when a witness for the plaintiff produced a letter from its advocates directed to the defendants as evidence of the outstanding loan and the interest there on without an objection from the defendants.  But when the witness later sought to produce a computer print out to show how the interest accrued; having being computed; the defendant’s counsel objected on the ground that printout was a photocopy and not an original document.  The question came out as to whether a computer printout was a bankers’ book under the Tanzanian Evidence Act, 1967. The judge ruled in favor of the plaintiff’s company that, considering developments in technological advancement which have taken place since 1967 when the Evidence Act was legislated; the term bankers books includes evidence emanating from computers, subject to the same safeguards applicable to other bankers’ books under section 78 and of the Evidence Act, 1967.

The counsel for the defendants objected the computer printouts to be admitted on the ground that they were allegedly photocopy and not original documents in the strict sense of admissibility of evidence.  
Now the question comes in; when does the computer printouts are treated as original documents?  In addition, the Advocate proceeded to say that it was not part of the pleadings.  The Counsel for the plaintiff submitted that it was computers print out and part of the written statement of defense.The main issue under discussion is the admissibility of electronic evidence in Tanzanian courts and the court specifically ventured to determine whether the fact in issue (that is computer printout is it a bankers’ book under the Evidence Act, 1967?).

The counsel for the defendants contended that the words bankers’ book is not defined in the Evidence Act. However, the plaintiff's counsel resorted to the definition from the book titled Sarkar on Evidence, (15 ed) Vol. 2 page 2370 where bankers’ books have been defined to include; ledgers, day books, cash books, and all other books used in the ordinary business of a bank. Despite the fact that a computer printout was not contemplated in the above definition; the count was called to adopt the definition and the counsel for defendants contended that if there was a vacuum then, it was for the legislature and not the court to fill the lacuna. Then the court proceeded to recognize electronic evidence in Tanzania hence, its admissibility was imperative.Since our main discussion is about admissibility of electronic evidence in Tanzanian courts, it worth moving straight to the portions of the case pertinent to the issue under discussion.

The learned counsel for the plaintiff drew the attention of the judge to the case of Barker V. Wilson
, which at page 82 the judge found a statement that could be adopted usefully.  The judge then quoted; “This is what Bridge, LJ said; “The Bankers’ Books Evidence Act, 1879 was enacted with the practice of bankers in 1879 in mind.  It must be construed in 1980 in relation to the practice of bankers’ as we now understand it.  So constructing the definition of “bankers” “books” and the phrase can entry in a banker’s book it seems to me that clearly both phrases are apt to include any form of permanent record kept by the bank of transactions relating to the bank’s business, made by any of the methods which modern technology makes available; including in particular, microfilm (emphasis supplied)” end of quote.  
The judge commented that the point to note is that; the law must keep abreast of technological changes as they affect the way of doing business.  It may be true, as Mr. Msemwa argues, that the banks in this country still maintain the old-fashioned books that were being used in 1879.  The judge also proceeded to quote the words of Lord Denning in the case of Packer V. Packer
 where at page 22 it was started;
“What is the argument on the other side?  Only this, that no case has been found in which it has been done before that argument does not appeal to me in the least.  If we never do anything that has never been done before, we shall not get anywhere.  The law will stand still whilst the rest of the world goes on; and that will be bad for both’’, end of quote.

Indeed, the judge proceeded and opened the Pandora box.  He notes, Tanzania is not an Island by itself and itself with the global banking community in terms of technological changes and in the way, banking business is being conducted.  The judge proceeded to say that the courts have to take due cognizance of the technological revolution that has engulfed the world.  The law should not shut its eyes from what is happening around the world in the banking and financial sector at large.  The judge then extended to cover evidence or records emanating from computers subject to the safe guards applicable to other bankers books under S. 78 and 79 of the Evidence Act, 1967.This was a very big step in Tanzanian court to recognize the electronic evidence and hence, the same became admissible in courts.  The judge used his inherent powers to enact or rather to make law.  Whenever there is a lacuna in any law, the judge should not sit as a bunch of nothing waiting for the legislature to do something on the lacuna/issue.  The Inherent power is provided in the Civil Procedure Code, RE: 2002.
 Indeed the legislature followed suit by amending the Evidence Act, in 2007 to encompass the electronic evidence though she fell short by only bringing impact – by the amendment to criminal cases only as quoted down here.

5.2 Amendment of the Evidence Act, 1967

Section 33 of   the principal Act is amended by adding immediately after section 40 the following new section.

In any criminal proceedings:

(a) An information retrieved from computer systems, networks or servers; or

(b) The records obtained through surveillance of means of preservation of information including facsimile machines, electronic transmission and communication facilities; 

(c) The audio or video recording of facts or behaviors or conversation of persons charged, Shall be admissible in evidence

One can see that the amendments covers only criminal proceedings leaving out civil matters.  This being the case electronic evidence pertinent to civil cases have been outlawed save for electronic records pertinent to Banker’s books which also is covered under the amendments as I here quote;

“A print out of an entry in the books of a bank on micro-film, computer, information system, magnetic tape, or any other form of mechanical or electronic 
data retrieval mechanism obtained by a mechanical or other process which is itself ensures the accuracy of such print out, and when such print out is supported by a power stipulated under subsection (2) of section 78 that it was made in the usual and ordinary course of business, and that the book is in the custody of the bank it shall be received in evidence under this Act.Any entry in any banker’s book shall be deemed primary evidence of such entry and any such banker’s book shall be deemed a “document” for the purposes of subsection (1) of section 64
 end of quote.

In this quoted section, nowhere are amendments to civil proceeding except for the Banker’s books. Nevertheless, civil proceedings in Tanzania like in any other common law jurisdiction; is not limited to banker’s books only.  This though intended to fill the gaps in our legal framework pertinent to electronic evidence; the gap remains unfilled largely since the law is still wanting.
CHAPTER SIX

OBSERVATIONS, RECOMMENDATIONS AND CONCLUSION

6.1 Introductions 

This chapter provides for the observations made in the study and subsequently provides for the recommendations that are deemed fit on the path forward and the conclusions thereof.
6.2 Observations

6.2.1 That despite the advent of information technology in Tanzania with companies and natural bodies doing business via the Internet, the Evidence Act, RE: 2002 as amended lags behind the electronic revolution
.  That being the case reliance on electronic evidence or documents as primary documentary evidence becomes difficult.  Other independent evidence supports the law as of Jan 2008; that a document produced by a computer printout should always.  In my observation, this is an anomaly.  Suppose a transaction or a contract was concluded entirely on internet communications, which is the case in many business transactions; and where there is no supplementary paper based evidence, it is obvious that the court will hesitated to admit the information stored electronically as they deemed insufficient in this regard. 
6.2.2 Despite the cognizance of electronic information as evidence to be admitted in Tanzanian courts in the case of Trust Bank Tanzania Ltd and Le-Marsh Enterprises Ltd
; the amendment that amended the Evidence Act RE: 2002 that led to admissibility of electronic information in Tanzania did not cover electronic evidence in civil matters
.  The amending section 40A it provides;
 In any criminal proceedings;

(a) Information retrieved from computer systems, networks or servers; or a few to name – nowhere civil matters are named leaving a gap behind.  The courts in Tanzania still have a challenge on this issue of admissibility of electronic evidence due to lack of comprehensive legislation.
6.2.3 Despite the presence of much legislation scattered in Tanzania regulating communications industry in the country, none of them has ventured to address all critical and important issues pertinent to admissibility of electronic evidence country and her courts save for the amendments of 2007 that are very shallow providing only for criminal matters.
 The following are the legislations in Tanzania pertinent to communications Act of 1993 and the Tanzania Communications Regulatory Authority (TCRA) Act of 2003; the Universal Communications Services Access Act, 2006, the Broadcasting Services Act, 2003.

6.2.4 The country is also well versed with a regime of regulations pertaining communications namely; Tanzania communications (consumer protection) Regulations,2005;the Tanzania communications (quality of services) Regulations;2005; the Tanzania communications (Broadband services) Regulations,2005; the Tanzania communications (contents)  Regulations,2005; the Tanzania communications (Licensing) Regulations,2005; the Tanzania communications (Importation and Distribution) Regulations,2005; and  the Tanzania communications (Interconnection) Regulations,2005. Furthermore, the Tanzania communications (Telecommunications, Numbering the Electronic Address) Regulations, 2005; the Tanzania Communications (Radio Communications and Frequency Spectrum) Regulations, 2005; The Tanzania Communications (Tariffs) Regulations, 2005; the Tanzania Communications (Access and Facilities) Regulations, 2005; and the Tanzania Postal Regulations, 2005
.the newly enacted Electronic and Postal Communications Act, 2010 inclusive.
The Electronic and Postal Communications Act, 2010 was enacted to cater for electronic and postal communications law with the view to keeping abreast with the developments in the telecommunications industry in the country. The act claims to provide a comprehensive regulatory regime for electronic communications service providers and postal communications service providers and many other related issues.
 Surprisingly the Act is silent on significant issues pertinent to electronic communications like electronic information, e-contracts, e-signatures, digital signatures-discoveries, computer issues are few to mention, and their applicability in Tanzanian courts. Frankly speaking the laws pertinent to electronic communications in this country leaves much to be desired hence, unregulated industry in this regard especially for electronic communications. No wonder as earlier noted the country is running a high risk of becoming an IT criminals’ haven.

6.3 Recommendations

6.3.1 With the foregoing, the development of Information technology in this country and the globe at large are tremendous despite the fact that reception and admissibility of electronic information as evidence in Tanzanian courts leaves much to be desired; considering the absence of a comprehensive legislation to address and regulate the industry. That being the case, there is a dire need for Tanzanian legislature to legislate a comprehensive electronic communications to address important issues as submitted herein above to ensure that the industry is not outlawed.
6.3.2 As already submitted herein above, the development of ICT in the country has come up with a converged ICT technologies like mobile phones, internet communications, broadcasting, e-money, e-banking, e-governments, e-contract, e-business and many others; all these use electronic communications on daily undertakings, thus a dire need to regulated sufficiently, because as of now in case of a dispute the domestic law pertaining electronic communications is wanting.
 That being the case, the Tanzanian legislature needs to enact a technological neutral legislation; and the need to have sustainable law. The country has to avoid hyper regulation (the practice of having much legislation which in the final analysis they become of no use (since they do not meet the needs of the day) the case in Tanzania pertinent to electronic communications.

6.3.3 The proposed electronic communications legislation should be sustainable and flexible to allow fitting in with the new developments in technology, it should not be very particular technologically because such a type will be unified in the future advancement of technology.

If the legislature embarks on enacting laws for every specific advancement in technology, it will be a hurdle because our laws will be very reactive to specific technological change leading to legislating specific law every time whenever there new developments increasing the numbers of the acts instead of the quality. In legal jurisprudence a law which keeps on changing here and then is bad than having no law.
With the foregoing, it is worthy for Tanzanian legislature to team up with ICT experts to enact a law which shall cater for expansive electronic communications in the country. The Tanzanian legislature should not ignore the advancement in technology taking place in the world that affects Tanzania in many aspects of life like social, economic and legal ones.

6.3.4 The country should also strive to train legal personnel and the legal fraternity at large because even if the legislature enacts a comprehensive law on electronic communications if her human resources is not well versed with the knowledge, it 
will not help anything because nobody will be able to use or to apply the law competently due to lack of proper training and knowledge.
6.3.5 On the enactment of the comprehensive electronic communications the legislature should ensure that the four principles on good practice for computer-based evidence are enshrined
. This are- 

6.3.5 (a) Principle 1: No action taken by law enforcement agencies or their agents should change data held on a computer or storage media which may subsequently be relied upon in court.

6.3.5(b) Principle 2: In circumstances where a person finds it necessary to access original data held on a computer or on storage media, that person must be competent to do so and be able to give evidence explaining the relevance and the implications of their actions.

6.3.5(c) Principle 3: An audit trail or other record of all processes applied to computer-based electronic evidence should be created and preserved. An independent third party should be able to examine those processes and achieve the same result.

6.3.5. (d) Principle 4: The person in charge of the investigation (the Case Officer) has overall responsibility for ensuring that the law and these principles are adhered to.

6.3.6 That the Tanzanian legislature should enact a comprehensive legislation in line with the Electronic Commerce Act 2000 because is an aspect of the multi-pronged legislative approach to the regulation of commercial transactions and contractual formation with a knock on effect on the law of evidence. It consolidates elements of the pre-existing common law of contract and further implements much of the EU Directive on e-signature of the European Parliament and of the Council of 8 June 2000 on legal matters of information society services with a particular emphasis on electronic commerce.
The scope of the directive is to ensure a high level of community legal integrity in order to establish a real area without internal borders for information society services.

6.3.7 Furthermore, the Tanzanian legislature should emulate the above named Act because the admissibility of evidence in electronic form is provided in detail. It does so by essentially seeking to guarantee that electronic evidence achieves sufficient evidential certainty to pass over the threshold of admissibility which must be established by all documentary evidence. It aims to ensure this legal validity by creating a climate where the evidential value of an electronic or automated document is above any reproach based exclusively on its electronic format.
 
6.3.8 That the legislature should also legislate to cover the law of evidence as it applies to documentary evidence .It should adopt a technologically neutral approach, in which the essential rules of admissibility should apply equally to traditional forms of manually created documents and to electronic and automated documents and records
 

6.3.9 That the law should keep pace with the developments of ICT to avoid turning legislation obsolete. The law ought not only to be flexible but also be proactive to see to it that it neither leaves people unprotected against new technologies nor hamper the development of technologies themselves.

Conclusion

This discussion has ventured to discuss the important issues pertinent to the topic on admissibility of electronic evidence in the country. The observations and recommendations enumerated herein above are intended seriously to influence changes to the existing legal regime in the country and as a catalyst to the members of legal fraternity to spearhead those changes to bring about development in the legal regime. This will enhance the social-economic developments and defeat the current lacuna in the law. It is therefore; expected that this work shall never be in vain but a seed to make developments in the law of evidence in our country.

Nevertheless, the work has mainly discussed the law of evidence, the way evidence can be treated when it comes for electronic stored evidence. But electronic communications affects other branches of laws like laws of contracts, civil procedure laws, land laws, labour laws, commercial laws, afew to name. All these call for the legal fraternity to do something to spearhead changes in order to keep abreast with the tremendous changes taking place in the country because of fast growing electronic communications. In the final analysis to ensure that justice is done to all Tanzanian people through accessing our courts of law.
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