Course Code: ODF001
Course Name: Academic Digital Fluency
Module Number: 4

Module Name: Academic Integrity in the Digital Age

Module Description

This is the fourth module in the Digital Fluencyucse for academics. In this module learners
will be introduced to issues related to acadentegrity, which has become a matter of increasing
concern in the digital age. Use of Information &ammunication Technologies (ICT) has been
widely embraced and much information and many nessuare readily accessible through the
internet. However, these available resources mdigéesed or copyrighted in a variety of ways,
and adhering to this may cause challenges in ergg@cademic integrity in higher education.
Although the promotion and use of licensed Opencitional Resources (OER) goes some way
towards mitigating this challenge, attention neledse paid to the user’s behaviour when dealing
with any resource, data, or information, whatet®ticensing. Teachers and learners should be
supported in employing newly acquired digital skith an efficient, effective and appropriate
manner within an academic environment. This modutberefore intended to stimulate ethical
thinking and behaviour, and promote good practicevaluating and using available resources to
create quality scholarly reports and academic messu In order to promote academic integrity
this module has been designed to provide learndts tiwe opportunity to obtain hands-on
experience via a series of practical activities.

Learning Objectives

Upon completion of this module learners are exgettichave developed skills and knowledge
related to:

» Exploring the concept of ‘academic integrity’

« Examining issues related to intellectual propeigits in academic settings.
» Identifying and creating strategies to promote aoad integrity

» Exploring data and information privacy



Module Topics, Teaching and Learning (T&L) Media, and Schedule

Topic # | Topic Name T & L Media Expected Schedule
0 Startup week -participants verify| VLE; Video; >1 hour confirming
their access to the virtual learningDiscussion Forum; | access to the VLE;
environment (VLE) download linked introductions;
spreadsheet;
1 Introduction to Academic IntegrityVLE; Video; > 6 hours
Discussion Forum; engagement over &
Blog; External Web | 1 week
sites;
2 Intellectual Property VLE; Video; > 6 hours
Discussion Forum; engagement over g

Blog; Quiz; Internet | 1 week
Search Engine;

Consolidation Week(enables catch up and reflection)

3 Promoting Academic Integrity VLE; Video; > 6 hours
Discussion Forum; engagement over g
Assignment upload; | 1 week

Blog; Word processor

4 Data and Information Privacy VLE; Video; > 6 hours
Assignment upload; | engagement over g
Drawing tool; Blog; 1 week

Assessment Plan

Depending on the purpose of offering this moduledile 2 could be assessed using formative
and summative forms as indicated below:

Formative assessment: Summative assessment:
Level of learner interaction Portfolio (formative%)
Self-assessment Final assignment (40%)
Quizzes

Activities as specified

Module Evaluation

A module evaluation should be conducted duringaftet each instance of running the course in
order to effect improvement.
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Certification/ Accreditation

Completion of 80% of module activities contributesan award / certificate and/or digital badge.
If this course is offered formally by the Open Usmisity of Tanzania, completion will result in
module credit towards the Digital Fluency course.
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TOPIC 1: Introduction to Academic Integrity

Introduction

In this topic the learner will be introduced to tbencept of academic integrity, values of
academic integrity, and the role of courage in aoad integrity.

Learning Objectives

Upon completion of this topic you are expecteddable to:

* Examine academic integrity
» Describe the values of academic integrity
« Explain the role of courage to enhancing academégrity

1.1  Academic Integrity

The choice of the word ‘integrity’ has been du&s$doroader and holistic nature. The concept of
integrity is broader than simply honesty, as intggmplies all the principles, values, and
behaviours that contribute to good character, holy for example, honesty, fairness, respect,
trust, perseverance, responsibility and couragesh(fan, 2014; Edussuriya, Marambe,
Wanniarachchi & Ramanayake, 2014). Integrity is@amt used to describe a good person in
different aspects including in the classroom, seegch, in the community and in their profession.
Academic integrity creates opportunities to shai@Wedge, create new knowledge, interact with
other professionals with ease and enables leatneextend to commit to excellence and to
become scholars (Fishman, 2014). According to Fesh(8014) trust which is one of the values
in academic integrity ‘enables us to collaboratestiare information, and to circulate new ideas
freely, without fear that our work will be stoleour careers stunted, or our reputations
diminished'.

In our daily academic life there are numerous emglés associated with academic integrity.
Students and researchers alike may at times femgblves ‘cheating’. It is common practice to
find students looking for someone to do assignmienthem, cheat in examinations, or copy and
paste research works of others without acknowle@genin essence, the effect of cheating is far
reaching to the extent that society finds itsetf@unded by irresponsible citizens, some of whom
sail through cheating and are later found holdiag/\senior and delicate positions. Cheating is
just one form of violation of academic integrityc@ording to Strittmatter & Bratton (2014) ,

dishonesty, if accepted, can be later be practgedifferent times and situations. As such,
dishonest behaviours that started in high (secghdahools can sustain in colleges; and likewise,
students who are engaged in academic dishonestibahain college tend to engage in dishonest
acts in the workplace as well. What StrittmatterBgatton (2014) says implies that higher
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education inherits dishonest cases that have gtbmugh different stages and thus need to be
more serious in identifying and ending such maljicas so that the community is not affected.

The question then is, do Universities have stratetp do so? If not, what are the ways to build
and sustain an integrity community? This courseetioee is intended to fill that lacuna.

In this case, violation of academic integrity piples is a social problem. We may have
encountered news reports in both print and eletmedia relating to fraud cases in both private
and public higher education institutions. Thisas anique to the education sector: other notable
sectors include health, justice, home affairs,asitiructure, land and many more, all of which
clearly reflect the extent of the problem of infegrintegrity thus needs to be developed in
Universities so that their graduates are capalidecdming persons of integrity, moral and ethical
nature, when they enter the workforce. Academiegrnty, therefore, can be defined as a
commitment to fulfilling the five fundamental vakiehonesty, trust, fairness, respect, and
responsibility. Institutions providing educationngees are therefore required to promote
academic integrity, and failure to do so resultsareased ethical challenges.

The term integrity refers to adherence to certaonaistandards and ethical principles, soundness
of moral character and honesty. The underlying wandthe term integrity are honest, ethical,
moral and principles. Hence honest, soundness oalnbehaviour and ethical principles are
intertwined. Academic integrity identifies how yoanduct yourself as well as show the type of
person you are. It also refers to your acknowledgrogand respect for the academic principles
and behaviours as a learner or facilitator in #ering process. Both learner and the learning
facilitator have a responsibility to ensure academiegrity in the pursuit of goodness of the
current and future society. Imagine one who dewelggcademically through cheating, what will
happen if becomes a medical doctor, an accourdadtpr police? Things will be worse as will
have no ability to demonstrate the required expeiti the job performance as expected.

In interpreting academic integrity, one can seedinly in two ways: first as an academic practice
or what it means to be an academic. This is coreid@ three functions: teaching, research and
services (consultancies) in which academiciandalygpeir integrity (or lack of it can be judged).
Second, the word integrity can be treated as imratpg the excellences of character one might
expect from a good person or a good academic. &I, sicademic integrity can also be said to
be the values, behaviour and conduct of academiedl iaspects of their practices (teaching,
research and consultancies) within and outsida¢hdemic spheres.

For the learning facilitators, the lecturers andcteers, academic integrity is about awarding
students what they deserve, testing students wiegt have learned and providing necessary
support to the learners. In the case of studeo&leanic honesty is demonstrated when the ideas
and the writing of others are properly cited; stidesubmit their own work for tests and
assignments without unauthorized assistance; stsidemot provide unauthorized assistance to
others; and treat all other students in an ethecahner. The strategies to enhance academic
integrity are taken on board in many universities,example, in 2015 Rutgers University had
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set rules to ensure academic integrity, includiveg bf all students had to respect their integrity
and right to pursue their educational goals withotérference. This attempt needed students to
work independently and ensure ethical manner. Baaent had to ensure that “obtains all data
or results by ethical means and reports them amdyravithout suppressing any results
inconsistent with his or her interpretation or dasmns and report their research or
accomplishments accurately”. The same type of add®nduct in academics is found in every
University. At the Open University of Tanzania,tadent to complete a Master and PhD degree
have a set criteria. For masters, one will workhwtite supervisor, submit the report in hard and
soft copy, test for plagiarism check using Turniigfore submitting to the external examiner and
later call for Oral Defense. These processes aden to ensure that what student present is what
one did and is the one who did it.

Academic integrity is about adherence to the ac&demnciples in order to ensure that:
everyone is given proper credit for his or her gjewords, results, and other scholarly
accomplishments; all student work is fairly evatdatand no student has an inappropriate
advantage over others; the academic and ethicalamwent of all students is fostered and the
reputation of the institution for integrity in iteaching, research, and scholarship is maintained
and enhanced. Failure to uphold these principlegaaidemic integrity threatens both the
reputation of the University and the value of tlegrtes awarded to its students. Every member
of the University community, therefore, bears apossibility for ensuring that the highest
standards of academic integrity are upheld sottiet can be integrated into other members of
the society through the process of teaching, rebeand consultancies. On the whole academic
integrity needs to be observed at all levels ofdation and general daily life (Roberts & Hai-
Jew, 2009; Langa, 2013)

1.1.1 Academic Integrity in the digital age

The digital age is characterised by the use of #@s for information processing, accessing,
storage, and sharing. To use of ICT there is a Imgease of the number of students enrolling
for studies, including online courses and thusdiasged the way we teach (Kanwar, 2013). The
increase in the use of ICT has increased the formvhich one shares information, which has
resulted to increased opportunity for people tsilgaopy information from one another. For
students it is a period where resources are fiailable online. Students can copy information
electronically and insert in their assignment ga@foberts & Hai-Jaw, 2009; Ahmed & Ullah,
2015). Reasons for increased cases of academiondisty are attributed to fear of failure, lack
of knowledge and skills, the need to become aheademically, in some cases a socially
acceptable behaviour, and also lack of confidensecuring a high paying job (Ahmed & Ullah,
2015).

It is in the digital age where we see new practinesducation. These practices include easy of
copying materials from one source and pasting d@rias work; sharing information through the
use of the internet and use of storage deviceshavichg many academic resources in the website
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freely to download. The question then is how doewsure academic integrity in the era of freely
available online resources? What is the role ofdewac institutions in ensuring academic
integrity is enhanced in their practices? Whathis tole of ICT in making sure that academic
integrity is enhanced?

Dishonest cases in the digital era are often regulse of technology where students can access
information using different types of ICT tools inding computers connected to the internet;
wireless connections; and use of mobile devicdsditg mobile phones, ipods, and ipads. While
the use of digital devices is associated with ameiased number of cases of dishonesty, these
devices are deployed to support the delivery otation especially to distance learners. With the
use of electronic devices we witness increasedadibty of online learning, including Massive
Open Online Courses (MOOC); use of learning managesystems; and distribution of course
materials using the internet. Academic institusibave roles to play, including teaching students
about dishonest and its consequences to the scoowhunity.

1.1.2 Technology as a threat to academic integrity

The presence of digital devices like mobile phoifesds, MP3, Mordern Scientific Calculators,
microphones, and wireless receivers for informati@nsfer and retrieval has the increased
chances of academic dishonesty (Thomas, 2015; Hdyess Marambe, Wanniarachchi &
Ramanayake, 2014; Cruz, Costa, Martins, GongalveBa&oso, 2015; Exposito, Ross &
Matteson, 2015). Students undertaking examinaanstext to someone outside to get answers
and sometimes with the emergence of sophisticatedilenphones a student can download
information from the internet through wireless ceations available. Use of modern scientific
calculators can also support plagiarism. The modaltulators can store formulas and text. On
the whole the usefulness and ease of use of temiyare attributed to increased cases of
academic dishonesty.

Activity 1.1

Objective (AIM):

Explore and enhance your understanding of acadieneigrity.

Motivation for activity (WHY):

To build up your expertise in recognizing aspedta@ademic integrity in
higher education institutions.

=

WHO: This activity should be discussed in a group 0b % tpeople at you
institution prior to contributing online.

Tool: Discussion forum
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Duration: 60 minutes
Questionsto be addressed (Starting Information/Preparation)

« What do we mean or understand by 'academic inyegritthe
context of higher education?

* How will we ensure that we uphold academic intggit higher
education institutions?

« What are the effects of not observing academicgiitie to
individuals, academic institutions and the society?

* ldentify concerns with use of technology leading academig

dishonesty.
Activity:
WHAT: (to do)

Form a small group of 3 to 5 people at your ingtin and discuss the abo
questions

Collate these responses into a logical respongestassignment
HOW: (to respond to the assigned task)

» Contribute your group's responses by posting taltbeussion forum.

» Although only 1 person will submit the responsekensure that you includ
the names of ALL the group members at the top af wssignment.

* Note: You can either copy and paste your notestyrento your post OR
you can attach a Word file to your post.

FEEDBACK: (from the group / facilitators)

On conclusion of the activity we will share andagiss the online responses g
work toward a common understanding of academicgiitie in higher
education.

Assessment:

Completion of this activity will count towards yooourse portfolio.

D

\nd
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1.2 Values of Academic Integrity

In section 1.1 you were introduced to academiagmiie concepts. In this section you will learn
about values of academic integrity. As you are raware, integrity creates a foundation for
success in all aspects of life. In academia, inttegets a foundation for success and growth in
becoming a good professional in the workplacerdppres learners for personal and professional
challenges they might be facing in their daily bfiering and after the learning process (Fishman,
2014; Edussuriya, Marambe, Wanniarachchi & Ramaegy2014; Resurreccion, 2012). In many
cases, academic integrity involves a commitmenutd fundamental principles as honesty, trust,
fairness, respect and responsibility within allderaic endeavours. The question then is, in what
ways are academic integrity values dishonoured?t\Wdldities this dishonest? Are these values
relevant only in higher education? Answers to tlggsestions are complex and multifaceted. For
example, with the increased use of internet regsichallenges (particularly plagiarism) related
to academic integrity are said to increase (disligs detail in 1.5).

For the purpose of this section, a commitment tadamic integrity enables academic
communities to translate ideals into action. Wita free flow of information through the use of
internet, different types of academic dishonestyeap to be common. These include plagiarism
(both intentional and unintentional), cheating,riedtion and aiding dishonesty. But what might
be the reason for this? Possibly, the following reaglain the causes of academic dishonesty:
the value we put in coursework and being widelydyss#tudents not being aware of what
plagiarism is all about, and the dependence origriag diction/ detection tools.

Academic institutions flourish when they observe tralues of academic integrity. Within
academic institutions, it is common to find listngf behaviours that are prohibited and their
related consequences. When these values are impkeinehey support a change in learners’
behaviour that facilitates academic communitiesdoslate ideals into action.There is no doubt
that most institutions will lower their reputatiotgecause of poor implementation of five
fundamental values of academic integrity in theialg of teaching, learning, and research. The
five fundamental values are honesty, trust, fasnesspect and responsibility (Fishman, 2014)

1.2.1 Honesty

Academic honesty can be said to underpin respecard the development of knowledge
(Fishman, 2014; Edussuriya, Marambe, Wanniaraclé&chRamanayake, 2014). As such,
academic staff are to be honest in their researdhradealing with other staff and with students.
Students undertaking studies in different discgdifmave to be honest with themselves and with
others in their personal ambitions, study and @irtimvolvement in the assessment process.

Being honest is a personal choice not to lie, sttdat, or deceive in any way. Honesty is about
telling the truth, whereas integrity is about thadidity of the truth. In daily life, when one is
honest, it means he/she is a person of integstyair, frank, genuine, reputable, respectable,
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trustworthy, loyal and sincere. These are goodesthat everyone is striving to achieve and live
with. During knowledge seeking students and staffento be honest to each other (Fishman,
2014; Langa, 2013).

Honesty is deemed crucial ground for ethical betavin various aspects including the academic
sphere (Langa, 2013). In any case, when talkingiabonesty, one might be in denial about
existing reality. Honesty, therefore, is becomingraportant characteristic in several professions
and organisations. For example, in our communities,need good people, including good

teachers, good doctors, good police, good researaine good citizens.

In the academic arena, punishment for being distomeight include losing academic
certification - and if it is an academic institutidosing its reputation. One of the causes might b
honesty in dealing with different academic mattetsnest people in an organization will make
sure that their organization gains a good reputatio academic institutions honesty is a pre-
requisite to the other four values. It is not uralda hear that people are doing acts like cheating
lying, fraud, and theft. These acts are referredstalishonest cases; they are found in academic
and in real life situations. In academic, acadantiegrity is about truth and knowledge and thus
requires intellectual and personal honesty in liegrrteaching, research and services.

Honesty begins with you and extends to the largemmunity. Cultivating a culture of honesty

in universities lays foundations for lifelong intég. In universities therefore, there is a need to
have policies and practices that send a clear medbat providing false information, false data,
lying, cheating, theft and other dishonest behaarerunacceptable. It is in the University where
children are given opportunity to develop couragmbake honest and ethical choices, even when
at personal cost. This is a necessary step inles$taig communities of trust. There are examples
in universities where children would tell the tra¢thteachers regardless of the consequences they
might face, which is healthy in creating a soctéit values all. Generally, honesty and integrity
are intertwined.

1.2.2 Trust

Trust refers to persons in which confidence is gdacTrust sometimes can be a belief that
someone or something is reliable, good, honeste#fadtive. Trust is a reliance on the integrity,
strength, ability, surety of a person or a thingust also refers to confidence in something or a
particular person. In the context of this courasttmeans the obligation or responsibility imposed
on a person normally an academic member of staffiam confidence or authority is placed.
Have you ever done anything without trust? It isxawon that we do things that we trust.

In academic there is a lot of knowledge and skikshange. This can always be done through
mutual trust. It is when there is trust that freelenge of ideas can be encouraged, fostered and
supported. Honest fosters development of trust.
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Trust enables researchers and academicians tbaewlta, to share information, and to circulate
new ideas freely, without fear that research reportany of their pieces of work will be stolen
by someone, students' careers stunted, or stafstaaeént reputations diminished. In academic
work trust is essential so that outsiders can belie the value and meaning of scholarly research,
teaching, services, and academic awards provitiésithe trust that creates a fertile ground for
cooperation in which participant, academiciangrnracademic activity expect to treat each other
and be treated with fairness and respect.

1.2.3 Fairness

It is common to hear, this is not fair. In one veaynething to consider about fairness seem to be
the ability to have justice to both sides. If ittlee teacher and the student, it will be fair & th
student does the test and the teacher markedshateccordance to standard marking scheme
with the same type of marks distribution. Farettremnt is an essential element in creating ethical
communities.

According to Fishman (2014) components of fairnestude predictability, transparency, and
clear reasonable expectations. It is important dte rthat consistence and just response to
dishonest bleaches is an element of fairness.idrcise in academic integrity, fairness refers to
having an established clear and transparent expmtgtastandards, and practices to support
fairness in the interactions of students, teachsrd, administrators. All members require fair
treatment from each other. Students play fair witney work and retain the reputation of the
academic institution, acknowledge the authors @rthcademic work and when they adhere to
integrity policies. Teachers are fair when they nmmicate expectations clearly, respond to
dishonest consistently, and uphold academic irtieg®n the whole fairness prevails when all
services are provided on the basis of respect.

1.2.4 Respect

According to Roberts and Jew (2009) lecturers rteedrepare students for how to connect
themselves to the community through respectingraurty, doing no harm to others, benefiting

others, being just and being faithful. It is in demic where we find debates, interactions,
cooperation, collaborations, participatory natufdearning, diverse values and ideas, diverse
opinion and sometimes disagreements. In orderdaterfertile ground of learning, researching,

and teaching respect is a core value. Respect nae&nsewledging the worth and work of others

and not treating them as objects. In academic wueke are issues of writing academic papers,
thesis, and essays. In doing academic work onesrédeprevious studies. It is through respect
where one accepts differences and refines own atadeork.

Students show respect when they value and takentaty@ of opportunities to gain new
knowledge, by taking an active role in their owmnieation, contributing to discussions as well as

listening to others’ points of view, and performitg the best of their ability. Cultivating
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environments in which all members show and enjspeet is both an individual and a collective
responsibility.

1.2.5 Responsibility

Responsibility is a term used in our daily liferdfers to a set of tasks or functions that emphye
students, lecturer, professional body, court ofd@wome other recognised body can legitimately
demand. In the context of this course, responsihiéfers to tasks or functions a student and a
lecturer can legitimately demand. It is common éathsomebody is responsible for something.
One can therefore attribute responsibility to ttatesof being the person who caused something
to happen or a duty or task that one is requiretth@istate or fact of having a duty to deal with
something or of having control over someone. Acadesammunities have the right to expect
that the values of academic integrity and schoiprsfil be upheld.

In some cases, responsibility can be the opposxtwonritability to act independently and make
decisions without authorization. Responsibilita igalue of academic integrity as each individual
in academia has a role to play and hence resptitysiioi fulfil. Responsible individuals hold
themselves accountable for their own actions, amdk w0 discourage and prevent misconduct by
others. Academic integrity means honesty and respiity in scholarship. Academic
assignments exist to help students learn; gradiss texshow how fully this goal is attained.
Therefore, all student work and all grades shoediit from the student's own understanding and
effort. This places responsibilities to both thedent and the college staff. The student has a
responsibility of fulfilling academic tasks seribpsnd the lecturers have a role to teach and
assess student attainment of the goals set. Itdbewnderstood that holding oneself and others
to high standards of integrity is often challengiitgrequires courage. The responsibility to
respect ethical conduct in research and other auadeork is the responsibility of the learners
and the learning ecology. It is important alsottess that in academic work, be it research or any
publication one or more of the authors, as theesponding author, shall take responsibility for
the integrity of the work as a whole.

1.3 The Role of Courage in Academic Integrity

In this section you are going to learn about howrage plays a role in developing and sustaining
academic integrity. You are now aware of what d@enic integrity. You are also aware of the

values of the academic integrity. The question iyoght be having in mind is why some people

and institutions perform well, whereas others dbamal why most academic institutions set rules
related to integrity with its associated conseqgesrior its violations. Someone can go further to
ask what it takes to make people and or institstipractice and provide services with integrity.

It takes time to enhance academic integrity measame develop strategies to sustain them.

One is now aware that to develop and sustain tadeawic integrity, it takes more than simply

believing in the fundamental values. The fact &t thne needs to develop strategies leading to
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translating the values from talking points intoi@gat It is also important to note that standing up
for integrity, values in the face of pressure addeasity requires determination, commitment,
and courage. It involves saying no to receivingpdsiso that you remain honest. For students it
is important to be aware of academic integritytrsat they are ready for taking the consequences
of their own actions. It is common to hear in sddmversities and college that if you want to
pass certain courses just give a bribe to collegeksvs. It means if college members have the
courage to stand up for integrity, values, studeitdollow lessons and have fair competition.

Courage is not a fundamental value, but ratheantlme related to a quality or capacity. In many
communities, courageous people are often misuratetsts lacking fear, whereas they have the
capacity to act in accordance with their valuepileshe imposed fear. It is common to hear in
Universities, colleges, universities and commuttigt those who commit dishonest cases do not
want to be disclosed because of the negative carsegs they might face, including losing their
personal values of the social community. The one ishrevealing is said to be courageous that
is ready to take up the consequences of prevedtsigpnest actions. Therefore, courage is an
element of character that allows people to commithe quality of their actions by holding
themselves and their fellows to the highest statglaf academic integrity even when doing so
involves risk of negative consequences or reprisal.

For one to be courageous, one has to be deterruraed in accordance with one’s conviction. It
is important to note that courage should be deesloglong one’s professional development
because, like intellectual capacity, courage cdynaevelop in an environment where it is tested.
At the University, college and other professionavelopment, capacity building are the venues
in which one is tested. It is more important whaeese values are developed in the early years of
University study. Academic integrity, therefore,cassarily includes opportunities to make
choices, learn from them, and grow. Through tleisaiive process, courage, honour, and integrity
can develop as interwoven and mutually dependaricleristics.

Activity 1.2

Objective (AIM):

To explore your understanding of academic valuesegpect to highe
education

=

Motivation (WHY): To build up expertise in academic integrity value

v

WHO: You may undertake this exercise individually opairs.

Preparation: You should refer to current internet resources ighbtl
between 2010 to present and to sites includingetiposvided in the
resources below.
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Questions to be addressed:

» Discover what others understand to be the meanfngcademic
integrity, values, and illustrate practical exansple

« How do academic integrity, values differ from caggain higher
education?

* How can higher academic institutions promote acaclénteqgrity,
values among its social members?

* What are the effects of not observing academignitie values in your
higher learning institution?

ResourcesA PC connected to the internet.
Tools:
Duration: 110 minutes (1 hour 50 mins)
Activity:

WHAT: (to do)

HOW:

Discussion forum; Internet Search Engine (e.g. Ggog

(98

Search the internet (e.g. Using Google scholar)satett at least
academic papers addressing academic respect.

Review, discuss and record your opinions / findiagsl others
views on academic respect.

Summarise the views and the methodology used (@8)m
Describe how the opinions from the papers relatedors as
individuals and to the institution you work.

(to respond to the assigned task)

Please start the task by searching papers on agadenesty using
web search engines. You can also visit the sugdjdistes above.
List the papers and internet sites you visited.agdewrite the
findings from each of the papers.
You could also provide a direct links to the papgenmnake life easy
for all.

You should include notes on particular aspectshmhvyou would
like to draw the group's attention.
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e Share your results and the findings through theteck group
discussion forum

FEEDBACK: (from the group / facilitators)

* Take a look at the other forum contributions dédsog the othel
participants' findings
* Reply and comment on at least 1 other participargisew
comments / findings.
Assessment:

Completion of this activity will count towards yoaourse portfolio.

Students and staff that display courage in purduntegrity not only become role models, but
also do increase standards for learning and sdtofarlt is the difference in courage displayed
by academic members that creates performance aliffes in colleges and universities. All
academic members are a product of community thfarged and becomes a key foundation for
building habits of civility for a lifetime. Accordg to Fuzér (2016)courage, is the first of human
quality because it is the quality that guarantéesdther. This statement indicates a need to
develop strategies towards making academic institstoecoming centres on creating the culture
of integrity. To do this each social member is ceggible for creating opportunities to its members
in developing human qualities. It is common to findtitutions and companies with good laws
governing their operations but not being impleménteis therefore important for members of
academic communities to learn not only to makesi@cs with integrity, values in it, but also to
display the courage necessary to follow their desgswith action. Only through the exercise of
courage is it possible to create and maintain conities of integrity, strong enough to endure as
responsible, respectful, trustworthy, fair and letmegardless of the circumstances they face.

Summary

In this topic you were introduced to the conceptamfdemic integrity,
Academic integrity has diverse meanings, but whanportant to note is that

academic integrity is all about creating avenuegatd creating a community
' | | of integrity. It is common to find integrity beingolated in our communities

and those who commit are learned persons. The issu®at is wrong, is it that
Universities and colleges are not doing enough ewebtbping values of
academic integrity. Some examples of violationsacddemic integrity have
been discussed. These violations of academic ityenirror well with what
happens in the community. There is a need therdfardJniversities andg
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college community members to develop courage inempnting academi
integrity.

O

Review Questions

* Which types of violation of academic integrity hayeu encountered in
your daily life?

* What is the single most effective initiative yonsiitution could undertak
to promote academic integrity and reduce acadersiodesty?

» Describe any five principles of academic integrity

» Describe factors attributing to increase in acadedishonesty in highe
education institutions

* Propose strategies and actions for enhancing adadetagrity in higher
education institutions

D

=

Topic One Reflection

Please use the Moodle course blog facility to oeften the following questions on this topic
(Time 30 minutes).

« What you have learned in this topic and how it agkist you in achieving further
academic and work related goals?

+ How does integrity, influence social, family, acade, and economic development of an
individual and society at large?

+ How can one capitalize on strengths and overconakmesses in order to become a
person of high integrity?
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TOPIC 2: Intellectual Property

Introduction

This topic is designed to equip you with a genevarview of Intellectual Property in academia.
It begins with a short explanation of IP basic apts, followed by a discussion of different forms
of IP: including the basics of patent, copyrighhgdemark, and trade secrets. You will then
identify items which are protected by copyright avitich are not, and explore the role of IP in
Open Educational Resources (OER) and Open Sourftevee (OSS) content. Finally, we
conclude by looking at the aspects of IP in acadeand the impact of Information and
Communication Technologies (ICT) development.

Learning Objectives

Upon completion of this topic learners are expetted

» Explain the meaning of Intellectual Property
» Know IP basic concepts and principles
» Identify different forms of Intellectual Property

» Familiarise with Open Educational Resources (OER]) &
protection

 Comprehend the relationship between Open Sourcev&wef
(OSS) and IP protection

» Explain intellectual property protection in the text of ICT
development.

2.1 Intellectual Property Basics

Intellectual property refers to all statutory anldey proprietary rights (including rights to recir
information be kept confidential) in respect of@mions, copyright, trademarks, designs, patents,
plant breeder's rights, circuit layouts, know-hdragde secrets, and geographical indications. It
also includes all other rights as defined by trepeetive pieces of legislation and international
conventions governing intellectual property (UDSNI08). Products and services are protected
for two main reasons. First is to give a legal a@ppece to the ethical and economic rights of
originators in their inventions and the rights betcommunity in accessing those creations
(WIPO, 2008). Second is to promote the said crégtignd the distribution and function of its
results promote a reasonable trading which wouhdrdmite to economic and social development
of the originator. Creativity in education is a kegmponent and thus a need to develop
understanding of intellectual property. Each ini@nhas a right to be protected. It is in this view
that all dissertations and academic books are cgited.
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There are two broad areas of IP. The first onetdoies Industrial property branch and the second
constitute copyright branch. Copyright and relatigtits protect literary, artistic and scientific
works while areas like inventions, industrial desigtrademarks, service marks, commercial
names and designations are protected by Indugtdgkrty. Intellectual property can be protected
based on four different forms. These are copyrigbasents, trademarks, industrial designs and
geographical indications, and trade secrets. Eacm fhas a unique function in helping
individuals and businesses, protecting their coeatias introduced above. The IP protection is
governed by the types of items that are being ptete the duration of the protection, the
geographical areas where the protection extendsthentime from which the protection is made
available.

2.1.1 Copyright

| hope you remember some first pages of a disgamtatr a thesis. Especially a section on
Copyright. Have you ever thought, a reason to hlaakespace in a dissertation? In books we see
the ISBN number. Did you ever though why books heavéSBN? In this section we discuss the
copyright issues. In our daily lives we have beamstantly hearing about people owning original
literary works such as publications, novels, musicnputer programs and articles in newspapers.
If some other people want to use, reproduce, comlystribute they need to get permission from
the owner of the original work. The owners of theseks have the rights to control the numerous
ways from which his or her work can be distributieugh ‘copyright’ ownership.

Copyright is a legal term used to explain the sgiiat originators have over their literary and
artistic works. These range from books, music, fpays, sculptures, films, computer programs,
databases, advertisements to maps and technisgindsa Generally, it is said that copyright
protects the expression of ideas (e.g. Words dungtrifitions) while ideas alone are not protected.
For a work to gain a copyright protection it had¢ooriginal (meaning that adequate skills, labour
and judgement are spent on creating it), type pteteby copyright under the act and should be
conveyed in a certain fixed format, for examplewniting; whether in paper form or electronic.
However, that ownership can be transferred to amngibrson and that person becomes the new
owner. It is only the owner who can grant permissmuse his or her work, whereas legally this
permission is known as license. The license has pest one, and there is transfer as well as
assignment of copyright. The following are sompymht symbols:
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Symbol | Rights Statement
Copyright All rights reserved.

Copyleft All wrongs reserved.

Creative Commons Some rights reserved.

®OO

The duration of a copyright depends on the numlbdaaiors, including the type of work in
question, whether the work is published or unptielis the originator is known or unknown, and
whether the conversion arrangements from previagyrgght registration applies or not. For
instance the literary, artistic, drama and musigadks copyright duration covers the lifetime of
the author plus a period of 70 years from the enth® year in which the author died. Video
recordings and films expire at the end of 70 y&ars the year end of the death of the last person
who was among the originators of the recording @sec

On the other hand, computer generated works' cgipigriexpires 50 years from the end of the
year in which the work was made while typographaraangements of published versions lasts
for only 25 years from the first publication. Geslér, most of works’ copyrights are covered by
the lifetime of the author plus 50 years after de@opyright is governed by both international
convention such as the Berne Convention and WIPQyfght Treaty, but also national laws
such as Copyrights and Neighbouring Rights act9X60Tanzania.

2.1.2 Patent

A patent is a right granted by the government ® dlwner of a certain creation that prevents
others from making, using, trading or selling theeation without his or her permission
(UNESCO, 2015; Prabhala, 2010). A patentable aeatan be a product or a process that gives
a new solution to a problem, a way of doing thingsyork of new product, or a technical
enhancement on how certain things work. Patentawaeded to a person who then becomes the
owner of that creation. In education patent isbfut providing exclusive rights to new invention
with a view to increase the pace of invention tigloumotivation and competition (Vairis &
Petousis, 2015). As people compete in a fair grdandcrease access to technology, knowledge
and skills about new ideas and or inventions. tndase of technology, patent can be made to
products made in the country in order to increasevation as something might be new in a local
country but not new in the world.
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The duration of patent often knows as ‘term of ectibn’ refers to a period of 20 years counted
from the filing date. Once it is awarded, a patetérmed as a contract and it can last for a derio
of 20 years from the date of signing the contraihject to the payment of annual renewal fees.
There are some benefits once you register a patdnth can be used to raise funds for
economical purposes, license it to third partiescmmercial returns or a patented creation can
also be transferred, assigned or licensed to d farty upon certain terms and conditions. The
main benefit of patents is excluding others fronmgsthe innovation without the owner’'s
permission. Corporation and individuals have becoitie because of patents such as Apple,
Nokia, Facebook, Alibaba, Coca Cola and many others

Patents are governed by international conventiah sis Paris Convention, Patent Cooperation
Treaty and national laws such as the Patents A8 in Tanzania.

Activity 2.1

Objective (AIM): To familiarise with Intellectual Property Basics

Motivation (WHY): To build up expertise in intellectual property

WHO: Please undertakativity individually

ResourcesA PC connected to the internet. You can use thmuress below
as well.

What is Intellectual Property?” http://www.ipwatadgicom/2014/07/19/what-ig
intellectual-property/id=47109/, retrievdd.3.2015

“What is Intellectual Property?http://www.wipo.int/about-ip/en/, retrieved
10.3.2015

“Intellectual Property Basics” http://www.iccwbogiadvocacy-codes-and-
rules/areas-of-work/intellectual-property/intelieal-property-basics/,
retrieved10.3.2015

Tool: Discussion forum
Duration: 75 minutes (1 % hrs)
Questions to be addressed (Starting Informatiogp&hation)

* What do we mean by the term intellectual propedlts?

* What are the benefits of “intellectual propertyhtig/' to individuals,
community, academic institution and a businessZirm
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* How will we ensure that we uphold “intellectual pesty rights” in
education and in business related activities?

* What are the effects of not observing “intellectoiadperty rights” to
individuals, academic institutions, industries, atihgé society in
general?

* ldentify contributions of “intellectual property ghts” in the
community you live in.

Activity:
HOW:

* Form groups of two to five people at your instibatiand discuss th
above questions.

» Use the given resources and search, at least &éseurces tha
contribute to intellectual property rights.

« Contribute your individual response through thedssion forum.
FEEDBACK:

» After you finish this activity, read the contriboitis of others poste
on the discussion forum.

» Discuss the findings you have made with others.
Assessment:

Completion of this activity will count towards yooourse portfolio

Trademarks, Industrial Designs & Geographical hdications

In the previous sections we discussed about cgiptyand patent. As you all know when writing

academic work, we use copyright. It means thawek of authors, artists and musicians, for are
protected by copyright. According to Prabhala (201%®xientists and engineers, on the other
hand, will typically have their inventions protedtey a patent. Corporations that have invested
in creating a brand can be protected by trademarthkie their business plans could possibly be
protected as trade secrets. The work of produggaess falls under a system known as industrial
designs”. In this section we look at trademarkdustrial designs and geographical indications

and link them to the education industry.

Page 25 of 73



A trademark, as defined, is a recognizable sign, design oresgion which is used to identify
products or services of a particular source foergthlt can be any word, name, symbol, or device,
or any combination, used, or intended to be usedpmmerce to identify and distinguish the
goods of one manufacturer or seller from goods rfeatwred or sold by others. It is important to
note that most of definitions rely on conventiortehdemarks, lately there have been
unconventional marks where smell, colour and scanedalso protected as part and parcel of
trademarks. Trademarks are also used to protecpGmmrelated objects. These may include
corporate brands and operating system logos.

Symbols like ®, TM and SM are used to representtype of the trade mark. The symbol ®
and the abbreviation Reg. is used to tell the pulblat the mark is registered in one or more
countries. The designations TM and SM are often isetrademarks and service marks that are
not registered, and serve as informal public nettbat a word, logo, slogan, design, or any other
symbol, is being used as a mark and reflects theegw intent to claim trademark rights in the
mark. The question might be where do we see sutibalg being used in the education sector.
In the trademark classification, education serviaes classified in Class 41 of the Nice
Agreement Tenth Edition - General Remarks, Clasadigs and Explanatory Notes - Version
2012 as described hereunder:

“CLASS 41: Education; providing of training; entert ainment; sporting and cultural activities.

Explanatory Note
Class 41 covers mainly services rendered by perspisstitutions in the development of
the mental faculties of persons or animals, as aglservices intended to entertain or to
engage the attention.
ThisClassincludes, in particular:

» services consisting of all forms of education akpes or training of animals;

« services having the basic aim of the entertainmamtusement or recreation of

people;
* presentation of works of visual art or literature the public for cultural or

educational purpose’

Trademarks are registered to provide an easienand cost effective way to enforce the rights
conferred by a trademark and prevent other trafens using the mark on the same or related
goods and services. When registering a trademarkgdods or services, Businesses are
effectively gaining a legal monopoly of their markbich gives them an advantage of adding
value to the business because it can be usedtiecptbe market share, and also can be licensed
to third parties such as a franchisee, or it cacait be sold outright for a specified value.
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Trademarks also help to raise equity for the dgwekent of business. In various jurisdictions,
trademarks may be sold, transferred and licensddaviwithout the underlying goodwill of the
business associated with the mark.

Once it is acquired, a trademark can last for maars as long as it is being renewed every 10
years. Trademarks are governed by internationalaaion such as the Paris Convention, Madrid
Protocol and national laws such as the Trade andcgs marks Act, cap 326, 1986, of Tanzania
and Trade Marks Decree, Zanzibar. In Tanzaniagtraatk applications are filed and registered
with the Tanzanian trademark office, a departméBusiness Licensing and registration Agency
in Dar Es Salaam. The first registration period Tanzania trademarks is seven (7) years. This
can be renewed further for ten (10) years afteiratpn of the original or of the last renewal
registration. While in Zanzibar the first regisioat is fourteen (14) years from which it can be
renewed for further fourteen (14) years after exmf the original or of the last renewal
registration.

Industrial designs consist of ornamental or aesthetic aspect of éiarlt may consist of three
dimensional features such as the shape or surfagearticle and two dimensional features such
as patterns, lines or colour. Industrial desigesumsed to protect different kinds of industrial and
handicraft products. These can be household equiggnaad electrical appliances, vehicles and
architectural works as well as textile and leisgo®ds. Industrial designs are protected for a
number of reasons. It can be from adding commenadle of a product and increase its
marketability, promote fair competition among besis entities as well as to encouraging
creativity to the industrial and manufacturing sest

In order to be protected, industrial designs mestgistered under industrial design law or it can
be protected as unregistered design or as a waakt einder copyright law, this depends on the
particular national law and the kind of design. Hueation of protection of industrial designs is
five (5) years from the date of filling the applicen for registration. This can be renewed for two
further consecutive periods of five (5) years upayment of the renewal fee. Generally an
industrial design protection is limited to the ctoyrfrom which the protection was granted.

Geographical indications are used protect goods that have a specific gpbigia position, and
posses qualities, reputation or characteristict dna attributable to that place of origin. For
example, agriculture products have qualities thatderived from their place of production and
are influenced by specific local factors such akaud climate. In education, there may be an
invention of a teaching resource, in which it igdisn a specific locale, the protection can be
made through the use of available protective laws.

Geographical indications are protected in accoréavith international and national laws under
a variety of concepts including; special laws fastpcting geographical indication or appellations
of origin, trademark laws, laws against unfair cetipon, consumer protection laws and other
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specific laws. Geographical indications protectiarsuseful for the countries because they have
potential to add value and promote rural socialkecaic development. Most countries have a
range of local products that correspond to the epnhof geographical indication which need to
be protected globally. A good example is basmed.ri

A geographical indication is registered for a perad ten (10) years and the registration may be
renewed from time to time for a period of ten ($6ars at a time.

Trade secrets

There are different ways from which the definitiohtrade secrets can be expressed. In this
module trade secrets refer to any confidentialrmfttion which a business entity owns for the
economic advantages over competitors. It may cbo$ia formula, pattern, practice, process,
design or a compilation of information which is m@nerally known to the public.

It is uncommon to disclose business informationtteers as this is done in order to keep one’s
competitive edge in the business section. In masts we hear about the good things of a ready-
made product and how it is used and its effectigenery little information is given on how that
product has been made. If mentioned, it is onlgdated component that can show that the product
is good for use. Trade secrets can allow businagnaations to tell people about its secrets
without making them public. This is due to the feéett businesses always have competitions, and
leakage of this information can lead to a numbeisiéds and problems.

Business entities can protect its confidential infation (trade secrets) by non-compete and non
disclosure contracts with its employees within toastraints of employment law. The law of
protection of confidential information allows foegpetual monopoly of trade secrets, which
means it has no expiration date as patents andmnraks. Since this can extend indefinitely,
therefore it provides an advantage over patentta@umark protection which lasts only for a
period of specific time.

Trade secrets are generally divided into two maitegories; technical and business secrets.
Technical secrets refer to works found in researth development, secret formulas, designs,
computer source codes, manufacturing tools, areretlhich are similar. Business secrets cover
the vast pool of sales, marketing, financial andoaating data as well as employee and
administrative data. Generally it covers all sodf information necessary for business

management.

Trade secrets are normally protected by the lawooffidentiality. To protect trade secrets, a
business entity must establish that the informai®rconfidential, and ensure that anyone
informed about it signs a contract known as NorneDisure Agreement (NDA). If the information
leaks out, then a business can take a legal eaagj@imst people who have breached the confidence.
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2.3 Intellectual Property in Academia

Despite the fact that academic freedom is a fundéaheight, the issue of academic integrity
should be emphasized. Due to the massive usageeahternet, students tend to go against
integrity. Often we see students copying mateffi@s others’ work and re-submit as if it was
their own invention. Universities and other publésearch organizations worldwide need to
protect their inventions so as to help and encauragv start ups in academic writing. The
argument in university IP protection is needed @gjaa broader policy framework aiming at
fostering a greater interaction between publicasdeand industry in order to increase the social
and private returns from public support to Researwh Development. It is widely assumed that
the legislative scheme governing Organizational ensiip of copyright and inventions applies
indiscriminately, including in the context of acade employers. The result is that universities
are assumed to own the copyright in the lecturesk®, musical scores, research notes and other
works created by academic employees in the coursgbexr employment, along with any
innovative methods or products which they invent&tis assumption is reflected in the
intellectual property policies of most Universiti@and in the technology transfer initiatives which
those policies support this.

2.3.1 Intellectual Property and Open Educational Reources

There are two important issues when discussinglléataal Property (IP) and the Open
Educational Resources (OER). One is about theicgtness whereas the other is about
openness. This calls for a discussion on the né#el and OER. The question then might be at
what point we have the IP and how this works in @R environment (McGill, n.d). While
learning about OER, it is important to start byetiéntiating OER and non OER platforms. Below
are examples of OER platforms as accessed ttpi//roer.cemca.org.in/open-educational-
resources/oer-platforms on 09.09.2016

e CK-12: Read online, print a copy, or use it on any devi@ur content can be used with
the Kindle, iPad, NOOK, and more.

« Connexions Educational content repository and a content ipameent system developed
and maintained by Rice University.

e Curriki : A nonprofit K-12 global community to create, shand find free learning
resources that enable truly personalized learning.

» Khan Academy. An online collection of thousands of video tuésion various subjects.

« MERLOT : A free and open online community of resourceshigher education, online
learning materials.
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* NPTEL - E-learning through online Web and Video couiadsngineering, Science and
humanities streams funded by MHRD, Government diian

« NROER: The platform created by the National Council Exucational Research and
Training (NCERT), India for school level OER.

OER Commons Project created by ISKME.

e Open Courseware Consortium A high quality educational materials of hundrexds
higher education institutions.

e OpenLearn: Open University programme where one can browsedpic to discover
articles, videos, games, join the debates & emndllee courses.

* Peer 2 Peer University (P2PU)Helps in course design, content sleuthing, course
marketing, and, in some cases, help with techideakélopment.

« Saylor.org: Over 270 free, self-paced, online undergraduatkege level courses and
course materials.

* WikiEducator : Focuses on building capacity in the use of Mediaand related free
software technologies for mass-collaboration inat#oring of free content.

Visit at least three of these sites and then tryigd any three commercial sites of your choice.

What difference have you noticed. OER are free afilucal materials that are free to use and

reuse without being charged (Butcher, 2015). Timesterials can be used for learning, teaching
and researching and have been released undere#iadatual property license that permit the free

use and re-reuse by others. OER may include fults&s, course materials, modules, textbooks,
videos, tests, experiments, software and othes toohterials or techniques to support access to
knowledge. As far as these materials are obtairelyf a number of legal aspects should be
considered. Normally the persons who release timegerials are the ones who own them. Since
the materials also includes substantial extraots fother sources like quotations from books and
journals, images, interviews with academic and d#spand so on, these extracts are made
available under license.

The inclusion of other third material on OER contelata protection, liability for inaccuracy or
illegal content, and accessibility of informatiore dhe most important aspects to be considered
when releasing materials on public. Creative Comsn(@C) is among the organizations which
provides license, which permit free publication. eSemore information from
WWWw.creativecommons.org

Any materials seem to infringe the right of othans promptly removed from the platform. Most

of the materials are available for use under theare Common (CC) license known as
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‘Attribution-Non Commercial-Share-Alike’. That mesa user is allowed to use the material if
the use is non-commercial, citation and retentibthe name of the original author is practiced,
and make of original or derivative of works is madailable under the same term of the original
license. Users are granted permission to use rakt@s they are or in a modified form. Materials
can be translated, modified, printed, reformattestyvorked, or changed in any way, provided
that the terms of the license are met.

Most of OERs do not allow the direct contributidnneaterials from outside as this will lead to
difficulty for host institutions to guarantee thecaracy and originality of materials received from
outside sources. You will learn more about OERs@r@htive Commons licensing from module
four of this course.

2.3.2 IP and Open Source Software

If we are to prepare Open Educational Resourcess ik a need to have platforms in which these
materials can be prepared and used. If one is Ydvae materials available online, how will
users access materials is an issue to be considertids topic we get into a discussion about
intellectual property and the open source softwaexording to William and Flora Hewlett
Foundation, ‘OER are teaching, learning, and rete@sources that reside in the public domain
or have been released under an intellectual prpfieense that permits their free use and re-
purposing by others. Open educational resourcésdadull courses, course materials, modules,
textbooks, streaming videos, tests, software, agdther tools, materials, or techniques used to
support access to knowledge’. Thus, for OER to wwak to have a platform in which its
availability is unlimited. The platforms that makd¥R to be prepared and accessed widely are
not other than software. It is a software that aiipport material's creator to efficiently crede t
material, it is also a software that will ensuretenials are formatted in a way that they can be
distributed, used, and reused.

Software is a general term for various kinds ofgoamns used to operate computers and related
devices. If someone develops software, then a saode underlying that software is a certain
kind of property. In software development, one sttalways make sure that agreements or
contracts specify who will own intellectual propethat results from the development of that
software. Computer software is also protected kyygght law which gives the owner of the
work certain rights over it, and makes it illegai bthers to use. In education with the era of OER,
it is a challenge there are materials, but one @ahave a software through which one could
access the learning resources.

Open source software refers to software for whineh source code (underlying programming
code) is made freely available for use, reading dbee, changing it, or developing further
versions, including adding amendments to it (Loash& Moore, 2010; Daniel, 2006;).
According to free software foundation ‘Free softevareans software that respects users' freedom
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and community. Roughly, it means that the userg la& freedom to run, copy, distribute, study,
change and improve the software. Thus, “free safiives a matter of liberty, not price. To
understand the concept, you should think of “frag’in “free speech,” not as in “free beer”. We
sometimes call it “libre software,” borrowing theskRch or Spanish word for “free” as in freedom,
to show we do not mean the software is gratis’.réfoze a free software gives permission for
users to run at their wish and for the purpose thelthey need it. At the same time, users can
develop their own software as do have access todtie and allowed to change the code to suit
their needs. Users in a free software can distilind redistribute to anybody and allowed also
to distribute a changed or modified code so thia¢rst can benefit from the changed codes. The
four characteristics of free software suit well W@ER.

Although they are made available for free, theritigtion of it is controlled under the license
where the most popular ones being General Pubtiense (GPL) and Mozilla Public License
(MPL). Despite the fact that open source softwardistributed without charge, but it is still
protected by copyright law and the author’s and evaright are fully protected. If the owner of
copyright in software wants to allow others to asd modify it for free, then a number of legal
issues may arise.

Activity 2.2

Objective (AIM):

To familiarise yourself with different types of élkectual Property
(IP) licenses currently being used world wide

Motivation (WHY): To become aware of, respect, and adhere tp IP
licenses used in academic resources

WHO: This activity should be done individually
ResourcesA PC connected to the internet;
Type: Discussion forum

Duration: 60 minutes

Activity:

WHAT TO DO:

* Open the Open Educational Resources Repositories

* Browse the resources on the site and take notédfefeht types
of licenses that have been permitted for use.
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» Choose two differently licensed resources and naakete of the
URL and to whom the course materials are attribtaeahd what
other permissions have been granted.

HOW:

» Contribute your group's responses through the d&on forum.

» Although only 1 person will submit the responsekenaure that
you include the names of ALL the group memberdattop of
your assignment.

FEEDBACK:

» After you finish this activity, you need to readedst one other’
contribution and respond to them.

Uy

» Take note of responses to your own post.

Assessment:Completion of this activity will count towards your
course portfolio.

2.4 IP and the Use of ICT

ICT will play a very important role in today’s lifand the use computer technology and the
internet have been widely contributed to the adearent and simplification of transfer of
information from one point to another. We have semmassive usage of internet services from
which several works are displayed and publishedfeigint products and services are
communicated through the internet. For instancgingLa license for a certain computer program
become compulsory and hence brings in an impoaadtessential component of IP protection
in Information Technology Transfer (ITT).

The growth of information and Communication teclugyl has made the protection of IP far

more challenging. There has been an increasedftiigament and false advertisement by

competitors through web pages; hence businessegsduthe courts to protect their valuable

brands and assets. As technology continues to enpdulisinesses need to find better ways to
protect the materials.

2.4.1 Copyright Protection and File Sharing Technalgy

The use of ICT for transferring of information froome place to another has led to some
consequences. We have been hearing informatiog b@ipped, copied, duplicated, redistributed
and even sold for economic purposes. In academiggrsities provide its staff and students
electronic access to resources they need to suppi@drsity mission and vision. When accessing
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these resources, the appropriate usage of the@tterth respect to copyright law is encouraged.
There are policies governing downloading and slgasfrcopyrighted written documents, music,
videos, games and others.

Computer software can be used to facilitate shabegveen computers. P2P (peer-to-peer)
software is any file sharing software (such as &it&nt, Morpheus, BearShare,
GroksterLimewire, Gnutella, and eDonkey). Thesavgmfe allow users to both share content
from their computers and to connect to others, simdlarly configuring computers, for the
purpose of downloading or transferring electromintent. These technologies of sharing files are
legal, simply they enable file sharing between cotags, however, as many technologies, users
can use them legally or illegally. Although thetseire itself has nothing to do with copyright
infringement, but the use of P2P software to uplamdvnioad and share copyrighted materials
can violate the rights of the owner. In P2P filarsihg context, infringement may occur if someone
is copying and sharing published papers, notesogid music, and any other copyrighted
materials through the use of P2P technology, psinlgaa CD or DVD and producing copies,
posting or plagiarising copyrighted materials, dogvnloading anything from which a user does
not have prior ownership.

2.4.2 The Role of Trademarks on the Internet

We have recently seen the advancement of informé&ichnology and the speed of internet usage
to advertise business products and services. Tassrhised the possibilities of trademark
infringements over the internet. Likewise, commesithave been using the internet to misuse
trademarks and paved the way to gain unfair adgentaer the competitions. For instance, you
may be using a search engine to search a certaipaty and end up seeing competitors link on
the other side of the page of the search res@msmmon forms of trademark misuse over the
internet include cyber squatting, improper metagitagg and unfair linking practices. Cyber
squatting involves the purchase of another oneletnark as a domain name for the purpose of
selling back to the owner of the right. The uséraflemarks in such a way that it is visible over
the internet but not to the reader is what we wata-tagging. Where as unfair linking can be
used to bypass the linked site's home page whitheigprimary source of advertising. These
practices affect all kinds of businesses, from nf@cturers of products, service providers to the
software producers.

2.4.3 Protecting Trademarks over the Internet

Now you have seen the challenges associated \aidermarks over the internet. It is high time
now to know the best techniques to use to protextd trademarks. So far it is hard to find a
specific way to prevent people or organizationsngcagainst your trademarks, but at least the
following practices can help solving the challengEgst try to register your company’s
trademarks with your country’s patent and trademaxkstration body, this will give you a
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broader trademark rights and a claim for a largeetery return in case infringement occurs. You
can also register your trade marks by meta-tagsorfg review search engines' trademark
protection policies and have them to work on yawof. The third technique is to enforce law on
your trademarks so that you can uncover acts ohggment. Finally, take action as soon as you
discover infringement and seek legal counsel frasmalified intellectual property attorney.

Activity 2.3

Objective (AIM): To familiarise with World Intellectual Property
Organization policies for Open Source software.

Motivation (WHY):

WHO: Please undertakée activity individually
ResourcesA PC connected to the internet;

World Intellectual Property Organization http://wwvipo.int/

Tool: Discussion forum
Duration: 35 minutes
Activity:

WHAT:

* Open the link for the World Intellectual Propertyganization
from the following link_http://www.wipo.int/

* Find out what the WIPO policy says about IP forogeurce
software.

HOW:
» Contribute your individual response through thedssion forum.
FEEDBACK:

» After you finish this activity, read the contriboitis of others posted
on the discussion forum.

» Discuss the findings you have made with others.
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Summary

We have seen that intellectual property basicadiscdbe the legal ownership
of one’s own idea rather than items. Copyright eyadrin the market in th
literary and artists' works and later it was a eratif concern to all those
' | | engaged in creating, publishing or distributingatiee works. The protectio
of intellectual property has become an importang ke international an
national trade, and because of digitization of rimfation and the spread of
computer networks, now copyright affects the erdommunity in one way or
another. This course introduces you with a briepl@xation of IP basic
concepts, Different forms of IP rights and theiplementation, whereby the
basics of patent, copyright, trademark, industdesigns and geographiqal
indications were discussed. Further, you were gmdpnformation about trade
secrets and its roles. You were also able to ifleitéms which are protected
by copyright and which are not, and the role ofitPOpen Educationagl
Resources (OER) contents and Open source SoftwWaee.topic ended by
looking at the aspects of IP in academic disciplespecially and the impact pf
Information and Communication Technologies (ICTye&lepment.

Generally IP is an intangible asset which is vargartant in businesses; indeed
it is the most valuable asset which needs to beegied. Let us protect our |P
and IP of others, while remembering that simplepdures can be used withqut
adding excessive bureaucracy.

Review Questions

* What is meant by Intellectual Property (IP)? Whet the legislations
covering IPs in your country? Who is responsible ddministration of
Intellectual Property in your country?

* Whatis a patent? How is discovery defined in yoauntry's Patents Act!
Which can qualify for the grant of a patent? Whatthe types of invention
which are not patentable in your country? Wherukhan application for
a patent be filed? Can a published or discloseention be patented? Does
grant of a patent in one country affect its granmefusal in another country?

* What is the meaning of the term “fair use”? What tre “four factors” of
fair use? If I don’t make money from using someefse’s work, there’'s
no harm done, is that right? Briefly explain

NJ
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* What about an invention that | have written or prce? Can | use the
any way | want to? What about publishing them onweyp site? Briefl
explain

* What can | do to protect my work under copyright?aHow are computer
programs defined for the purpose of copyright? rf employee in
company develops a program, would this employee twrcopyright? |
a book is out of print, do | have to worry aboupygaght? To what extent
am | personally liable as a faculty member, studentemployee of th
University for violating copyright law?

* How much information can | use from a copyrighteatkwvithout getting
permission? When should | get permission to usepgrighted work? |
an independent third party develops a program fasrapany, who own
the copyright?

« What is the term of a registered trademark? Whycdatemporar
information systems technology and the Internetepdsallenges to th
protection of individual privacy and intellectuabperty?

Topic Two Reflection

Please use the MOODLE course blog facility to ften the following questions on this topic
(Time 30 minutes).

« What have you learned in this topic and how widssist you to create awareness on the
use of intellectual property in social, academit] aconomic development?

+ How does intellectual property influence academicial and economic development of
an individual and society at large?

« How is intellectual property practiced in your ihgion, academic work and work life?

References

"Open Educational Resources". The William and &ldewlett Foundation
http://lwww.hewlett.org/programs/education/open-edional-resources
Retrieved 27 August 2016.

“Creative Commons license”
https://en.wikipedia.org/wiki/Creative_Commons_hse#Works_with_a
_Creative_Commons_license Retrieved 9.9.2016

Page 37 of 73



“Intellectual Property Basics” http://www.iccwbogdadvocacy-codes-and
rules/areas-of-work/intellectual-property/intelieak-property-basics/,
retrieved10.3.2015

“The CC licenses” Creative Commons,
http://wikieducator.org/Creative_Commons_unplugged/ CC_licenses
Retrieved 9.9.2016

“What is free software?” GNU Operating Software,
https://www.gnu.org/philosophy/free-sw.html Retee\9.9.2016

“What is Intellectual Property?” http://www.ipwataigicom/2014/07/19/what-is
intellectual-property/id=47109/, retrievdd.3.2015

“What is Intellectual Property?’http://www.wipo.int/about-ip/en/, retrieved
10.3.2015

Anderson, T. (2013). Open Access Scholarly Pubtinatas OER, IRRODL,,
14 (2), 81-95

Butcher, N. (Author), Kanwar, A. (Ed.), & Uvalic’rimbic’, S. (Ed.).
(2015). A basic guide to open educational resou{©&sR). Vancouver,
Canada: Commonwealth of Learning, and Paris, Frash&SCO.
Retrieved fromhttp://www.col.org/oerBasicGuide

Daniel, J. (2006). eLearning and Free Open Souofenv&re: the Key tq
Global Mass Higher Education? A keynote speechhw®irternational
Seminar on Distance, Collaborative and elLearningoviing Learning
Opportunities in the New Millennium via Innovativdpproaches Universiti
Teknologi Malaysia Kuala Lumpur, Malaysia 4 - 5 Jary

Fitzgerald, B. (2007). Open Content Licensing (O®&ir)Open Educational
Resources. Paper commissioned by the OECD’s CramtEeducational
Research and Innovation (CERI) for the project gei®Educational
Resources. Available at http://www.oecd.org/edw/88645489.pdf

Lochhaas, S. & Moore, M. (2010). Open Source SafLibraries. Viewed
online athttp://slis.uiowa.edu/~slochhaas/osslibrarms/9.9.2016

McGill, L. (n.d) Intellectual Property Rights codsrations,

https://openeducationalresources.pbworks.com/w/g4888224/Intellectua

1%20Property%20Rights%20consideratisiswved on 10.09.2016

Prabhala, A. (2010). Copyright and Open EducatidR@sources, British
Columbia: CoL

Page 38 of 73



Statement of Student Responsibilities, Student GonBolicy Student
Conduct Policy (n.d).
http://www.mnsu.edu/international/newstudents/doenis/student _cond
uct.pdf

Thelnternational Classifications available

at http://www.wipo.int/classifications/en/index.html

Thelnternational Classifications available
at http://www.wipo.int/classifications/en/index.htiRetrieved 12.8.2016

UNESCO (2011). Open Educational Resources anddntehl Property Rights, IITE
policy brief. Paris: UNESCO Institute for Informai Technologies in Educatign

UNESCO (2015). Intellectual Property Rights. Mod8Jé”aris: UNESCO

Vairis A, Petousis M. Intellectual property teadhems part of an engineering
degree, Q Science Proceedings (Engineering Led&iangerence 2014)
2015:45 http://dx.doi.org/10.5339/qproc.2015.elck@b

Page 39 of 73



TOPIC 3: Promoting Academic Integrity

Introduction

In topics 1 and 2 of this module you were introdld¢e academic integrity and intellectual
property. These were designed to create awarerieb® meed to develop a society of high
integrity. In this topic you will explore strategi¢o promote a culture of academic integrity: i.e.
Who is responsible, and how should this be done?qliestion might be who creates dishonesty
in Universities, for whose interest and whose higsfefit is envisaged that once a culture of
academic integrity is institutionally embeddedyili transfer to the entire community.

Learning Objectives

Upon completing this topic learners will be ablg to

» Exploring violation of academic integrity
» Describe causes of dishonesty in academia

» State strategies to promote academic integrity

3.1 Violations of Academic Integrity

Among students and other academic community memtiexee are those who do believe it is
morally wrong to cheat. Possibly you may have entened several types of violations of
academic integrity. However, in this section wespre the following:

3.1.1 Plagiarism

Plagiarism occurs because of mainly having: noregiging; incorrect referencing; poor note-
taking skills; and poor paraphrasing. In this imecyou are introduced in how one can detect
plagiarism. One of the strategies is to look faoimsistencies in writing styles within and between
papers; signs of datedness; mixed citation stgled;a lack of references or quotations. The one
who has prepared the text will be consistent aacetiwill be a good flow of ideas.

This is an act or instance of using or closelyatnitg the language and thoughts of another author
without authorisation and the representation ot #nathor's work as one’s own, as by not
crediting the original author (Ereta, E & Gokmenagl2010; Theart & Smit, 2012; Wong, Lim

& Quinlan, 2016). It is said that, this is typewblation in academic integrity where one uses
another person’s words, language, ideas or resith®ut giving that person appropriate credit.
To avoid plagiarism, every direct quotation mustdsntified by quotation marks, or appropriate
indentation, and both direct quotation, and thejplarased text must be cited properly, according
to the accepted format for the particular discilor as required by the instructor in a course.
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According to Kohl (2011)Strittmatter and Bratton (2014), Edussuriya, MaramWanniarachchi, and
Ramanayake (2014) and Ahmed and Ullah (20e8)es examples of plagiarism include:

» Copying word for word (i.e. quoting directly) froan oral, printed, or electronic
source without proper attribution.

* Submitting as your own any academic exercise peeptally or in part by another
or one submitting a work containing significant fpams of text from a single source
without alterations and acknowledging

* Combining perfectly cited sources with copies matemwithout citation

* Mixing copied materials from different sources amdincludes citations to non-
existent or inaccurate information about sources

* Copying information from computer-based sources, The Internet

» Allowing another person to substantially alter evise your work and submitting it
entirely as your own

* One submitting a work changed in keywords, but seoment

» Paraphrasing without proper attribution, i.e., Bnégg in one’s own words another
person’s written words or ideas as if they weréooen.

* Submitting a purchased or downloaded term papestloer materials to satisfy a
course requirement.

* Incorporating into one’s work graphs, drawings, tolgoaphs, diagrams, tables,
spreadsheets, computer programs, or other nonalextaterial from other sources
without proper attribution.

3.1.2 Strategies to avoid plagiarism

Plagiarism in the education sector is the weaktiegdrings challenges to lecturers and students.
It is a weakness that replicates itself amongsatiaemic community, as those who plagiarise
are the ones who in the near future do becomerksturesearchers and or consultants (Ahmed
& Ullah, 2015; Graham-Matheson & Starr, 2013; HeaslGoldsmith, Stone, & Krueger, 2015).
According to Ahmed and Ullah (2015) to avoid plaga one need to know the causes of
plagiarism. The causes of plagiarism include impedp paraphrasing; improper quoting of
materials; improper usage of sources; using madaxidhout acknowledging; lack of knowledge
about proper citation methods; and using web kndgéeas public.
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Citing sourceswhen citing resources make sure you show youraedaithe borrowed text. As a
learned person, it is important to make your wdrkrgger by showing that you are not just
copying but adding to previous academic work. Makdear who said what: make sure you
distinguish your ideas from those got from somewlatse (Ahmed & Ullah, 2015).

Know how to paraphrasea paraphrase is a restatement in your own word®mieone else’s
ideas. It is not about changing a few words inrgesgce from another author, but is the change
of both wording and sentence structure of the palgisentence without changing content.
Paraphrased sentences also require citation as odeae from other sources (Ahmed & Ullah,
2015).

Analyse and evaluate your sourcest all what is written in the web worth citingol need to
select two works that are related to your topistofdy. Other strategies to prevent plagiarism
include: it is an understanding of how to refererc®wing the rules about quotations; proper
note taking; and proofreading and multiple drd®sgiarism is important to be observed as paves
ways to connect scholars; to support scholarsweldping their own ideas and adding authority
to the academicians work.

There are cases some universities do use plagiaafimare to level at which one has plagiarised.
Most of institutions using this software do havedevelop policies that will specify what
percentage is allowed. For example, of the Operwvéisity of Tanzania Turnitin report at 30%
is allowed. This is because in many instances anefind some text being the same. However,
in each detected case the student has to be satttio explain.

In the following activities you should do eithel8 OR 3.1b. You are not required to do both
activities.

Activity 3.1 a (You can choose to do either this activity OR Aityi\3.1 b)

Objective (AIM):

To explore the understanding of plagiarism

Motivation (WHY): To build up expertise in avoiding plagiarism cases.

WHO: You should undertake this exercise individually.
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Preparation: You should refer to current internet resources ighbt
between 2010 to present and to the websites swgh@stthe resources
section.

ResourcesA computer connected to the internet

“International Centre for academic integrity”
http://www.academicintegrity.org

Understanding & Preventing Plagiarism: StrategidRe&sources for
Students and Teachers
http://www.accreditedschoolsonline.org/resources/enting-

plagiarism/

Tool: Discussion forum
Duration: 80 minutes
Activity:

WHAT: (to do)

* Browse the internet using the above resources eledtsat least 3
academic papers on plagiarism between 2010 to date

Uy

» Review, discuss and record your opinions / findiauggd others view
on the papers.

e Summarise author views and the methodology used

» Describe how the opinion from each paper relategotars as ar
individual and then also to the institution in whigou work

HOW: (to respond to the assigned task)

» Please start the task by searching papers forgslagi using wek
search engines. You can also visit the suggestksd &bove.

» List the papers and internet sites you visited.agdewrite the
findings from each of the papers.

* You could also provide a direct links to the papgermake life eas)
for all!

* You should include notes on particular aspectstichvyou would
like to draw the group's attention.
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» Share your results and the findings through theatede group
discussion forum

» Attach your file containing your findings to youisdussion forum
contribution.

FEEDBACK: (from the group / facilitators)

» Take a look at the other forum contributions désog the other
participants' findings

* Reply and comment on at least 1 other participaetiew comments
/ findings.
Assessment:

Completion of this activity will count towards yoaourse portfolio.

Activity 3.1 b (Alternate activity)

Objective (AIM):

o

To explore the understanding and ways to avoidipiesgn in respect t(
higher education

v

Motivation (WHY): To build up expertise in academic integrity value
WHO: You should undertake this exercise individually.

Preparation: You should refer to current internet resources ighbtd
between 2010 to present and to the sites include:

Questions to guide you:
What are the causes of plagiarism in higher edocati

* How can higher academic institutions discouraggiptésm?

* How are the results you found in the search englifeess and relate
from the reality in your higher education institutiin which you
work?

» |dentify strategies one can use to avoid plagiarism
Resources:

Use internet update resources.
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Tool: Discussion forum
Duration: 80 minutes
Activity

WHAT: (to do)

=

* Browse in the internet and select at least 3 acadeapers on hov
to avoid plagiarism. Take note of the strategiesduto curb
plagiarism in your institution.

* Review, discuss and record your opinions / findiagsl others
views on the papers.

* Summarise the views and the methodology used.

» Describe how the opinion from paper relate to yasiindividuals
and the institution

HOW: (to respond to the assigned task)

* Please start the task by searching papers on catigésgiarism
cases using web search engines. You can alsothvesguggeste
links above.

j=n

» List the papers and internet sites you visited.agdewrite the
findings from each of the papers.

* You could also provide a direct links to the papgensake life eas)
for all!

» Attach your findings to your forum contribution aimtlude notes
on particular aspects to which you would like tawirthe group's
attention.

» Share your results and the findings through theterke group
discussion forum

FEEDBACK: (from the group / facilitators)

» Take a look at the other forum contributions ddsig the other
participants' findings

* Reply and comment on at least 1 other participargisew
comments / findings.

Assessment:
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Completion of this activity will count towards yoaourse portfolio.

Other forms of academic violations include cheatfagrication, academic sabotage, retaliation,
research misconduct, criminal offenses and fatibiteof dishonest.

Cheating

Often times you find a lot of resources referrimg guidelines and sanctions planned for
supervision of examinations. Have you ever thowghy? One answer is to prevent cheating.
Cheating manifests itself in many forng&roeder, Pepper & Nettle, 20 Ahmed & Ullah, 2015;
Silverman, 2015; Wager, 2012). Some of the examnplght include:

» Copying from another student's examination, papsyoratory work, or homework
assignment or copying some one's dissertation

» Possession or use of pre-prepared notes, or o#iseunces, in any form, during an
examination, unless such use is expressly autlbrize the instructor. In many
universities there are examinations that allow dpaok, especially in Law studies

* Revising a work after its final evaluation and esg@nting the revised version as being the
original work

» Using the external assistance, including but neitdd to tutors, books, notes, and
calculators, on any "in class" or "take-home" exation, unless the instructor has
specifically authorized external assistance

» Allowing others to conduct research or to prepamrkwfor you without advance
authorization from the instructor to whom the wrlbeing submitted

» Unauthorized use of electronic instruments, sucltedlsphones, pagers, or PDAs, to
access or share information

» Submitting for academic advancement an item of azéciwork that you have previously
submitted for academic advancement without prith@nzation from the faculty member
supervising the work

Fabrication

Fabrication is about falsification of data, infortioa, or citation in any formal academic work.

In academic work this appears when someone prestir@speople work, data, or information as
belonging to them. For example, one might presasefdata, false information or put references
that one did not use. Fabrication is the inventorfalsification of sources, citations, data, or

Page 46 of 73



results and recording or reporting them in any anad exercise (Dagien 2014; Ahmed &
Ullah, 2015; Fannelli, 2009). Some examples are:

Citing a source that does not exist.
Making up or falsifying evidence or data or otheurce materials.

Falsifying research papers or reports by selegtigetitting or altering data that do not
support one’s conclusions or claimed experimenedipion.

Facilitation of Dishonesty

Facilitation of dishonesty is knowingly or negliglgmallowing one’s work to be used by another
without prior approval of the instructor or othes@iaiding others in committing violations of
academic integrity. A student who intentionallyifiéates a violation of academic integrity can
be considered to be as culpable as the studentegkores the impermissible assistance, even if
the facilitator does not benefit personally frora tholation. Some examples are:

Collaborating before a quiz or examination to depelmethods of exchanging
information.

Knowingly allowing others to copy answers to workaquiz or examination or assisting
others to do so.

Distributing an examination from an unauthorizedrse prior to the examination.
Distributing or selling a term paper to other stude

Taking an examination for another student.

Academic Sabotage

Academic sabotage deliberately impedes the academiress of others. Some examples are:

Intentionally destroying or obstructing anotherdemt’s work.
Stealing or defacing books, journals, or otherlilgror University materials.

Altering computer files that contain data, repamsassignments belonging to another
student.

Removing posted or reserve material or otherwisgenting other students’ access to
it.

Retaliation
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Retaliation is about doing something in responsart@ction done to oneself or an associate,
especially to attack or injure someone as a regptma hurtful action. Retaliation of any kind
against a person who reported or provided inforomaéibout suspected or alleged misconduct
and who has not acted in bad faith is prohibiteztafation is about revenge, vengeance, reprisal,
retribution. In other words retaliation may alsereto counter attack. In academic institutions
this appears when someone caused someone to h@dinThe situation of retaliation comes
when the one punished is revenging. In academik ts is prohibited.

Research Misconduct or Professional Ethics

Violations in this category include both violatioasthe code of ethics specific to a particular
profession and violations of more generally apfiesethical requirements for the acquisition,
analysis, and reporting of research data and #yggpation and submission of scholarly work for
publication. Some examples are:

» Violating a canon of the ethical or professionaleof the profession for which a student
is preparing.

» Using unethical or improper means of acquiring,|lyaiag, or reporting data on a thesis
project, a grant-funded research, or research stdzhior publication.

» Misuse of grant or institutional funds.
 Violating professional ethics in performing oneitids as a staff.

Violations Involving Potentially Criminal Activity

Violations in this category include theft, fraudyrdery, or distribution of ill-gotten materials
committed as part of an act of academic dishon&stgne examples are: stealing an examination
from a faculty member or University office or fratectronic files; selling or distributing a stolen
examination; forging a change-of-grade form; ansiffang a University transcript.

3.2.  Causes of Dishonesty in Academia

Research misconduct is defined as fabrication,ifittdion, or plagiarism in proposing,
performing, or reviewing research, or in reportiegearch results (Theart & Smit, 2012; Wong,
Lim & Quinlan, 2016; Farnesea, Tramontanob, F&ladacielloc, 2011) . Fabrication is making
up data or results and recording or reporting th€he falsification is manipulating research
materials, equipment, or processes, or changirgnitting data or results such that the research
is not accurately represented in the research de@®agiarism is the appropriation of another
person's ideas, processes, results, or words witlgouing appropriate credit. Research
misconduct does not include honest error or diffees of opinion.
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What do you think are the reasons for studentsnigage themselves in dishonest cases in
academia? There are a number of reasons that@eadgemic dishonesty, some causes are within
the individual, institutions and the environmentwhich one is placed. Some of the causes of
academic dishonesty include devaluing the intrimgcth of higher education (to get a university
award); society and family and academic expectatidaesire to excel; pressure of getting high
grades; pressure of getting a good job or gettmg graduate University; high level of stress;
highly competitive environment; pressure to suppddgam member or friend; laziness or apathy
and our lack of preparation. Other causes are inmigtalienation; excuse making; inability to
manage the demands of student life; pressure feoenps; job leaves no time for study; financial
aid depends on GPA; overly harsh grading; unfatsteesigned to fail students; unreasonable
workload in a course; lack of effort; unfamiliarityth what constitutes academic dishonesty; and
lack of understanding about consequences (Dagiiri4; Ahmed & Ullah, 2015).

According to Ahmed and Ullah (2015) causes of digsby include: peer pressure, performance
anxiety, excuse making, inability to manage the @eis of academic life, availability of
situations that encourage dishonesty, self-justifon habits, unfamiliar of what constitutes
academic dishonesty, and lack of understandingtalmmsequences of academic dishonesty. The
question is why academic dishonesty continues?2bfm@ no strategies to curb the situation? One
answer can be that this area has not been wellgfgaeas a research agenda. As such, according
to Wong, Lim and Quinlan (2016), students feel tteeating is normal; everyone cheats; the
adage ‘cheaters never win’ may not be applicabtasge of academic cheating; and that cheating
is higher compared to detection strategies. The nommamon type of cheating includes: cheating
in examinations and tests; copying notes from arattudent; helping another student; used crib
notes; plagiarised; falsify a bibliography; turnedwork done by another; and collaborated on
assignment requiring individual work. The one whigh percentage is to collaborate on
assignments requiring individuals work, followed &ypying notes from another student and
helping another student.

Researchers Rathore et al. (2015) assert thatréalgading to cheating include external and
personal factors. The external factors includetisgarder in examinations; importance of the
test; level of test-difficulty; unfair test; schduhg; supervision; overcrowd; large classes;
multiple choice questions; economic benefits andlybarganised course. The personal factors
include: laziness; awareness of performance afvietudents; low grades; previous experience
of failure; a certain expectation of success; vitshelp a friend; aversion to teacher and to gain
social acceptance or liking. In this case cheasrghe ones who believe that schooling is about
competition and to show how smart one is. Some tendelieve cheating results in less
homework and fewer academic demands. On the otaed mon-cheating students express
interest in learning and developing concepts rdlatethe subject through practicing various
problem solving methods and connecting ideas.
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Cheating behaviours in academic work are in mamyn$o these include: copying without
reference; paraphrasing without references; allopymg (course work assignment); copying
coursework with knowledge; reporting presence; aupy(exams); fabricating references;
advance information (exam); altering data; libradging another’s coursework; collusion
(coursework); lying (coursework); cribs (exam);asb®anks; and copying coursework without
knowledge. Reasons for or against the cheatinguvb@iraof taking unauthorised materials into
an examination (cribs) include: time pressurentwease marks; fear of failure; laziness; it would
devalue my achievement; it is immoral/ dishonestspnal pride; it was unnecessary/ pointless;
shame/ embarrassment at being caught; fear oftaetepunishment; not knowing how to go
about; unfair to other students and situations &nees (Rathore et al., 2015; Dagief014;
Ahmed & Ullah, 2015).

It is important to note that not all who cheat anere they are cheating. Some students lack skills
to determine at what time they are cheating. Fang{e, there are those who do not know the
difference between quoting and paraphrasing. Tésersome who believe that paraphrased work
need not be acknowledged. There are those whatlimmselves in a situation that encourage
cheating: Instructor left the room during examioatithe instructor wasn’t watching carefully
and some teachers did not cover their course cbniéipnlation of academic integrity is related
to academic dishonesty which in most cases iseelad the “cheating culture” in academic
circles. This section describes various ways ificiwvkhe principles of academic integrity can be
violated. Examples of each type of violation aneegi, but neither the types of violations nor the
lists of examples are exhaustive.

3.3 Strategies to promote academic Integrity valise

When it comes to promoting academic integrity, beas, lecturers, professors and researchers
are instrumental. Strategies to ensure the cuisudeveloped include: a discussion on standards
of academic scholarship, intellectual property, eopyright to the students. In this case one can
refer to University prospectus. As educators whelivering lessons there are times one uses
cartoons, text from other researchers and picté®s. lecturer make sure that you acknowledge
sources of your lecture notes. Before punishingestts about plagiarism you have to educate
students about plagiarism, paraphrasing and preparencing, take them through the process of
referencing and putting text in their own, words.

3.3.1 Creating a culture of Integrity

As discussed in section 1.3 Universities that aelh@academic integrity cheating is minimal. In
these Universities, community members have theagmuto implement academic integrity
values. A University can create integrity cultureough having honours codes, commitments and
committees focused on the mission of integrity, hading university wide communication that
embraces fundamental values of honesty, trustdag, respect, and responsibility. In such
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academic institutions all community members arel gai be integrated in university wide
development.

University lecturers are the primary persons inueng University community implement
integrity values. Students take most of the timeUniversities than in the other social
communities. In this case one can attribute tdecton of academic dishonest to be related to
curriculum, instruction, and assessment that aistudents toward task-mastery goals (Task-
mastery goals in Universities measure ones devetapof understanding and competence) and
not simply performance goals (showing competenautih high test scores and grades). In any
case cheating violates core values of trust anddas. It can be said that for one to achieve
integrity four components work together: communitgre values, commitment, and the
curriculum,.

Community

It is a common phenomena to find once a studgmimsshed in any form, community members
start asking the Universities not to punish. Thare cases where parents do not want their
children to be punished at all. Also, there areenmnfluential people give order to teachers not
to punish children. Can such University exhibitegity values? It is necessary for the
Universities to maximise the synergy and powerhefWniversity community working together
to create and sustain authentic dialogue that adsaacademic integrity.

In order for Universities to advance academic intgghere is a need to create the integrity
committee. This committee to implement its dutiel meed to do studies related to the state of
academic dishonesty from time to time. The committembers are to be the pioneers in creating
awareness of and enforcing decision made relatadademic dishonesty in the University. On
the whole the committee will be the organising éticat engages the University community in a
series of strategic processes in ensuring acadertagrity is restored and maintained in the
University. The integrity University committee imgaging community members needs to keep
in mind core values to be implemented and haveat@ ltourage to ensure that these values are
upheld.

Core values

Core values of integrity are common. The issue thabout its implementation in academia. It
iIs common to find University logo written some veduthey believe. In many cases, none of the
University disfavours honest, trust, fairness, eespand responsibility. Because lack of these it
means chaos in the University, thus having a Usitselintegrity committee without having
fundamental values to be realised it is chaoserithiversity.

It is common to find Universities having Universitgvelopment plans. Sometimes the University
development plans are top down. For addressingeagiadntegrity University committee need
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to analyse findings related to prevalence of digsbnases in relation to core values. One can say
the core values support Universities and the coniiyim creating strategic plans to deal with
dishonest cases comprehensively. The Universityntittee also forms mission statement of the
core values. A focus on core values, such as redpest, and responsibility, highlights the fact
that cheating is not merely a personal choice @iffgoneself but also a social problem affecting
others. Left unaddressed, it undermines the tngtimtegrity that bind students and educators
together as a community.

There are chances that students will or will ndtead to academic integrity standards in the
University. In most cases, students will suppoedanic integrity policies, including penalties
for cheating, when they recognize that these pdipirotect fairness in grading and assessment.
Linking academic integrity to the University's caadues helps the University community make
a moral claim regarding cheating, namely, thaegtys trust and is unfair to all those who are
not cheating.

Commitment

Without commitment it is difficult to implement ategic plans on academic integrity. It is
possible that Universities and colleges that do cwhmit to academic integrity are likely
performing poorly. In these Universities teacheard ather University committee members do
not work together in ensuring their children depedmd grow and achieve with integrity.

Curriculum

It is common to hear that this course is so diffisdthout entering with some sort of material in
the examinations it is likely to falil. In this caserriculum and its implementation have a role to
play in promoting academic integrity. In this catgn lecturers have to integrate academic
integrity, values in their course outlines, coudsivery, course syllabi, assessment, and
Curriculum has a major role to play in reducingatireg in Universities. In so doing the lecturer
should show clearly what is expected of the couard,when setting course evaluation test have
to be in line with what is expected. It is impaottéhat each student knows what is required in the
cause. Early understanding of the demand of theecemakes learners aware of what is required
and plan time accordingly. In marking academic wangpare a marking scheme that will guide
marking.

Strategies that encourage academic integrity ireclud

» Defining academic integrity and academic dishoneBsgussions on cheating, plagiarism
and other forms of dishonest have to be made ¢teatudents on the nature and
importance of academic integrity as a core valugcbblarly work.

» Dissemination of information on academic integrifypt many institutions make
information available to students as such failkrtow what is required of them.
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* Punishment associated with academic dishonestytodsel made clear to students.

* Do not recycle test examination papers from seméstgemester

* During examinations if possible students sit in sow

* Do not allow mobile phones and iPods

» Use photo and other identity to identify eligibtedents

» Use fingerprints for eligibility in examination.

* Catch and punish those who do cheat.

Activity 3.2

Objective (AIM):
To promote academic integrity in your own instibuti

Motivation (WHY): To build up expertise in promoting acader
integrity in higher education.

WHO: The initial parts of this activity are individuand then you nee
to form an interest group at your institution, aswhfer with them in
undertaking the rest of this activity.

Preparation/Resources:You should refer to current internet resour
published between 2010 to the present.

Questions to explore:

* What are the strategies used by higher learningitutisns in
promoting academic integrity?

* Find institutional policies covering academic disbsty cases.

Describe how effective do you think they would heyour own
institution. Identify weaknesses and suggest imgmoent on the
policies.

* What is the prevalence of dishonest cases in higthecation?

* How can higher academic institutions discouragedeicaec
dishonesty?

Tool: Discussion forum

Duration: 90 minutes

nic

[N
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A
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Activity:
WHAT: (to do)

* Browse the internet and select at least 2 acad@apers or
promoting academic integrity. Make a note of thpgra that you
have selected, and save the link to access them.

* Review, discuss and record your findings. Summahseviews
and the methodology used. You should include nmgzarticular,
aspects to which you would like to draw the groagttention.

\°5

» Working with your institutional group, investigatdat strategies
are already in place at your own insitution. Redbeste.

U7

* Then share your findings and summary with the grang discuss
which of these may be adapted for your institutmsupplement
their existing approach.

» Share your work with your Dean or someone elseoseniyour
institution

HOW: (to respond to the assigned task)

e Share your results and the findings with you andrygroup
through the discussion forum for this activity.

FEEDBACK: (from the group / facilitators)

» Take a look at the other forum contributions déBsog the other
participants' findings

* Reply and comment on at least 1 other participareisew
comments / findings.

Assessment:

Completion of this activity will count towards yoaourse portfolio

Summary

»)

—

(42

Promoting academic integrity is a whole communggue. Different peopl
have a role to play at different levels. What ipartant for academicians is to
find ways to encourage development of academigiitiein institutions.
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Review Questions

In your organisation, describe how academic intggssues are prepare
displayed and in what ways do students get to kttwevaccountability
principles. Describe in what ways can academicgrite be developec
further in your organisation?

Describe how plagiarism differs from the fabricatiand facilitation of
dishonesty.

Describe plagiarism and how to prevent it.

What specific behaviours indicate the presencédserce of fairness?
Plagiarism is a literacy practice that involvesiabielationships, attitudes
and values as much as it involves rules of citatind students’ texts. A
such, students should not be penalised and or lpeshisistead be taug
about proper way of writing and citing literatui2escribe your views fo
and against this assertion.

Assess the level of academic integrity in youritabn and suggest way
that can be used to promote academic integrity

Describe steps taken to stop academic dishongsuininstitution.
Students are copying notes from each other and tsoe® not
acknowledging literature in which they outsouragf@dimation. When aske
in most cases, the answer is they feel it is okih@armation is freely plenty
in the internet. As academicians in what ways can support student
understanding of plagiarism and its consequenc#seta, to the institutior
and to the society at large? To whom is this coumsnded?
Do authors talk about intentional and unintentigriagiarism?

(2]

How can higher academic institutions discouragel@cec plagiarism?

Topic Three Reflection

Please use the MOODLE course blog facility to ften the following question/s in this topic

(Time 30 minutes)

« What have you learned in this topic that will asg@u in promoting academic integrity in
your academic, social, and in your daily businedated activities?
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TOPIC 4: Data and Information Privacy

Introduction

The primary goal of this final topic is to facilieaa solid understanding of the basic rules for
protecting privacy and personal information. Theidalso seeks to illuminate issues relating to
data in emerging technologies as well as data gtrotein research. Furthermore, this topic will
impact knowledge on the relevant issues of leghtiges on privacy and data protection.

Learning Objectives

Upon completion of this topic learners are expetddtave developed skills
and knowledge related to:

» Personal Information and privacy protection

* Issues relating to data in emerging technologies an
« Data protection in research

* Legal policies on data and privacy protection

4.1 Personal Information Privacy

In academic research and higher learning instiistile need for personal information privacy
is of importance. Reasons being that when doingares we collect data in most cases to people
and in most cases of an aspect that is confidetitialthis reason we need research clearance and
an ethics declaration. But what is information pay? As we all know, rights to information
privacy is among the important civil rights. Thght to privacy is characterized with the right to
be alone. However, in this digital era, we canireahat privacy is no longer about being alone.
Privacy is about which information is being collttiand what is happening to it, having choices
on how it is collected and being confident thas isecure when used. According to Ahmetoglu
and Khedher (2015) the abundance of informationpamat knowledge of users about privacy led
results to poor use of information and hence a méeducating people about privacy issues and
related risk factors become essential.

Information or data privacy underlines the relasioip between data collection and
dissemination, technology, public privacy expectatias well as the political and legal issues
pertaining to them. For instance, it is possiblentinitor, log and record web behaviours and the
patterns used by people who access the interregnailing and general surfing among others.
According to Ermakova et al (2015) and Sharari Badir (2014) information privacy training
sessions are important for users so that can efééguse the information including in the health
sector. The widespread use of electronic commtioits-or eCommunications technologies in
the twenty-first century is profoundly affectingwave work, play and interact with one another
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and as such became an integral part of our livdsveake us more borderless, truly global world
(Bohaker, Austin,Clement & Perrin, 2015). Persan&rmation privacy calls for acceptable
policies need to be made available for such inteusers, so that administrators of higher
education institutions have a more clearly defifugttion in the monitoring of the internet usage.
Thus Information privacy, or data privacy (also wmoas data protection), is the relationship
between the collection and dissemination of dazhriology, the public expectation of privacy,
and the legal and political issues surrounding th&ocording to

4.1.1 Personal information privacy

When it comes to personal information privacy, sétsl data that are associated with individual
are concerned. This may include names, date df, lgender, school, graduation, geographical
location and so on. Thus personal informationrisezl as a technical or objective sense.

Personal information can either be sensitive antifiable. When we talk of personal information
are sensitive, we refers to information that soeepbe believes that they should be kept private
while identifiable information refers to any typéinformation that identifies or can be used to
identify, contact or locate the person to whom smébrmation relates. Identifiable information
can be including but not limited to name, addregémine number, social security number and
credit card information.

With the advent of computers and the advanced tdogy, numerous companies and institutions
store a lot of information in databases containgegsonal data. In many institutions, this

technology can be used to understand and perforgs Weat improve student achievement,

community engagement, and institution accountgbiltespite these benefits, Technology can
present several drawbacks, and one of drawbaclgliba challenge of data and information

privacy. This concern can raise fears, especiallgreas of infringement to student records. We
might have seen the increasing data infringemetitd@mts which illustrate that colleges and

universities are highly susceptible to compromisifgrmation. Thus, these institutions need to
implement measures to counter privacy threatseelifi implementing security policy, updating

systems as technology changes or offering comsetaurity training to their personnel among

others.

Page 59 of 73



Activity 4.1

Objective (AIM): To familiarise yourself with privacy and personal
information security in social media.

Motivation (WHY): To be aware of the need for privacy and personal
information security.

WHO: You may take this activity individually or in grosip
ResourcesA PC connected to the internet, Facebook, Linke@lmpgle
Tool: Discussion forum

Duration: 60 minutes

Activity:

WHAT:

* Investigate the privacy and personal informatiorcusgy of an
application such as Facebook, LinkedIn, Googlengragher you like td
use.

» Capture findings in a document, and then share thgimthe group by
attaching the document to the forum post.

HOW:

« Contribute your group's responses through the dgaon forum.

e Although only 1 person will submit the responsekenaure that you
include the names of ALL the group members at thye of your
assignment.

FEEDBACK:

=

Read at least two posts given by other contributsrd comment on the
findings.
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4.1.2 Protecting personal information

So far we have understood the meaning of persaf@nnation and its privacy. It's high time
now to know how we can protect them. There aregtegedures and strategies that a person can
take in order to protect personal information aatis$y the security obligations of the privacy.
These procedures and strategies may vary in iteeimgntation and the impact they have on
users. Individuals have to consider taking a pgvagpact assessment and information security
risk for new acts and practices, or changes intiegiscts or practices that involve handling of
personal information. The following strategies soene of the recommended security measures:

Governance

Entities need to establish clear procedures aneks liof authority for decisions regarding

information security within an organization. Theysld have a governing body, committee or
designated people/s that are responsible for magabe individual’s personal information to

ensure its integrity, security and accessibilibgluding defining information security measures
and plans to implement and maintain those measures.

Data infringements

A data infringement is a situation from which séimsi protected or confidential information is
potentially being viewed, stolen or used by an timanzed individual. Data infringement can
involve personal health information (PHI), perstynalentifiable information (PIl), trade secrets
or even intellectual property. When data infringataecurs, having a response plan that includes
procedures and clear lines of authority will be goéat help for individuals to control the
infringements and manage their responses.

Physical security

Another protective measure is by controlling theygptal security. Physical security is very
important in ensuring that personal informatiomas accessed inappropriately. Entities need to
consider which steps are necessary to ensure liyatcpl copies of personal information are
secure. It is advised that workspace itself neette tdesigned to facilitate good privacy practices.
For example, security and alarm systems can be tosedntrol entry to the workplace or it is
possible to access individuals’ movements from s&deg. Computer screens need not to be
easily read by third parties. Employees workingsensitive matters need to have secure and
private working space. Also the movements of plalsiites containing personal information
need to have provision for securing them as wetdlleles are placed in a lockable cabinet and
access to keys need to be controlled.
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Personnel security and training

It is very important for Organization’s staff memnb& know the importance of good information

handling and security practices. Training of siafieeded to avoid practices that can infringe the
individual's privacy. Staff should get training srding ICT and communications security for

such an Institution. They should also be informédhanges to policy and procedures or other
workplace security requirements. Privacy trainimgeyally helps staff to avoid practices that

would infringe the entity’'s privacy obligations bgnsuring that they understand their

responsibilities.

Workplace policies

Information privacy protection can be very effeetif they are integrated within workplace
policies. Policies need to be regularly regulatedrisure that they are effective and in line with
the current privacy situation. Information securdgd handling of the personal information
document need to be addressed in a single policyrdent and management should ensure that
staffs are trained regarding their responsibilitilenagement should have a clear policy that
covers information security guidelines when staffimbers work off-site, such as from home, a
secondary site office or from a temporary office.

Managing the information life cycle

Information life cycle is a process through whickely written or computerized record goes

through from its creation to its final archivingaestruction. Individuals who handle information

need to ensure that such information is not ingmately used or disclosed during its lifecycle.

This may include ensuring that personal informatoas not mistakenly disclose to the incorrect
individual or not lost and is disposed of appra@liawhen it is no longer required.

Some policies may require personal information ¢orétained for a specified period of time.
Likewise, individuals that surpass personal infaiorato a third party for storage; processing or
destruction need to consider what steps are retjtorensure that the third party will protect that
information. Policies should reveal what processesentity uses to identify customers or clients
prior to disclosing their personal information kdyome or in person. This may include measures
that the entity can take to ensure the verificagimtesses do not infringe the client’s privacy and
emails containing personal information are serthéointended recipient. Furthermore, measures
taken during system upgrade, disaster recoverysgsim’ backups should be outlined in the
policy document.
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Standards

Standards are documents that set out specificatiotnprocedures designed to ensure products,
services and systems are safe, reliable and censisperform the way they are intended to.
Standards may be general or specific to partiaaldustries or sectors. Examples include I1ISO
27000 series of information security managementegys standards and ISO 31000 of risk
management standards. Adopting a standard is opthatindividuals can gain some confidence
regarding their security practices. However, conmgywith a standard does not release the entity
to take further steps to protect its holdings aspeal information.

Regular monitoring and review

Regular review of information security measuresdasy important due to the fact that entity’s
processes, information, personnel, applicatiorisgastructure, as well as changing of technology
and security risk settings regularly keep on chagqgEntities should regularly monitor and
review the operation and effectiveness of its imfation security measures

4.1.3 ICT security

In the era of developing the use of ICT, a numHdeissues in education need to be changed
including in the teaching and learning processsTién poses challenges in security and whether
academicians can be able to ensure safe use ahl@&aching (Miron & Ravid, 2015). When it
comes to ICT security, individuals require protegtboth the physical devices that make up a
computer system (computer hardware) as well asnflioemation that the computer hardware
holds from unauthorised use, access, theft or dantagwever, ICT security measures should
also ensure that the hardware and the informatiored on it remain accessible and useful to
legitimate users. It is advisable to consider I€Eusity measures and the protection of personal
information to be a part of the decision whetheuse, purchase, build or upgrade ICT systems
rather than addressing it after a privacy infringatmhas occurred. Entities who provide online
customer services or engage in electronic commesuad, as online retail businesses are advised
to utilise ICT security measures to ensure thair thebsite, along with smart phones, apps,
terminals, kiosks and other environments that ammected to a network are secure and that they
provide a safe environment for individuals to maleyments or provide their banking and
personal information.

Implementing ICT security procedures help individua protect themselves against malicious
hackers, computer viruses and other harmful prograswell as the damage caused by them.
These programs are being used to gain unauthamss to computer systems and disrupt their
operations or steal any stored personal informatamthermore, ICT security can also protect
information against unauthorised use or discloagea result of human error, hardware or
software malfunction, power failure and naturabgisrs.
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Activity 4.2

Objective (AIM): To familiarise yourself with the importance of setu
measures when processing and using information.

Motivation (WHY): To become aware of the available security measoras
fast changing Information and Communication Tecbgglenvironment.

WHO: This activity should be done individually.
Resources: A computer connected to the internet
Tool: Discussion Forum

Duration: 60 minutes

Activity:

WHAT TO DO:

* Open the browser and search for information relada@dformation security
measures and security risks.

» Discuss how information security affects the comityun
» Describe reasons for protecting data and informatio

» Explain how can information be stored.

HOW:

» Contribute your responses through the discussinmf.
FEEDBACK:

» After you finish this activity you need to respatedother member’s in a
discussion forum. Respond to each other’s coniohut

« Take notes of responses to your own post

Assessment: Completion of this activity will count towards youwourse
portfolio
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4.2 Data and emerging technologies

In the previous section we have seen various giegtidéor protecting personal information within
Organizations. We have seen that when we detertheappropriate steps to protect personal
information, we need to consider the ways in whighhandle this information. In this part we
are going to see various Data handling practiceswaealing with emerging technologies

Data handling practices

Data handling practices consider how personal médion is being collected, processed and
stored. An entity should also consider whethemisources any of its data handling to a third
party. If he/she outsources data handling to a tharty, there is a need of considering how the
third party handles and secures that information.

When outsourcing information, an appropriate stegexl to be taken to ensure third parties meet
the personnel’s Privacy obligations. These stepg imaude having specific obligations about
the handling of personal information on contracts emechanisms to ensure that such obligations
are being fulfilled. These can be such as regudgoonting requirements and conducting
inspections of the third party’s facilities. Similg it is reasonable for such units that store
personal information remotely, such as with cloathputing services may be located overseas;
taking consideration for different steps from odiidnal steps to a unit that stores information
on its own facilities.

Technologies are used in teaching and learning, &honeed to have the skills to ensure data are
carefully handled (Miron, & Ravid, 2015; Jung & Rad2016). The digital nature of learning in
higher education institutions makes data more fikde to various forms of academic
dishonesty. Therefore, data privacy has become jarntancern and must be taken into
consideration, especially when planning for anrenkducation.

4.3 Data protection in research

Research is among the core functions of any Académstitution. Within disciplines such as
education, Sciences, and health, research oftaistite processing of personal data, including
sensitive personal data. There may also be a isituathen the University is involved in
international research that may involve the transf@ersonal data overseas through the internet.
This section discusses the use of information amdneunication technologies in academic
institutions including public and private sectonsldhe information privacy law as a response.

Research on ICT environment

One of the major concerns about data privacy r@saround the protection of data in research.
We can all acknowledge that any academic reseanablvies the disclosure of private and
otherwise confidential information. Such informaitiis used in examining varied aspects of the
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society so as to have a better understanding o$dh®ee. However, the advent of technology,
while having increased effectiveness in collectistorage and retrieval of such data, has also
resulted in higher susceptibility of such infornoati In most cases, such data falls in the wrong
hands as a result of carelessness, while theri@stences where hackers attack the institutions’
data systems.

We can see that recent advances in technology eledommunications have significantly
changed the background of education in the worldw&tays textbooks, photocopies, and
filmstrips supplied with the entire educational tort to a classroom full of students have gone
leaving everything being placed online. Early adopf these technologies have demonstrated
their potential to transform the educational precesit they have also called attention to possible
challenges. In particular, the information sharingeb-hosting, and telecommunication
innovations has enabled these new educational éémgjies to raise questions about how best we
can protect researcher’s privacy during use.

Online publication

Making publications available electronically is lydtecoming a debate. The introduction of the
internet and mobile technology has greatly revohitied the formal traditional industry. Many
Organizations are now evaluating whether they ne¢ake their publications online, keep them
in print or the combination of two. To understanidosas something to gain or lose by adapting
to online publication, it is necessary to underdttre roles involved in the publication and the
social infrastructure that are affected by changiablishing approaches.

1. The Infrastructure of publication
The publication process normally involves one oreraf the following groups;
e Authors
* Publishers
* Third party institutions
* Users

When considering traditional publishing, theblishersserve as truthful brokers betwesrthors
who wish to disseminate their thoughts, ideas amowkedge and theisersof those works
(readers; learners; in general, interested partidgjd party institutionsinclude the schools,
professional organizations, research labs and coiepavith whom these authors are affiliated.
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The emergence of the internet, especially web s¢éeims now challenging the relationships that
existed between these parties. We can recall phetjously publishers provided peer reviewed
materials of the authors they would like to puhlidthe author’'s peers in their respective
discipline were recruited without pay, no cost, thmbugh a reward system with the Institute they
are affiliated to. This process has resulted iayl&r publication of new findings, hence the rapid
information sharing is compromised. However thegnity of this process is being assured. With
the evolution of the internet and use of the walthars can now publish their findings
immediately; however the legitimacy needed by thiedt party institutions and the general
audience of users is still a challenge. To figlgiast the failure of online publications, publisher
need to maintain all aspects of traditional prinblgcations.

2. The role of copyright

You can recall what we have discussed about copyisgues and its infringements from topic
two of this module. Now let us see the role of aggiyt when it comes to online publications.

Copyright issues seem to be challenging when ceriaigl the world of online publishing.
Copyright law is the concept that the authors dwenrhaterials they have invented in any tangible
medium of expression from which it can be perceivegroduced, or communicated either
directly or with the aid of a machine or device.wéwer, when considering online publication,
this law seems to be missing. The ease with whithaais can put their inventions online and
share with others can be crashed with the righfshasized by publishers. The issue is publishers
cannot control the remunerative compensation afehuts travelling to all parts of the world.
Now to retain control the licensing and ownersHigantent by publishers is widely increasing.
In 2001, Creative Commons was founded with thentiwe@ of making online information more
easily accessible. Creative Commons have develapget of machine-readable licenses that
authors can use to share their inventions. Als@i#e Commons provides a means for authors
to contribute their inventions to the public domaivhen the copyright is donated to the public,
no license is being involved.

3. Collaboration in Research work

We can recall the traditional publication processld not easily support authors with the same
research interests to share their work togethpubtishing their knowledge. Due to vast changes
in technology, nowadays it has become very commeondsearchers to work with each other
across institutions and geographic boundaries.i$l@among the advantages of online publication
over print-based as authors can share their kngelé@ely, allowing their invention discussed,

given comments, reworked and re-published. Shasfrigmqowledge can result in new research
ideas, hypothesis, and even advancement of knoeledg

Another advantage is that, as authors can comntenigaline, it is possible for them to

communicate more effectively by incorporating imagsimulations, audio and videos, hence
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make their findings more interesting and best @e#d to the interested parties. This type of
communication provides a more interactive environinvehich not only convey knowledge in
new and exciting, but also demoralizing publisheith old styled publishing techniques.
Furthermore, online publication or “web of collahtion” can allow author’s inventions be linked
with other resources that help them to further &xpthe message they wish to convey. Now days
there are different forms of online publication wihteractive dialog parts which allow users to
provide feedback.

4. Protecting online content

Now we have seen the infrastructure, copyright emithboration issues of online publication;
there might raise a question “How can we proteetdhline publications from an unauthorised
access?” The answer is simply protecting the wele iy using “encryption” (converting data
into a certain form that cannot easily be undestopunauthorised people) and passwords. The
website owner can prevent users from downloadiogying, forwarding or even printing the
content. The content can be encrypted and candveedi only if accessed from the authorized
servers.

4.4 Legal policies on data and privacy protectioomn academic

In the previous sections we have discussed persofmmation and data protection with the

issues raised by emerging technologies. We hawe ditcussed about the information and
communication technology issues in research. Letavs see the legal policies on data and its
privacy protection.

Data Protection Act

The data protection act is a policy which givesrtgbt of access to the data which Organization’s
hold about an author and specifies how these datde gathered, used and disseminated. The
policy can explain how a user can request an atoess/ personal data which an Act holds about
an author, including the form which should be ustén submitting an access request. It further
binds on all staff and students, and specifies dieps taken necessary to conform to the
requirements of the data protection act. If somesnensferring personal data to a third party,
who is going to process it, then a data procesagrgement must be in place. This agreement
should set out the terms of service between bottiegaand an act that will comply with data
protection law.

The Data Protection Act also can prohibit the tfanef personal information from one country

to another, unless those countries to ensure the &vel of protection. For instance, if the use
of data in a research project is linked to anotheividual who is in the upcountry, then the data
protection act should be adhered. However, sonaataf protection principals can be exempted
in case of the following;
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The information is being used exclusively for reshgourposes and no other use. This type of
data can be statistical or historical

» The information being used is not for supportingaswees or decisions relating to any
identifiable living individual

* The information being used is not going to causdékely to cause substantial damage or
distress to any subject matter

Normally, if any, research activity meets the aboweditions, then the personal data may be used
for a new purpose, or be kept for a research perpos

Data processing

When processing personal data, a University mustadm accordance with its data protection
Principles. Generally, data must be fairly and ldlyfprocessed, processed for limited purposes,
adequate, relevant and not excessive, accurat&epofor longer than is necessary, processed in
line with author’s rights, secure and not trangf@ro countries without adequate protection.

The University may have data or information frondiiiduals and sometimes may contain a
listing of authorised recipients of the data conedr These are the individuals and bodies to
which, if appropriate, the University may discldbes data within the terms of their registration.
This does not mean that these authorised reciphaves an automatic right to disclose them. For
example, when the information requested contaimsisee or personal material relating to
another individual whose own rights must be pra&eéctnder the Act.

Activity 4.3

Objective (AIM): To familiarise yourself with data protection poéisiwhen
processing student’s personal data in academiitutishs

Motivation (WHY): To be aware of policies that protect student’s qeabs
data and academic creations.

WHO: You may take this activity individually on in grosip
ResourcesA PC connected to the internet

Tool: Discussion forum.

Duration: 60 minutes.

Activity:
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WHAT:

* The central legal pre-condition for processing st creation is angd
ought to be obtaining the student’s authority withspect to the
processing. Prepare a discussion document of tgespa

174

« Identify and discuss the data protection measwresiiline publications
as described in data protection act of the ingdiubr at the national g
international level. Prepare a discussion docuroktwo pages.

HOW:

—

« Contribute your group's responses by attaching goauments to you
post in the discussion forum.

=

* Although only 1 person will submit the responsekenaure that you
include the names of ALL the group members at the af your
assignment.

FEEDBACK:

Read at least two posts given by other contributmd comments on thejir
findings

Summary

We have seen that, information privacy is amongirnh@ortant aspects tE
deal with when we consider academic discipline. dlirlenge is when th

internet can be used as a tool for fabrication fafglfication of data and
information. However, protecting data privacy andwing confidentiality
is a relevant issue in addressing data storagejtatbuld always be pu
into consideration. Higher education institutiom®w@ld focus on storags
security and plagiarism as it is crucial to mainitag data and informatio
privacy, as well as, the integrity of intellectyaloperty and academ
authenticity. Thus, preserving the integrity of thstitution and publisher
should act as a central part in ensuring their ese@and longevity @
institutions. We have also seen that by usingnkermet, authors and users
are gaining the benefits of freely sharing theiowfedge, hence realize the
effectiveness of learning experience when the kadge is designed for the
need of users.
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Review Questions

» Based on the Data Protection Act of your countoypdrents have a right
to see information relating to their children whénis held by an
organisation? Give reasons for your answer

* In the context of the Data Protection Act of yoouwtry, can the polic
request and expect to receive information from egamisation about
suspect in a burglary? What should an organisatosider under the Ac
when it receives such a request from the Police?

* A recruitment company has decided to outsourceaisoll function to
another company. What are the main implicationthisfdecision?

* A company selling personal life insurance produgts to increas
business through marketing both existing and p@teméw customers by
telephone and fax. What are the main implicatiohghes marketing
strategy under the Privacy of Electronic Commuiicet Regulations?

» The School is considering commissioning a surveytoktudents. Th
survey data will be gathered and analysed by aereait contractor
Certain data will need to be transferred to the/eyiicontractor to carry
out the survey (assume that it is a web based yumhech will be
publicized by email: the contractor will get stutennames, emalil
addresses and certain demographic informationltovahe data to be
analysed, e.g. by sex and nationality).

» Assume that two companies are in an argument, rofi@mzania and th
other in South Africa. What are the Data Protectssues that we would
need to consider in order to do this legally?

19) S—o D

1%

U

D

Topic Four Reflection

Please use the MOODLE course blog facility to ften the following questions on this topic
(Time 30 minutes).

+ What have you learned in this topic and how it &ékist you in preserving your data and
information privacy?

+ How do data and information privacy affect academsacial and business-related
activities of an individual and society at large?

« How is data and information privacy practiced iuymstitution, academic work and
work life?
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Final Module Overall Reflection / Evaluation

1.

What did you learn in this module course? To wh&trt you have developed your
knowledge and skills in dealing with academic inityg

2. Which were the most difficult parts, and why wereyt difficult?

3. Which were the most straightforward parts, and didyyou find them easy?
4. What were the greatest challenges you faced inrtaldeg the module?

5. What was the most boring or tedious part of dolregrhodule?

6.
7
8
9.
1

What are your recommendations for a possible imgmant?

. In what way did this module on academic integrigyphyou in your career?
. What advice would you give a friend who is abouénooll in this course?

What have you learned about yourself while engagirtig this module?

0.How has this module affected your perception ofrymun institution’s practices?
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